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Abstract. A generalized Feistel structure (GFS) is a classical approach to construct
a block cipher from pseudorandom functions (PRFs). Coron et al. at TCC 2010
instantiated a Feistel structure with a tweakable block cipher (TBC), and presented
its provable security treatment. GFSs can naturally be instantiated with TBCs, and
among several types of GFSs, the provable security result of TBC-based unbalanced
GFSs was presented. TBC-based counterparts of the most basic types of GFSs,
namely, type-1, type-2, and type-3 GFSs, can naturally be formalized, and the
provable security result of these structures is open. In this paper, we present such
formalization and show their provable security treatment. We use a TBC of n-bit
blocks and n-bit tweaks, and we identify the number of rounds needed to achieve
birthday-bound security and beyond-birthday-bound security (with respect to n).
The n-bit security can be achieved with a finite number of rounds, in contrast to the
case of classical PRF-based GFSs. Our proofs use Patarin’s coefficient-H technique,
and it turns out deriving a collision probability of various internal variables is non-
trivial. In order to complete the proof, we introduce an approach to first compute a
collision probability of one specific plaintext difference (or a ciphertext difference),
and then prove that the case gives the maximum collision probability. We fully verify
the correctness of our security bounds for a class of parameters by experimentally
deriving upper bounds on the collision probability of internal variables. We also
analyse the optimality of our results with respect to the number of rounds and the
attack complexity.
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1 Introduction

Feistel Structure and Generalized Feistel Structure. There are various approaches for
designing a secure block cipher, and the provable security treatment initiated by Luby
and Rackoff [LR88] focuses on the structural soundness of the design. They considered a
Feistel structure that uses a pseudorandom function (PRF) as a round function. They
showed that with 3 rounds, it is a pseudorandom permutation (PRP), a block cipher that
is indistinguishable from a random permutation against adversaries with chosen-plaintext
attacks (CPAs), and with 4 rounds, it gives a strong PRP (SPRP), a block cipher that is
secure against adversaries with chosen-plaintext-ciphertext attacks (CPCAs). The result
has been extended and generalized in various ways. For instance, one obtains a better
security bound by increasing the number of rounds [Pat98, Vau03, MP03, Pat03, Pat04], or
one obtains a block cipher with a larger block length with a universal hash function [NR99]
or with a generalized Feistel structure (GFS) [ZMI89].

To construct a block cipher of a certain block length, GFSs require a smaller PRF than
a Feistel structure, since GFSs break the input block into smaller pieces. There are various
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types of GFSs, including unbalanced GFS [SK96], type-1, type-2, and type-3 GFSs [ZMI&9],
alternating GFS [AB96, Luc96], and Nyberg’s GFS [Nyb96]. See Fig. 1 illustrating type-1,
type-2, and type-3 GFSs. GFSs have been adopted in various practical designs. They are
used, e.g., in hash functions SHA-1 and SHA-2 [NIS05], block ciphers [SSA107, RRSY98],
and cryptographic permutations [GM16]. The provable security treatment of type-1, type-2,
and type-3 GFSs is presented in [ZMI89], followed by refined treatments in [HR10a]. The
work by Shen, Guo, and Wang covers a wide range of GFSs [SGW20], and they further
improved the results in [HR10a].

Tweakable Block Cipher Counterparts. A tweakable block cipher (TBC), formalized by
Liskov et al. [LRW02, LRW11], generalizes a classical block cipher to take an additional
input called a tweak. A TBC is a family of permutations indexed by a tweak and a key.
Initially, TBCs have been constructed as a mode of operation of block ciphers [LRW02,
LRW11]. The other direction to construct a block cipher with a large block length
from TBCs was initiated by Minematsu [Min09]. Rich designs of practical TBCs as a
primitive [JNP14, BJKT16, JNPS21] can be used to construct a block cipher with a large
block length. Coron et al. [CDMS10] instantiated a Feistel structure with a TBC with
n-bit blocks and n-bit tweaks to obtain a block cipher with 2n-bit blocks, and showed
that with 2 rounds, the construction gives an SPRP with the security bound of the form
O(q?/2"), i.e., birthday-bound security, where ¢ is the number of queries. They also showed
that with 3 rounds, it gives an SPRP with the security bound of the form O(q?/22"),
beyond-birthday-bound security (BBB security).

Following [Min15], Nakamichi and Iwata [NI19] analysed the TBC-based counterpart
of the unbalanced GF'S, where a contracting function is used as the round function. They
showed the number of rounds to achieve birthday-bound security and BBB security.

Our Contributions. The TBC-based counterparts of the most basic types of GFSs, namely,
type-1, type-2, and type-3 GFSs, can naturally be defined. In this paper, we formalize the
structures and consider a question of analysing the provable security of these counterparts.
See Fig. 2 for the structures analysed in this paper. We use a TBC of n-bit blocks and
n-bit tweaks, and we identify the number of rounds needed to achieve birthday-bound
security and BBB security (with respect to n). Concretely, we show the following results:

e For TBC-based type-1 GFSs with dn-bit blocks and r rounds, where d > 3, we
consider PRP and SPRP security separately, as this construction has different security
characteristics depending on the direction of the operation. For PRP security, it has
birthday-bound security O(g?/2") with 7 = 2d — 2 rounds, and by adding d more
rounds, i.e., with 7 = 3d — 2 rounds, the bound improves to BBB security O(q?/22").
For SPRP security, we show that it has birthday-bound security O(q?/2") with
r = d? — 2d + 2 rounds, and BBB security O(¢?/2%") with r = d? — d + 2 rounds.

e For TBC-based type-2 GFSs with dn-bit blocks and r rounds, where d > 4 is even,
we consider SPRP security to show that it has birthday-bound security O(q?/2")
with r = d rounds, and BBB security O(g?/2?") with r = d + 2 rounds.

e For TBC-based type-3 GFSs with dn-bit blocks and r rounds, where d > 3, we
consider SPRP security and point out the correspondence to the result of TBC-based
type-1 GFSs. It has birthday-bound security O(q?/2") with r = d rounds, and BBB
security O(q?/2?") with r = d + 1 rounds.

Our proofs use Patarin’s coefficient-H technique [Pat08] refined in [CS14]. In the proof,
collision probabilities of various internal variables have to be evaluated. For a dn-bit block
cipher we consider, a collision probability of internal variables depends on whether each
n-bit block in a plaintext difference (or a ciphertext difference) has a non-zero value or
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not. There are (2¢ — 1) cases to evaluate, and it turns out that theoretically deriving
the collision probabilities while treating d as a parameter is non-trivial, as TBCs behave
differently depending on whether it has a non-zero difference in inputs, tweaks, or outputs,
and this makes it different from the analyses of PRF-based GFSs.

In order to complete the proof, we introduce an approach to first compute a collision
probability of one specific plaintext difference (or a ciphertext difference) among the (2¢—1)
possibilities, and we then prove that the case gives the maximum collision probability, by
following the computation to show that any other plaintext difference does not have a
larger collision probability.

In order to verify the correctness of our security bounds, we developed a program
that exhaustively computes the collision probability for all the (2¢ — 1) possibilities. We
executed the program in the range of d < 16, and we experimentally verified the correctness
of our security bounds for parameters within the range.

We also analyse the optimality of our results with respect to the number of rounds and
the attack complexity. Let r, be the number of rounds for birthday-bound security, and
bbb b€ the number of rounds for BBB security. We present attacks against TBC-based
type-1, type-2, and type-3 GFSs that use ¢ = 2"/2 queries when the number of rounds
r satisfies rpp, < 7 < rppp, implying that rpy, is the optimal number of rounds for BBB
security. We also point out that if the number of rounds satisfies r < 7y}, then there is an
efficient attack with ¢ = 2 queries, implying that 7y}, is the optimal number of rounds for
birthday-bound security.

Table 1 shows the summary of previous results and our results. Given that TBC-based
GF'Ss use a stronger primitive than PRF-based GFSs, a fair comparison is not possible.
Nevertheless, we make the following observations from the table:

e We observe that the n-bit security can be achieved with a finite number of rounds
with TBC-based GFSs, in contrast to the cases of classical PRF-based GFSs.

o With respect to SPRP security, the number of rounds needed to achieve BBB security
with TBC-based GFSs is lower than or equals the number of rounds needed to achieve
birthday-bound security with PRF-based GFSs, although the results in [SGW20]
are not optimized for the number of rounds (see the discussion below).

The results on PRF-based GFSs and TBC-based Feistel in [SGW20] make use of the
coupling technique [MPRO7], and motivated by the observation in [LL18], the result
regarding TBC-based Feistel shows that it remains secure provided that ¢ < 227t/(t+1)
where t > 1 is a parameter that specifies the number of rounds, i.e., for TBC-based Feistel,
the number of rounds is 4¢ + 2 (see Table 1). The value of ¢ can be larger than 2", while
our results do not cover the case of ¢ beyond 2". The proof technique is useful to obtain
a strong security bound at the cost of non-tightness in the number of rounds. That is,
TBC-based Feistel has the security bound of O(q¢?/2%*") with 3 rounds [CDMS10], which
corresponds to the security bound of ¢ = 1 in [SGW20], i.e., 6 = 4t + 2 rounds from Table 1.
The same argument applies to the results of PRF-based GFSs in [SGW20]. This paper
focuses on deriving the tight bound with respect to the number of rounds, and we leave
the analysis with the coupling technique as an interesting future work.

Related Works. We list related works other than the works mentioned above. There are
various constructions of (tweakable) enciphering schemes from TBCs, which can seen as a
(tweakable) variable-input-length block cipher. See, e.g., [MI11, ST13, CLMP17, CMN18,
BLN18, DN18]. These results generalize the results of [CDMS10] to handle variable length
input, to optimize the efficiency (the number of TBC calls), and/or to maintain the
provable security bound. We also note that there are various constructions of (tweakable)
enciphering schemes from block ciphers, including [NR99, HR03, HR04, Hal04, WFWO05,
CS06a, CS06b, Sar07, MF07, Sar09, BN15, CDK*18, CEL*21].



Kazuki Nakaya and Tetsu Iwata 27

Table 1: Summary of previous results and our results. “Model” shows the attack model
and “Prim.” shows the underlying primitive. “Construction” is a block cipher with dn-bit
blocks, except for PRF-based Feistel and TBC-based Feistel which are 2n-bit block ciphers.
In the table, ¢ denotes the number of queries, and in the results of [SGW20], ¢ > 1 is a
parameter that specifies the number of rounds. Only the leading terms are listed and
constants are neglected in our security bounds.

Model Prim. Construction Security bound # of rounds Reference
Type-1 GFS  O(dg?/2™) 2d -1
2.2 /on
PRP PRF Type-2 GFS O(d%¢?/2") d+1 (ZMISO]
Type-3 GFS  O(d?¢%/2") d+1
SPRP PRF Type-2 GFS birthday d+2
t
Type-1 GFS 24 (%:2) (A +d—2)t+1
2 2d%¢ )"
SPRP  PRF  Type-2 GFS 24 (%) 20t + 1 [SGW20]
t
Type-3 GFS 2% (4§§4) (d+2)t+1
PRF Feistel O(q?/2") 4 [LRSS]
TBC Feistel o0 130011\ /2
2(2% (3)) " ar+2 [SGW20]
dq? /2™ 2d —2
PRP TBC Type-1 GFS 22 /22 30— 9 Theorem 1
d*q? /2" d*> —2d+2
Type-1 GFS g2 /22 &2 —d42 Theorem 2
d*q? /2" d
SPRP TBC  Type2 GFS  Gy0o)o0, s Theorem 3
d*q? /2" d
Type-3 GFS &2 /22 d+1 Corollary 1

The constructions we consider in this paper have iterative structures, are not flexible in
terms of the input length, are not optimized in terms of the number of TBC calls, and do
not take a tweak as input. Our focus is to show the soundness of the structures that are
naturally formalized from well known PRF-based GFSs, rather than proposing dedicated
designs, and the constructions in this paper could be instantiated with existing TBCs
or could be a starting point of designing a block cipher with a large block length as a
primitive.

2 Preliminaries

2.1 Notation

For a finite set S, s & S denotes the procedure of selecting an element from S uniformly at
random, and assigning it to s. The set of all the bit strings of n bits is written as {0, 1}",
and for a bit string X, | X| denotes its length in bits. The difference X; & X; of two bit
strings X; and X; with |X;| = |Xj| is written as AX; ;, where @ is the XOR operation.
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Figure 1: Round functions of classical PRF-based GFSs. (a) Type-1 (b) Type-2 (¢) Type-3
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Figure 2: Round functions of TBC-based GFSs. (a) Type-1 (b) Type-2 (c¢) Type-3

We write the concatenation of bit strings X and Y as X || Y.

For integers a,b,c with a < band ¢ > 1, we let [a.b: ] ={a+¥lc|a < a+le <
bAL=0,1,...}, eg, [3..10 : 2] = {3,5,7,9}. We use the convention that [a..b : ¢|] =
if a > b. If ¢ =1, we simply write [a..b] = {a,a+ 1,....,b} for [a..b: ¢]. For bit strings
Xa Xotl X% with X* € {0,1}", if [a..b : ¢] # ), then the concatenation of all X*
with i € [a..b: ¢] is written as X[*¥€l. That is, we have X[o-bel = X || xote || xat2e ||

| Xot+l55te and Xlo-tl = X | XotLl .- | X°. We write the concatenation of X¢
and X° as X | X® or X[*¥. For example, for X112 = X1 || X2 | --- | X'2, we have
X[S..10:2] — X3 ” X5 H X7 ” XQ’ X[S..lo] — X3 H X4 ” H Xlo’ and X[3,10] — X3 ” x1o

For a keyed function F : I x X — ), where K is the key space, X is the input space,
and ) is the output space, the output Y € Y for a key K € K and an input X € X is
written as Y = Fx(X) or Y = F[K](X). For a key K € K, if F(-) is a permutation over
X, its inverse permutation is written as F'(-) or F71[K](-).

2.2 Block Ciphers and Tweakable Block Ciphers

A block cipher (BC) is a keyed permutation E : K x {0,1}"™ — {0, 1}", where for any key
K € K, Ex(-) is a permutation over {0,1}". Here, K is the key space and n is the block
length. If C' € {0,1}™ is a ciphertext for a key K € K and a plaintext M € {0,1}", we
have C' = Ex (M) in encryption and M = E*(C) in decryption. In what follows, we
write n-BC for a block cipher with the block length of n bits.

A tweakable block cipher (TBC) [LRW02, LRW11] is a keyed permutation E : K x
{0,1}* x {0,1}™ — {0,1}" that has an additional input called a tweak. For any key K € K
and any tweak T € {0,1}!, Ex(T,-) is a permutation over {0,1}". Here, K is the key
space, t is the tweak length, and n is the block length. If C' € {0,1}"™ is a ciphertext for a
key K € K, a tweak T € {0,1}!, and a plaintext M € {0,1}", then we have C = E‘K(T, M)
in encryption and M = Egl (T, C) in decryption. We write (¢,n)-TBC for a TBC with
the tweak length of ¢ bits and the block length of n bits.

We write Perm(n) for the set of all the permutations over {0,1}". A random permu-
tation 7 is a permutation that is chosen uniformly at random from Perm(n), i.e., 7w &
Perm(n). We write lgé;r/n(t, n) for the set of all the functions P : {0, 1}t x {0,1}" — {0,1}"
such that, for any tweak T € {0,1}, P(T,-) € Perm(n). A (¢, n)-tweakable random permu-
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tation ((¢,n)-TRP) P is a function that is chosen uniformly at random from ﬁe\r_ri(t, n), i.e.,
Pisa (t,n)-TRP if P & Perm(t,n). For a (t,n)-TRP P, for any tweak T’ € {0,1}¢, P(T,-)
is a random permutation over {0,1}", and we write P~*(T,-) for its inverse permutation.

2.3 Security Definitions and Coefficient-H Technique

In this paper, we consider the security of a block cipher E as a pseudorandom permutation
(PRP) and a strong PRP (SPRP) [LR88]. A PRP-adversary A is given oracle access to
an encryption oracle Ex (+) in the real world, and it is given oracle access to a random
permutation 7(-) in the ideal world. An SPRP-adversary A is given oracle access to Fk ()
and Ex'(+) in the real world, and it is given oracle access to m(-) and 7~ !(-) in the ideal
world. We define PRP-advantage and SPRP-advantage as follows [LR88]:

AdVPP(A) = |Pr[APx0) = 1] — PriA™0) =1
AdVEP(A) = | Pr[APKOE () = 1] = pr[A™O7 'O = q]]

The probabilities are taken over the randomness of A, K, and w. An adversary A in
the PRP notion is in a chosen-plaintext-attack (CPA) setting, and we may call it a
CPA-adversary or a PRP-adversary. An adversary A in the SPRP notion is in a chosen-
plaintext-ciphertext-attack (CPCA) setting, and we may call it a CPCA-adversary or an
SPRP-adversary. We also consider a CCA-adversary that has oracle access to decryption
(Ex'(-) or w='(-)) only.

In our security proofs, we heavily make use of Coefficient-H technique [Pat08, CS14].
Let R be the real world oracle defined by a block cipher F, and let Z be the ideal world
oracle defined by a random permutation 7. For an adversary A that makes at most ¢
queries, a transcript § records the interaction between .4 and the oracle(s), i.e., it contains
all the queries of A and responses from the oracle(s). Let © be the probability distribution
of transcript § when A interacts with R (and R~!) in the real world, and ©7 be the
probability distribution of # when A interacts with Z (and Z~!) in the ideal world. An
attainable transcript is a transcript 6 that satisfies Pr[@7 = 0] > 0, i.e., it has a non-zero
probability in the ideal world. Let T, be the set of all the attainable transcripts.

With the notation above, Coefficient-H Technique is the following lemma.

Lemma 1 (Coefficient-H Technique [Pat08, CS14]). Consider a deterministic adversary A.
Let Traq be a subset of Tan that contains all the “bad” transcripts, and let Tgood = Tau\ Thad-
Assume that there exists 0 < e < 1 such that

PI‘[@RZG] 21—6

Pr[@z = 9]

holds for all 8 € Tgooa. Then, one has AdvgﬂmOdel)(A) < €+ Pr[O7 € Tpaal, where
(model) € {prp, sprp} depending on the queries A makes.

3 Definition of TBC-based GFSs

In this section, we formalize TBC-based type-1, type-2, and type-3 GFSs. They are
naturally obtained from classical PRF-based type-1, type-2, and type-3 GFSs by using an
(n,n)-TBC to define a round function. By iterating the round function for r times, we
obtain a dn-BC, where r is the number of rounds and d is the number of input/output
blocks. For 7 € {1, 2,3}, the encryption round function, the decryption round function, the
r-round encryption function, and the r-round decryption function of TBC-based type-7

GFS is written as ®, 4, (I>;}l, Erd,r, and 8;; ~» Tespectively, which are defined as follows.
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Figure 3: (a) @1 4[Ex, J(X' |- | X4 = (Y [| X3 - || X4|| X1), where Y = Eg, (X', X2).
(b) D7 g[Er, J(X |- [| X)) = (X4 Z | X2 || --- || X*=1), where Z = B (X4, X1).

TBC-based Type-1 GFS. Letd >3, r > 1, E be an (n,n)-TBC, and Ki,...,K, ber
independent keys of E. We first define the encryption round function @ 4 of a TBC-based

type-1 GFS. It is a permutation over {0, 1}9" that takes (X'|---|| X¢) € {0,1}9" as input.
It internally makes use of a single call of Ex,, where z € {1,...,r}. Now ® 4 is defined as
Br g Ere, J(X |-+ | XU) = (Bre, (X, X2) | X2 -] X X1

The decryption round function @f}i is similarly defined by using the decryption function

E;{i of EKI as
Oy g[Ere, J(XT |- | X9) = (X B (XX | X2 || X970

See Fig. 3 for illustrations.

We next define the r-round encryption function &; 4, of a TBC-based type-1 GFS. It
takes M € {0,1}9" as input, and applies the encryption round function ® 4[Ex,] with
x=1,2,...,r in this order. That is, & 4, is defined as

ErarlBrys. . Ex,J(M) = ®1 4[Ex,] 0 ®14[Exk, oo ®1 4[Ex,|(M).

The r-round decryption function & Cll’r takes C € {0,1}9" as input and applies @;;[E K.
with x =7, r—1,...,1. Formally, 81_,;,7» is defined as

EranlBxy, - Ex,)(C) = @7 j[Ex,] 0 @7 4[Ex,] o -+ 0 &7 4Bk, |(C).

In the proof of security presented in Sect. 4 and Sect. 5, we consider 517d7r[]51, e ,]ST}
and Ef’ir[]sl, ..., P,] that are obtained by replacing each (n,n)-TBC Ex, with an (n,n)-
TRP P,, where Py, ..., P, are r independent (n,n)-TRPs. In what follows, if it is clear
from the context, we write &1 4, for &£ g, [ﬁl, . ,IST] and 81_7;77, for 51_,cll,r[ﬁ1v - ,ﬁ,.].

TBC-based Type-2 GFS. Let d >4 and r > 1, where d is even. We let K1 1,..., K, 4/2
be rd/2 independent keys for (n,n)-TBC E used in the construction. The encryption
round function ®5 4 of a TBC-based type-2 GFS is a permutation over {0,1}" that takes
(XL || X4) € {0,1}" as input. Internally, ®5 4 uses d/2 TBCs E‘Km, e ,E‘Kw,d/z,
where z € {1,...,r}, and is defined as

@2,d[EK1,1,EK % XM X
= (Br,, (X", X?) | X?|| Exe, ,(X*, X*) | X° || -+ || Ex

sy

2,29

raps (XX X
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Xl X2 Xd X4 e Xd—l )gi/d Xd Zl X2 Z2 . Xd—2 Zd/2
n

EK a2

IS

n n n n n
Yl Xd YZ PN Xd—l Yd/2 Xl Xl X2 Xd e Xd—2 Xd—l Xd

(a) (b)

Figure 4: (a) @2.4[Ex, 1, -, B, o) (X X9 = (VHIXP Y2 X1 Y92 X1,

z,19 "

where Y = B, , (X271 X%). (b) @5 4Bk, s Bic, o (X - | X9) = (X[ 21|

2 2 d—2 d/2 1_ -1 d yl ¢ _ p—1 2(¢—1 20—1
X2 22| - || X972 || 2%/%), where Z' = Ey} (X4, X') and Z° = Ep} (X270, x2671)
for ¢ € {2,...,d/2}.
The decryption round function @;’}1 uses decryption E;(i’l, . ,E[};d/z of EKN, ceey EKw,d/2
and is defined as
(b;,}l[EKa:,l ’ EKm,zv s 7EKz,d/2](X1 H T || Xd)

= (X Bid (X4 X0 || X2 ) Byl (X%, X%) ||+ | X422 By, (X972, X07)).

See Fig. 4.
The r-round encryption function &; 4, of a TBC-based type-2 GFS is a dn-BC that
<. 7EK,

takes M € {0,1}" as input. It uses r encryption round functions <I>27d[EK v.a)2)

forx =1,2,...,r, and is defined as

x,17 "

52-,d,7“[EK1,1 IR EKr,d/2](M)
= @27d[EK7‘,17 s ’EKr,d/Q:I © @23d[EK7‘—1,17 ) EK7~71,d/2] ©---0 @27d[EK1,17 s ’EKl,d/zKM) .

The r-round decryption function & ; , is defined in an obvious way by using r decryption

. —1 o
round functions (I)z,d[EKz.lw s Er, ) forz=mrr—1,...,1as

gi;,r[EKLw s 7EKr,d/2](C)
= (P;,;[EKI,17 ) EKl‘d/2] ° (P;,;[EKZ,17 ) EKQ‘d/Q] 00 q);,il[EKr,lv RE) EKr,d/z](C) ’

where C € {0,1}" is the input.

In Sect. 6, we prove the security of gg’d’r[ﬁl’h .. .,]Snd/ﬂ, where }Bxy is used as a
TBC EKM and ]51,1, . ,f),,‘7d/2 are rd/2 independent (n,n)-TRPs. We write &, 4, for
Eg,d,r[ﬁLh ... aﬁr,d/2] and Siém for Sié’r[ﬁl,l, A ﬁr,d/Q]'

TBC-based Type-3 GFS. Letd >3,r > 1, E be an (n,n)-TBC, and K1 1,..., K, 4-1 be
r(d—1) independent keys of E. The encryption round function ®3 4 of a TBC-based type-3
GFS is a permutation over {0,1}%" internally uses d — 1 independent (n,n)-TBCs Ex

x,1)

..., Exg, , , for some z € {1,...,r}, and takes (X' | --- || X¢) € {0,1}%" as input. It is
defined as
q>37d[’Ev‘Kz,17EKz,2’ B EKz,d—J(Xl || T || Xd)

= (B, , (X X?) || B, o (X2, XP) || || B,y (X971 X)L X
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n
Zl Z2 N Zd—l Xl Xl X2 e Xd—l Xd
(a) (b)

Figure 5: (a) ®3.4[Er, 1, Er, . J(XY- | XY = (24 22| - 29| X ), where Z¢ =
Er, (XX, (b) @5 4[Ex, sy Brey o JX [ X = (XYY [ V4.

The decryption round function CD;; uses decryption E;(i PR ,E;(i ., of EKN ey Ex
and is defined as

z,d—1

O alBK, 1y Bry sy Bry o (X [ XD = (XY Y2 YY),

where Y1 = E‘I_(i 1(Xd,Xl) and Y¢ = EI_(; Z(Yé_l,Xe) for £ € {2,...,d —1}. See Fig. 5.
The r-round encryption function &3 4, of a TBC-based type-3 GFS is a dn-BC that
takes M € {0,1}9" as input, uses r encryption round functions ®3 4[Fk, ,,..., Ex

forx =1,2,...,r, and is defined as

vai]

53,d,T[EK1,1 yer EKr,d,—J(M)

= ¢37d[EKr,l7 LN EKr,d—l] © (ngd[EKrfl,l’ BRRE) EKr—l,d—l] 0---0 q)3,d[EK1,1ﬂ BERE) EKl‘d—l](M) .

The r-round decryption function ‘c”?j-ém of TBC-based type-3 GFS takes C' € {0,1}" as

input, uses r decryption round functions @;E[EKM, e EK
and is defined as

53_’;,T[EK1J, EERR EK-r,d—l](C)
= (b;é[EKl,l) ceey EKl,d—l] o ¢;¢11[EK2,1 yoee e aEKz,d—l] 0---0 (I);’:;[EKTJ P EKr,d—l](C) .

wa) forx=mrr—1,...1,

We prove the security of 53,d,r[151,17 e ]Sr’d,l] in Sect. 7, where we use f’my instead
of Fx,, and Py y,..., P41 are r(d — 1) independent (n,n)-TRPs. We write &3 4, for
53,d7,,«[P171, SN 7Pr,d—1] and Si%_,;,r for g?:cll,r[Plal’ sy Pr,d—1]~

4 PRP Security of TBC-based Type-1 GFS

In this section, we prove PRP security of &; 4., TBC-based type-1 GFS, where we use r
independent (n,n)-TRPs.

Theorem 1 (TBC-based type-1 GFS, PRP security). Fiz d > 3, and let Pi,....,P ber
independent (n,n)-TRPs and E = & 4,[P1, ..., P;] be the TBC-based type-1 GFS. Then
for any PRP-adversary A that makes q queries, if r = 2d — 2 rounds, we have

(d—1)¢? n 0.5(d —1)¢*> 0.5¢°
on 22n 9dn

AdVEP(A) < (1)

and if r = 3d — 2 rounds, we have

- 0.25(3d?> —d — 4)¢®>  0.5¢°

AdvEP(A) e e 2)




Kazuki Nakaya and Tetsu Iwata 33

In Theorem 1, Eq. (1) shows birthday-bound security and Eq. (2) shows BBB security.
The birthday-bound security is obtained from Lemma 3, Lemma 6, and the Coefficient-H
technique (Lemma 1), and the BBB security is obtained from Lemma 5, Lemma 6, and
the Coefficient-H technique (Lemma 1).

Below, we present the proof of Theorem 1. Both Eq. (1) and Eq. (2) consider CPA
security, with the difference being in the number of rounds. They share the same definition
of the oracles (Sect. 4.1) and the interpolation probability (Sect. 4.3), while the computation
of the probability of bad events (Sect. 4.2) requires different treatments, which are presented
in Sect. 4.2.1 for 7 = 2d — 2 and in Sect. 4.2.2 for r = 3d — 2.

We consider a CPA-adversary A that interacts with the real world oracle R, or with
the ideal world oracle Z. Without loss of generality, A is assumed to be deterministic,
makes exactly g queries, and does not repeat the same query.

4.1 Definition of the Oracles

The real world oracle R is defined as &; 4, that uses r independent TRPs }51, ce ]5,«. In

R, for the i-th query, we compute the internal states S}, ..., S{‘d with P, ..., Pr_g, and
the ciphertext with ﬁT_d_H, e IST. For each query A makes, we record the internal states
S, S;'_d in S, and the entire history of the internal states S is given to A after it
makes ¢ queries and before it outputs its decision bit. This only benefits A to increase its
advantage, and we show Eq. (1) and Eq. (2) with this A that has the extra information of
S. The real world oracle R is presented in Algorithm 1 in Fig. 6. See Fig. 7 for an example
and the labeling convention.

The ideal world oracle 7 is defined as the dn-bit random permutation 7. In Z, for
the ¢-th query, we use r — d dummy TRPs Pi,..., P._4 to compute dummy internal
states S}, ..., ST ~9 and record them into S. The dummy internal states have the same
probability distribution as in the real world oracle, and S is given to A after it makes ¢
queries. The ideal world oracle Z is given in Algorithm 2 in Fig. 6.

4.2 Bad Transcript and Bad Probability

The adversary A is given all the internal states after it makes ¢ queries. The interaction
between the oracle and A can be summarized as a transcript 6 as

0 — <(M1[1..d]’ CF..d]’SP..r—d])? o (My.‘d]’ C(Elud]’st[ll..rfd])> .

Since we assume that A does not repeat a query, for any 1 < j < ¢ < ¢, we have
1 d 1 d 1 d 1 d
(M, ..., M) # (Mj,...,M{") and (C7,...,Cf) # (Cj,...,CY).

In the real world, let us focus on 1390 for some z € [1..r], and let X;, T;, and Y; be the
input, tweak, and output of the i-th query, respectively. We observe that in the -th and
J-th queries, if X; = X; and T; = T} hold, then we must have Y; =Y}, and similarly, if we
have Y; = Y; and T; = T}, then X; = X holds.

In the ideal world, for P, with z € [1..r —d], i.e., for TPRs that are used in the
simulation, it has the same input-tweak-output relation as in the real world. However, for
P._g4y1,..., P, that are not used in the simulation, this may not be the case. That is, the
output can be different even though it takes the same input and tweak, or the input can
be different when it takes the same output and tweak. In other words, in the ideal world,
TRPs Pr_g441, ..., P are not used in the simulation, and there are conditions on these
TRPs that can hold only in the ideal world. Our definition of the set of bad transcripts,
Tpad, consists of all such transcripts 6.
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Algorithm 1: Procedure of R for the i-th query
Input: Mi[l"d] € {0, 1}dn
Output: Ci[l”d] € {0, 1}
(St g2 ST 80) (MR M, ..., ME M)
2. forx=1,2,...,r do
SF e PSP, 87
3. (CHC?,...,CH « (Sr, Syt gr—d+2 §r=1)
[1 -d]

—_

4. return C;
5.5« S| st

Algorithm 2: Procedure of Z for the i-th query
Input: M™% € {0, 1}
Output: Ci[l“d] € {0,1}dn

1. Ci[l"d] « ﬁ(Mi[l"d])
3f0rx—12 T—ddO
S+ Py(S271, 557

4. return C[1 -

5.5« S| gt

Figure 6: Definition of R and 7 for the PRP proof of &; 4. Initially, S is empty, and S is
given to A after it makes all the ¢ queries.

To define the set of bad transcripts, we let z € [2..d], and we consider the following

bad conditions!:

Bad at B_gsp : (ST201, §774) = (81 2d+1 §1- Y\ C2 £ C?
or (5777,C2) = (87 4,C2) p §72 £ 81- 2d+1
Bad at Pr_qio 1 (S] 727", 0F) = (S7244, ¢y n Oyt £ 05t
or (CF,C2 1) = (CF,C+1) A gr-2d+e Sjj’*Qd‘l’I
Here, when z = d, we let C91 = C1. If r < 2d, then a plaintext block (instead of a block

of internal state) is involved in the condition, and we let S® = M! and S~ = M<.

Example 1. If d =4 and r = 2d — 2 = 6, we have the following bad conditions:

Bad at Py : (M}, S?) = (M},SH)ANC2#C? or (S2,C2) = (S2,C2) A M+ M}
Bad at Py : (M},C?) = (M},CHNCP#C8 or (c CY) = (C3,C) AM}! # M
Bad at P5: (S},C9) = (SLCHACH£CH  or (CP,CH = (C3,CH) NS+ S
Bad at Ps: (S?,Cf) = (S, CHACH£C} or (01 CH =(C},CH)NS; # 52

These conditions can hold only in the ideal world, and they are impossible in the real
world, implying that the interpolation probability of such a transcript in the real world is

IWe follow the order of (tweak, input) or (tweak, output) to describe two n-bit blocks as an argument
of a TBC. To describe bad events, we list them following the order of a plaintext, an internal state, and a
ciphertext, with smaller indices come first.
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MY M2 M3 M MY M2 M3 M
SO t+—= ﬁl SO t+—» ﬁl

|
|

St—= Py St

l

|
|

S2t+—> Ps 52

l

|
|

S8t Py S8

l

|
|

S4t—= Py 54

l

|
|

=2
l
Jas
=2
l
™

i
|

ct ¢ ¢ ct

S6

l

|

S?

l

|

9
l
>

ct ¢ ¢ ct

Figure 7: Left: & 4, (M |- || M*) = (C'| --- || C*) for the case d = 4 and r = 6,
where (M- || M%) = (S° | 72| 872 | S71) and (C* || -+ [| C*) = (S°|| 7 || §* || S°).
Right: & q, (MY || --- || M*) = (C* || --- || C*) for the case d = 4 and r = 10, where

(M- MY = (SO 872|872 || 871) and (CH |-+ [| C*) = (S™[| ST % || $%).
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zero. We define BadénC as the set of all these conditions. Here, 1 < j < i < ¢, and since

we have (g) possible combinations of ¢ and j, Badl,, consists of:

e 1x (g) conditions of a 2n-bit collision between two internal state blocks (e.g.,

(Sr—2d+1 gr—dy — (S;_QdH, S;_d)), which we write coll g,

o dx (g) conditions of a 2n-bit collision between one internal state block and one
ciphertext block (e.g., (S7¢,C?) = (S}"—d, C?)), which we write coll, ¢, and

e (d—1) x (%) conditions of a 2n-bit collision between two ciphertext blocks (e.g.,
(cr, C’f“) = (C%, C’;-”'l)), which we write collg .

In total, we have 2d x (’21) possible collisions of 2n-bit variables in Bad?, .

Example 2. When d =4 and r = 2d — 2 = 6, we have 8 X (‘21) conditions in Bad!

enc

(See
Example 1). In this case, Bad., . consists of:

o collgs: 1 x (2) collisions at (M*, 5?)

o collyc: 4 x (g) collisions at (S2,C?), (M',C?), (S*,C?), and (S?,C*)

o colleo: 3% (9) collisions at (C?,C?), (C3,C*), and (C*,C*)

Now the set of bad transcripts Tpaq is defined as the set of all the attainable transcripts
that satisfy at least one of the conditions in Badl,.. Formally, we define

Thad = {0 | 0 satisfies at least one of the conditions in Bad.,.} .

The set of good transcripts Tgooa is defined as the set of all the attainable transcripts
0 that are not in Ty,q, i.e., we let Tgood =Tan \ Thad-

In what follows, we evaluate the probability to have bad transcripts. We consider the
case r = 2d — 2 first, and then r = 3d — 2.

4.2.1 Bad Probability for »r = 2d — 2
Let r = 2d — 2. For each of the conditions in Bad?

enc?’

we have the following lemma.

Lemma 2. Let r = 2d — 2, and consider one of the 2d X (g) conditions in BadénC in the
ideal world. Then, the probability of the condition is at most (d —2)/2" if it is in collss, at

most 1/2™ if it is in collsc, and at most 1/227 if it is in collg c.

Proof. We first present the analysis of colls s, followed by colls . and coll; .

Analysis of coll;s. We consider a condition in colls s, which corresponds to a unique
2n-bit collision at (S7~24+1 S7=4) As we are dealing with the case r = 2d — 2, it follows
that S7—2d+1 = §=1 = M? and S"~¢ = §972. We focus on the i-th and j-th queries, with
1 < j <1 < q, and derive the upper bound on
Pr[Sz[r—Qd-&-l,r—d] _ Sj[lr—2d+1,r—d] A CZQ 7& 0]2] < PI‘[(MZd, Side) _ (M]d,de72)] (3)
For C7 # C%, we use the trivial bound of Pr[C? # C?] < 1, as this event does not change
the coefficient of the leading term of Eq. (3), and hence we will not consider this event in
the following analysis.
Now for each of the conditions in Bad;nc, its probability depends on how the plaintexts
are chosen by A. Recall that we have Mi[l"d] + M ][1"6”, and we write the plaintext difference

as AM}E"d] = Mi[l"d] @ Mj[l"d}. To derive the upper bound on Eq. (3), we proceed as
follows:
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1. We compute the upper bound on Eq. (3) when the plaintext difference is AM}J #+
0A AMi[i"d] =0, and AM?; is an arbitrary difference.

2. We prove that the plaintext difference given above maximizes Eq. (3), by showing
that any other plaintext difference does not have a larger upper bound.

We now compute the upper bound on Eq. (3) when AMi{j 20N AMi[if'd] = 0. Since
M} # Mj}, the probability of a collision at S' = Pi(M*', M?) is Pr[S} = S}] = 1/2",
regardless of the difference AMZ%J-. Then, since M? = M 33, the probability of a collision at
S? = P»(S1, M?) is at most

Pr[S? = S7] = Pr[S] = S]]+ Pr[S} # 5;]-Pr[S7 = 57 | S} # S]]

1 2
< Pr[S} ! — =
< Pr[S; = S;] + 5% = on

[4..d—1]

We continue a similar step relying on M, =M ][-4”d71l to obtain the upper bound on

the probability of a collision at S* = P, (S~ M**1) for z € [3..d — 2] as follows:

13
3 _ Q3 2 2

Prlsf = 7] < Pr[SP = §7] + o < o7

Pr[S} = 5% < Pr[S? = §%] + 2% < ;in

d—2

Pr(S{% = S92 < Pr[S{% = 577%) + o < o

Therefore, we have

d—2

Eq. (3) = Pr{(M{, §{7%) = (M}, §{7)] < Pr[S777 = §77%] < ——=,

RRa)

and this gives us an upper bound (d — 2)/2" on a condition in colls s for the case AM;'; #
0N AMZ-[’?;”d] =0, and AMZ-Q_J- is an arbitrary difference.

We next prove that this is the upper bound for all other plaintext differences by
showing that any plaintext difference other than AM ;é 0N AM 341 — ) does not have
a larger upper bound. Observe that the event (Mfl7 Sf 2 = (de, de %) involves d — 2
TRPs 131, cee ﬁd—27 and in the computation of the above, each TRP contributes to the
addition of a term 1/2™ in the final upper bound. We analyze this in three cases: (C-1)
AMY #0AAMP T £ 0, (C-2) AM}; =0AAM?; #0, and (C-3) AM}* = 0. Note
that we cover all the cases.

(C-1) Assume that we have AM}; # 0 A AM[S”d] # 0, say AMF; # 0 for some z € [3..d].
If 2 = d, then Pr[(M{,S{7%) = (MY, Sj %] is zero. If x € [3..d — 1], where there
may be multiple indices of x, by following the above computation, we do not have
the corresponding addition of a term Pr[5r72 SI72] to derive the upper bound on
Pr[S7—t = S;”il] That is, we use Pr[S¥ ! =57 ] < Pr[sF—2 = Sj~ 21 4+1/2" in
the above computation, and the lack of Pr[Sy™ 2 =57 %] makes it smaller implying
that the final upper bound would also be smaller.

(C-2) If AM}; =0AAM?; # 0, then Pr[S} = Sj] = 0, and hence the final bound would
be smaller by followmg the above computation.
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(C-3) If AM[l A= 0, then we must have AM [3-.d] 7é 0, and assume that AM;"; # 0, where
x € [3. d] is the smallest index. Now AM "7 7 0 comes at the leftmost position at
the input of the z-th round, and we are back to the analysis of the initial case of
AM} i 7O AM 13-4l — ) with a reduced round version, which cannot have a larger
collision probabﬂlty

Therefore, the plaintext difference AM; ; ! ; 7 0A AM i = 0 maximizes Eq. (3), and
the corresponding upper bound (d — 2)/2" 1s the upper bound for all the cases in colly.

Analysis of colls .. Next, we consider a condition in colls .. Among the d x (g) conditions
in colls ¢ of Badenc, we focus on the analysis of (8772442 (2) that involves the internal
state with the smallest index in the number of round, as other cases of colls . cannot have
a larger upper bound. When r = 2d — 2, we have S”~29+2 = §0 — ! and we therefore
consider

Pr(5]2112,C2) = (8722, 02) A CF # CF) < Prl(M},C2) = (M},CD)]. (4)

It is clear that Eq. (4) is maximized when AM}J = 0. In the ideal world, a ciphertext
is obtained as the output of the dn-bit random permutation 7. This implies that regardless
of the plaintext difference, for any a € [1..d], we have

" " 2(d71)n -1 2(d71)n -1 1
PHCY = O] = o < S = - (5)

We thus have

1
Eq. (4) = Pr((M;,C7) = (M}, C)] < Pr(CF = CF] < o,
and this gives us the upper bound 1/2™ for the conditions in colls .

Analysis of coll; .. Finally, we consider coll. .. Since ciphertexts are generated with m,
regardless of the plaintext difference, for any a,b € [1..d],a # b, we have

2(d72)n -1 2(d72)n -1 1
a b a b < _
[(C C ) (O C )] 2dn -1 — an — 922n 22n : (6)

Therefore, 1/22" is the upper bound for all the conditions in coll; ¢, and this completes
the proof of Lemma 2. O

We experimentally verified the correctness of Lemma 2 for 3 < d < 16. Our program
computes, for each of the conditions in Bad?,., its probability for all the (2¢ — 1) non-zero
plaintext differences, and outputs the maximum probability with the input difference that
gives the maximum probability. The result fully confirms the correctness in this range.
See Appendix A for more details.

We are now ready to present the upper bound on the probability of Ty,q for the case
r = 2d — 2 in the following lemma.

Lemma 3. Forr = 2d — 2, we have

(d—1)¢? . 0.5(d — 1)¢?

<
Pl"[@z c Tbad] < on 92n
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1
enc

) conditions

Proof. We compute the probability of § € Ty,,q in the ideal world. As mentioned, Bad

contains 1 x (g) conditions in colls 5, d x (g) conditions in colls ¢, and (d—1) x (g

in collcc. From Lemma 2, we have

Pr[O7 € Tpad] < (q) : (d_2+1-d+22n-(d—1))

2 2n 2n
2d—2 d—1 (d—1)¢*> 0.5(d—1)¢?
< 0.5¢> - =
— q ( on + 22n > on + 22n ?
as claimed in Lemma 3. O

4.2.2 Bad Probability for »r = 3d — 2

When 7 = 3d — 2, for each of the conditions in Bad,., we have the following lemma.

Lemma 4. Let r = 3d — 2, and consider one of the 2d x (g) conditions in Bad;nc. Then,
the probability of the condition is at most (d*> —d — 2)/(2 - 22") if it is in colls s, at most
(d —1)/22™ if it is in colls ., and at most 1/2*™ if it is in coll. ..

We proceed as in the proof of Lemma 2. We present a proof sketch below, and a full
proof is presented in Appendix B.

Proof sketch. The overall structure of the proof is similar to that of Lemma 2. We first
consider colls s, followed by colls . and coll .

Analysis of colls . We consider a 2n-bit collision at (S"~24+1 §7=4) which is a unique
condition in colls 5. Since Sr—2d+1 — gd—1 5nd S"—?¢ = §29-2 hold when r = 3d — 2, we
evaluate

Pr[S’L[’r‘—zd—Fl,T‘—d] _ Sj{T—Qd+l,T—d] A 012 # CJQ] g Pr[Si[d—l,Qd—Q} _ S}d—l,?d—m] .

We derive the upper bound (d? — d — 2)/(2 - 22") on Pr[s/4~ 1242 = S}d_1’2d_2]] when
the plaintext difference is AM}’ ; #O0NAM, i[?j“d] =0, where AMZ-Q, ; is any difference. Then,
we show that this is the upper bound on all the possible plaintext differences by showing
that other cases do not have a larger upper bound.

Analysis of colls .. For colls ., we only consider a collision at (S”~29+2 (?) that involves
an internal state with the smallest index in the number of round. Since we have S7—2¢+2 =
S¢ when r = 3d — 2, we evaluate

Pr[(S;72442,C2) = (87242, C3) A CF # CF) < Pr[(S7,CF) = (S¢,C2)].

Then, we compute the upper bound (d — 1)/2*" of Pr[(S{,C?) = (S¢,C3)] when the
plaintext difference is AM}; = 0 A AMZ; # 0A AMU-d = 0, where AM}; is an arbitrary
difference. We can show that this upper bound covers all other cases.

Analysis of coll; .. Finally, we consider a condition in coll, .. The analysis is the same
as in Eq. (6), and we obtain the upper bound 1/2?" for all the conditions in coll... O

The correctness of Lemma 4 is also experimentally verified in the range of 3 < d < 16.
See Appendix A for more details.
We now present the upper bound on the probability of Ty,q for the case r = 3d — 2.
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Lemma 5. Forr = 3d — 2, we have

0.25(3d2 — d — 4)¢>
22n

PI‘[@I S Tbad] <

Proof. We compute the probability of 6 € Ty,q in the ideal world by taking summation of
relevant bad probabilities. From Lemma 4, we have

d?—-d-2 d-1 1
Pr[@zETbad] < <q> ( + o 'd+22n'(d—1)>

2 2. 22n 2
9 (d®> —d—2)+2(d®> —d)+2(d—1) 0.25(3d? — d — 4)¢?
< 0.5¢" - = ,
2. 22n 22n
and this shows the bound in Lemma 5. O

4.3 Probability Ratio of Good Transcript

Here, we prove the following lemma regarding a good transcript 6 € Tgood-

Lemma 6. For any 0 € Tgo0q, we have

PrlOr =0] _ 0.5’
Pr[0; =6 = 2dn °

Proof. In the real world, the 1nterpolat10n probability Pr[Og = 6] of § € Tgo0a is the
probability that » TPRs Py,..., P, interpolate §. For x € [1..r], let p%, denote the

probability that Px interpolates all the ¢ input-tweak-output associated to the TRP. Then,
for any 0 € Tgo0d, We have

Hpau (Hpan>‘< H an> (Hm) TR

r=r—d+1

In the ideal world, the interpolation probability Pr[©7 = 9] of 0 € Tgooa is the
probability that the dn-bit random permutation m and r —d TRPs Pl, ... PT 4 interpolate
the relevant plaintext-ciphertext or input-tweak-output associated to it. Note that for
Py, ..., P._g4, they generate the internal state with the same probability distribution as in
the real world, and hence they have the same interpolation probability as pl,, ..., P -4

respectively. Therefore, for any 6 € Tgo0d, We have

r—d q
Prl©7z =6] = (H pZn> : (H an_l(,_1)> '

We now compute the ratio as

Pr[Og =0] _ 1429 — (i —1) i—1 i-1 0.5¢
> — 1— >1- >1—
Pr[@l— = 0] - H 92dn H 92dn = Z 9dn = 9dn ’

1=2

and we obtain Lemma 6. O

5 SPRP Security of TBC-based Type-1 GFS

In this section, we prove SPRP security of & 4, TBC-based type-1 GFS, where we use r
independent (n,n)-TRPs.
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Theorem 2 (TBC-based type-1 GFS, SPRP-security). Fiz d > 3, and let Pl, ... P ber
independent (n,n)-TRPs and E = & q,[Pi, ..., P;] be the TBC-based type-1 GFS. Then
for any SPRP-adversary A that makes q queries, if r = d*> — 2d + 2 rounds, we have

0.5(d% —2d+2)¢>  0.5¢>  0.5¢2
on + 22n + 2dn (7)

AdVEP(A) <

and if r = d? — d + 2 rounds, we have

ma&—w+®f+om2

AdVSEprp(A) < 922n 2dn ° (8)

In Theorem 2, Eq. (7) shows birthday-bound security and Eq. (8) shows BBB security.
The former is obtained from Lemma 8, Lemma 11, and the Coefficient-H technique
(Lemma 1), and the latter is obtained from Lemma 10, Lemma 11, and the Coefficient-H
technique (Lemma 1).

In the proof of Theorem 2, both Eq. (7) and Eq. (8) consider CPCA security. The
difference is in the number of rounds. We use the same definition of the oracles (Sect. 5.1)
and the interpolation probability (Sect. 5.3). The computation of the probability of bad
events (Sect. 5.2) is different. The case r = d* — 2d + 2 is in Sect. 5.2.1, and the case
r=d? —d+2is in Sect. 5.2.2.

We consider a CPCA-adversary A that interacts with the real world oracles R and
R, or with the ideal world oracles Z and Z—'. Without loss of generality, A is assumed
to be deterministic, makes exactly q queries, does not repeat the same query, and does not
make a redundant query, i.e., if A makes an encryption query M to obtain C, then it does
not subsequently make a decryption query C, and vice versa.

5.1 Definition of the Oracles

The real world oracle R is defined as &; 4, that uses r independent TRPs Pl, e PT7
and R~! is defined as 81 ;T If the i-th query is a query for R, then we compute the

internal states S ST 4 with Pl, .. PT 4, and the ciphertext with PT d+1,. . PT. If
the i-th query is a query for R, then we compute the internal states S’” 5 1 with

P L Pd 11, and the plaintext w1th P L P . For each query A makes we record

the internal states S}, ..., S~ 4in S, and the entire history of the internal states S is given
to A after it makes g queries and before it outputs its decision bit. This only benefits A,
and we show Eq. (7) and Eq. (8) with this A that has S as input. The real world oracles
R and R~! are presented in Fig. 8.

The ideal world oracle Z is defined as the dn-bit random permutation 7, and Z=! is
defined as 7~ !. For the i-th query, Z and Z~! generate dummy internal states SZ yooy ST -,
and record them into S. After A makes ¢ queries, S is given to A. In Z, we simulate
Py, ..., P._; to generate the internal states that have the same probability distribution
asin R. In 77!, we simulate Pfl, ceey derll to generate the internal states that have the
same probability distribution as in R~'. The simulation uses the lazy-sampling, and the
algorithms of Z and Z~! are presented in Fig. 9.

5.2 Bad Transcript and Bad Probability

The adversary A is given all the internal states after it makes ¢ queries. The interaction
between the oracle and A can be summarized as a transcript 6 as

g — <(M1[1..d]7 CF..d]’S{LPd])’ o (My..d],C([]1..d]7st[]1..r—d])) _ (9)
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Algorithm 3: Procedure of R for the i-th query
Input: Mi[l"d] € {0, 1}dn
Output: Ci[l”d] € {0, 1}

1 (S0 gmd2 87t 80) « (M2, MP, ..., M M}

2. forx=1,2,...,r do

SF = PSP, 8779
3. (CHC?,...,CH « (Sr, Syt gr—d+2 §r=1)
4. return C’i[l“d]

5.5« S| st

Algorithm 4: Procedure of R~! for the i-th query
Input: Ci[l”d] € {0,1}"
Output: Mi[l"d] € {0,1}4n

Lo(Sp- sy dv2 SIS« (C2,CE ..l )

2. forz=rr—1,...,1do

Si™t e P(STT S7)

3. (M} M2, ..., MP) « (89,874 57442 . S

4. return M}l"d]

5.5« S| gt

Figure 8: Definition of R and R~ for the SPRP proof of & 4. Initially, S is empty, and
S is given to A after it makes all the ¢ queries.

Since we assume that A does not repeat a query, for any 1 < j < ¢ < ¢, we have
(M}, ..., M%) # (M}, ..., de) and (C},...,C%) # (Cj,..., de). For a transcript in
Eq. (9), we define two sets of indices to specify the direction of the queries:

Q. = {i | the i-th query is an encryption query}
Qg = {7 | the i-th query is a decryption query}

We follow a similar argument to Sect. 4.2 to define the set of bad transcripts. In
the ideal world, for P, with z € [1..r — d] in encryption and P, ! with z € [d + 1..r] in
decryption, i.e., for TPRs that we simulate, it has the same input-tweak-output relation
as in the real world. However, for P._g441,..., P, in encryption and P, L .,Pfl in
decryption that are not simulated in the ideal world, this may not be the case. That
is, the output can be different even though it takes the same input and tweak, or the
input can be different when it takes the same output and tweak. In other words, in the
ideal world, TRPs P,_441,..., P in encryption and Pgl, .. ,Pfl in decryption are not
simulated, and there are conditions on these TRPs that can only hold in the ideal world.
Our definition of the set of bad transcripts, Tpaq, consists of all such transcripts 6.

If the i-th query is an encryption query, the same conditions as Bad}mc in Sect. 4.2
can only hold in the ideal world. Here, 1 < j < i < ¢, and since we have ) ;.o (i — 1)
possible combinations of 7 and j, these conditions are 2d x 3, (i — 1) possible collisions
of 2n-bit variables in Badl, .. Note that we consider bad conditions that occur at the i-th
query, and j is in the range 1 < j < ¢ < ¢. That is, 7 is in Q,, while j can be in Q. or Qq.

If the i-th query is a decryption query, we let 2 € [2..d], and we consider the following
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Algorithm 5: Procedure of Z for the i-th query
Input: Mi[l"d] € {0, 1}dn
Output: Ci[l”d] € {0, 1}

1 C,i[l..d] - W(Mi[l..d])
2. (S ST ST SYY « (M2, MP, ..., ME, M}
3. forx=1,2,...,r—ddo
S {87 |j<inSy =571
. . . ale—d,x—1] _ glz—d,x—1] x x
if 35 <4, 5; =5j then S7 « S
else ¥ & {0,1}"\ 8F
4. return C,i[l”d]

5.5« S| St

Algorithm 6: Procedure of Z~! for the i-th query
Input: 01[1..(1] € {0,1}d"
Output: Mi[l"d] € {0,1}dn

. Mi[l..d] - ﬂ,l(cl[l..d])
(SrmdFL gredi2 STl 8y« (C2,03..., 08 ChH
3. forx=rr—1,...,d+1do

Syt Sy i <inSTT =571

if 3j <i,51° " = 8l 1 then §P7¢ ¢ 57

else S274 & 0,1} \ 8774

4. return Mi[l”d]

5.5« S| St

N =

Figure 9: Definition of Z and Z~! for the SPRP proof of &; 4. Initially, S is empty, and
S is given to A after it makes all the ¢ queries.

bad conditions:

Bad at Py : (M}, M?) = (M},M?)AS} # S}
or (M}, S}) = (Mj,S;) N M} # M
Bad at Py : (M7, SP71) = (MIT!, 82 A ST £ 87

x—1 T\ x—1 x x+1 x+1
or (5777, 57) = (57 7Sj)/\Mi+ #Mj—i_

Here, when z = d, we let M9+t = M'. If r < 2d, then a ciphertext block (instead of a
block of internal state) is involved in the condition, and we let S™~4+! = C2.

These conditions can only hold in the ideal world, and they are impossible in the real
world. We define Bad}. as the set of all these conditions. Here, 1 < j < i < ¢, and since

we have » ;.o (i — 1) possible combinations of 7 and j, Bad),. consists of:
e (d—1) x> co,(i—1) conditions of a 2n-bit collision between two internal state

blocks (e.g., (S~ 1, 87) = (Sf_l, S%)), which we write colls s,

o dx) co,(i—1) conditions of a 2n-bit collision between one internal state block and
one plaintext block (e.g., (M 8571 = (MfH,S’ffl)), which we write coll
and
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o 1X ) co,(i—1) conditions of a 2n-bit collision between two plaintext blocks (e.g.,
(M}, M?) = (M}, M?)), which we write colly, .

In total, we have 2d x ) ;.o (i — 1) possible collisions of 2n-bit variables in Bad}... Note
that ¢ is in Qq, while j can be in Q. or Qq.
Now the set of bad transcripts Tp.q is defined as the set of all the attainable transcripts

that satisfy at least one of the conditions in Badl,. UBad}... Formally, we define

Thad = {0 | 0 satisfies at least one of the conditions in Badl U Bad(liec} .

enc

The set of good transcripts Tgood = Tan \ Thad is defined as the set of all the attainable
transcripts 6 that are not in Tpaq.

In what follows, we evaluate the probability to have bad transcripts. We consider the
case r = d? — 2d + 2 first, and then r = d? — d + 2.

5.2.1 Bad Probability for r = d? — 2d + 2

Let 7 = d? — 2d + 2. For each of the conditions in Bad}., we have the following lemma.

Lemma 7. Let r = d* —2d + 2, and consider one of the 2d x Y, (i — 1) conditions in

Bad].. in the ideal world. Then, the probability of the condition is at most (d — 2)/2™ if it
is in colls s, at most 1/2™ if it is in collsm, and at most 1/22™ if it is in colly m.

Proof. In this proof, we write ﬁl’, ey ﬁ;_d for ]3_1 ﬁd+1 that are simulated in 771,
ie., forz € [d+1.r], welet P, 1(:) =Pl_,. (). Sumlarly, we write T%,..., 774 for the
internal states S™~¢,..., S! that are computed with P_ Pd+17 respectlvely, i.e., we

let §¢ = T7=4=**+L for x € [1.r — d]. That is, for z; € [2 d —1] and zp € [d+1..r —d],
we write

Srfd _ ~71(6101’ Cl) Tl _ ﬁll(cvd7 Cl)
Sr7d7w1+1 Pr 1m1+1(Cd7x1+1 Cd7w1+2) . T — ﬁg/el (Cd—l'r‘rl’ Cd—z1+2)
Sr72d+1 T d+1 (Sr d 02) Td — ﬁé(Tl’CQ) s
Srfdfmﬂ»l Pr_ T2+1(ST‘7:EQ’ Srfac2+1) TT2 — ﬁ;& (ng—d+17Tx2—d)

where the index z in P indicates that the TRP P’ is in the z-th round in the decryptlon
direction. See Fig. 10 for an example of this labeling. Note that P 41 ,P are not

used in this proof since we consider Z~! that simulates Pl, e P,L d
We proceed as in the proof of Lemma 2. We first consider colls, followed by colls
and colly, m.

Analysis of colls ;. We analyze a condition in colls . Now colls s contains a collision at
(S1,82),(52,8%),...,(S%1,89). Among these d — 1 collisions, we focus on (S9!, 59)
that involves the internal states with the largest index in the number of round, since
other collisions cannot have a larger collision probability. For instance, for d = 4, colls ¢
contains a collision at (S!,5?), (5%, 5%), and (53, 5%), and clearly, the collision probability
at (52,59%) is no smaller than the collision probability at other places (See Fig. 7, right).
Recall that here we are dealing with decryption queries. Since §¢~1 = T7—2d+2 = T —4d+4
and S¢ = T9°=44+3 110ld when r = d2 — 2d + 2, we evaluate

Pr[Si[d—l,d] _ Sj[d—l,d] A ML £ Mjl] < Prm[d2—4d+3,d2—4d+4] _ Tj[dz—4d+3,d2—4d+4]]. (10)

We first evaluate Eq. (10) when the ciphertext difference is AC’Z-[?]T'dfl] =0A AC’ZJ- #0,
where AC}’ ; can take any difference. We then show that this gives us the upper bound on
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MY M2 MEP o M*

] P,

710 -51/3

T

T

MY M?2 M3 M*

T¢ P} T¢ P}
T5 P} T5 P}
T4 P} T4 P}
T3 P} T3 P}

T 7 | | B |

T! P, T! P,
c? P} C? P
3 P} 3 P
4 P 4 P
Cl 02 03 04 Cl 02 03 04

Figure 10: Examples of Eicll’r with d = 4, where the TRPs and the internal states are
labeled as in the proof of Lemma 7. Left: & 3 (C* |-+ || C*) = (M |-+ || M*) for
r=d*—2d+2=10. Right: & ; (C"[|---[|C*) = (M*||---[| M*) for r = d® —d+2 = 14.
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all the possible ciphertext differences by showing that all other cases do not have a larger
upper bound. N
Now, for any = € [3..d — 1], since we have T* = P/(C?~*+1 C4=2+2) and from

o-d=1 C’P“d_l], we must have T}¥ = T7, ie., Ti[3“d_1] = 784U From this and T¢ =

[ J J
PL(T*=4+1 T7=4) for any € [d + 3..2d — 2], we must have T = 17, ie., Ti[d+3“2d_2] =

T][d+3"2d_2]. Furthermore, for any = € [2d + 3..3d — 3], we must have T = T¢ from

T* = P/(T* %+ T*=d)_ Similarly, for integer £ > 1 and z € [({ — 1)d + 3..6(d — 1)], we
must have collisions at 7% = P/(C?=*+1 C4=2+2) if { = 1, and have collisions at 7% =

P!(T*=d+1 T7=d)if f > 2. These collisions hold up to ¢ = d—3 which satisfies ((—1)d+3 =

¢(d — 1). In other words, we always have Ti[dfl”(dfg)(dfl):dfl] = pldt-(d=)d=1):d=1]

j
since we have T}" = T for £ € [l..d — 3] and z € [({ — 1)d + 3..£(d — 1)]. Therefore, we

have Pr[Tid2_4d+3 = T]d2_4d+3] =1 from (d — 3)(d — 1) = d*> — 4d + 3. This probability

Td2 —4d+3

holds in the case d = 3, since = T9 corresponds to C2.

Example 3. If d =4 and r = d? — 2d + 2 = 10 (See Fig. 10, left), we have

Eq. (10) = Pr[Ti[d"’74d+3,d274d+4] _ Tj[d274d+3,d274d+4]] _ Pr[TZ.BA] _ TJ[SA]] _

When ACZPJTS] =0A ACf’j # 0, we must have T = Tf from T3 = 153',(02,03), ie.,

),

Pr[T? = T]3] =1.
Example 4. If d = 6 and » = d? — 2d + 2 = 26, we have

Eq. (10) = Pr[ﬂ[d2—4d+3,d2—4d+4] _ Tj[d2—4d+37d2—4d+4]] _ Pr[Ti[w’lG] _ TJ[15,16]] .

When ACZ-[?]T'S] = 0AACP; # 0, we must have TZ-[S“S] = TJ[S”S] from T3 = P}(C*,C%),
T* = Pj(C3,C%), and T® = PL(C?,C3). Since T° = P}(T*,T3) and T'° = PJ,(T°,T%),
we must have T,”'% = T][g’lo]. Therefore, we also have T;'> = T;° from T'® = P (T, T9),

ie., T 190 = TP 1990 and pr{T}® = T)5) = 1.

Next, the probability of a collision at T! = P(C4, C*) is Pr[T} = le] = 1/2", since
Ccd £ CJC»I. From C? = CJZ, the probability of a collision at T¢ = ?&(Tl, C?) is

PrT{ = Tf) = Pr[1) = T}] + Pr{T} £ T}] - Po(TY = T} | T} £ )]

1 2
1 1
sPll =Tt g = on

Similarly, for any x € [1..d — 4], since we have T*(d=D+d = ﬁ;(dfl)er(Tw(d_l)“‘l, T=(d=1)

pld—1.(d=4)(d=1):d~1] _ T[d—l..(d—4)(d—1):d—1]7 i Tiz(d—1)+1 _ T;c(d—m-l

and from 77

, then we
(d=1)+d _ pa(d=1)+d

; . Therefore, for each = € [0..d — 4], we have

must have T

Pr[T;ﬂ(d—1)+d _ T?c(d—l)—&-d]

i J
_ Pr[j—,ix(d—l)-&-l _ Ty;c(d—l)-&-l] + Pr[,_riac(d—l)—i-l 7& :Z?c(d—l)—i-l]

? J

. Pr[T¢(d—1)+d _ pe(d=1)+d | Tf(d—1)+1 ” T;v(d—l)-&-l]

+2
< Pr[T} = T —_rre
an — r[l J}+€_02n n

_ _ 1
< PI‘[T,LI(d 1)+1 _ zj(d 1)+1] + =
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From (d—4)(d—1)+d = d?—4d+4, we have Pr[T¢ ~4+4 = T]¢2_4d+4] < ((d—4)+2)/2" =
(d —2)/2". Therefore, from Pr[Tid%‘LdH = Tj‘,i2*4d+3] =1, we obtain

Eq. (10) = Pr[T[d2,4d+3,d274d+4] _ T[d2*4d+3,d274d+4]]

< Pr[Tid2—4d+4 _ T]d2—4d+4] < d;nz ’

and this gives us an upper bound (d—2)/2" on a condition in collg ¢ for the case AC}?JPd*l] =

0N ACffj # 0, and AC}J is any difference.

Example 5. Following Example 3 with d = 4 and r = 10, if AC[Z = 0n AC4 #0,
the probability of a collision at T' = PJ(C*,C*) is Pr[T} = T} = 1/2” from C} 7’: cy.
Since C7 = C3 and T* = P}(T", C?), we have Pr[T# = T} <Pr[T} =T} +1/2" = 2/2”.
Therefore, from Pr[T? = T7] = 1, we obtain

2

Eq. (10) = P[> = TP < Pr[T} = T} < o

Example 6. With d = 6 and r = 26 as in Example 4, if AC}i's] =0A AC’EJ» # 0, the
probability of a collision at T = PJ(C®,C1) is Pr[T} = T}]=1/2" from C} # C?. Since
C? = C? and TS = PY(T",C?), we have Pr[T¢ = T9] < Pr[T} = T}] + 1/2" = 2/2".
Similarly, from T = P, (T, T5), T'6 = P/ (T",T'9), and TZ-[5’1O] = Tj[5,10}7 we also have
Pr[T}0 = T/ < Pr[T}' = T} +1/2" < Pr[T{ = T7] 4 2/2" < 4/2". Therefore, from
Pr[T}® = T}°] = 1, we obtain

4
15,16 15,16
Eq. (10) = Pr[7]**% = 71519 < pr[1}6 = T19) < =

We next prove that this is the upper bound for all other ciphertext differences by
showing that any other ciphertext difference does not have a larger upper bound. Observe
that the event Tl[d2—4d+3,d2—4d+4] _ T[d2—4d+3,d2—4d+4]

K3

J and the computation above are
similar to coll 5 in the proof of Lemma 2.
(C-4) First, let us assume that AC [2..d=1] #0NAC 7§ 0, namely, for some x € [2..d — 1],

we have ACY; # 0, where there may be multlple indices of z. If x = 2, we have

Pr[T¢ = Tjd] < 1/2" from T¢ = }Bé(Tl, C?), and hence the probability would be
smaller. If z € [3..d — 1], the event T»[d_l”(d_g)(d_l):d_l] T[d_l"(d_S)(d_l):d_u

would be a probabilistic event. Therefore, we have Pr[Td 4d+3 Td274d+3] <1,

and hence the probability would be smaller.

(C-5) Next, consider the case AC}; # 0 A ACd = 0. From T" = P[(C?, C"), we must
have T} # T1 Now if we further assume that AC [2..d=1] 0, we are back to the

initial case of AC’[2 A= g A AC’d # 0 starting from the d-th round, and the
analysis correspondb to the one w1th a reduced round version by (d — 1) rounds.
Following the above computation, this would result in the reduction on the number
of terms added to the upper bound. The case ACZ-[?JI'dfl]
upper bound as in the case (C-4).

# 0 would have a smaller

(C-6) Finally, we consider the case ACi[,lj’d] = 0, in which case we necessarily have
ACZ-[?]?'d*l] # 0. Consider the largest index y € [2..d — 1] such that ACY; # 0.
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Then since AC ly+t.d _ 0, it has the same input difference as ACd # 0 at the
input of the (d — y +1)- th round, and hence this case corresponds to the analysis of
the reduced round version by (d — y) rounds.

Ify = d—1and AC "™ = 0, we have Pr[T{ ~14+4 = T ~1d+1) = 1 pyy

we also have Pr[Tid274d+3 = T4274d+3] = (. Since this case corresponds to the

analysis of the reduced round version by one round, 7% in the initial case cor-
responds to T**! in this case. Then, we have T} = T for £ € [1..d — 3] and

€ [(0—1)d+4.0(d—1)+1], Le., T d-drs i _ T DI T follows
that for any ¢ € [0..d — 4], we have T # TP since T% = Pj(C-2 ¢d-1)
and T%+3 — Péd+3( (Z 1)d+4,T(Z 1)d+3) Therefore PI‘[ d —4d+3 _ T;i —4d+3} =0

holds in this case. Note that this holds for the case d = 3, since Td*—4d+3 _ 0 C2.

In other cases, the event T[d L(d=3)(d—1):d—1] _ T[d L.(d=3)(d—1):d—1] would be a

probabilistic event, and hence the final bound cannot be larger as in the analysis of
the case (C-4).

Therefore, the case AC[2 4=l O/\ACd # 0, where AC’1 is any difference, maximizes
Eq. (10) and the correspondmg upper bound (d—2)/2™ is the upper bound for all the
cases in collg s.

Analysis of colls ,,,. Next, we consider a condition in colls ,,. With the same reasoning
as the case of colls s, we consider a collision at (M", 1 S’d_l) that involves an internal state
with the largest index in the number of round, as a colhslon at other places cannot have a
larger collision probability. Since S4~1 = T~ 2442 _ = T4’ —4d+4 holds when 7 = d2? — 2d + 2,
we evaluate

Pr((M}, 5471 = (M}, 591 A S8 # 9 < Pr[(M}, TE 444 = (M}, T8 -4+ (11)

We first compute the upper bound on Eq. (11) when the ciphertext difference is
AC’Z-[}j”d*?] =0A ACS;I 20N Aij = (0. We then show that this upper bound covers all
other cases.

Now from Ci[l’d} = Cj[l’d], we have T} = T since T" = PJ(C4,C"). Then the input
difference C || T* || C12-4=1] of the second round becomes the same ciphertext difference
AC’Z-[?JZ'd_l] =0A Ang # 0 in the analysis of collg s. By adding a round at the beginning,
T in the analysis of colls s corresponds to 77! in this analysis. With the same argument,
we have Pr[Tidzf4d+4 = T-d274d+4} =1

In the ideal world, plaintexts are obtained as the output of the dn-bit random per-
mutation 7~!. This implies that regardless of the ciphertext difference, by following the
computation in Eq. (5), we similarly have Pr[M; = M}] < 1/2". We thus have

Ba. (11) = Pr(MZ, T 4004) = (M3, T8 44) < Priv} = M) < o
when the ciphertext difference is AC’[I 472 g A ACg;l #0A ACﬁj =0.

Next, we show that this upper bound covers all other cases. Since Pr[M} = Mjl]
does not depend on the ciphertext difference, and we cannot have a larger probability
than Pr[T ~44+4 = T -14H4) = 1 the case ACL TP = 0n ACET £0AACE =0
maximizes Eq. (11) and 1/2™ is the upper bound on a condition in collg y, for all the cases.

Analysis of colly, . Finally, we consider a condition in colly, . From a similar analysis
to Eq. (6), the probability of a condition in colly, », is at most 1/22". This completes the
proof of Lemma 7. O
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The correctness of Lemma 7 is also experimentally verified in the range of 3 < d < 16.
See Appendix A for more details.

We are now ready to present the upper bound on the probability of Ty.q for the case
r=d*—2d+2.

Lemma 8. Forr = d? — 2d + 2, we have

0.5(d? — 2d + 2)¢° . 0.5¢

PI‘[@I S Tbad] < on o2 -

Proof. We compute the probablhty of 6 € Tpaq in the ideal world. Let p$™ and pd°® be the
probability that BadCnC and BaddCC occur for the first time in the i-th query, respectively.
In other words, we assume that neither Bad’, . nor Bad},. occurs before the i-th query,
and compute p$™¢ and p{ec. Then, we have

q

PI'[@I c Tbad} Z(pfnc _’_p;iec Z penc + Z pdec ) (12)

i=2 1€Q, 1€Qq

We note that p$"¢ = 0 if i ¢ Q.. Similarly, pde¢ =0 if i ¢ Qq.

If the i-th query is an encryption query, we consider bad conditions in BadCnC Since
d > 3, we have d> —2d + 2 > 2d — 2 from (d*> —2d +2) — (2d — 2) = (d — 2)? > 0, i.e.,
r =d? —2d + 2 is larger than r = 2d — 2 in Sect. 4.2.1. Therefore, for r = d? — 2d + 2,
each probability of the conditions in Badenc does not have a larger upper bound than the
probability in Lemma 2. As mentioned, Bad_,. contains 1 x > ico. (i — 1) conditions in
colls s, d X > ;o (i — 1) conditions in colls¢, and (d — 1) X 3,5 (i — 1) conditions in
collc,c. From Lemma 2, we have

e .- d—2 1 1 , 2d—2 d—1
pi S(Zl)( o +? d+22n(d1)>_(ll)( on +22n>

If the i-th query is a decryption query, we consider bad conditions in Badcllec. As
mentioned, Bad}j,. contains (d — 1) x > ico, (i — 1) conditions in collss, d x » ;o (i —1)
conditions in colls y,, and 1 x Ziegd (¢ — 1) conditions in colly, 1. From Lemma 7, we have

d—2 1 1 d?> —2d+2 1
dec ~ (; == — . ) =(; = = "~ — .
P (i-1) (2n (d=1)+ 5, d+22n> (i 1>( on +22n)

dec

Therefore, p§°° in the case that the i-th query is decryption has a larger upper bound
than p{™© in the case that the i-th query is encryption, and we have

enc oc A2 —2d+2 1
PI‘[@IGTbad Zp —|—pr <Z<Z—1 ( on +22n)>

i€Qe 1€Qq
d>—-2d+2 1 0.5(d? —2d +2)¢®>  0.5¢>
<0502 ([ —— =4 — ) =
— q ( on + 2277,) on 22n )
as claimed in Lemma 8. O

5.2.2 Bad Probability for r = d? — d 4 2
When r = d? — d + 2, for each of the conditions in Bad},., we have the following lemma.

Lemma 9. Let r = d* — d+ 2, and consider one of the 2d x Y, (i — 1) conditions in
Badl... Then, the probability of the condition is at most (d*> —d — 2)/(2-22") if it is in
colls s, at most (d —1)/2%™ if it is in collsm, and at most 1/22™ if it is in colly m.
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We proceed as in the proof of Lemma 2. We present a proof sketch below, and a full
proof is presented in Appendix C.

Proof sketch. The overall structure of the proof is similar to that of Lemma 2. We first
consider colls g, followed by colls i, and colly m.

Analysis of collss. We consider a 2n-bit collision at (5471, S9) that involves an internal
state with the largest index in the number of round. We evaluate

Pr[st?h Y = SN A M) £ MY < e[St h = sl

We derive the upper bound (d? —d — 2)/(2 - 22") on Pr[S[d Ll S[-dfl’d]] when the

ciphertext difference is AC’[2 A= — oA AC’d # 0, where AC’l . is any difference. Then,
we show that this is the upper bound on all the possible crphertext differences by showing
that other cases do not have a larger upper bound.

Analysis of colls ,,,. For colly ,, we only consider a collision at (M, $971) that involves
an internal state with the largest index in the number of round. We evaluate

Pr{(M}, SEY) = (M}, 597 A S # S9) < Prl(M}, 5¢7) = (M}, 527,

777 707

Then, we compute the upper bound (d —1)/2%" of Pr[(M},S¢1) = (Mjl, S;l*l)} when the

ciphertext difference is AC; 1] 4= _ g A ACd L2 0AAC? =0. We can show that this
upper bound covers all other cases.

Analysis of colly, . Finally, we consider a condition in colly, . The analysis is similar
to Eq. (6), and we obtain the upper bound 1/22" for all the conditions in colly - O

The correctness of Lemma 9 is also experimentally verified in the range of 3 < d < 16.
See Appendix A for more details.
We now present the upper bound on the probability of Tya.q for the case r = d? —d + 2.

Lemma 10. Forr = d?> —d + 2, we have

0.25(d3 — 3d + 4)¢>

Pr[@z € Tbad] < 92n

Proof. We follow a similar argument to the proof of Lemma 8 to compute the probability
of 6 € Tpaq in the ideal world. Let p¢™® and pfe® be the probability that Bad’,, and Bad},.
occur for the first time in the i-th query, respectively. Then, we have the same equation as
Eq. (12).

If the i-th query is encryption, we consider bad conditions in Badenc Since d > 3, we
have d> —d+2 > 3d—2 from (d* —d+2) — (3d —2) = (d—2)®> > 0, ie,r=d>—d+2is
larger than 7 = 3d — 2 in Sect. 4.2.2. Therefore, for r = d?> — d + 2, each probability of the
conditions in Bad}, . does not have a larger upper bound than the probability in Lemma 4.
From Lemma 4, we have

e 2-d-2 d-1 1

(d27d72)+2(d27d)+2(d71)7 1
2.92n 7(7’7 ) 92n — .

—(i-1)-
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If the i-th query is decryption, we consider bad conditions in Bad}iec. From Lemma 9,
we have

2. 22n 22

) B -2 —d+2)+2(d®> —d)+2 _ 0.5(d®> —3d+4
=1 o R i SRR

?—-d—2 d—1 1

Here, since d > 3, we have d®> —3d+4 > 3d* —d—4 from (d* —3d+4) — (3d* —d—4) =
(d —2)(d?> —d —4) > 0. Therefore, pd*® in the case that i-th query is decryption has a
larger upper bound than p§™° in the case that i-th query is encryption, and we have

Pr[O7 € Tpad] = Zpenc+2pfe°<z<z1 5(d3d+4)>

1€Q. 1€Qq

0.5(d% —3d+4)  0.25(d® — 3d + 4)¢?
22n = 22n ’

< 0.5¢% -

as claimed in Lemma 10. O

5.3 Probability Ratio of Good Transcript

Here, we prove the following lemma regarding a good transcript 6 € Tgo0q.

Lemma 11. For any 6 € Tgooa, we have

= 0.5¢>
PI‘[@I = 0] - 2dn -

Proof. Let ¢, and g4 be the number of times that the adversary .4 makes encryption and
decryption queries, respectively, i.e., we have q. + qq = q.

In the real world, the interpolation probability Pr[@g = 6] of § € Tgo0q is the probability
that » TPRs }31, ceey ]BT interpolate 6. For z € [1..r], let pf,; denote the probability that
]Bz interpolates all the ¢ input-tweak-output associated to the TRP, and let pf denote the
probability that f’I interpolates the input-tweak-output associated to the TRP in the i-th
query, i.e., piy;, = H?:l p¥. We remark that the probabilities are taken over the experiment
in Fig. 8. We also let p? (resp. p3) denote the probability that P, interpolates the ge
(resp. qq) input-tweak-output associated to the TRP in the i-th query for any i € Q.
(resp. i € Qq). In other words, we let pg = [[;co pi and pg = [[;co, pf, and we thus
have p¥, = p% - p3. Therefore, for any 6 € Tgo0a, We have

r r—d r d 1
1) (1,2) (1) 52
=1 =1 r=r—d+1 r=d+1 =1

(i) (1) 5

In the ideal world, the interpolation probability Pr[@z = 6] of 6 € Tgood is the
probability that the dn-bit random permutation 7 and simulated r —d TRPs (Pl, e PT d
1in decryption) interpolate the relevant plaintext-ciphertext

PI‘[@R = 9]

in encryption or Pd+1, .. PT

or input- tweak—output associated to it. Note that for simulated P1, e PT 4 in encryption
(resp. Pd 4_117 .. .,Pr ! in decryption), they generate the internal state with the same

probability distribution as in the real world, and hence they have the same interpolation
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probability as pl,...,pi=? (resp. pﬁ“, ..., D5), respectively. Therefore, for any 6 € Tgo0d,

we have
r q 1
Pr[©oz =0] = (Hpe> ( H pﬁ)(HM> .
r=d+1 i=1

We now compute the ratio as

Pr[Or =0] _ 1429 —(i—1) i—1 -1 0.5¢
> = l——)>1-Y = >1- ="
Pr[@l— = 0] - H 92dn H 2dn = Z 9dn = 9dn ’

1=2

and we obtain Lemma 11. O

6 Provable Security of TBC-based Type-2 GFS

In this section, we prove SPRP security of & 4., TBC-based type-2 GFS, where we use
rd/2 independent (n,n)-TRPs.

Theorem 3 (TBC-based type-2 GFS, SPRP security). Fiz d > 4, where d is even, and
let ﬁm, ce ﬁnd/Q be rd/2 independent (n,n)-TRPs and E = EQ’dyr[ﬁLl, A ﬁhd/g] be the
TBC-based type-2 GFS. Then for any SPRP-adversary A that makes q queries, if r = d
rounds, we have

0.25d2¢> . 0.25dg®  0.5¢

AdvE™(A) < om 52m Sdn (13)
and if r = d + 2, then we have
12 2 —4)q¢? .5q?
AdvPP(A) < 0.125d(d* + 3d — 4)q n 0.5¢ (14)

22n 2dn '

We obtain birthday-bound security of Eq. (13) from Lemma 13, Lemma 16, and
the Coefficient-H technique (Lemma 1), and BBB security of Eq. (14) from Lemma 15,
Lemma 16, and the Coefficient-H technique (Lemma 1).

We present the definition of the oracles in Sect. 6.1, the analysis of bad probabilities in
Sect. 6.2, and the analysis of the interpolation probability in Sect. 6.3. The analysis of
bad probabilities is divided into the analysis of case r = d in Sect. 6.2.1 and case r = d + 2
in Sect. 6.2.2.

We consider real world oracles R, R~! and ideal world oracles Z,Z~!. The adversary
A is assumed to be deterministic, makes exactly ¢ queries, does not repeat the same query,
and does not make a redundant query.

6.1 Definition of the Oracles

The encryption oracle R in the real world is & 4, that uses ﬁl,l, e ,ﬁnd/g, and the
decryption oracle R! is & ; - 1f the i-th query is a query for R, then we generate internal

states Sl’1 ,5172@/2 with 151 Tye-- ]3,, 2,4/2, and ciphertexts with B._ 1Loreeos é«,d/} If

the i-th query is a query for R™!, then we generate 1nternal states S 2 d/2 S1 1 with
Pr_d/Q’ . P3 1, and plaintexts w1th P2 ;/2, ..., Pry. Here, for each query A makes we
record Si1 L S 242 into S, and we give A the entire internal states S after it makes ¢

queries. The algorithms of R and R~! are presented in Fig. 11. See Fig. 13 for an example
and the labeling convention.
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Algorithm 7: Procedure of R for the i-th query
Input: Mi[l"d] € {0, 1}dn
Output: Ci[l”d] € {0, 1}

Lo(s7bh s sy (v, M2 MR, ME?)
2. (S0, 892 8Py (M}, ME, .. MY

3. forx=1,2,...,r do
fory=1,2,...,d/2 do
£+ (ymodd/2)+1
ST = Py (ST, 5772
(C2,C4,...,Cd) « (S7712 gr=b3  grhd/2 gr=ily
(C,C3,...,C87 Yy — (I, 512, S0/
return C’Z-[l"d]
forzx=1,2,...,7r—2do
S« S| gttt/

N o o

Algorithm 8: Procedure of R~ for the i-th query
Input: Cl-[l"d] € {0,1}dn
Output: Mi[l"d] € {0,1}"

Lo(SPY, s sr Yy (ot 3, et

?

: (ST—Lla ST—LQa RS Sz‘ilﬁd/2) — (Czdv CzQa Oz4a tee Cz{i_Q)

(2 (2

[\

3. forz=r,r—1,...,1do
fory=1,2,...,d/2 do
£+ (ymod d/2)+1
x—2,0 D— z—1, x,
S — Py (870 80Y)
d— 0,1 0,2 0,d/2
A (M}, M3, MY (801, 802 502y
5. (M2, M3, ... M%) « (S742 8718 5 b2 gl
6. return Mi[l”d]
7. forx=1,2,...,r—2do
S« S| gttt/

Figure 11: Definition of R and R~! for the SPRP proof of & 4. Initially, S is empty,
and it is given to A after it makes all the ¢ queries.

The encryption oracle Z in the ideal world is the dn-bit random permutation 7, and
the decryption oracle Z=! is m#=1. For the i-th query, Z and Z~! generate dummy internal
states Sil’l, cee S:_Q’d/z, and record them into S. After A makes g queries, S is given
to A. In Z, we simulate ]3171, ceey ]Br_g,d/2 to generate the internal states that have the
same probability distribution as in R. In Z~!, we simulate ﬁ;dl/Q, ceey ﬁ3_11 to generate the

internal states that have the same probability distribution as in R~!. The simulation uses
the lazy-sampling, and the algorithms of Z and Z—! are presented in Fig. 12.



54 Generalized Feistel Structures Based on TBCs

Algorithm 9: Procedure of Z for the i-th query
Input: Mi[l"d] € {0, 1}dn
Output: Ci[l”d] € {0, 1}

1 C,i[l..d] - W(Mi[l..d])
2. (S, 872 SRy (e M2 ME, L M)
3. (801,892 ™Yy (Mt M3, MY
4. forx=1,2,...,r—2do
fory=1,2,...,d/2 do
0+ (ymod d/2) +1
SV {SPY ] j<in ST = 8Ty
if 3j <, (S7 20, 8P = (87724, 5771Y) then STV ¢ ST
else S7Y & {0,1}"\ 7Y
5. return Ci[l”d]
6. forx=1,2,...,r—2do
SRR

Algorithm 10: Procedure of Z~! for the i-th query
Input: Ci[l”d] € {0,1}n
Output: Mi[l"d] € {0,1}n

M et
C(SPY SR Sy (ot s, et

1
2 K3
3. (Srh s L SRy (e, 2 e, 00
4. forx =r,r—1,...,3 do
fory=1,2,...,d/2 do
£+ (ymodd/2)+1
S {S;”—lu |j<in Sf‘ll’y = S7hy y y
if 35 <4, (57 Y, 87Y) = (8777, 87Y) then S 7" « S77%
else 5724 & {0,117\ 87
5. return Mi[l”d]
6. forx=1,2,...,r—2do
S S| sttt/

Figure 12: Definition of Z and Z~! for the SPRP proof of & 4. Initially, S is empty, and
it is given to A after it makes all the ¢ queries.

6.2 Bad Transcript and Bad Probability

The adversary A receives all the internal states after making ¢ queries, and the interaction
between .4 and oracles can be summarized as the following transcript 6:

b — ((Ml[l“d],CP”d],Sll’l,...,SI_Q’d/Q),‘..,(M,El"d],C([Il"d]7S;’1,...,Sg’z’d/z)) . (15)

The adversary does not repeat a query, so we have (M}, ..., MZ) # (Mjl7 cey M]d) and
(CH...,CH) # cj,..., de) for any 1 < j < i < gq. For a transcript in Eq. (15), we define
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MY M2 M MY M OMS MY M2 M MY M OMS
n { n n { n n { n n { n n { n n { n
SO,1>—> P1>1 SO,Q>—> P1>2 SO,B>—> P1>3 SO,1>—> P1>1 SO,Q>—> P1>2 SO,B>—> P1>3
G114 ]D2>1 G1.2 ¢—» P2>2 G1.3 ¢—» P2>3 G114 ]D2>1 51,2 ¢—» P2>2 G1.3 ¢ P2>3
521 ¢—» ]D?))1 522 ¢—» P3>2 523 ¢—» P3>3 521 ¢—» ]D?))1 522 ¢—» P3>2 523 ¢—» P3>3
G311 ¢—»d P4>1 G532 ¢—» P4>2 G533 ¢—»d P4>3 G381 ¢—»d P4>1 G532 ¢—» P4>2 3.3 —»f P4>3
S4,l>_> P5>1 S4,2>_> P5>2 S4,3>_> P5>3 S4,l>_> P5>1 S4,2>_> P5>2 S4,3>—> P5>3
531 —od Py 1 |572+—2 Ps o |52 t—" P 3 55'1’—’P6,1 55‘2’_’P6,2 55'3’—’P6>3

1 2 3 4 5 6 ~ ~ ~
¢ttt oot o RN PR P R R
571,_,]381572,_,13&2 57%,_,1383

ct ¢ ¢ ¢+t ¢ CS

Figure 13: Left: &y 4, (M1 | ---| M®) = (C'| ---| CO) for the case d = 6 and r = 6,
where (M1 ||--- || M) = (S%1|| S712 || §92 || §713 | §93 || S~11) and (C | --- || C°) =
(861 552 §62 | §55 || §53 | 551, Rights En,0, (M ||| M®) = (C* || - || C°) for the
case d = 6 and r = 8, where (M || --- || M®) = (S%1 | §—12 ] 502 || =13 || 893 || S—1.1)

and (CH| -+ || C%) = (§%1 | ST2 || §52 || ST || §32 || ST1).
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two sets of indices to specify the direction of the queries:

Q. = {i | the i-th query is an encryption query}
Qg = {i | the i-th query is a decryption query}

_ We define bad transcripts following Sect. 4.2 and Sect. 5.2. In the ideal world, TRPs
P, , that we simulate have the same input-tweak-output relation as in P, , in the real
world. For an encryption query, for TRPs ﬁr_l,l, e ﬁ,ﬂ’d /2 that are not simulated in Z,
there are conditions that hold only in the ideal world. Similarly, for a decryption query,
for TRPs Py 11, . ,P2_7 ; /2 that are not simulated in Z~!, there are conditions that hold
only in the ideal world. We use these conditions to define Ty,,q, the set of bad transcripts.
If the i-th query is an encryption query, for y € [1..d/2], we define the following bad

conditions:
Bad at P,_1, : (S

7

r—37y+17 S;—Q,y) — (S;—B,@/H7 S;—Zy) A Ci2y—2 7& Cj?z;—2

or (8773, CF2) = (87720, G %) A STt £ 50
Bad at éy . (S,T_Q’y""l,C'»Qy_Q) _ (Sr_Q’erl ny_Q) A ny_l # CJZy—l

3 3 J ? .

2y—2 ~2y—1 2y—2 ~2y—1 —2,y+1 —2,y+1
or (CV72,C3V71) = (CV72, OV ) A S 72t o grm et

Here, C° = C¢ for y = 1, and §%4/2+1 = §=1 for yy = d/2. These conditions can hold only
in the ideal world, and in the real world, the probability of the corresponding transcript
is zero. We let Bad?,. be the set of all these conditions. Since 1 < j < i < ¢, we have
ZiGQe (i — 1) possible combinations of i and j, and hence Bad? . includes:

e d/2x 3o (i—1) conditions of a 2n-bit collision between two internal state blocks,
which we write collg g,

o dX ZiEQe (i — 1) conditions of a 2n-bit collision between one internal state block
and one ciphertext block, which we write colls ¢, and

e d/2x ) ;.o (i —1) conditions of a 2n-bit collision between two ciphertext blocks,
which we write collc ..

In total, we have 2d x » ;o (i — 1) possible conditions of 2n-bit variables in BadZ,.. Note
that 7 is in Q., while j can be in Q. or Qq.
If the i-th query is a decryption query, for y € [1..d/2], we define the following bad

conditions:

Bad at Py, (M1 MPY) = (MY~ MY)ASPY £ S)Y

or (M1, S)Y) = (MZV™H, SpY) A MY # MY
> 2941 ol 241 @, 2,1 2,
Bad at Py, 0 (M7, S)Y) = (MY, S7%) A ST o 7Y

or (817, 527) = (S17, §2) A M 2 M2

Here, M1 = M for y = d/2. These conditions can hold only in the ideal world, and
in the real world, the probability of the corresponding transcript is zero. We let Bad?iec

be the set of all these conditions. Since 1 < j < i < ¢, we have ;.o (i — 1) possible
combinations of i and j, and hence Bad?__ includes:

e d/2x ) o, (i—1) conditions of a 2n-bit collision between two internal state blocks,
which we write collg g,

e dX ZiGQd (i — 1) conditions of a 2n-bit collision between one internal state block
and one plaintext block, which we write collg ,, and
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e d/2 X3 o, (i — 1) conditions of a 2n-bit collision between two plaintext blocks,
which we write colly, .

In total, we have 2d x ) ;.o (i — 1) possible conditions of 2n-bit variables in Bad3... We
note that i € Qq, while j € Q. U Qq.

Now the set of bad transcripts Tpaq is defined as the set of all the attainable transcripts
that satisfy at least one of the conditions in BadZ,. U Bad3,.. Formally, we define

Thaa = {0 | 0 satisfies at least one of the conditions in Bad2, . U Bad3,.} .

The set of good transcripts is defined as Tgood = Tan \ Thad-
In what follows, we evaluate the probability to have bad transcripts. We consider the
case r = d first, and then r = d + 2.

6.2.1 Bad Probability for »r = d

Let r = d. For each of the conditions in Bad?

one, We have the following lemma.

enc

in the ideal world. Then, the probability of the condition is at most (d — 2)/2™ if it is in
colls s, at most 1/2™ if it is in colls ., and at most 1/2*™ if it is in coll. .

Lemma 12. Let r = d, and consider one of the 2d x 3 ;.o (i — 1) conditions in Bad?

Proof. We proceed as in the proof of Lemma 2. We first consider coll g, followed by colls ¢
and coll .

Analysis of colls . We analyze a condition in collss. All the conditions in colls s are
collisions at (S"~3¢ ST=2Y) for y € [1..d/2] and ¢ = (y mod d/2) + 1. From the symmetry
in & 4., each probability of the collision at (87=3¢ ST=2Y) has the same upper bound.
Here, we consider a collision at (S™=32 S7=21). For r = d, we evaluate

Pr((S;3%, 572 = (57732, 87 A Cf £ )

o 7y (16)
< Pr[(Sfl 3,27521 2,1) _ (S;i 3,275,;5 2,1)].

We first evaluate Eq. (16) when the plaintext difference is AM}’ ;FONA AMi[if'd] =0,
where AMﬁ ; can take any difference. We then show that this gives us the upper bound on
all the possible plaintext differences by showing that all other cases do not have a larger
upper bound.

Now, for any y € [2..d/2], since we have §1% = Py ,(M?~1, M?¥) and from M|>" =

M][&'d]7 we must have S’il’y = Sjl-’y, ie., 53’[2"d/2] = S;’[Z”dm]. From this and S%v =

Py, (ST, M2+1) for any y € [2..d/2 — 1], we must have S>Y = sz»’y, ie., S?’[z“d/gfl] =

S?’[z“d/g_l]. Furthermore, for any y € [2..d/2 — 1], we must have S = S?’y from

S3Y = ]Bg’y(Sz’y, Sty+1). Similarly, for £ = [(z — 1)/2], z € [3..d — 3] and y € [2..d/2 — ],
we must have S;"Y = S from the fact that we always have collisions at the tweak block
S=19 and the input block S*~2¥*! of $%¥ = P, (§*~1¥, §*=24F1) Therefore, we have
gi-d=312 _ Sj[‘l.id—s],z and Pr[S93? — 5?73,2] _1

Next, the probability of a collision at S*' = Py (M, M?) is Pr[S}' = S;’l] =1/2",
since M # M. From M} = M3, the probability of a collision at S>* = P, 1 (S"!, M?) is

Pr[SPt = 21 = Pr[S; = S; 4 Pr[S;t # S0 PrSPt = ST S) £ S0
12

on — on

i

< PrSMt = 81 ¢
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Similarly, for any z e [3..d — 2], since we have S™! = P, (5711 §7-22) and from

git-d=a2 S[1 A2 g groLl S;_l’l, then we must have 57! = Sf’l. Therefore, for
each = € [2. d- 2], we have

Pr[SfE’1 = Sf’l]
=Pr[Sy 0 = 57T Pr[STT N £ STV Pr[SPt = 97 | 57 £ ST

_ _ 1 ‘1
< Pr[sF M = Sy "y — <pr[sh! = S}l] + Z o = zﬁ

2’!’L

Therefore, from Pr[s¢~%2 = S;ii?”z] =1, we obtain

Eq. (16) = Pr[(S¢32, 59-21) — (53173,2’ S;zfm)} < Pr[gd2! = 57—271] < d2—n2 ’

and this gives us an upper bound (d — 2)/2" on a condition in colls s for the case AM}; #
0A AM[3 4 = 0, and AMf,j is any difference.

We next prove that this is the upper bound for all other plaintext differences by showing
that any other plaintext difference does not have a larger upper bound. Observe that the
event (Sd 8.2 gd=21y — (4732 §4=21y 4nd the computation above are similar to collg

i J ]
in the proof of Lemma 2.

(C-7) First, let us assume that AMl #0A AM[3 -d] # 0, namely, for some z € [3..d],
we have AM?; # 0, where there rnay be multrple indices of z. If x = 3, we have

Pr[SH! = Sf 1] < 1/2" from S*! = P, 1(S™!, M?), and hence the probability would

be smaller. If x € [4..d], the event S,l[l"d_3]’2 = S1732 would be a probabilistic

event. Therefore, we have Pr[Sf 32— S;l_3’2] < 1, and hence the probability would
be smaller.

(C-8) Next, consider the case AMil,j =0A AM2 # 0. From St = P (MY, M?), w
must have S; L1 #5; L1 Now if we further assume that AM; [3 d] =0, we are back to
the initial case of AM1 Z£0A AM 3-dl _ ¢ starting frorn the second round, and
the analysis corresponds to the one Wlth a reduced round version that cannot have

a larger collision probability. The case AMF] -] # 0 would have a smaller upper
bound as in the case (C-7).

(C-9) Finally, we consider the case AM; [1 2= = 0, in which case we necessarily have
AMB ‘4l £ 0. Consider the 5mallebt mdex r € [3..d] such that AMY; # 0. Then

since AM Dj S - 0, it has the same input difference as AM; ! ; # 0 at input of the
z-th round, and hence the final bound cannot be larger as 1n the analysis of the
case (C-8). Note that if = d, the input of the (d — 1)-th round is the same input
difference as AM?; # 0, i.e., Pr[Sid_?”2 = S}i_g’z] =0.

Therefore, the case AM} . ;7 OAAM i =0, where AM?, 2 is any difference, maximizes
Eq. (16) and the correspondlng upper bound (d — 2)/2" is the upper bound for all the
cases in collg s.

Analysis of colls . Next, we consider a condition in colls .. All the conditions in collg .
are collisions between S”~2¥ and a ciphertext block for y € [1..d/2]. From the symmetry
in & 4, and since ciphertexts are computed with the dn-bit random permutation = in
the ideal world, each probability of the collisions between S™~2¥ and a ciphertext block
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has the same upper bound. Here, we consider a collision at (S"~22,C?). For r = d, we
evaluate

Pr((S]7%%,C7) = (S]72%,CF) A S] 27 £ 5177

< Pr[(S{722,C7) = (87722, C2)). ()

We first compute the upper bound on Eq. (17) when the plaintext difference is AM& i=
0A AMiQ’j Z0A AMi[?]f‘d] = 0. We then show that this upper bound covers all other cases.

Now from Mi[g"d] = M][S"d}, for y € [2.d/2], we have S = S;’y since St =
Py, (M1 M%), ie., G2z S;’[Q“dm. Since S11 = Py (M, M?), we also have
st + S;’l from M} = Mj and M} # M?. Therefore, the difference of the input
S| M3 -+ || SY4/2 || M* to the second round is the same as the plaintext difference
AMil,j # OAAMi[i”d] = 0 in the analysis of colls s. By adding a round at the beginning, S*¥
in the analysis of colls s corresponds to S®T1¥ in this analysis. With the same argument,

we have Pr[S{~%? = Sd 22 =1,

In the ideal world ciphertexts are obtained as the output of the dn-bit random
permutation 7. This implies that regardless of the plaintext difference, by following the
computation in Eq. (5), we similarly have Pr[C? = CJQ] < 1/2". We thus have

1
Eq. (17) = Pr[(5{7*?,CF) = (5] 72, CPl < Pr[CF = Cf) < o

when the ciphertext difference is AJ\J1 =0A AM2 #0AN AM[S”d] =0.

Next, we show that this upper bound covers all other cases. Slnce Pr[C? = CQ] does
not depend on the plaintext difference, and we cannot have a larger probablhty than
Pr[Sd 22 = Sd #2] = 1, the case AM}; = 0/\AM2 # OAAM[3 4 — 0 maximizes
Eq. (17) and 1/2" is the upper bound on a condition i 1n collg ¢ for all the cases.

Analysis of collc .. Finally, we consider a condition in coll. .. From the same analysis as
in Eq. (6), the probability of a condition in coll. . is at most 1/22". This completes the
proof of Lemma 12. O

The correctness of Lemma 12 is experimentally verified in the range of 4 < d < 16,
where d is even. See Appendix A for more details.
We now present the upper bound on the probability of Ty,q for the case r = d.

Lemma 13. For r = d, we have

0.25d%¢*>  0.25dg?
. ¢

PI‘[@I S Tbad] < on 2o

Proof. We compute the probability of § € Ty,,q in the ideal world. Let pt"© and pde® be the
probability that Bad?Jnc and Badiec occur for the first time in the i-th query, respectively.
In other words, we assume that neither Bad? . nor Bad?,. occurs before the i-th query,
and compute p§*° and pde‘3 Then, we have

q

Pr[@z c Tbad} _ Z( enc _|_p;iec Z penc + Z pdec (18)

=2 1€Q, 1€Qq

We note that p$"® =0if i ¢ Q. and pdeC =0ifi ¢ Qq.
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If the i-th query is encryption, we consider bad conditions in Bad2.. Since BadZ,,
contains d/2 x » ;.o (i — 1) conditions in collys, d X 37,5 (i — 1) conditions in colls,
and d/2 x ),co (i — 1) conditions in coll ¢, and from Lemma 12, we have

o d—2 d 1 1 d\ 0.5d>  0.5d
-0 (2 S at g ) =0 (B 5 o)

If the i-th query is decryption, we consider bad conditions in Bad?iec. From the symmetry
between the encryption and decryption in & 4., each probability of the conditions in
Bad?,. has the same upper bound as in Lemma 12. Therefore, we follow a similar argument
to the case that the i-th query is encryption, and we have the same upper bound of p{e°
as Eq. (19).

Therefore, we have

2
PI’[@I c Tbad Z penc + Z pdec < Z ( i 1 <0 5d ggg))

1€Qe 1€Qq
0.5d> 0.5d 0.25d%¢>  0.25dq?
< 0.5¢> - =
— q ( on + 22n ) on + 22n )
and this shows the bound in Lemma 13. O

6.2.2 Bad Probability for r = d + 2

When 7 = d 4 2, for each of the conditions in Bad? ., we have the following lemma.

enc’

Lemma 14. Let r = d + 2, and consider one of the 2d X ) ;.o (i — 1) conditions in
Bad?, .. Then, the probability of the condition is at most (d*> —d — 2)/(2-22") if it is in
colls s, at most (d —1)/2%™ if it is in collsc, and at most 1/2*™ if it is in coll. .

We proceed as in the proof of Lemma 2. We present a proof sketch below, and a full
proof is presented in Appendix D.

Proof sketch. The overall structure of the proof is similar to that of Lemma 2. We first
consider coll g, followed by colls ; and coll .

Analysis of collss. For colls s, we only consider a collision at (S"~32, ST~ from the
symmetry of £ 4,. For r = d + 2, we evaluate

r—3,2 or—2,1y _ (ar—3,2 or—2,1 d d d—1,2 d1\ _ ;qd—1,2 qd,1
Pr[(S; » S )_(Sj aSj )N C; #Cj]gpr[(sz‘ ' 5; )_(Sj 7Sj )]

We derive the upper bound (d — d — 2)/(2 - 227) on Pr[(§7~ 12 5%1) = (Sd71’2 Sd’l)]

when the plaintext difference is AM[1 A=on AMP; # 0N AM[5 4l = 0, where AM};
any difference. Then, we show that thlb is the upper bound on all the possible plamtext
differences by showing that other cases do not have a larger upper bound.

Analysis of colls.. For colls., we only consider a collision at (S"~21 C9) from the
symmetry of & 4, and ciphertexts are computed with 7 in the ideal world. For r =d + 2,
we evaluate

[(Sr 2,1 Cd) (Sr 2,1 Cd)/\Sr 327557‘ 32] <PI[(Sd1 Cd) (S;i,170]d)]

Then, we compute the upper bound (d — 1)/22" of Pr[(S™!, C4) = (Sd ! ,C)] when the

plaintext difference is AMl =0A AM2 £ 0AAMB-4 = 0. We can show that this
upper bound covers all other cases.
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Analysis of coll; .. Finally, we consider a condition in coll. .. The analysis is the same
as in Eq. (6), and we obtain the upper bound 1/22" for all the conditions in coll, .. [

We experimentally verified the correctness of Lemma 14 for 4 < d < 16, where d is
even. See Appendix A for more details.
We now present the upper bound on the probability of Ty,q for the case r = d + 2.

Lemma 15. Forr = d + 2, we have

0.125d(d? + 3d — 4)¢>

Pr[O7 € Thad] < 53

Proof. We follow a similar argument to the proof of Lemma 13 to compute the probability
of 6 € Tpaq in the ideal world. Let p$"® and pfe® be the probability that BadZ,, and Bad3..
occur for the first time in the i-th query, respectively. Then, we have the same equation as
Eq. (18).

If the i-th query is encryption, we consider bad conditions in Badinc. From Lemma 14,
we have

d?>-d-2 d d-1 1 d
enc < (1) [ ———— . = - . - .=
pz — (Z ) ( 222n 2 + 22n d+22n 2)

. d3 —d? —2d)+4(d*> —d) + 2d 0.25d(d? +3d — 4
. DHUP =D+ gy 020 +31-0)

(20)

If the i-th query is decryption, we consider bad conditions in Bad?iec. Since encryption
and decryption are symmetrical in &£ 4., each probability of the conditions in Bad?jec has
the same upper bound as in Lemma 14. Therefore, we follow a similar argument to the case
that the i-th query is encryption, and we have the same upper bound of p¢e as Eq. (20).

Therefore, we have

q
, 0.25d(d? + 3d — 4)
enc dec
Pr[O7 € Thad] = E p; + E p; < E <(z—1)- 53

1€Q. 1€Qq =2
0.25d(d? + 3d —4)  0.125d(d? + 3d — 4)¢?
2 _
S 05q ’ 22n - 22n ’
as claimed in Lemma 15. O

6.3 Probability Ratio of Good Transcript
Here, we prove the following lemma regarding a good transcript 6 € Tgood-

Lemma 16. For any 0 € Tgo0a, we have

Pr[Or = 6] 1 0.5¢>
PI‘[@I e 0] - 2dn

Proof. Let g. and gq be the number of times that the adversary A makes encryption and
decryption queries, respectively, i.e., we have g. + qq = q.

In the real world, the interpolation probability Pr[@r = 6] of 6 € T,q04 is the probability
that rd/2 TPRs ]5171, . ,ﬁnd/g interpolate 6. For z € [1..r] and y € [1..d/2], let p;’ denote
the probability that ﬁmyy interpolates all the ¢ input-tweak-output associated to the TRP,
and let p;*¥ denote the probability that ﬁmy interpolates the input-tweak-output associated
to the TRP in the i-th query, i.e., pii/ = T]7_, p;"Y. We also let pZ¥ (resp. p;¥) denote
the probability that ﬁmy interpolates the g (resp. ¢q) input-tweak-output associated
to the TRP in the i-th query for any i € Q. (resp. i € Qq). In other words, we let
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oY = Ilico, Pi" and pg? = [licq, Pi"Y; and we thus have pjy’ = p¢¥ - py?. Therefore,

for any 6 € Tgo0a, We have

r o d/2
Prior = 0] = [] J] »&i’
rz=1y=1
r—2d/2 rod/2 r d/2 2 d/2
SNNCHERINIEARNNICRE HH
rz=1y=1 r=r—1y=1 r=3 y=1 r=1y=1
r—2d/2 r d/2
- HHpZ’y ’ HHp anq'
r=1y=1 r=3y=1

In the ideal world, the interpolation probability Pr[©7 = 6] of 8 € T4 is the probabil-
ity that the dn-bit random permutation 7 and simulated (r—2)d/2 TRPs (ﬁl Lo Py d/2
in encryption or ]5;11, e IBT /2
or input-tweak-output associated to it. Note that for simulated Pl’l, ceey Pr_Q,d /2 in encryp-

in decryption) interpolate the relevant plaintext-ciphertext

tion (resp. ﬁgfll, cee ﬁr_dl /2 in decryption), they generate the internal state with the same

probability distribution as in the real world, and hence they have the same interpolation

probability as pl't, ..., pe 2.d/2 (resp. pi’l, . ,pg /2 ), respectively. Therefore, for any

0 € Tgo0d, We have
r—2d/2 r d/2 q 1
eor == (T e ) (11T ) (T o) -
z=1y=1 r=3 y=1 i=1
We now compute the ratio as

PrOg =0] _ 42" —-(i—1) L i—l i-1 0.5¢
> >1-— ——2>1 - —
PI‘[@I — 0] - H 2dn H - Z 9dn  — 2dn

i=1 i=1 =2

and we obtain Lemma 16. O

7 Provable Security of TBC-based Type-3 GFS

In this section, we show SPRP security of &5 4., TBC-based type-3 GF'S, where we use
r(d — 1) independent (n,n)-TRPs. Proposition 1 shows a relation between TBC-based
type-3 GFS and TBC-based type-1 GFS. The corresponding equivalence is well known
for PRF-based type-3 GFS and PRF-based type-1 GF'S, and Proposition 1 shows that a
similar equivalence holds for TBC-based counterparts as well. From Proposition 1 and the
results in Sect. 5, we obtain Corollary 1 showing the SPRP security result of TBC-based
type-3 GFSs.

Proposition 1. Fiz d > 3. Then the encryption round function ®34 of TBC-based
type-3 GFS is equivalent to the r-round decryption 5176% of TBC-based type-1 GF'S, where
r=d—1.

A proof is elementary, and is presented in Appendix E. We now present our result on
the security of TBC-based type-3 GFSs.

Corollary 1 (TBC-based type-3 GFS, SPRP security). Fizd > 3, and let Pii,...,Pra
be r(d — 1) independent (n,n)-TRPs and E = E3.4,[P11,...,Pra-1] be the TBC-based
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type-38 GFS. Then for any SPRP-adversary A that makes q queries, if r = d rounds, we
have

0.5(d? — 2d + 2)¢° . 0.5¢2  0.5¢2

‘AdeEI‘mp (A) < on 22n 2dn (21)
and if r = d + 1 rounds, we have
.25(d3 — 4)q? 5q?
AdVPP(A) < 0.25(d* — 3d + 4)q n 0.5g . (22)

22n 2dn

In Corollary 1, Eq. (21) shows birthday-bound security and is obtained from Proposi-
tion 1 and Eq. (7) in Theorem 2. From Proposition 1, &3 4, with 7 = d rounds is equivalent
to 51_7;774 with 7 = d(d — 1) = d? — d rounds, which is larger than the number of rounds in
Eq. (7). Therefore, we obtain Eq. (21) from the bound in Theorem 2.

Similarly, Eq. (22) shows BBB security and is obtained from Proposition 1 and Eq. (8)
in Theorem 2. Proposition 1 shows that &5 4, with 7 = d 4 1 rounds is equivalent to 5; ;’T
with r = (d + 1)(d — 1) = d? — 1 rounds, which is larger than, or is equal to the number of
rounds in Eq. (8).

8 Matching Attacks

In this section, we focus on distinguishing attacks to show the tightness of the bounds
presented in Sect. 4-Sect. 7. More precisely, we consider birthday-bound security, and we
present our analysis of TBC-based type-1 GFS, type-2 GFS, and type-3 GFS in Sect. 8.1,
Sect. 8.2, and in Sect. 8.3, respectively. The attacks we present use ¢ = 2"*/? queries, and
they show the tightness of our birthday-bound provable security results. Furthermore, let
Tpb be the number of rounds that allows proving birthday-bound security, and rp,, be the
number of rounds that allows proving BBB security. Our attacks work for any number
of rounds r such that rp, < 7 < rppp, with the same complexity, implying that rppy, is
the optimal number of rounds for BBB security. We also point out that if the number of
rounds satisfies r < rpyp,, then there is an efficient attack with ¢ = 2 queries, implying that
Tpp is the optimal number of rounds for birthday-bound security.

Table 2 shows the summary of our distinguishing attacks and security proofs. We note
that the attack against TBC-based type-1 GFS showing the tightness of SPRP security
is CCA, which is different from CPCA in that encryption queries are not used in the
attack, and we observe a gap in the number of rounds needed for PRP security and SPRP
security. This is due to the fact that the diffusion characteristic of TBC-based type-1 GFS
in encryption and decryption is different. We will later elaborate on this point. We also
observe that the number of rounds for PRP security of TBC-based type-2 GFS is the
same as that for SPRP security, since the model of the attacks against type-2 GFS is CPA.
Similarly, TBC-based type-3 GFS has the same characteristic. However, we remark that
due to the equivalence between TBC-based type-1 and type-3 GFSs in Proposition 1, the
diffusion of decryption of the latter is faster than encryption.

8.1 Attacks against TBC-based Type-1 GFS

We show a CPA birthday distinguisher against TBC-based type-1 GFS in Theorem 4,
showing the tightness of Eq. (1) in Theorem 1. We also show a CCA birthday distinguisher
in Theorem 5, showing the tightness of Eq. (7) in Theorem 2. See Fig. 14 for an example
of the attacks against type-1 GFS.

Theorem 4 (TBC-based type-1 GFS, CPA birthday distinguisher). Fiz d > 3, and
let Py,...,P. be r independent (n,n)-TRPs, and consider TBC-based type-1 GFS E =
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Table 2: Summary of distinguishing attacks against TBC-based GFSs. “Const.” is a dn-BC
and “Security proof” shows the results in Sect. 4-Sect. 7, where 1 (resp. mppp) denotes
the number of rounds for birthday-bound security (resp. BBB security). In “Attack,” (a)
is for r < rpp, (b) is for rpp < 7 < Tppb, “O(1)” denotes the constant time attacks with
q = 2 queries, and “0(2”/2)” denotes the birthday attacks with ¢ = 2%/ queries. Note
that “CCA” is different from CPCA, namely, this distinguisher makes only decryption
queries.

Security proof Attack
Const. | Model 7 Thbb Ref. Model  (a) (b) Ref.
PRP 2d-2 3d -2 Theorem 1 | CPA  O(1) 0O(2V?)
Tpel | opRp 22442 @ —d+2 Theorem2 | CCA 0(1) o(2n/2) Sect-81
Type-2 | SPRP d d+2 Theorem 3 | CPA  O(1) O(2/?) Sect. 8.2
Type-3 | SPRP d d+1 Corollary 1 | CPA  O(1) O(2"2) Sect. 8.3
51,(”[131, ceey ﬁr] with r rounds, where 2d —2 < r < 3d—2. Then there exists an adversary

A that makes ¢ = 2™/? encryption queries and
AdvP(A) £ 0.5 — exp(—0.5(d — 1)) .

For instance, we have Advi,"(A) > 0.276 when d = 4, and Adv},"(A) > 0.469 when
d=S8.

Proof. We first present the procedure of our A for the case r = 3d — 3:

1. Fix ¢ = 2"/2 plaintexts Ml[l"d], cee Mél"d] such that AMi[’lj"dfl] =0A AMffj # 0 for
any 1 < j <1 < ¢, and make ¢ encryption queries.

2. If a collision is found among the ¢ values of CZ, then output 1, else output 0.

In the real world, we have Sz[l"dﬂ] = Sj[-l"dfz] and 5’;1—1 * Sj‘-i_l, since the plaintext
difference satisfies AM Ld=l — g A AM{; # 0 and we have S = Py(M*, M?) and
5T = P, (S*1, M=t1) for any z € [2..d — 1]. In other words, the input S¢=1|| M || S[t--d=2]
of the d-th round has the same difference that gives the maximum collision probability of
colls s analyzed in Lemma 2, which is AM} ;70N AM 3 _ Therefore, we analyze
the probability to have a collision at C? by addlng (d— 1) more rounds at the beginning,
implying that S',..., 592 in the proof of Lemma 2 corresponds to S%,..., 52?3 in the
attack.

We follow a similar argument to the proof of Lemma 2 to see that for any = €
[d+1..2d — 3], if S’Jf1 = ,S""“l7 then we have S[z“2d73] = Sj[-z"Qd*S]. From C? =
ﬁgd_g(SQd_:g,Sd_z) if S2d 3 S2d 3. then we have C? = 02 From the observations so

far, we compute the collision probablhty at C? in the real World as follows:

2d—2 z—1
Pr[AR = 1] =1 - Pr[VASY, # 0] - H Pr |VASY; #0 /\ VAS ; # 0]
r=d+1 £=d

:1_(Ew>l+(d‘2):1_<ﬁ( H))d_l o
s (Tl (- H))d_l (o (0200 =0Y)"”

~1—exp(—0.5(d — 1))
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Note that VAS?, # 0 implies AST,; # 0 for any 1 < j < i < ¢g. We also note that
§24-2 = 02 when r = 3d — 3.

On the other hand, in the ideal world, ciphertexts are obtained as the output of the
dn-bit random permutation 7. It follows that for any a € [1..d], a collision probability at
C* in the ideal world can be bounded as

PUAT = 1] < Y (i~ 1) Po{CE = C31) < 0glg— 1)+ & < 22

5. 24
i=2 o "o 2

Therefore, we obtain the lower bound of the advantage as
AdvRP(A) = |Pr[A® = 1] — Pr[AT = 1]] £ 0.5 — exp(—0.5(d — 1)).

Note that, in the real world, C? for r = 3d — 3 corresponds to C* for r = 2d — 2. In
general, this corresponds to C4~ (=1 for r = 2d — 2 4 z, where z € [1..d — 2. Therefore,
for 2d — 2 < r < 3d — 2, the position of the ciphertext block to search for a collision
changes, while the same attack procedure works for any case. O

Example 7. We show the real world of this attack in Fig. 14(b) for the case d = 4
and r = 3d — 3 = 9. When AM};"g] =0A AMﬁj # 0, we must have S}LQ] = Sj[-l’z] and
S # 8% from S' = P (M',M?), S = P(S', M?), and S = P3(S%, M*). Therefore,
since S* = Py(S3, M), S° = P5(S%,S1), and C? = P5(S5,5?), we also have

2 3

1
2 21 ~ 5 5 ~ 4 4 ~
Pr(C} = G} ~ Pr[S} = S} + o ~ PrlS} = SJ] + o0 ~ o

i.e., the probability of a collision at C? is about (d — 1) times larger than the probability
in the ideal world. The distinguisher uses this probability difference in the attack.

As shown in the proof above, when we make encryption queries with AM, i[’lj"dfl] =
oA AM;fj # 0, we always have Sl‘-i*2 = S;-#z in the real world. When r = 2d — 3, since
5972 = C?, if we make two encryption queries with AMl[g'dfl] =0A AM{{Q # 0, then we
have Pr[C% = C?] =1 in the real world. The analysis in the ideal world is the same as in
Eq. (5), and we have Pr[C3 = C?] < 1/2", allowing an efficient attack for any r < 2d — 2
with ¢ = 2 queries.

Example 8. See Fig. 14(a) for an example of this attack with d =4 and r = 2d — 3 = 5.
If AMRQ”?’] =0AAM{, #0, we have S3 = S} from S* = Py(M*, M?). Therefore, since
C2 = P,(S, M?), we always have C2 = C2, i.e., Pr[C2 = C2] = 1.

We next present a CCA birthday distinguisher showing the tightness of Eq. (7) in

Theorem 2.

Theorem 5 (TBC-based type-1 GFS, CCA birthday distinguisher). Fiz d > 3, and
let }31, .. .,]BT be r independent (n,n)-TRPs, and consider TBC-based type-1 GFS E =
51.,d,r“517 ce ]37«] with r rounds, where d?> —2d+ 2 <r < d*> —d+ 2. Then there exists an
adversary A that makes ¢ = 2"/? decryption queries and

AdvE™(A) 2 0.5 —exp(—0.5(d — 1)).

We note that this distinguisher makes only decryption queries. We proceed as in the
proof of Theorem 4. We present a proof sketch below, and a full proof is presented in
Appendix F.

Proof sketch. First, we present the procedure of A for the case r = d? — d + 1:
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1. Fix g = 2"/2 ciphertexts C&l”d], ey C’,gl"d] such that AC’}J #£0A ACi[,Zj”d} =0, and
make q decryption queries.

2. If a collision is found among the ¢ values of M}, then output 1, else output 0.

In the real world, following the proof of Lemma 7 and by following the computation of
Eq. (23), we can derive the lower bound to have a collision at M!, and we obtain

PrlARR " =1] 21— exp(—0.5(d — 1)).

1

In the ideal world, with the same argument as in Eq. (24) except that we use 7! to

compute plaintexts, we have PﬂALI?1 = 1] < 0.5, and we thus have
AdVPP(A) = | PrlARR T = 1] = PrlATT " =1]| £ 0.5 — exp(—0.5(d — 1))

It is easy to show an attack with the same complexity for d?> —2d+2 <r < d?> —d + 2.
See Appendix F for a full proof. O

Example 9. In Fig. 14(d), we present the real world of the attack for the case d = 4
and r = d> —d+ 1 = 13. As shown in the figure, if AC i # 0N AC’-[?J-‘A] =0, 5
always has a non-zero difference and S*7] always has a zero dlfference i.e., we have
87 # 87 and 51[4’7] = SJ[-47 Therefore, since S® = P;'(S9,C?), $% = (56 S7), and
M*' = P71(53,5%), we have

1
Pr[M} = M]] ~ Pr[S} = S?] + o ~ Pr[S) = S9] +

We see that a collision probability at M?! is about (d — 1) times larger than the probability
in the ideal world.

We note that it is straightforward to see that an attack with ¢ = 2 queries is possible
2
when 7 < d* — 2d + 2. Decryption queries with AC}; # 0 A AC’[2 4 — 0 yield T 32 —

Tj‘7l2_3"l'|r2 in the real world. Since T4 —3d+2 — M1 when r = d? — 2d + 1, we have
Pr[M} = M}] =1 in the real world if we make two queries, while the same analysis as
Eq. (5) shows Pr[M3y = M{] < 1/2" in the ideal world.

Example 10. See Fig. 14(c) for an example of this attack with d = 4 and r = d?> —2d+1 =
9. I ACL, # 0A ACE™ = 0, we have s“] SEA from §4 = PyH(C3,C%) and

S% = P-1(C?,C3). Therefore, since M = P; (53, 5%), we always have Mj = M}, i.e.,
Pr[M] = M}] = 1.

Discussions. The result by Maurer, Pietrzak, and Renner shows that the composition
F oG~ is CPCA secure? if F and G are non-adaptive CPA secure block ciphers [MPRO7].
Given that TBC-based type-1 GFS is CPA secure with O(d) rounds, one may hope that it
is CPCA secure with O(d) rounds. However, the security of TBC-based type-1 GFS is
different depending on the direction of the operation. The diffusion in encryption direction
is faster than decryption, and this explains the gap in the number of rounds for PRP
and SPRP security in Table 2. This implies that the result in [MPRO7] cannot be used
directly, and indeed, as stated above, we have a distinguishing attack with ¢ = 2 decryption
queries for any number of rounds 7 such that r < d? — 2d + 2. See Fig. 14(c) for an

2Here, F o G~ means that we first apply F' to a plaintext and then we apply G~1, which is different
from the order in Sect. 3.
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Figure 14: Examples of our attacks against TBC-based type-1 GFS with d = 4 (red: zero
difference, dashed: non-zero difference, black: random difference, blue text: the target
for finding a collision). (a) The constant CPA with ¢ = 2 for r = 2d — 3 = 5. (b) The
birthday CPA with ¢ = 2/2 for » = 3d — 3 = 9. (c) The constant CCA with ¢ = 2 for
r=d?>—2d+1=9. (d) The birthday CCA with ¢ = 2"/2 for r = d?> —d + 1 = 13.
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example. We note that the same observation was previously made for PRF-based type-1
GFS. See [HR10b, Page 5, Eratta].

While TBC-based type-1 GFS needs O(d?) rounds for CPCA security, we remark that
the composition ' o F~1 has O(d) rounds and is CPCA secure if F is non-adaptive CPA
secure TBC-based type-1 GFS with O(d) rounds. This implies that F'o F~! has fewer
rounds than TBC-based type-1 GFS for large d. For instance, we can use (2d — 2)-round
TBC-based type-1 GFS as F from Eq. (1) in Theorem 1. Then, F o F~! is CPCA secure
with 4d — 4 rounds from [MPRO7], where the middle round could be merged to further
reduce the number of rounds. We remark that this construction F o F~! does not have an
iterative structure, i.e., the linear layer of the first half F' is the left cyclic shift and that of
the second half F~1 is the right cyclic shift.

8.2 Attacks against TBC-based Type-2 GFS

We show a CPA birthday distinguisher against TBC-based type-2 GFS in Theorem 6,
showing the tightness of Eq. (13) in Theorem 3.

Theorem 6 (TBC-based type-2 GFS, CPA birthday distinguisher). Fiz d > 4, where d is
even, and let ]3171, cee ]3,.7,1/2 be rd/2 independent (n,n)-TRPs, and consider TBC-based
type-2 GFS E = 827,“[151,1, A ﬁr,d/Q] with r rounds, where d < r < d+ 2. Then there
exists an adversary A that makes q = 2™/% encryption queries and

AdviP(A) £ 0.5 — exp(—0.5(d — 1)) .

We proceed as in the proof of Theorem 4. We present a proof sketch below, and a full
proof is presented in Appendix G.

Proof sketch. We consider the case r = d + 1, and our 4 works as follows:

1. Fix ¢ = 2"/2 plaintexts Ml[l"d],...,Mq[l"d] such that AM}J- =0A AMﬁj < 0A
AMi[f)’Jf'd] =0 for any 1 < j < i < ¢, and make ¢ encryption queries.
2. If a collision is found among the ¢ values of C¢, then output 1, else output 0.

In the real world, following the proof of Lemma 12 and by following the computation
of Eq. (23), we can derive the lower bound to have a collision at C¢, and we obtain

Pr[A® =1] 21— exp(—0.5(d — 1)).

In the ideal world, with the same argument as in Eq. (24), we have Pr[.AIfI_1 =1]<0.5,
and we thus have

AdVEP(A) = | PrlAR = 1] — Pr[A% = 1] 2 0.5 — exp(—0.5(d — 1)).

In the real world, C¢ for » = d + 1 corresponds to C! for r = d, and the attack works
with the same complexity for the case r = d. O

In the real world, we have Sfl 22— S;FQ’Q with encryption queries that satisfy
AM}; = ONAM?Z; # 0 A AMi[:gj"d] =0. If r = d— 1, since 922 = C?, we have
Pr[C3 = C?] = 1 in the real world, while we have Pr[C2 = C%] < 1/2" following Eq. (5) in
the ideal world, allowing an attack with ¢ = 2 queries for any r with r < d.
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Table 3: The number of TBC calls for TBC-based GFSs. “Const.” is a dn-BC and “Model”
shows the attack model. “# of parallel TBCs” shows the number of TBCs that can be
processed in parallel for encryption (written as “Enc.”) and decryption (written as “Dec.”),
and “time” shows the minimum processing time if the TBCs are processed in parallel.
In the table, b, (resp. Tbpb) denotes the number of rounds for birthday-bound security
(resp. BBB security), and . denotes the processing time of a single TBC.

TBC calls # of parallel TBCs
Const. Model | for r =rp,  for r = ru, | Enc. time ‘ Dec. time
PRP | 2d -2 3d —2 .
Type'l SPRP | d2 = 2d +9 d?—d +9 1 Ttibe | d—1 [ﬁ‘lttbc
Type-2 SPRP | d?/2 d?/2+d d/2 Ttipe | d/2 Ttibe
Type-3 SPRP | d?> —d d? -1 d—1 7rtpe | 1 r(d — Dtipe

8.3 Attacks against TBC-based Type-3 GFS

In Corollary 2, we show a CPA birthday distinguisher against TBC-based type-3 GF'S,
showing the tightness of Eq. (21) in Corollary 1.

Corollary 2 (TBC-based type-3 GFS, CPA birthday distinguisher). Fiz d > 3, and let
ﬁl)l, ceey ﬁr,d—l be r(d — 1) independent (n,n)-TRPs, and consider TBC-based type-3 GFS
E = Sg,d_rr[jjl’l, e ]57,,(1_1] with v rounds, where r = d. Then there exists an adversary A
that makes g = 2™/? encryption queries and

AdvP(A) 2 0.5 — exp(—0.5(d — 1)) .

Corollary 2 is obtained from Proposition 1 and Theorem 5. From Proposition 1, &3 4.,
with r = d is equivalent to Siém with r = d(d — 1) = d* — d. Therefore, a similar attack
to Theorem 5 works.

We also note that, from Proposition 1, & 4, with » = d — 1 is equivalent to Si;’r with
r=(d—1)? =d?—2d+ 1, allowing an attack with ¢ = 2 queries as shown in Sect. 8.1.

9 Conclusions

In this paper, we formalized TBC-based type-1, type-2, and type-3 GFSs, and presented
their provable security treatments. We identified the number of rounds to achieve birthday-
bound security and BBB security. We experimentally verified the correctness of our proofs
in the range of d < 16. We also presented attacks to show the optimality of our results
with respect to the number of rounds and attack complexity.

Regarding the efficiency comparison among the TBC-based GFSs we considered, we
summarize the number of TBC calls in Table 3. If only encryption is needed, type-1 GFS
is efficient since the number of TBC calls is the smallest among the three constructions.
If we focus on SPRP security, type-2 GFS has the smallest number of TBC calls. For
example, when r = rp, the number of TBC calls for type-1/2/3 GFS is 10/8/12 with
d = 4, and 50/32/56 with d = 8, respectively. Furthermore, for type-2 GFS, d/2 TBCs
can be processed in parallel for both encryption and decryption, i.e., type-2 GFS can be
made more efficient by parallel processing.

As open questions, we presented attacks with birthday complexity when rp, < 7 < rppp,
while we do not know if an attack with ¢ = O(2"™) complexity exists when r > rppp. Also,
as mentioned in Sect. 1, we leave the analysis with the coupling technique to obtain
stronger security bounds by increasing the number of rounds as an interesting future work.
This paper focuses on the indistinguishability notion, while indifferentiability [MRHO04] of
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TBC-based Feistel structure has been analyzed in [CDMS10, BNR21], and [NI20] shows
indifferentiability of TBC-based unbalanced GFSs. It would be interesting to see the
security of TBC-based type-1, type-2, and type-3 GFSs in this security notion.
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A Program for Bad Probability

In the proofs of Lemmas 2, 4, 7, 9, 12, and 14, a collision probability of conditions in Bad;nc,

Bad.., and Bad? . depend only on whether each block in a plaintext or a ciphertext chosen

by A has a non-zero difference or not. Since MZ-[I“d] # Mj[l“d] and C’i[l“d] #* Cj[l"d] hold,
there are (2¢ — 1) possible ways for A to choose the plaintext/ciphertext difference. The
number of possibility exponentially grows as a function of d, and we developed a program
in order to verify the correctness of our results.

The program exhaustively computes the probability of all the conditions in Bad!,,
Badl.., and Bad?,. for all the (2¢ — 1) possible choices of plaintext/ciphertext difference,
and outputs, for each of the condition, the maximum probability and the corresponding
plaintext/ciphertext difference that gives the maximum probability. That is, for each
State € Bad], ., we are interested in deriving

enc)

MaxProb = max { Prob(AM ¥ state) | AMI-4 e {0,114\ {0? , 25
{Prov( : :

and we are also interested in the plaintext difference MaxDiff = AM! 4 that gives
MaxProb, where Prob(AM[l"d],State) denotes the probability to have an output dif-
ference in State given the plaintext difference AMUI 4. We also would like to know
(MaxDiff,MaxProb) for State € Bad}., and State € Bad? .. An overview of our program
is presented in Algorithm 11 in Fig. 15. The program faithfully computes Eq. (25).

For example, with d = 4, r = 10, and Type = BadénC7 BadénC consists of eight conditions:
AS? || ASS =00, AS® || AC? =00, AS* || AC? =00, AC? || AC? =00, AS® || AC? = 00,
AC3||AC* = 00, ASC||AC* = 00, and AC*||ACT = 00. Our program treats AS!, ... ASS
as random variables, and does not evaluate AC',..., AC* as they are generated with a
random permutation that has independent randomness allowing separate treatments. That
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Algorithm 11: Program to compute the collision probability of bad conditions.

Input: (d,r, Type)
Output: (MaxDiff, MaxProb)

1: MaxDiff < empty
2: MaxProb «+ 0

3: for State € Bad,, ., Bad},., or Bad?,. do

4 for AMU-4 € {0,1}4\ {0?} do /] ACI- for State € Bad},,
5 P + Prob(AM!-4 state)
6 if P > MaxProb then
T MaxProb < P

8: MaxDiff + AN
9: end if

10: end for (Line 4)

11: end for (Line 3)

12: return (MaxDiff, MaxProb)

Figure 15: Overview of our program to compute the collision probability of bad conditions.
The input Type is used to specify Bad? ., Bad},., or Bad? . in Line 3.

enc?

State MaxDiff MaxProb
AS3 H AS® =00 1000 5/22”
ASt =0 0100 3/2"
AS5 =0 0010 3/2”
AS® =0 0001 3/2"

Figure 16: An example of the output of our program with d = 4, r = 10, and Type = Badénc.

MaxProb shows the leading terms only. Note that, for Type = Bad ., AM-4 = 1000,

enc?

0100 and 0010 are equivalent to AM!! 4 = 1100, 0110 and 0011, respectively.

is, we evaluate the probabilities of AS? || AS® = 00, AS* =0, AS® =0, and AS® = 0.
An example of the output of our program is in Fig. 16. See also Fig. 17 showing all the
intermediate results to obtain Fig. 16.

The program was executed in the range of d < 16, and the result fully confirms the
correctness of Lemmas 2, 4, 7, 9, 12, and 14 in this range.

B Proof of Lemma 4

We proceed as in the proof of Lemma 2. We first consider coll s, followed by colls . and
collg c.

Analysis of colls s. We consider a condition in colls s, which is a unique 2n-bit collision
at (S724+1 §r=4) When r = 3d — 2, we have S"~24+1 = §9-1 and §7—¢ = §24-2 and
we therefore evaluate

prlslr2dhr—d _ Ser—2d+1,r—d] AC2#£C2) < pr[gld-12d-2 _ S}d—l,Qd—Q]]. (26)

We first evaluate Eq. (26) when the plaintext difference is AM}'; # 0 A AMZ-[’?;-”d] =0,
where AMﬁ ; can take any difference. We then show that this gives us the upper bound on
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AMId ASASS =00 AS*=0 AS° =0 ASS =0
0001 0 1/2n 2/2" 3/2"
0010 0 2/2™ 3/2" 1/2"
0011 0 2/2™ 3/2™ 1/2n
0100 2/22n 3/2" 1/2m 1/27
0101 1/22n 2/2m 1/2n 1/2m +1/23"
0110 2/22n 3/2" 1/2" 1/2"
0111 1/2%n 2/2" 1/2" 1/2m 4 1/2%"
1000 5/22" 1/2n 1/2" 1/2m 4 1/2%"
1001 1/22n 1/2m 1/2m +1/23  1/2n +2/227
1010 3/22n 1/2™ 1/2m 4 1/23" 1/27
1011 1/22n 1/2" 1/2" 1/2"
1100 5/22" 1/2n 1/2" 1/2m 4 1/2%"
1101 1/2%n 1/2n 1/2m +1/23"  1/2m 4 2/22"
1110 3/22" 1/2n 1/2m 4 1/2%" 1/2n
1111 1/22n 1/2m 1/2m 1/27
Figure 17: A table of Prob(AM!"4 State) with d = 4, 7 = 10, and Type = Bad_, .. Only

the upper bounds are shown, i.e.,
bound (e.g., terms with a negative coefficient) are neglected.

low order terms that do not contribute to the upper

all the possible plaintext differences by showing that all other cases do not have a larger

upper bound.

Now, from M} #

M3 gl
J

fS;El

each x € [2..d— 1] we have

Pr[S} = S7] = Pr[S7 !
< Pr[Syl = 5971
and this yields Pr[S7 = §%] < 2/2".

Assume that we have a collision at S?, in which case SF’“d_l

that M} # M}, and from S% =
probability of a collision at S9! =
S7] = 1/2". We also observe that for any z € [d 4 2..2d — 2], if S}~ t= Sm

have SI%-24721

= Pr[syt

[z..2d—2]
Sj

53]
S’E 1|52

1
—i——<P1"S1

M Jl, the probability of a collision at S*
Sil=1/2" Next for any z € [2..d — 1], since we have S* =

S;-”_l, then we must have SZ[I"dfl]

2n

SH

+Pr[Syt A5 [S7 =5

< Pr[S7™ !

< d+1 _ gd+1 | g2 2] _
Pr[S{t! = §9t1 | S S+22n

Sa: 1|52

2

. This follows from the fact that S;
for any = € [d + 2..2d — 2], S*~¢ is the input block of S* =
observation, for any x € [d 4 2..2d — 2|, we have

[S@’:gﬂs,?:

*27

.]-Pr[Sf—Sm\sw VA STTIASE =
r—(d+1)+1 =x—d
on on

L=d+2

51+Z

[2..d—2] _

= ST 4 PrSETl £ ST Pr[SE = 5% | S A 597

s7

= P(M*, M?) is Pr[S} =
lsw(Sx_l,M'”'*'l) and from

= Sj[w"dfl]. Therefore, for

)= Sj[.3"d_1] holds. Recall
Py(S%1, M"), we must have S¢ # S§. From this, the
Py1(S5%,S1) is obtained as Pr[Sd+! = Sd+1 | $2 =

, then we
= SJ[-2 4= 2} holds, and

ﬁw(Sx_l, S7=4). From the
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Therefore, from Pr[S¢~! Sd | 52 = S?] =1, we obtain

prlgli—12d-2 S[d 124-2 | g2 _ 57 < 2d—2)—d _d-2
K2 = 27L 2n .

We proceed similarly for ¢ € [3..d — 1] as follows. We assume Sf_l # Sj‘l and
we also assume that we have a collision at S¢. Note that this step is non-existent
when d = 3. Let us denote the assumption Sf_l #* Sf_l ASE= Sf by ify;. Then, we
have §) 1471 = ST Dand from {71 # S¢71 and §¢ = Py(S°71, 879), we have
Pr[if,] < 1/2"™. We also observe that if Sf_l + Sf_l, from S¢td—1 = }Sg+d_1(SZ+d’2, Sy,
a collision at S9! is possible only if Sf+d_2 =+ Sf+d_2. Therefore, we have

S

[Sé+d 1 S@-‘rd 1 | if ] < Pr[sé—‘rd 1 SZ-&-d 1 | S[-‘rd 2 ?é Sf-‘rd 2] o )

Furthermore, for any « € [¢ + d..2d — 2], if S7™! = 77!, then S"*7% = S}I'QH] holds.

This follows from Sy“d_z} = S[[ -4-2] ,and 57~ is the input block of §% = P, (5§71, §7=9),
It follows that for any z € [¢ —|— d. 2d 2], we have

Pr[Sy = 57 | if,]
= Pr[S7~ = S i) + Pr[Sy T £ ST [ifg] - Pr[SY = S7 | 57T £ ST A

< Pr[sy! =57 Y ife] + 21"
Z 1 _z—(+d-1+1_ a—-d-(=2)

<P S€+d 1 Sﬁ+d 1 f
f Y a =

From Pr[S¢~* Sd | ify] = 1, we obtain

Pr[Sl[d_l’M_Q] _ S}d—1,2d—2] lify] < (2d —2) ;g —(£—2) _ d2—n€ '

From all the observations above, we obtain the upper bound on Eq. (26) as

Eq. (26) = pr[g[dflﬁdf?] _ Sj[d 1,2d— 2]]

< Pr[S? = 2] Pr[sld 127 = gl b2 g2 - g2

d—1
+ 7 (Prlify] - Prlsl A = gl )
(=3
2 d—2 /1 d—¢
“on on +2(271 n
{=3
2d-2) 1 ((d-3)+1)(d—3) d&—-d—2
=T T 2 2.

and we conclude that (d* —d —2)/(2 - 2%") is the upper bound on a condition in colls ¢ for

the case AM}'; # 0 A AM 34l — 0, where Asz is any difference.
We next prove that the upper bound above is the upper bound for all other plaintext
differences.

(C-10) First, let us assume that AMl #0A AM[3 -] # 0, namely, for some z € [3..d],
we have AM;; # 0, where there may be multlple indices of z. If x = 3, we have
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Pr[S? = §7] < 1/2" from §* = P5(S', M3), and hence the probability would
be smaller. If 2 € [4..d], then from S*~' = P, ;(S*~2, M¥), even if we assume
i = =57 2 the event S[I Ld=1] S[I 1411 would be a probabilistic event.

Therefore, for ¢ € [3..d — 2], we have Pr[Sd e Sd Y] S =82vif] <1, and
hence the probability would be smaller.

(C-11) Next, consider the case AM;'; = 0ANAM7; # 0. In this case, we must have S} # S}
from S = Py(M*, M?). Now if we further assume that AM[4”dJ =0, where AM};
can take any difference, we are back to the initial case of AMl #0A AM[3 S
starting from the second round, and the analysis corresponds to the one Wlth a

reduced round version that cannot have a larger collision probability. The case
AMi[jlj”d] # 0 would have a smaller upper bound as in the case (C-10).

(C-12) Finally, we consider the case AM i[71j,2] = 0, in which case we necessarily have
AM[B”d] # 0. Consider the smallest index = € [3..d] such that AM{; # 0. Then
since AMl == — 0, from $*~! = P,_1(S°~2, M?), we must have Syt £ S L
This 1mphes that, at the input of the x-th round, it has the same input dlﬁerence

as AM}J #0, and hence the final bound cannot be larger as in the analysis of the
case (C-11).

Therefore, the case AM& ;7 O/\AMZ-[?J-"d} = 0, where AM;. 2 is any difference, maximizes

Eq. (26) and (d? — d —2)/(2 - 22") is the upper bound on a condltlon in colls s for all the
cases.

Analysis of coll; .. We next analyze a condition in colls .. We consider a collision at
(S724+2 (?) that involves an internal state with the smallest index in the number of
round, as a collision at other places cannot have a larger collision probability. Since
ST —2d+2 _ = 5% holds when r = 3d — 2, we evaluate

Pr(S 7212, 02) = (577242, C2) A CF £ ) < Pr{(SL.C2) = (SLCD). (27)

We first compute the upper bound on Eq. (27) when the plaintext difference is AM, 1 =
0A AMﬁj £ 0AAME-4 =0, where AME:J» is an arbitrary difference. We then show that
this upper bound covers all other cases. _

Now from M} = M} and M7 # M7, we have S} # S} since S' = P{(M', M?). Tt
follows that a collision probability at $2 = P;(S*, M3) is Pr[S2 = S7) = 1/2". Tt is
easy to see that for any = € [3..d], if Sf71 = S;”fl, then Sl[m"d} = Sj[vz”d], since we have
57 = P, (S, M* 1) and S¢ = Py(S4~1, M), and we also have Mi[4"d] = Mj[4"d] and
M} = M}. Therefore, for any z € [3..d],

Pr[S} = S7] = Pr[S{ ! = WH+HW1#WHPM%ﬂH$4#$ﬂ

1 z—1
x—1 r—1 2 2 _
< PrS7T = 87 4 o < Pr[ST = S+§ T

In the ideal world, ciphertexts are computed with the dn-bit random permutation T,
and thus for any plaintext difference, by following the computation in Eq. (5), we have
Pr[C7 = C?] < 1/2". Given the analysis so far, we obtain the upper bound on Eq. (27) as

d—1 1 d—1
d 2 d 2 d d 2 2
Eq. (27):Pr[(siaci):(sjvcj)] = Pr[S] :Sj]'Pr[Ci :Oj] < on on = 2n
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when the plaintext difference is AM}; = 0N AMZ; # 0 A AMM-4 =0, where AM}, is an
arbitrary difference.
Next, we show that the upper bound above covers all other cases. Since Pr[C? = Cf]

does not depend on the plaintext difference, we focus on the analysis of Pr[S¢ = S;-i].

(C-13) First, consider the case AM}; = 0 A AM?; # 0 A AMM-d £ 0. In this case,
since % = P, (5%~ M**1) for z € [3..d — 1], there exists a term Pr[S*~! = Sy
that is not added to derive the upper bound on Pr[S} = S|, and hence the final
probability would be smaller.

(C-14) Next, consider the case AM, [1J 2= = 0, which implies AM i ;é 0. For the smallest
index z € [3..d] such that AM"; # 0, the input of the (z — 1) th round is the same
as AM&] =0A AMEJ #0, and hence this case corresponds to the analysis of the
reduced round version by (x — 2) rounds, and this would result in the reduction on
the number of terms added to the upper bound.

- inally, assume that en from ~d - we have a collision
(C-15) Finall h AMl # 0. Then f; S = Py(S4=1 M*'), we h 11

at S¢ only if Sd 14 Sd v . We thus have Pr[S¢ = Sd] < 1/2™, implying that the
final bound would be smaller

Therefore, the case AM}'; = 0 AN AM?; # 0 A AM™-4 = (0 maximizes Eq. (27) and
(d —1)/2?" is the upper bound on a condition in colls. for all the cases.

Analysis of collc .. Finally, we consider a condition in coll. .. From the same analysis as
in Eq. (6), the probability of a condition in coll. . is at most 1/22". This completes the
proof of Lemma 4. O

C Proof of Lemma 9

Following the proof of Lemma 7, we write }51’, ey ]3/ _g for }5*1 Pd_+1, ie., for z €
[d+ 1..r], we let ﬁ;l(-) PT’ etr1()- Slmllarly, we write TV, ..., T"~¢ for the internal
states S"7¢, ..., S! that are computed with P Pd+1, respectrvely, i.e., we let S* =

Tr=d==+1 for x € [1..r — d].
We proceed as in the proof of Lemma 2. We first consider coll s, followed by collg ,
and colly m.

Analysis of coll;s. We consider a condition in colls s. Among the conditions in collg s,
we focus on the analysis of (S9! S9) that involves an internal state with the largest
index in the number of round, as a collision at other places cannot have a larger collision
probability. When r = d2 — d + 2, we have S¢—1 = Tr—2d+2 — pd*=3d+4 gd _ pd*-3d+3
and we therefore consider

Pr[si[d—l,d] _ Sj[d—l,d] A Mz'l ” Mjl] < Prm[d2—3d+3,d2—3d+4] _ Tj[d2—3d+3,d2—3d+4]]. (28)

We first evaluate Eq. (28) when the ciphertext difference is ACZ»[?JI'd_l] =0A AC?,]. # 0,
where AC}, ; can take any difference. We then show that this is the upper bound on all
the possible ciphertext differences.

This ciphertext difference AC; 2J A= g A ACd # 0 is the same ciphertext difference
as colly s analyzed in the proof of Lemma 7. Therefore we follow the same argument in the

proof of Lemma 7, and we have Ti[d (-] = Tj[d L-(d=9)(d=1d=1  Note that
this deterministic collision at internal state blocks are non-existent when d = 3.
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Now from C{' # C{, the probability of a collision at T" = Pl(C4,CY) is Pr[T} =
T} = 1/2". Next, for any @ € [0..d — 3], since we have T¢ = Pj(T*,C?), T~ D+d =

ﬁ;(d_l)_i_d(Tx(dfl)Jrl’Tac(dfl)) c? :C’2 andT~[d_1“(d_3)(d_1)d 1] :Tj[d 1..(d=3)(d—1):d—1]

if 7D Tf(d*l)ﬂ then we must have T/ 4~V = Tf(dfl)er for ¢ € [z..d — 3].
Therefore, for each = € [0..d — 3], we have
Pr[T;w(d—l)-l-d _ jjjx(d—l)-ﬁ-d}
_ pr[T” e(d—1)+1 _ Tjgc(d71)+1]+P i o(d—1)+1 ;éT z(d=1)+1)
PrTr D+ sz(dfl)+d | Tiz(d DHL T_z(d D+

%

_ 1 2
< Pr [ ;c(d 1)+1 T];c(d 1)+1] + = o < PI‘ +Z . l""

and this yields Pr[T} = Tj'] < 2/2".

Assume that we have a collision at 7%, in which case Té(d DHd _ T[(d DHd polds
for £ € [1..d—3]. In other words, from (d — 3)(d — 1) +d = d* — 3d + 3, we have
Pr[Tid2_3d+3 sz_‘?’dJr3 | T{* = Tj] = 1. Since T? = Py(C4=1,C%), we have T2 # T? from
Cffl = CJ‘.I ! and Cd # C]@l. It follows that a collision probability at 79! = ]3(;+1(T2, Th)
is Pr[T4t! = T‘Hl] = 1/2™. We also observe that for any = € [0..d — 4], if Tim(d71)+d+1 =
Tf(dledH then we have T4~ +24 Tf(d*l)wd, where ¢ € [z..d — 4]. This follows from
the fact that T[d (d=4)(d— 1)+d -1 _ Tj[d"(d_‘l)(d_l”d:d_l] holds, and for any x € [0..d — 4],
T=(d=1)+d g the input block of T=(@-1)+2d — p/ (T*(d=D+d+1 pe(d=1)+d)  From
the observation, for any x € [0..d — 4], we have

z(d—1)+2d

Pr[jwi:t(d—l)—‘er _ T]?(d—1)+2d | Tzd _ Tjd]
d—1)+d+1 d—1)+d+1
= pr[TY — T?’( Jratl | d = T
z(d—1)+d+1 z(d—1)+d+1
+Pr[T (d—1)+d+ # T (d=1)+d+ |Td T;i]
. PI‘[ Z_z(d 1)4+2d _ T (d 1)+2d | TZI(d 1)+d+1 # T_a:(dfl)+d+1 A Td _ Td}

J ; :
- 1
z(d—1)+d+1 x(d—1)+d+1
<P[T( ) Tj( ) |Tid:Tjd]+27
d+1 d+1 | d d “ 1 T+ 2
<P =177 [ TP =15+ ) 5 = 5>
=0

ie., we have Pr[T ~30+4 = d*=3d+4 | 7d — 7] < (4 — 2) /2" from (d — 4)(d — 1) +2d =

d? — 3d + 4. Therefore, from Pr[Tid —3d+3 — Tj‘f 3d+3 | T4 = Tjd} =1, we obtain

_ _ - _ d—2
Pr[Ti[dz 3d+3,d? —3d+4] :T][dz 3d+3,d2—3d+4] |Td :Tjd] < o

We proceed similarly for ¢ € [1..d — 3] as follows. We assume Tf(dfl)ﬂ + Tf“kl)ﬂ

and we also assume that we have a collision at T¢4=1+4 Note that this step is non-
existent when d = 3. Let us denote the assumption Té(d D+ =+ Te(d DHL Té(d DHd _

Tjé(d D+ by ifp. Then, we have T, D7 — T;’L(d V¥ for m e [0+ 1..d — 3], and we
also have Pr[T 3443 = 7343 | i) — 1 from (d — 3)(d — 1) +d = d*> — 3d + 3.

From Tf(d D+1 + T]e(d*1)+1 nd TUd=1)+d — Pé(d 1)+d(T€(d—1)+17T€(d—1))’ we have
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Prfif,] < 1/2". We also observe that if 77~ DT £ Tf(d_l)H, from THd-D+d+l —
P’(d 1)erJrl(Té(d_l)'*‘Q, THA=D+1) "3 collision at T¢(4=1)+d+1 ig possible only if Tf(d_l)“ £

Tje(d D+2, Therefore, we have
Pr[TiE(d71)+d+1 _ T_é(dfl)+d+1 |if,]

< Pr[Té(d Ddd+l sz(d71)+d+1 | Tz_e(d71)+2 y Tje(dq)w] _ 2%

Furthermore, for any z € [(..d — 4], if Tf(d*l)““r1 = sz(dledH then Tm(d D+2d _
EA=D42d 4 e ows from A D (d=4)(d=1)+did=1] _ ple(d—1)+d..(d~ 4)(d—1)+d:d—1]

J ’ i j ’
and T*d=D+d g the input block of Te(d-1)+2d _ Pl(d 1)+2d(Ta:(d71)+d+1, Tz(d71)+d)' It

follows that for any = € [(..d — 4], we have

Pr[Tiac(d—l)-i-Qd _ T;:(d—1)+gd |if ]

— Pr[T" x(d—1)+d+1 T;c(d—l)—i—d-&—l | if ] + Pr[T? @(d—1)+d+1 ) Ta;(d 1)+d+1 |if,]
.pr[Ti x(d—1)+2d _ T;(d71)+2d | TZ_:c(d 1)+d+1 ) Tj w(d—1)+d+1 Aify]

< Pr[T" a(d=1)+d+1 _ po(d=1)+d+1 |if,] + 1

J 2n
_ _ 1 —(f-1 1 —{+2
< Pr[Tf(d Dd+1 _ T;z(d 1)+d+1 |if,] + Z o < x—( - )+ =z 2n+ '
m=4_

In short, from (d — 4)(d — 1) + 2d = d? — 3d + 4, we have Pr[Td —3d+d _ TJ¢2*3‘“4 | ife] <
(d—¢—2)/2". From Pr[Tid —3d+3 _ T]‘f —34+3 1ify] = 1, we obtain

_ _ _ _ d—0—2
Pr[Ti[d2 3d+3,d°—3d+4] _ Tj[dz 3d+3,d*—3d+4] if] < o '

From all the observations above, we obtain the upper bound on Eq. (28) as
Eq. (28) = Pr[Tl[d2—3d+3,d2—3d+4] _ T[d2—3d+3,d2—3d+4]]
< Pr[Tid _ Tjd] . Pr[Ti[d2_3d+3,d2_3d+4] _ Tj[d2_3d+3,d2_3d+4] | Tid _ Tf]

d—3
+ Z (Pr[ifé] ,Pr[Ti[d2_3d+3,d2_3d+4] _ pld®—3d+3,d> ~3d-+4] | if[])

J
2 - - 1 d- 6—2
2 Z( )
=
1
2n

IN

2(d — 2)
22n 2

(d=3)+1)(d—3) d>—d—2
' 2 T 2.9

and we conclude that (d* —d — 2)/(2 - 2?") is the upper bound on a condition in colls s for

the case AC’ [2d=1) g A ACd # 0, where ACl . is any difference.
We next prove that the upper bound above is the upper bound for all other ciphertext

2 2 2
differences. Observe that the event TZ—[ TS AT 3] pld=3d S, AT 8L the
computation above are similar to colls s in Appendix B.

(C-16) First, let us assume that ACi[?j”d_l] # O/\ACffj # 0, namely, for some y € [2..d — 1],
we have AC’E’J # 0, where there may be multiple indices of y. If y = 2, we have

Pr[Tf = T{] < 1/2" from T4 = P/(T*,C?), and hence the probability would be
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smaller. If y € [3..d — 1], the event T[Gl L (d=3)(d=1):d=1] _ pld=1..(d=3)(d—1):d1]
. . T;

would be a probabilistic event. Then, for any = € [1..d — 3], from T*(d-D+d —

(T=(d=D+1 T=(d=1) aven if we assume 7"V = Tjw(d_l)ﬂ, the event

for ¢ € [z..d — 3] would be a probabilistic event. Therefore,
for ¢ € [1..d — 4], we have Pr[T} T -3d+3 Tjdz_‘wr?’ | T = chl Vife] < 1, and hence
the probability would be smaller

P’
z(d—1)+d
pld=1)+d _ Tjé(d—l)-l—d

%

(C-17) Next, consider the case AC} ; # O/\ACd = 0, which is the same difference as (C-5).
With the same argument, if AC’[QJ d=1] 0, this case corresponds to the analysis of
the reduced round version by (d — 1) rounds. This would result in the reduction

on the number of terms added to the upper bound. The case ACi[if'd*l] # 0 would
have a smaller upper bound as in the case (C-16).

(C-18) Finally, we consider the case AC’[ljd] 0. This difference is the same as (C-6), and
we can thus follow the same argument. For the largest index y € [2..d — 1] such that
AC’;’{ ; 7 0, this case corresponds to the analysis of the reduced round version by
(d — y) rounds.

Ify = d—1and AC % = 0, we have T} 4+4 = 7" —4d+4 ypq 7" ~4d+3 o
Tj‘l —44+3 by following the argument in (C-6). It follows that we have Tl-d273d+3 #+
T304 ginee T4 3443 = Pl (T4 4444 P& —4d43) Thag s, pr(T —34+3 =
Td2_3d+3] = 0 holds in this case

) = .

In other cases, the event Ti[dfl"(df?’)(dfl):dfll = ledfl”(dfg)(dfl):dfll would be a
probabilistic event, and hence the final bound cannot be larger as in the analysis of

the case (C-16).

Therefore, the case AC;, [2 d=1] O/\AC’Cl # 0, where AC} ; is any difference, maximizes

Eq. (28) and (d? —d — 2)/(2 22 is the upper bound on a condmon in colls s for all the
cases.

Analysis of colls ,,,. We next analyze a condition in coll ,. We consider a collision at
(M*, S9=1) that involves an internal state with the largest index in the number of round.
Since §4-1 = Tr—2d+2 — Td*=3d+4 L5]ds when r = d? — d + 2, we evaluate

Pr{(M], S771) = (M}, S§71) A S # Sf] < Pr{(M}, T 54 = (M}, T =244 (29)

We first compute the upper bound on Eq. (29) when the ciphertext difference is

ACzl)ljf'd_Q] =0A AC’Z;l 20N ACffj = 0. We then show that this upper bound covers all
other cases.

This ciphertext difference AC 1d=2l — g A ACd L£on AC’d = 0 is the same

ciphertext difference as colls 1, analyzed in the proof of Lemma 7. Therefore we follow

the same argument as in the proof of Lemma 7, and we have Ti[1 (d=3)(d— 1)+1 d-1] _

i1 (d=3)(d=1)+1:d—1]
Now from C¢~ # 971, we have Pr[I? = T?] = 1/2" as T? = Pj(C%!,C?). Next,
for any z € [0..d — 3], if 7712 = prDF2 pen DT — pr(dmlrdil

; , ; i , since
we have Ted-1+d+1 _ pr Tz(d—1)+27Tx(d—1)+1) and gll(d=3)(d=1)+1:d=1] _

z(d— 1)+d+1(
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T][l"(d_g)(d_l)+1:d_1]. Therefore, for any z € [0..d — 3],
z(d—1)+d+1 z(d—1)+d+1
Py _ ety

*P[ L(d 1)+ :jwjx,(d 1)+ ]+P [ .L(d 1)+2 7éjj.L(d 1)+2]

-Pr[TA @(d=1)+d+1 _ pa(d-1)+d+1 | pr(d=1)+2 ” Ta;(d 1)+2]
4 J 7

w(d—1)4+2 _ a(d—1)+2 1 2 T + 2
< Pr|T’ =T |+ 5 < Pr[I7 =T +Z =

? J

From (d —3)(d— 1) +d+1 = d? — 3d + 4, we obtain Pr[T 344 = T]42—3d+4] <
((d—3)+2)/2" = (d—1)/2™.

In the ideal world, plaintexts are computed with the dn-bit random permutation =1,
and thus regardless of the ciphertext difference, by following the computation in Eq. (5),
we have Pr[M}! = M jl] < 1/2™. Given the analysis so far, we obtain the upper bound on
Eq. (29) as

Eq. (20) = Pr[(M}, T -3449) = (a}, 7=+
d—1 1 d—1

d?—3d d?—3d
= {1y ¥ = TS P M) = M) < S o=

when the ciphertext difference is AC’D A=2 g A AC’d Lo AC’d =0.

Next, we show that the upper bound above covers all other cases Observe that the
event (M}, Tid —3dty = (M}, Tjd ~3d+4) and the computation above are similar to coll
in Appendix B. Since Pr[M} = M 1] does not depend on the ciphertext difference, we focus

d —3d+4 __ T¢273d+4]

on the analysis of Pr[T} ;

(C-19) First, consider the case AC[l d=2 75 0A ACd L£on AC% = 0. In this case,
the event T[ (d=3)(d-D)+1:d=1] _ T[l (d=3)(d—1) 4 1:d—1]

Then, for any x € [0..d — 3], from Tx(d D+d+l — pr
z(d—1)+2 _ Ta:(d 1)+

would be a probabilistic event.
(- 1)+d+1(7mc(oi—1)+27zﬂrc(d—l)+1)7
even if we assume 7 , the event T; Hd=HdtL Tz(d D+d+l
for ¢ € [x..d — 3] Would be a probabilistic event This 1Inpheb that there exists a
term Pr[T} e(d=1)+2 _ pald- 1)+2}
d—1)+d+1 d—1)+d+1
pr[7 @Y =

that is not added to derive the upper bound on
], and hence the final probability would be smaller.

(C-20) Next, consider the case ACd L4l — 0, which implies AC[l 4721 £ 0. For the
largest index x € [l..d — 2] such that AC’E # 0, the 1nput of the (d — z)-th
round is the same as ACf’] L£oA AC’ZJ = 07 and this case corresponds to the
analysis of the reduced round version by (d — x — 1) rounds. Then, the event
T[ (d=8)(d-1)+1d—1] _ TJ[ (d=3(d=D+1d=1) woild be a probabilistic event, and

hence the final bound cannot be larger as in the analysis of the case (C-19).

(C-21) Finally, assume that ACf,j # 0. Now if we further assume that ACZ-[}]f'd_l] =0,
this ciphertext difference is the same difference as the input of the second round
in the initial case of ACl[lji'd_Q] =0A AC’Zd;l #0AN AC’ffj = 0, and hence this case
corresponds to the analys7is of the increased round version by one round. Therefore,
the event Ti[l“(dfg)(d*l)H:d*l] = Tj[l"(dfg)(dfl)ﬂzd*l] would be a probabilistic
event, and hence the final bound would be smaller as in the case (C-19).

Therefore, the case AC’ Ld=2l gz AC’;%;I #0A Ang = 0 maximizes Eq. (29) and

(d —1)/22" is the upper bound on a condition in collg , for all the cases.
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Analysis of colly, . Finally, we consider a condition in colly m. From a similar analysis
to Eq. (6), the probability of a condition in colly, ,, is at most 1/22". This completes the
proof of Lemma 9. O

D Proof of Lemma 14

We proceed as in the proof of Lemma 2. We first consider coll s, followed by colls . and
collg c.

Analysis of collss. We consider a condition in collgs. All the conditions in colls s are
collisions at (S"~3¢ ST=2¥) for y € [1..d/2] and ¢ = (y mod d/2) + 1. From the symmetry
in & 4., each probability of the collisions at (S"~3¢ S"~2¥) has a same upper bound.
Here, we consider a collision at (S"~32,8"=21). For r = d + 2, we evaluate

Pr((S] 72, 5772 = (577,572 A £ 0 )
d-1,2 qd1y _ (qd—1,2 qd1

< Pr[(S; S = (Sj 7Sj )]
We first evaluate Eq. (30) when the plaintext difference is AM, i[,lj’Q] =0NAMS; #

0A AM (5--d] _ = 0, where AM; 44 can take any difference. We then show that this gives us
the upper bound on all the pos&ble plaintext differences by showing that all other cases
do not have a larger upper bound.

If we cyclically shift this plaintext difference AM 121 — o A AM;; 3 i #FON AMi[?j"d} =0

by 2 blocks, the shifted difference is the same drﬁerence AM}J #* O A AM}i"d] = 0 that
maximizes the collision probability of colls ¢ in the proof of Lemma 12. From the symmetry
in & g4, for £ = (y mod d/2) + 1, S*¥ in the proof of Lernrna 12 corresponds to S®¢ in
this analysis. With the same argument, we have S; f1..d-3l, =5; [1-4=313  Note that we
have Sil’1 = S;’l when d = 4.

Now, from M} # M?, the probability of a collision at S = Py o(M3, M%) is Pr[S)? =
S;’Q] =1/2". Next, for any = € [2..d — 1], since we have S272 = Py5(SY2, MP) and §%2 =
]Bmﬁg(Smfl’?,Sz*z’g) and from MY = M} and S[1 4313 Sjﬁl"d_g]’3, if Sf71’2 = 5;71,2’
then we must have Sl[m A1z S’j[-ﬂE - 1] . When d = 4, M® and S[*-4=31:3 correspond to
M?' and S™!, respectively. Therefore, for each x € [2..d — 1], we have

Pr[Sf’2 = Sf’Q]
— Pr[Sir—l,Q — Sf—l,Q] +Pr[Sim—1,2 7& S}—l,Q] . Pr[Siz,Q — S;Q | Six—l,2 7& S;_LQ}

- 5 1 |
Pr[s7~12 = §7 12 4 o < Pr[S)? = 8%+ ==
=2

and this yields Pr[S>? = S;’Q] < 2/2m.

Assume that we have a collision at S$?2, in which case Si[g"d*l]’2 = S}g”dflm holds.
Since S = Py, (M', M?), we have S}'' = S;’l from Mi[m] = Mj[l’zl. We also have
St £ 53 from St = S1! and MP # M? since S21 = Py 1(SU, M?). It follows that a
collision probablhty at 53 1= Pyy(S%1, S1 2) is Pr[SP"! S?’l} =1/2". We also observe
that for any = € [4..d], if S7 " = ST L1 then we have S}I"d]’l = S][x"d]’l. This follows
from the fact that Sl-[Q"d72]’2 = S][-Q"dﬂ]’2 holds, and for any z € [4..d], S*~22 is the input
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block of §%! = P, 1(5*~ 11, 52722) From the observation, for any x € [4..d], we have

Pr(SPt = S71 | S22 = 577
_ Pr[557171 _ S;?fl,l | Si2,2 _ 5-72"2] +PI‘[S;71’1 # S‘;Efl,] | Si2,2 _ SJ22]
Pr[SPt =8P 5P £ 57T A 522 = 577
1

<PrSyTM =S 82 = S 4 o

Tl (e-3)+1 z-2
3,1 3,1 o2,2 2.2
(=4

Therefore, from Pr[S{ 1% = §¢71? | §7? = §%%] = 1, we obtain

d—2
n

Pr((S{12, 801 = (8712, 88h) | 8§72 = §7%) <

We proceed similarly for £ € [3..d — 1] as follows. We assume 5571’2 # 5571’2 and
we also assume that we have a collision at S%2. We denote the assumption Sf_m =+
55_1’2 A Sf’Q = Sf’Z by ifs. Then, we have Sy+1"d71]’2 = SJ[-£+1"d71]’2, and from Sf_l’Q #+
85_1’2 and §42 = Py o(S°12,54-23)  we have Pr[if,] < 1/2". We also observe that if
Sl o Sffu, from SEHL = Pyyy (S5, S412) a collision at S¢+11 s possible only if
Sf’l #* Sf’l. Therefore, we have

1
041, 0+1,1 . 041, 0+1, L, L,
Pr(sitht = SF|if] < Pr[S;th = it S0 £ 901 = >

Furthermore, for any = € [+ 2..d], if Sf_l’l = S;c_l’l, then S’Z[x"d]’l = SJ[»JC"dL1 holds.
This follows from SI“ 4722 = gltd722 " anq §2-22 is the input block of §%! =

K2

ng_rl(Smfl’l, S2=22), Tt follows that for any x € [¢ + 2..d], we have

Pr(SPt = S91 | if]

=Pr[Sy 1 =570 | ify]
+Pr[S7TH £ TR i) - Pr[ST = ST SPTH £ ST Ay

r—1,1 x—1,1 | . 1
SPriSy =87 il + o7
_ ~ 1 _r—(+1)+1 z—/
S Pr[Serl,l :Sf+1,1 | If,e] + Z ﬁ g ( 5 ) = on .
m=~+2

From Pr[S{~'? = §¢~ 1 | if ] = 1, we obtain

%

Pr((S712, 57 = (8772, 55 | fl) <

( i J ]
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From all the observations above, we obtain the upper bound on Eq. (30) as

Eq. (30) = Pr{(S2712, 501) = (59712, 51)]
< Pr{S?? = S37] - Prl(S{ %, 51 = (87250 | 877 = 877
d—1
+ (Pr[ifg] Pr(SE2, 50 = (59712 gy | ifg])
=3

IN

d—1

2 d—2 1 d—¢

on on +Z<2‘n Qn)
=3

2d-2) 1 (d—3)+1)(d—3) d>—d—2
22

~ T 2 T2

and we conclude that (d* —d —2)/(2 - 2%") is the upper bound on a condition in colls ¢ for
the case AMZ-[}]-J] =0ANAMZ; #0A AM}Z"d] = 0, where AM}; is any difference.

We next prove that the upper bound above is the upper bound for all other plaintext
differences. Observe that the event (Sflil’Q7 Sg’l) = (ijl’Q, S;l’l) and the computation
above are similar to colls s in Appendix B.

(C-22) First, let us assume that AM?; # 0 A (AMi[)lj’Q] #0V AM 5] 22 0), namely, for
some y € [1..d] \ {3,4}, we have AMY; # 0, where there may be multiple indices
of y. If y = 5, we have Pr[S>? = sz 2] < 1/2" from 522 = P, 5(S12, M®), and

hence the probability would be smaller. If y € [1..d] \ [3..5], the event 52[1..d73],3 =

Sj[-l”d73]’3 would be a probabilistic event. Then, for any = € [3..d — 1], from S%? =

P, 5(S5% 12 §7-23) even if we assume ST 1% = S;”_l’Q, the event SZ["]”"d*l]’2 =
AS'][.QB”d_l]’2 would be a probabilistic event. Therefore, for ¢ € [3..d — 2], we have
F’r[Sfl_l’2 = S?_I’Q | 522 = SJZ’Q V ifg] < 1, and hence the probability would be
smaller.

(C-23) Next, consider the case AM3 =0A AM4 # 0. In this case, we must have

Sh? S1 2 from S12 = Py 2(M3 M*). Now 1f we further assume that AM};Q} =
0A AM [ 4 0, the input at the second round is the same difference as the initial

case of AM[l T =on AM3 Z£0A AMi[?jf'd] = 0, and the analysis corresponds to
the one w1th a reduced round version that cannot have a larger collision probability.

The case AM}E’Q} 0V AMi[if'd] = 0 would have a smaller upper bound as in the
case (C-22).

(C-24) Finally, we consider the case AM [?;4] = 0, in which case we necessarily have
AMi[,lj’Q] # 0V AM};"d] # 0. If AM5 ) # 0, we consider the smallest index
x € [5..d] such that AMi'fj # 0. Then since AMi[:gj”Ifl] = 0, it has the same
input difference as AM 75 0 at the input of the (z — 2)-th round. In the case of
AM 2 2o A AM[5 @’ = 0, for the smallest index = € {1,2} such that AMJ; # 0,

the mput difference of the (d+ x — 2)-th round is the same as AM% # 0, and hence
the final bound cannot be larger as in the analysis of the case (C-23).

Therefore, the case AM}}j’z] =0ANAM?; #0A AM}Z"CI] = 0, where AM}; is any
difference, maximizes Eq. (30) and (d* —d —2)/(2-2%") is the upper bound on a condition
in colls ¢ for all the cases.
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Analysis of colls .. We next analyze a condition in colls .. All the conditions in coll .
are collisions between S”~2¥ and a ciphertext block for y € [1..d/2]. From the symmetry
in & 4,» and since ciphertexts are computed with the dn-bit random permutation 7 in the
ideal world, each probability of the collisions between S”~2¥ and a ciphertext block has
the same upper bound. Here, we consider a collision at (S"~21, C4). For r = d + 2, we
evaluate

[(ST 2,1 Cd) (Sr 2,1 Cd)/\Sr 327557‘ 32] <Pr[(Sd1 Cd) (S‘“ Cd)] (31)

We first compute the upper bound on Eq. (31) when the plaintext difference is AMi{ ;=
OANAMZ; #0A AMB-d = 0. We then show that this upper bound covers all other cases.

This plaintext difference AM}J =0A AMZ?J #0AAMB-4 =0 is the same plaintext

difference as colls . analyzed in the proof of Lemma 12. Therefore, we follow the same

argument as in the proof of Lemma 12, and we have Sz[l"d_z]’Q = S[l"d_2]’2

Now from M} = M} and M} # M, we have Sht £ Sl ! since Sl L= Py (MY, M2).
It follows that a collision probability at $21 = P, 1 (S:! M3) is Pr[s>! = 52 M=1/2" Tt
is easy to see that for any z € [3..d], if S~ " = =85 L then SI* Ut = Sj[? A1 gince we
have §®1 = P, ;(S*~ 11, §272.2) and S[1 422 S}l"d_z]’Q. Therefore, for any = € [3..d],

Pr[Sfc’1 = S’f’l]
= Pr[Sy 70 = 57T Pr[SyT Y £ ST ~Pr[S7E’1 = SPhSrTh £ 5rT Y

1 — 1
PrSTT = 55T 4 o < PrlSPt = 5P+ Z —Z

In the ideal world, ciphertexts are computed with the dn-bit random permutation ,
and thus regardless of the plaintext difference, by following the computation in Eq. (5),
we have Pr[C¢ = Cd] < 1/2™. Given the analysis so far, we obtain the upper bound on
Eq. (31) as

Eq. (31) = Pr((s{", Cf) = (57", Cf)) = Pr[S}"! = 57" - Pr[Cy = Cf]
d—1 1 d—1
< P
- 9on on 22n
when the plaintext difference is AM}; = 0A AM?; # 0 A AMB-4 = 0.

Next, we show that the upper bound above covers all other cases. Observe that the event
(Szd ' Cld) (S;i ' C’jd) and the computation above are similar to colls . in Appendix B.

Since Pr[C¢ = Cd] does not depend on the plaintext difference, we focus on the analysis of
Pr[S;" 41— = 5; < 1]

(C-25) First, consider the case AM}; =0AAMZ; #0A AMP-4 £ 0. In this case, the

event Sl[l“d_m’2 = Sj[»l“d_2]’2 would be a probabilistic event. Then, for any x € [3..d],

5 _ - 1,1 1,1
from S*! = P, (S7 11, §7722) even if we assume S = 577, the event

S}I"d]’l =9 ][-$"d]’1 would be a probabilistic event. Therefore, there exists a term

Pr[sy b = Sffl’l] that is not added to derive the upper bound on Pr[S{"" = S;’l],
and hence the final probability would be smaller.

(C-26) Next, consider the case AM[lj2 = 0, which implies AM[3 -l # 0. For the
smallest index = € [3..d] such that AM?; # 0, it has the same input difference
as AM}; = 0 A AMEJ # 0 at the 1nput of the (zr — 1)-th round, i.e., this case
corresponds to the analysis of the reduced round version by (z — 2) rounds, which
cannot have a larger collision probability.
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(C-27) Finally, assume that AM} . ; # 0. Now if we further assume that AM, [2] A= =0,
this plaintext difference is the same difference as the input of the second round
in the initial case of AM}; =0AAM?Z; # 0 A AMB-4 =0, and hence this case
corresponds to the analysis of the increased round version by one round. This would
result in Pr[S{ %% = §772%] £ 1, ie., §77%% = §¢7%? could be a probabilistic
event, or it could be Pr[Si

AMi[?j“d] = 0. Therefore, the final bound would be smaller as in the case (C-25).

T2 3?72’2] = 0, where the latter case occurs when

Therefore, the case AM}; = 0 A AM?,; # 0 A AMP-4 = 0 maximizes Eq. (31) and
(d —1)/2%™ is the upper bound on a condition in colls. for all the cases.

Analysis of coll. .. Finally, we consider a condition in coll. .. From the same analysis as
in Eq. (6), the probability of a condition in coll. . is at most 1/2%". This completes the
proof of Lemma 14. O

E Proof of Proposition 1

From the definition in Sect. 3, gf;,r[Ela ceey Ed_ﬂ with » = d — 1 rounds is

Erarl B, Eg (X0 D) = @7 [Ey] 0+ 0 &7 Y[Egs] 0 &7 4[Eq—q] (X4 (32)
= (X BT XX [ | By (X X | By (X X)),
where X[+ = X1 || ... || X4 is the input. We also write ®3 4[E}, ..., E/_,], which is
®3.4[EY, .., By (VI (33)
= (BYLY?) |- | B (Y2 Y | B, (YL Y Y,
where Y14 = y1 || ... || Y? is the input.

Now let Y = X for ¢ € [1..d — 1], Y = X', and E/(-) = E;1(:) for z € [1..d — 1].
Then Eq. (33) is

®sal B, By (YY) = @a B B (X X
= (B (XX [ By(X LX) || B (X X || X)),

Therefore, ®3 4 in Eq. (34) is equivalent to 51 4 in Eq. (32), where the input and output

are rotated to the left by one block. Therefore, ®3 4 is equivalent to 51_; ,Withr=d—1
rounds. O

F Proof of Theorem 5

First, we recall the procedure of A for the case r = d? —d + 1:

1. Fix ¢ = 2"/2 ciphertexts C’{l"d], . CE"”” such that AC}; # 0 A ACZ-[,ij'd] =0, and
make ¢ decryption queries (See Fig. 14(d)).

2. If a collision is found among the ¢ values of M}, then output 1, else output 0.

We first consider the real world. Following the proof of Lemma 7, we write ﬁl’, cee ]5,’,
for P71, P7Y de., for o € [L.7], we let P, '(-) = P/_, ;(-). Similarly, we write
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TY,..., 7"~ for the internal states S7=%, ..., S' that are computed with P, .. Pd—+1’
respectively, i.e., we let S = T"~4=*+1 for z € [L..r — d].

In the real world, for ciphertexts with ACZ-{ i OAACZ-[?j"d] = 0, we always have T}! # le
and 7,27V = 77 since T' = P{(C?,C") and T% = PL(C4 1,09 #+2) for & €
[2..d — 1]. That is, the difference of the input C2 || 74=1||7¢=2||---||T" to the d-th round in

the decryption direction is the same as the ciphertext difference ACEj”dfl] =0A ACZ‘%]- #0
that maximizes the collision probability among the differences in colls s in the proof of
Lemma 7. We can then follow a similar argument to the proof of Lemma 7 by adding (d—1)

rounds, and T, ... ,Td2 —4d+4 in the proof of Lemma 7 corresponds to 79, ... 7sz_‘n’d‘*‘?’

in this attack. We observe that for z € [1..d — 3], if 7"V +! = T;-E(d_l)ﬂ, then we have

d—1)+d d—1)+d 2_ 2
Tf( )+ :Tf( )+ and since M! = Pd2 s (T4 7343 T =3442) "we also observe

that if Tfl2*3dJr3 = TJd2 3d+3 , then we have M1 M1
From the analysis above and by following the computation of Eq. (23), we compute
the lower bound to have a collision at M in the real world as follows:

T
PrlARR ™ =1] =1 - PrVATY, # 0] - H Pr VATV 20 | A var/ DT 20
(=1
q . 1+(d*2)
2" — (i 1)
=1-[[——" 21— exp(—0.5(d —1
<1:[2 o ) Z 1 —exp(—0.5(d — 1))

Note that 7(@=2)(@-1+d — pd*~2d+2 — a1 when r = d? —d + 1.

The analysis of the ideal world is the same as in Eq. (24), except that we use 7! to
compute plaintexts, and we thus have Pr[ALI?1 =1] <0.5.

Finally, we compute the lower bound of the advantage as

AdVPP(A) = [Pr[ARR T = 1] = Pr[ATT " =1]| £ 0.5 — exp(—0.5(d — 1)).

In the real world, M* for r = d?> — d+1 corresponds to M?~* for r = d?> — d — x, where
x € [0..d — 2]. Therefore, it is easy to see that there is an attack with the same complexity
ford? —2d+2<r<d?>—d+2. O

G Proof of Theorem 6

We consider the case r = d + 1. We first recall the procedure of A:

1. Fix ¢ = 2"/? plaintexts M[1 d]7 M[1 4 such that AMl =0A AM2 #0A
AMZSJ A = 0 for any 1 < j <1 < ¢, and make ¢ encryption queries.

2. If a collision is found among the ¢ values of C¢, then output 1, else output 0.

In the real World with encryptlon queries with AM1 =0A AMEJ- Z£0A AM}i"d] =0,
we always have S)'' # Sl Land g9/l = SJ o2 d/2], since S1Y = Py ,(M2~1, M?Y)
for y € [1..d/2]. Then the input difference S || M3 || --- || S92 || M of the second
round is identical to the plaintext difference AM}, ;70N AMi[if'd] =0 in Lemma 12 that
maximizes the collision probability of colls ;. By adding a round at the beginning, S*¥ in
the proof of Lemma 12 corresponds to S*+1¥ in this attack. Wlth the same argument,
for z € [3.d—1], if S*7"' = S b1 then we have S[m Sl Sz 4= and from

Cct = ISdJ(Sd_l’l, S§d=2.2) " if Sfl 1 - S;-i L1 then we have Ccd = C;l.
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From the analysis above and by following Eq. (23), we derive the lower bound on the
collision probability at C? in the real world as follows:

)

d
PrlAR =1] =1 - PrlvASY} #0]- ] Pr [ms;”al 40
=3

z—1

0,1
J\ VAS] # o]
£=2

4 on ) 1+(d—2)
=1- (H HZ_U) 21— exp(—0.5(d — 1))

2n
=2

Note that S%! = C¢ when r = d + 1.
The analysis of the ideal world is the same as in Eq. (24), and we have Pr[A% = 1] < 0.5.
Finally, we obtain the lower bound of the advantage as follows:

AdvRP(A) = | Pr[A® = 1] — Pr[AT = 1]| £ 0.5 — exp(—0.5(d — 1))

As noted in the proof sketch, in the real world, C¢ for r = d + 1 corresponds to C'* for
r = d, and the attack works with the same complexity for the case r = d. O
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