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𝑓: {0,1}௡→ {0,1}௡

∃𝑠 ∈ {0,1}௡ s.t.
𝑓 𝑥 = 𝑓(𝑥 ⊕ 𝑠) ∀𝑥

𝑠

(in 𝑂(𝑛) queries) Each iteration returns an 
independent 𝑦 orthogonal 

to 𝑠 w.h.p. 
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• Is a popular AE mode of block-cipher operation with a very high efficiency.
• Requires 𝑙 block-cipher calls to process an 𝑙-block message; is parallelizable.

• Has three versions:
• OCB1 [Rogaway et. al., CCS’01] is listed in IEEE 802.11 standard as an 

option for protecting wireless networks.
• OCB2 [Rogaway, ASIACRYPT’04] was in the ISO/IEC 19772:2009 standard. 

• It was later shown to be insecure by Inoue et. al. [CRYPTO’19]. 
• OCB3 [Krovetz and Rogaway, FSE’11] is specified in RFC 7253 as an IETF 

Internet standard; is in the final portfolio of CAESAR competition. 
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• We extended the previous attacks to show OCB1 and OCB3 are insecure in the 
“IND-qCPA” sense – even when the nonces are hidden and random.
• (In a similar spirit to the “classical” break of OCB2.)

• IND-qCPA [Boneh and Zhandry, CRYPTO’13]: Extension of IND-CPA notion in a 
quantum setting.
• Attacker can ask for encryption of messages in superposition.
• However, in challenge phase, attacker should forward two classical messages.

• Our attacks exploit the fact that the last block of messages are encrypted 
differently, compared to other blocks, in OCB.
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• Also, attacker doesn’t need to know the nonces.

• Attack can be extended to OCB3 (with some additional 
steps).
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IND-qCPA attack:

• Quantum phase: Use Simon’s algorithm to recover 
𝐸௞(0௡), as done by Kaplan et. al. [CRYPTO’16].

• Classical phase: (…)

• Unlike our attack against OCB1, cannot pick messages 
𝑀଴

∗ and 𝑀ଵ
∗ depending on 𝐿 = 𝐸௞ 𝑁 .

• Idea: Evaluate 𝐿 = 𝐸௞ 𝑁 in the post-challenge phase 
using Deutsch’s algorithm – i.e., raw block-cipher access!

• Assumption: Tags are untruncated – i.e., 𝜏 = 𝑛.

• We thank Melanie Jauch for pointing this issue. 
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• Recall that OCB1 and OCB3 are insecure even when AD is always empty.

• Though OCB2, as a “pure” AE, is IND-CCA insecure [Inoue et. al., CRYPTO’19], it is 
still provably IND-CPA secure [Rogaway, ASIACRYPT’04].

• Classical IND-CPA proof interprets OCB2 as a tweakable block-cipher (XEX*) mode.
• 𝐸 is a secure PRP ⇒ XEX* is indistinguishable from a “tweakable uniform random permutation”.
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• Kaplan et. al. [CRYPTO’16] showed that XEX* is a “quantumly” insecure tweakable 
block-cipher, even if is a quantum-secure PRP.
• However, their result does not reflect how XEX* is used in OCB2.

• Nonetheless, we extended their analysis to show that, in a quantum setting, XEX* 
remains insecure even in the way it is used in OCB2.

• Hence to show IND-qCPA security of OCB2, must work at a block-cipher level 
while relying on quantum security of .

• We used techniques by Anand et. al. [PQCRYPTO’16] that were used to show 
IND-qCPA security of CBC mode. 
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Summary of IND-qCPA Results

Adaptive Nonces,
“Pure” AE Mode

Random Nonces,
“Pure” AE Mode

Random Nonces,
AEAD Mode

InsecureInsecureN/AOCB1

InsecureSecureInsecure*OCB2

InsecureInsecureInsecureOCB3

Adapted a forgery attack by Bhaumik et. al. 
[ASIACRYPT’21] to break IND-qCPA security 
using only a single quantum encryption query!

*when tags are untruncated.
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IND-qCPA Insecurity of OCB2
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Deutsch’s Algorithm

𝑓: 0,1 → {0,1}

Is 𝑓 a constant 
function?

Yes/No 
(in 1 query)

Deutsch’s algorithm 
computes 𝑓 0 ⊕ 𝑓(1) with 
a single quantum query to 𝑓.  
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(This is inspired by the OCB3 forgery attack of Bonnetain et. al. [ASIACRYPT’21].)

• We have ௜ th bit of ௞ ௞ ௕

• With a single quantum query to ௜ , Deutsch’s algorithm computes:
• ௜ ௜ −th bit of ௞ ଴ ௞ ଵ

−th bit of ௞
௡

௞

• By applying Deutsch’s algorithm , we recover ௞
௡

௞ .

• Hence, prior knowledge of ௞
௡ knowledge of ௞ !
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IND-qCPA attack:

• Quantum phase: Use Simon’s algorithm to recover 
𝐸௞(0௡), as seen w.r.t. existential forgery of OCB2.

• Classical phase: Pick arbitrary 1-block messages 𝑀଴
∗, 𝑀ଵ

∗, 
with 𝑀଴

∗ ≠ 𝑀ଵ
∗ (and set 𝐴 = ε). Record the nonce 𝑁 used 

by the challenger to generate the ciphertext (𝐶, 𝑇).   

• Quantum phase: Evaluate 𝐿 = 𝐸௞ 𝑁 using Deutsch’s 
algorithm. Also compute the value Pad = 𝐸௞ 2𝐿 ⊕ 𝑛 .

• Return 𝑏 = 0 if and only if 𝐶 = 𝑀଴
∗ ⊕ Pad.
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Tweakable Block-ciphers

• A tweakable block-cipher (TBC) is a function such that 
, is a permutation on ; here, is the public tweak.

• A conventional block-cipher is a TBC where tweak-space 𝑇 is singleton.

• Like BC security, a TBC is secure if it’s indistinguishable from a “tweakable uniform 
random permutation” (TURP) .
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OCB2: TBC Abstraction

• Kaplan et. al. [CRYPTO’16] show that an attacker querying classical tweaks and 
inputs in superposition can distinguish XEX* TBC from a TURP.

• We extended their analysis to show that, in a quantum setting, XEX* is an 
insecure TBC even when tweaks are not allowed to repeat.
• Since in OCB2, nonces are a part of tweaks.

• Hence to show IND-qCPA security of OCB2, must work at a BC-level rather than 
at a TBC-level.

• We used techniques by Anand et. al. [PQCRYPTO’16] that were used to show 
IND-qCPA security of CBC mode. 



Other Results

• We presented quantum attacks breaking universal unforgeability of OCB2 and 
OCB3 in the random nonce setting.
• Attacks use raw block-cipher access obtained via Deutsch’s algorithm, as seen earlier.



Other Results

• We presented quantum attacks breaking universal unforgeability of OCB2 and 
OCB3 in the random nonce setting.
• Attacks use raw block-cipher access obtained via Deutsch’s algorithm, as seen earlier.

• Interestingly, the above universal forgery attacks do not extend to OCB1 – since 
OCB1 is a “pure” AE mode which does not process AD.
• We were still able to break universal unforgeability of OCB1 in a quantum setting using 

adaptive nonces.



Other Results

• We presented quantum attacks breaking universal unforgeability of OCB2 and 
OCB3 in the random nonce setting.
• Attacks use raw block-cipher access obtained via Deutsch’s algorithm, as seen earlier.

• Interestingly, the above universal forgery attacks do not extend to OCB1 – since 
OCB1 is a “pure” AE mode which does not process AD.
• We were still able to break universal unforgeability of OCB1 in a quantum setting using 

adaptive nonces.

• Our analysis of OCB2 can be used to show that the disk encryption standard 
XTS (IEEE P1619, NIST SP800-38E) is an IND-qCPA secure scheme when:
• encrypted data is written on random disk sectors (to be interpreted as “nonces”), and 
• the length of messages is a multiple of block size.



Summary of IND-qCPA Results

Adaptive Nonces,
“Pure” AE Mode

Random Nonces,
“Pure” AE Mode

Random Nonces,
AEAD Mode

InsecureInsecureN/AOCB1

InsecureSecureInsecure*OCB2

InsecureInsecureInsecureOCB3

*when tags are untruncated.
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OCB2: TBC Abstraction

𝐸∗෪: “Xor-Encrypt-Xor” (XEX*) TBC

𝐸 is a secure PRP ⇒
𝐸∗෪ is indistinguishable from a “tweakable 

uniform random permutation” 𝜋


