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Linear Cryptanalysis [Matsui @ EUROCRYPT 1993]

u-x®w-E&(x) =v-K (high correlation Cor)

K
[v
u (some rounds of) w
X target cipher 81( A(x )
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Algorithm 2

absolute value of Cor = K¢, Ky, v - K
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Linear Hull Version of Algorithm 1 [Réck & Nyberg @ DCC]

%6 = (K € F5 | C(K) = g)

ﬂ b N Data
ﬂ @ ------------------------ Decision Function §
emo Error Probability P,

Relation between N and P is not accurately described (Experiments)

o’

A Inaccuracy comes from the methodology of deducing this relation.

A Algorithm 1 is more suitable than Algorithm 2: for ciphers where only
part of the state can be obtained.
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Contribution

New Statistical Models

Absolute Error max IPJéheory — PP =
1. Previous Methodology = 93.75% (MLE)
2. Our Methodology = 1.9% \, (MLE), 2.19% ™, (Threshold)
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Contribution

New Statistical Models

Absolute Error max IPEheory — PSP =
1. Previous Methodology = 93.75% (MLE)
2. Our Methodology = 1.9% \, (MLE), 2.19% ™\, (Threshold)

4

Key Recovery Attacks on TinyJAMBU [Wu & Huang]

Attack  Attacked/ Key Len. Key Bits

Method Phase Total Supported Rec. Reference
Ini. . Teng et al. @
e AT Lbit  print2021/1164
Linear Hull Tag Gen. 384/384 all > 7-bit Our
v2 Linear Hull Tag Gen. 387/640 all > 7-bit Our

First cryptanalysis results in the nonce-respecting setting on
the full TinyJAMBU v1 and the round-reduced TinyJAMBU v2.
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© Previous Extension of Matsui's Algorithm 1
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Previous Extension: Key Recovery Framework

%G | N Dat
K ={KeFs | CK)=¢}, m=— laa

ﬂ b Statistic T
@ e ................... P,  Decision Function §(T)
Pje = Z Py
%)

» Relation between N and P, should be depicted accurately. «
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Previous Extension: Methodology

Given desired Pe:
e Py = % (assumption) with m being the number of all key classes
@ Njj: data needed in making decision between K; and K

@ Construct the relation between Pj; and Ny; with statistical models

o N = max Nj;j (upper bound)

Such methodology causes the inaccuracy.
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Previous Extension: Three Attack Settings

Direct Attack:
K:i :{K c IF; | C(K) = Ci}

Basic RK: fixed key difference «

K ={KeF; | C(K) - C(K® o) = ci}

Multiple RK: t differences o, o1, - -+, a1 (form a basis)

@ Proceed basic rk attack under each o, and obtain guessed IC;?

o If all these attacks succeed, K* must belong to ﬂogjgtqlcg?

Key Information Obtained
Direct Attack < Basic RK < Multiple RK
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Threshold-Based Statistical Model (Direct Attack)

New Methodology

For each j:
@ Depict clearly the distribution Dj of T related to N when K* € K
o Compute Pyj with the CDF of Dj and §(T) =

Get Pe =3 ;753 i 4 Pyj
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Threshold-Based Statistical Model (Direct Attack)

New Methodology

For each j:
@ Depict clearly the distribution Dj of T related to N when K* € K
o Compute Pj; with the CDF of Dj and 6(T) =

Get Pe =3 ;753 i 4 Pyj

Statistic & Distribution

Let Ng records how many x fulfill the linear hull given N known data x.

NK 1—¢2
T= ZW—1~D N<cj,oz= N]B>

when K* € Kj, where B =1 (KP sampling) or 3= (DKP sampling).

4
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Threshold-Based Statistical Model (Direct Attack)

Threshold-Based Decision Function &(T)
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Threshold-Based Statistical Model (Direct Attack)

Threshold-Based Decision Function &(T)

Ko K Kim-1
B T S >
Co o1 Ci—1 Ci Ci+1 Cm-2 | Cm—1
Cot ¢y Cioit e Gt Cipq Cm—2 1 Cm—1
2 2 2 2
”

-~ Ci—1 + ¢4 Ci + Cit N 2
_P1r[2 <T§72 [T N(c],cr)]

CitCit1 Ci—1+Ci
—_— C. S — C.
—® 2 )| 10) 2 )
(o) (0

where @(-) denotes the CDF of NV (0,1).
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Experimental Verification on Threshold-Based Models

Use 256-round keyed permutation of TinyJAMBU
Linear Hull: {7,30,37,44,54,64,77,81,84,91,98,118,121} — {64}
o Trail 1: 7,27,30,37,44,81,111,118 (Cor = +2-1)
o Trail 2: 6,7,27,30,37,44,81,111,118 (Cor = —27 1)
o Trail 3: 7,21,27,30,37,44,81,111,118 (Cor = —2~)
o Trail 4: 6,7,21,27,30,37,44,81,111,118 (Cor = +27)

o’

Let ek = k7 D ka7 @ K30 D K37 D Kag @ kg1 D K117 @ ky18. The whole key
space kyillekl|kg € IF% is divided into four disjoint classes:

K(co=-25-271 ={7},K(c; =—0.5-271°) ={2,3, 6},
K(ca =+40.5-2719=1{0,1,4}, K(cz = +2.5-271%) = {5}.

Key information can be recovered using our statistical models.
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Experimental Verification on Threshold-Based Models

0.70 —4— P, in direct attack setting (KP)

-4~ P, in direct attack setting (KP)
Pe in basic related-key setting (KP)

0.65

P. in basic related-key setting (KP)
—8— P, in multiple related-key setting (KP)

Pe in multiple related-key setting (KP) O ur T h res h [o) | d_ Based

2.19%

Previous MLE-Based

Error Probability
coocoooo
&

g

93.45%
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MLE-Based Statistical Models

Direct Attack (KP Sampling)
0 8(T) =i &= ML(T,i) > ML(T,t) for Vt #1
@ For each t:

o When p; > py,

log, 7y —log, 7i + Nlog, (1 —p¢) — Nlog, (1 —pi)

<T<N
log, pi —log, (1 —pi) —log, pt + log, (1 —py)

o When p;i < py,

log, 7ty — log, 7ti + Nlog, (1 —pi) — Nlog, (1 —pi)

0<T<
log, pi —log, (1 —pi) —log, pt +log, (1 —py)

o Intersection of above (m — 1) intervals: Ni. < T< N .

o Py =%, (Niw) — @}, (Nin). @X,, is the CDF of T.

min
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Experimental Verification on MLE-Based Models

0.70 —a— P, in direct attack setting (KP)
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P. in basic related-key setting (KP)
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&

P in multiple related-key setting (KP)

0.40
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Our MLE-Based

0.20
0.15
0.10
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0.00

1.9%

log(N)

0354 —a— P, in direct attack setting (DKP) SI |ght|y more pl’ecise
-4- P, in direct attack setting (DKP)
but

much slower to compute

0304
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e Application to TinyJAMBU
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Brief Introduction to TinyJAMBU

TinyJAMBU [Wu & Huang]:
o Key: 128-, 192-, 256-bit

® Py (s127,5126y - yS0) = (2,8127, -+, 81)
z =80 D 847 D (~ (s70&ss5)) D s91 D ki

o 13 =384 (vl1); ; =640 (v2)

Co
M, Ty
K,Nonce K Ay K ? K K

125 32 \/L 32 32 ;
7 U U :
{ o b 32 L 32 1
Init. Polen] = Polés] | 61 i Pulla] | 61 Polen]
i b i 64 !
3 3 3 3 ]
K== - RS

i3 7 7

AD Processing Encryption Finalization
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Correlation Evaluation of Linear Trail

‘sz7| 591 |S§5 | |5§o | |SZ7 | st | So
Xia7 Xg1 Xgs| . . - 70 Xi7 X1 | Xo
yl & yO
Xo
X By X
A%
1—
X155 X126 X5 Xt Xit Xid! xitt
+1
s s s st b e
For R-round trail:
R—1 14
ANToarh Ti=x0xaeak R=Pa xex™ x =P
r=0 s=0
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Correlation Evaluation of Linear Trail

fs :XOS(X;O&X?SSS) @ Xs+15(x &Xs+15) Xs+30( ;]5&XS+30)

s+15(ts—1)
DD XOS-HStS (X85 s & S+15ts)

SX; V570

® [Xosyf ® X0s+15ys+15}

® [XsHSysHS @ Xs+30ys+30] ngms o -

Xs+15 ts—1) ys+15 te— 1] Xs+15tsys+15ts} xs+15(ts4)

® |: 0 85
@XS+]5’[S y8+15ts Xg;]Sts

+15§
@ Xy (1 @ Ks415) mod )

fs contains several Boolean functions with chained AND gates.

Correlation evaluation of the linear trail & evaluate these f;
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Correlation Evaluation of Linear Trail

f(X0y+-vyXn) = Xo&X1 DX1&X2 D -+ D Xn_1&Xn B AoX0 D - - D aAnXn

Absolute Correlation [Song et al.]

1. n 0dd: |Cor(f)| =2-(+1/2,
2. m Even: |Cor(f)| =22 if @]n/g ay; = 0; otherwise, |Cor(f)| = 0.

. b ay ) nl 1 0dd
Sign(f)—H(—n(@i0“2’)“2“,t—{ 2 "

n t —
o0 3, mkEvenand Pj_ay=0
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Correlation Evaluation of Linear Trail

f(X0y+-vyXn) = Xo&X1 DX1&X2 D -+ D Xn_1&Xn B AoX0 D - - D aAnXn

Absolute Correlation [Song et al.]

1. n 0dd: |Cor(f)| =2-(+1/2,
2. m Even: |Cor(f)| =22 if @]“/g ay; = 0; otherwise, |Cor(f)| = 0.

. b ay ) nl 1 0dd
Sign(f)—H(—])(@’°a2’>a2m,t—{ 2 "

n t —
o0 3, mkEvenand Pj_ay=0

Key Bits Involved

AO‘TOGB}\] ‘T1 %@Xor“ @krmodK)

k; is involved in the trail if @, X7 =1, J ={r|j =r mod k}
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Searching All Linear Tails in a Given Hull for TinyJAMBU

MILP Model M All trails are obtained.
EE AN [snl Ts[ Tsils]
x; X3 X Ly | o bt x| o= @
: Solution o Get Cor(o
v e e w] ar] xe o # @ ( )
fr] ] fa] B T
Minimize Active AND Gates

Add o to LM

Extra Constraints
Remove o
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Linear Hull used in Attacking V1

384-Round Linear Hull (Ag = 0x8024C000,A; = 0x00220808):

Cor. _|_2742 +2743 +2744 +2745 +2746 +2747 +2748

Trail 1 10 39 92 120 81 82
Cor. — 2742 _ 2743 _ 2744 _ 2745 _ 2746 _ 2747 o 2748
Trail 2 11 36 93 117 82 34

850 trails are composed in this hull.
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Key Recovery Attacks on Full V1 (Threshold-Based)

Setting Type N Users Key Info. Rec. Prgyccess kK = 128 k € {192,256}
weak-key 968 50 7639 8235% v
Direct Attack Multi-user
single-user 2768 1 7.639 82.35% v v
weak-key 971 550 8.033  86.16% v
Basic RK multi-user
single-user 2971 1 8.033 86.16% v v
weak-key 910231 56 14.063  84.85% v
Multiple RK multi-user
single-user  2102.31 1 14.063 84.85% v v

Data limits: the number of tags collected per key should < 247

Weak-key multi-user: each user has their own key but with some bits in

common.
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Outline

© Conclusion and Future Work

FSE 2023 Shandong University & Strativia



Conclusion and Future Work

Conclusion: New Statistical Models

Absolute Error max IPEhech — PSP

@ Threshold-based: 2.19% & MLE-based: 1.9%
@ Rock and Nyberg: 93.45%

Improvements on accuracy are due to our new methodology.

Conclusion: Cryptanalysis of TinyJAMBU
@ Full vl & Round-Reduced v2

Partial key bits are recovered in the nonce-respecting setting.

o Further applications of our models

@ Investigate whether different masks can recover more key bits
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Thanks for Your Attention!

Any Questions?
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Backup Slides
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Attack Settings

User 1 User 2 User 2™
Direct attack{ r | | f | | | | f{\ | | | | f{\ | |
Basic related-key
L[Eea [ | [[Kea [ |  [Eea[ |
Multiple related-key < __ — =
[L[Eea [ | [[EKoe| |  [Eeal| |
L EKea [ | [IEeal | ~ [IKeal] ]
L J
~
%l’—) Weak-key multi-user
Single-user

Security margin of TinyJAMBU in the multi-user setting will drop from
29 to 29™ when 2™ different values of keys are used.

FSE 2023 Shandong University & Strativia



	Motivation and Contribution
	Previous Extension of Matsui's Algorithm 1
	New Methodology and Statistical Models
	Application to TinyJAMBU
	Conclusion and Future Work

