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Automatic Search of Rectangle Attacks on WARP
Differential Cryptanalysis [BS91]

o Symmetric ciphers
o Differential Cryptanalysis
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Automatic Search of Rectangle Attacks on WARP
Boomerang [Wag99]
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Boomerang [Wag99]




Automatic Search of Rectangle Attacks on WARP
Rectangle Attack [BDKO01]




Automatic Search of Rectangle Attacks on WARP
Rectangle Attack [BDKO01]
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Automatic Search of Rectangle Attacks on WARP
Sandwich Attack [DKS10]
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Sandwich Attack [DKS10]
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Automatic Search of Rectangle Attacks on WARP
Model of Delaune et al. [DDV20]

P1 P3

. M.
©.p ON?
A A




Automatic Search of Rectangle Attacks on WARP

2 Steps (+KeyRec

overy) solving process

Distinguisher based optimisation

Model

_..-optional . handmade

Attack complexity

@——>| Sterl ——b[Best TDC' —{ Step-2 |——{ Best D2

i
—i—D{ Clustering analysis }—D‘Finest probability
i

Key Recovery

1: Truncated Differential Characteristic
2: Differential Characteristic
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Boomerang Transition in the Model of Delaune et al.
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Boomerang Transition in the Model of Delaune et al.
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Boomerang Transition in the Model of Delaune et al.
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Motivation

Adapt the model of Delaune et al. to Feistel Networks
SPN (e.g. Skinny [Bei+16])
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Automatic Search of Rectangle Attacks on WARP

Motivation

Adapt the model of Delaune et al. to Feistel Networks

SPN (e.g. Skinny [Bei+16])
< eeee RK f—eeeeeemmnees
Feistel Network e.g. (WARP [Ban+20])
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Automatic Search of Rectangle Attacks on WARP

SPN vs Feistel Boomerang Transitions
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Automatic Search of Rectangle Attacks on WARP

DELAUNE ET AL.

o Rule 1

o Rule 2

o Rule 3

freex,p = freesgup
freeSB/o — freeX/o

freeSBL,p 0 Axup
freeX,o — AXIo

—freexup V —freexio

- free_gBL,p V —freesgio

S-Box Rules

o Rule1

o Rule 2

o Rule 3

FEISTEL ADA ION

Xup > 5B,
Xio > SBj,

freexu,p = freespyp
freex,, = freesgio

freeSBup — Axup
freespio = Axio

—freexup V —freesgio

—freex, V —\freesgup
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WARP [Ban-+20]

WARP

o Presented at SAC 2020 by Banik et al. [Ban+20]
o Compact hardware implementation
o 128-bit key and block (41 rounds)

'1L,,2xi] Xlr.2xi+1]
K{(r mod 2) x 16+ fT

RGo[r]ifi=0
RG[rifi=1
else 0

Close-up of two branches

|Diteli: i One round of WARP




Automatic Search of Rectangle Attacks on WARP
Our Model on WARP

SIMILARITIES WITH DELAUNE ET AL.’S MODEL?

o The boomerang representation

o The search steps

DIFFERENCES WITH DELAUNE ET AL.’S MODEL?

o Specific optimizations dedicated to WARP
o The S-Box representation

> S-Box rules
> Transition tables

o Integration of the attack complexity in the optimisation process




Automatic Search of Rectangle Attacks on WARP
Key Recovery Automatisation
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Automatic Search of Rectangle Attacks on WARP
Key Recovery Automatisation
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Automatic Search of Rectangle Attacks on WARP
Key Recovery Automatisation
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Automatic Search of Rectangle Attacks on WARP
Key Recovery Automatisation
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Key Recovery Automatisation
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Automatic Search of Rectangle Attacks on WARP
Key Recovery Automatisation
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Key Recovery Automatisation
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Automatic Search of Rectangle Attacks on WARP

Optimisation Process

Distinguisher based optimisation

optimisation

handmade

.
i Attack complexity

Key Recovery-——>(@)

Model

@——>| Stepl | b Best TDC! } b Step2 | 5/ Best DC? }--.—b{ Clustering analysis —pJ{Finest probability
i

e
i !
.——|>1 Step-1 }—D’ Best abstraction based attack }—D{ Step-2 }—D’ Best attack complexity }—:—p{ Clustering analysis }—D{Finest probability}—'—
i

Model i Attack complexity

automated optimisation

1. Truncated Differential Characteristic Attack complexity based optimisation

2: Differential Characteristic
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Results on WARP
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Automatic Search of Rectangle Attacks on WARP

Experimental evaluation

Rounds Model Experiment Number of tries

3 20 20 24 % 16
4 20 20 24 x 16
5 20 20 24 % 16
6 20 20 24 x 16
7 20 20 24 % 16
8 20 20 24 x 16
9 20 20 24 x 16
10 272 2193 20 % 16
11 274 2394 28 % 16
12 28 2-6:39 212 % 16
13 2712 p7880 216 % 16
14 2—20 2—18.02 224 X 16
15 2—28 2—25.65 228 x 16
16 2—38 2—35.65 236 x 11

The experimental evaluation of our Model on Warp.

The source code is available at:
https://gitlab.inria.fr/lrouquet/boomerang-distinguisher-experimental-evaluation-on-WARP
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Automatic Search of Rectangle Attacks on WARP
Results on WARP

Technique ‘ Rounds ‘ Probability ‘ Time Data  Mem. ‘ Ref.
DC distinguisher 18 2712 - - - [KY21]
DC distinguisher 20 21227 - - - [TB22]
ID distinguisher 21 1 - - - [Ban+-20]
Boomerang distinguisher 21 P - - - [TB22]
Boomerang distinguisher 23 21 - - - [This Work]
Boomerang distinguisher 23 21559 - - - [HNE22]
Differential attack 21 - 213 213 2" [KY21]
Differential attack 23 - 210668 l06.62  »106.62 [TB22]
Rectangle attack 24 - 2125.18  l126.06  5127.06 [TB22]
Rectangle attack 26 - 2159 1206 51206 | [This Work]




Automatic Search of Rectangle Attacks on WARP
Results on TWINE and LBlock-s

‘ Cipher ‘ Distinguishers ‘ Rounds ‘ Probability ‘ Ref. ‘
TWINE Boomerang distinguisher 15 275892 [TB22]
TWINE Boomerang Distinguisher + Clustering | 15 24T [This Work]
TWINE Boomerang Distinguisher 15 275108 [HNE22]
TWINE Boomerang distinguisher 16 276162 [TB22]
TWINE Boomerang Distinguisher + Clustering | 16 2758 [This Work]
TWINE Boomerang Distinguisher 16 25804 [HNE22]
LBlock-s Boomerang distinguisher 15 2-58.64 [TB22]
LBlock-s | Boomerang Distinguisher + Clustering | 16 25614 [Bou-+20]
LBlock-s | Boomerang Distinguisher 4+ Clustering | 16 27548 [This Work]
LBlock-s Boomerang Distinguisher 16 275359 [HNE22]
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Outlooks and Conclusion
SUMMARY

o We provide an automatic tool to search rectangle attacks on WARP

o The model can be easily adapted to other Feistel networks

o The model can be overtaken by the model of [HNE22] when the clustering effect is
important

o We make a concession on distinguisher probabilities in favour of the lower attack
complexities

FURTHER SEARCH

o Integration of Boomerang and Rectangle attacks in Tagada [Lib+21]
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