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Motivation and Our Contributions

#% Motivation
© Integral analysis of WARP
&> Contributions

®@ Providing a generic SAT model for integral analysis based on monomial prediction
@ Our model takes the key schedule into account

®@ We proposed a tool for key-recovery taking the FFT technique into account

®@ Thanks to our tools, we improved the integral attack of WARP by 11 rounds
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Integral Distinguisher and The Coefficients of ANF

O y = Fkx) = %oy 2ulk) - x"

x[3
O Ch={xeF)|x<u}
® au(k) = Xc, flk. ) ol E]
A Which monomial is key-independent in the ANF?
& zero-sum: Ju, s.t.Vk: a,(k) =0 5 pew Flk, X)
& one-sum: Ju, s.t.Vk: au(k) =1
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Core Idea of Monomial Prediction [Hu+20]

> Key Schedule \
kK

The absence (or presence) of a monomial in the ANF of a composite function
can be checked by tracking the propagation of the given monomial through the
building blocks of composite functions.
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Monomial Trail and Integral Distinguisher

> Key Schedule
o J Schedu \

u€FY yeFk u€r}
From Monomial Trails to Integral Distinguisher

@ If Just. k"x" 4 y" for all w € FX then a,(k) = 0 (zero-sum)
@ If Just. k"x" 4 y for all w € F5\ {0} then a,(k) = constant (zero/one-sum)
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From Monomial Prediction to SAT Problem
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Monomial Prediction Table (MPT)

© Let y = f(x) be an m-bit to n-bit vectorial Boolean function. Then
MPT(u,v) =1 if x¥ IR y"Y, and MPT(u, v) = 0 otherwise.
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Monomial Prediction Table (MPT)

© Let y = f(x) be an m-bit to n-bit vectorial Boolean function. Then
MPT(u,v) =1 if x¥ L yY, and MPT(u, v) = 0 otherwise.

x | S(x)
0| c
1| a
2| d
3|3
4 | e
5|b
6 | f
T|T
8 |8
99
a |1
b |5
c | O
d |2
e | 4
f|6
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Monomial Prediction Table (MPT)

© Let y = f(x) be an m-bit to n-bit vectorial Boolean function. Then
MPT(u,v) =1 if x¥ L yY, and MPT(u, v) = 0 otherwise.

x | S(x)

0| c

1]a (u2 V —vqy V —vg)

2| d A (uz V uz V =vs)
313 A (ug V=vy Voove)
4e A (u1 Vus V —vg)

5 | b 1 3 2

6 | A (ug V —ug V uz VvV vs)
T\|T A (ug V —up Voug V va)
g 2 A (mug Vvg V vy Vvg)
a |1 A (up V uy Vug V —vs)
b |5 A (uy Vuz V=ve V —vy)
c |0 A (mu2 V 2vg V Svy Vovg)
d | 2

e | 4

f |6
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A (—ug V —uyp V —us Vove)

A (=up Vug VvgVveVvs)

A (ug V —us V vy Ve Vivs)

A (U1 V —ovg Vv Vo Svg)

A (—ug Vup VusgVvyVvy)

A (—up Vus VvV vy Vvy Vovy)
A (ug V up V —ug V =vy Vvy)

A (up V —ug Vus V =vy Vivy)

A (mup Vug V=vy Vvg Vo-vg).

A (mug V —up V —ug Vo ova Vovg)

A (mug V —uz Vvg V —vy Voovg)

A (mug V —up V —uz Vvg Vivy Vvg)

A (mug V —ug V —ug V ovg Vv Vo—vg)
A (mup V —ug V oug Vovy Voovg)

A (mugp V —ug V mug Vovy Vovg)

A (up Vup V-uz Vv Vv Vvg)

A (muz Vvg V =vy V=ve Vo —vy)

A (mug Vup VugVvyVvgVvg)
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WARP[Ban+20]

© Proposed in SAC 2020 [Ban+20] as the lightweight alternative of AES-128
© 128-bit block/key size, and 41 rounds (40.5 rounds)
© Splits 128-bit K into two halves K(O||K(1) and uses K(—1 m°d2) jn the rth round

Xo X1 Xo X3 Xq4 X5 Xe X7 Xg Xg X1o0 X11 X12 X13 X14 Xi5 X16 X17 X158 X19 Xo0 X21 X22 Xa3 Xa4 Xo5 X6 Xo7 X2g X29 X30 X31

(S (S} +»(SHo (S (S (S (S (S >S9

(S t(So (S (S

Kbi® | Ko® | Koy | Kig

5o (s}

D | Ki®

Xo XU X3 Xg X Xg Xg Xp Xg Xg Xio X{1 X{g X{3 X{4 Xi5 Xig X{7 X{g Xlg X30 X1 X35 X3 X54 X35 X36 X7 X8 X9 X509 X3
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22-round Integral Distinguisher for WARP

The best previous integral distinguisher: 20 rounds [Ban+20]
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22-round Integral Distinguisher for WARP

The best previous integral distinguisher: 20 rounds [Ban+20]

(2) 2% (20,21,22,23, 118, 60,61,62,63).

A A0 A0 00K A A

22—round dlstlngwsher

%2 3542 3%2 3%2 3&(2 35@2 35%2 '3%2 3b<§2 35(:()2 3542 3&1(2 'Sb<1(2 3542 3542 3%2 3&1(2 3%2 3%2 3542 3%2 35%(2 3%2 35%(2 3%2 3%2 3%(2(2 3b<§2 3b<2(2 3bé2 3%2 3%2 3)
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23-round Integral Distinguisher for WARP

« Any r-round integral distinguisher of WARP can be extended by 1 round

X X X X X XX X 6 X X X X X X X X X X e X XKoo X1

oil5ilmi i Lo Lo izt Lo o Lo Lo Lo o

;g‘” KO | K% | KO | K99 | KOS | K2 | K% | K | K99 | KOS | KO | K% | K9 | KO | KOS

e
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23-round Integral Distinguisher for WARP

« Any r-round integral distinguisher of WARP can be extended by 1 round

0 4 '8 1216 20 24 28 32 36 40 44 48 52 56 60 64 68 72 76 80 84 88 92 96 100104 108'112116120124

X X X X X X X X X 6 X X X X X X X X X X e X XKoo X1

oiloilsi i ot Lo ni .zt Lo o Lo Lo Lo o

;{5‘” KOS | K2 | KO | K99 | KOS | K2 | K2 | KO | K99 | KOS | K% | K% | K9 | Ko | KOS

a1
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23-round Integral Distinguisher for WARP

« Any r-round integral distinguisher of WARP can be extended by 1 round

0 4 '8 1216 20 24 28 32 36 40 44 48 52 56 60 64 68 72 76 80 84 88 92 96 100104 108'112116120124

X X X X XX X e X X X X0 X 5 X X X X X e X X3 X1

e P e e e

;rgé) » KO | KO | KO KO | K2 | KO | KD | KO | K9 | K% == KO | KO0

85X =5 (s e xP) e 5 kY
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Key-Recovery

O
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Naive Approach v.s. FFT Technique [TA14]

& Naive approach:

@ ZXZZCGCf(kac) X - ﬁ c
@ Tior = 2M|CJ, where C = 21K

@ Tior = 221K
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Naive Approach v.s. FFT Technique [TA14]

& Naive approach: k&
@ ZXZZCG(Cf(kac) X - ﬁ c
@ Tior = 2M|CJ, where C = 21K
@ Tior = 27K
k&
#» FFT technique:
Q> x=%_cFlkoc x — E <—€£<7c

Q T.\i=4- ‘k|.2|k\
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MitM [SW12]

&= Naive approach:

@ X = F(kl,kg,C)
@ T = 2|k1Uk2|
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MitM [SW12]

&= Naive approach:

@ X = F(kl,kQ,C)
@ T = 2kikl

»— MitM:
O y = F(kl,C), z :g(kQaC)

® T =2kl 4 olk| ZXZO‘:’ZYZZZ

7 Hosein Hadipour, Maria Eichlseder
FSE 2023 - Kobe, Japan



Overall View of Our Key-Recovery Tool

1- Assume that x=y @z and Y x=0
2- For each path, i.e., y, and z:

- Build the graph of dependencies: y = f(k, c)
- Simplify the dependency graph: reform f(k, c) to F(k & €)
- Use FFT to compute the list [Sy |k =0, ..., 2/klI-1]

3- Compare the two lists to find candidates for the involved key bits

4- Brute force the remaining keys to find the correct key
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Exam 3@ 3-Round Key Recover
3%2 3b<‘(32 3})<(2 3%2 35%2 3%2 35%2 3) 3542 3b<1(2 3542 Sbﬁ( bq2 3%(1(2 3542 35<1(2 3b<1(2 3%2 3b<2(2 3%2 3%2 3%2 3%2 3%2 3%2 3%2 3%2 35@2 3b<‘(32 3)

¥ 1
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N hcEbER R R R EiEE
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—_—— —— e ,./
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R T‘%MW
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Example: 3-Round Key Recovery
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Example: Dependency Graph
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Example: Dependency Graph
S(CiM) e G
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Summary of Our Result

#R Data Time Attack Reference
32 2oB27 gl Integral This paper
21 224 - Integral [Ban+20]
18 ol0d62 Differential [TB22]
21 - - Impossible diff.  [Ban+20]
21 2t olB3 Differential [KY21]
23 210662 9106.62 Differential [TB22]
24 212606 9l25.18 Rectangle [TB22]
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Conclusion
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Contributions

®@ We provided a SAT model for integral analysis based on Monomial prediction
@ Our modeling is generic and can be applied to other (binary field) block ciphers
@ We proposed a tool for key-recovery taking the FFT technique into account

&> Overall, we improved the integral attack of WARP by 11 rounds
Thanks for your attention!

https://github.com/hadipourh/mpt
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