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BACKGROUND

Pseudorandom permutation (PRP)

» Main primitives in symmetric-key cryptography

» Ultimate security goal in the design of block ciphers

» Many secure block ciphers are readily available, e.g., AES
Pseudorandom function (PRF)

» Invertibility is unnecessary

» CTR encryption mode, authenticated encryption GCM
PRP-to-PRF conversion

» Large efficiency costs design, e.g., Truncation, XOR of Permutations
(XoP), Encrypted Davies-Meyer (EDM), The Dual of EDM (EDMD)

» Dedicated design with small efficiency costs, e.g., FastPRF,

FastPRF (X) = Ex(X) ® EL(X).
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MOTIVATION

Observations

» AES-PRF,, is as eflicient as AES
» Efficiency and cost-effectiveness comes at the cost of provable security
» Provable security result of EDMD no longer applies to AES-PRF

Open Problems

> (s,t) =(2,8) is left as an open question
» The security of AES-PRF; ;
» The security of the dual version (Dual-AES-PRF)

Methods
» ID, ZC, DC, and MITM
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AES-PRF & DuAL-AES-PRF

» AES-PRF,; (Mennink and Neves @ FSE 2018)
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» Dual-AES-PRF,,
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ATTACKS ON AES-PRF
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ATTACKS ON DUAL-AES-PRF

Impossible differential /Zero-correlation attacks (¢ < 2)
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IMPOSSIBLE DIFFERENTIAL ATTACK FOR AES-PRFj 3
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ZERO-CORRELATION LINEAR ATTACK FOR AES-PRF;s
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DISTINGUISHERS AGAINST AES-PRF73 & AES-PRFg4
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IMPOSSIBLE DIFFERENTIAL ATTACK FOR DUAL-AES-PRFjg
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ZERO-CORRELATION ATTACK FOR DUAL-AES-PRFg,
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DIFFERENTIAL ATTACK FOR DUAL-AES-PRF,¢
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CONCLUSION

SUMMARY
Target ‘ S ‘ t H Time ‘ Data Memory Method Ref

1 * 2101 267 P 267 1D

AES-PRF ¢ o @QFSE 2017
* 1 - — — Statistics
1 * 271 271 CP 204 ID
1 * 912249 | 9103.34 KPp 296 7.C
2 * 294 294 CP 288 ID

AES-PRF 2 * 211514 | 9115.06 Kp 205 7C Our Results
* 3 284.96 | 984.96 Kp 28496 | 7C distinguisher
* 4 296.95 | 996.95 KPp 204 7C distinguisher
s|7—s 2107 2107 Ccp 2104 MitM
* 1 271 27t CP 264 ID
* 1 9122.49 | 9103.34 Kp 96 7.C
* 9 9104 9104 Cp 972 D

Dual-AES-PRF " 9 Q115,14 | 9115.06 Kp 965 70 Our Results
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CONCLUSION

» Comparison between AES-PRF and Dual-AES-PRF

» The security of AES-PRF is higher than Dual-AES-PRF from the
applicability of differential attacks.

» Both AES-PRF and Dual-AES-PRF have only one round as the
security margin.

» Choice of the parameter

» The balanced case AES-PRF5 5 is certainly a natural choice of the
design.

» However, our results indicate that (s,t) = (4,6) for AES-PRF is
potential to be more secure, since the margin with respect to the
attacked rounds becomes larger.
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