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Abstract. In this paper, we study and compare the byte-wise and bitwise linear
approximations of SNOW 2.0 and SNOW 3@, and present a fast correlation attack on
SNOW 3G by using our newly found bitwise linear approximations. On one side, we
reconsider the relation between the large-unit linear approximation and the smaller-
unit/bitwise ones derived from the large-unit one, showing that approximations on
large-unit alphabets have advantages over all the smaller-unit/bitwise ones in linear
attacks. But then on the other side, by comparing the byte-wise and bitwise linear
approximations of SNOW 2.0 and SNOW 3G respectively, we have found many
concrete examples of 8-bit linear approximations whose certain 1-dimensional /bitwise
linear approximations have almost the same SEI (Squared Euclidean Imbalance) as
that of the original 8-bit ones. That is, each of these byte-wise linear approximations is
dominated by a single bitwise approximation, and thus the whole SEI is not essentially
larger than the SEI of the dominating single bitwise approximation. Since correlation
attacks can be more efficiently implemented using bitwise approximations rather than
large-unit approximations, improvements over the large-unit linear approximation
attacks are possible for SNOW 2.0 and SNOW 3G. For SNOW 3G, we make a
careful search of the bitwise masks for the linear approximations of the FSM and
obtain many mask tuples which yield high correlations. By using these bitwise linear
approximations, we mount a fast correlation attack to recover the initial state of the
LFSR with the time/memory/data/pre-computation complexities all upper bounded
by 217416 improving slightly the previous best one which used an 8-bit (vectorized)
linear approximation in a correlation attack with all the complexities upper bounded
by 2'75-56. Though not a significant improvement, our research results illustrate that
we have an opportunity to achieve improvement over the large-unit attacks by using
bitwise linear approximations in a linear approximation attack, and provide a new
insight on the relation between large-unit and bitwise linear approximations.
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linear approximation - Bitwise fast correlation attack

1 Introduction

A stream cipher ensures the privacy of the message transmitted over a communication
channel. In such algorithms, the ciphertext is usually the XOR sum of the plaintext and
the generated keystream, resembling the one-time pad primitive. Among these, the binary
LFSR-based stream cipher is a classical class, while such designs have been the main
target of correlation attacks [Sie84, Sie85]. With the development of modern computer
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science, many word-oriented stream ciphers are proposed, which are based on LFSR over
the extension fields of the binary field F5, and a non-linear combiner, with or without
memory, to generate the keystream from the underlying LFSR sequence. The typical
examples include SOSEMANUK [BBCT08], SNOW 2.0 [EJ02], SNOW 3G [SAG] and
SNOW-V [EJMY19].

SNOW 2.0 and SNOW 3G are both members of the SNOW family stream ciphers.
SNOW 2.0 was proposed by Ekdahl and Johansson in 2002 as an improved version of
SNOW 1.0 [EJ00], and selected as an ISO standard in 2005. It consists of two main
components: a Linear Feedback Shift Register (LFSR) and a Finite State Machine (FSM),
based on operations on 32-bit words, with high efficiency in both software and hardware
environment. SNOW 3G was designed in 2006 by ETSI/SAGE, which differs from
SNOW 2.0 by introducing a third 32-bit register to the FSM and a corresponding 32-bit
nonlinear transformation for updating this register. SNOW 3G serves as the core of 3GPP
Confidentiality and Integrity Algorithms UEA 2 & UIA2 for UMTS and LTE networks. It
is currently in use in 3-4G mobile telephony systems. As a new member in the SNOW
family, SNOW-V has kept most of the design from SNOW 3G in terms of the LFSR and the
FSM, but both components are updated to better align with vectorized implementations.

Linear attacks have been widely used to analyze stream ciphers, and many research
results have shown that SNOW ciphers are vulnerable to the class of linear approximation
attacks, like distinguishing attacks and correlation attacks. The basic technique is to first
approximate the nonlinear operations in the cipher and then derive a linear approximation
relation involving the keystream symbols. If the linear approximation also involves symbols
from the LFSR states, a correlation attack can be mounted by exploring some correlation
between the keystream and the LFSR states. Fast correlation attack was first introduced
by Meier and Staffelbach in 1989 by presenting two algorithms [MS89], and later evolved
constantly and steadily [CT00, CJS00, CS91, CIMO02, JJ99, JJ00], with wide applications
to a lot of concrete constructions [LLP08, LV04, ZGM17]. However, the previous bitwise
fast correlation attacks are not considered to work well for word-oriented stream ciphers,
due to the complex form of the reduced LFSR recursion from the extension field to Fs.
As a big step, fast correlation attacks over extension fields are proposed in [ZXM15] based
on linear approximations over larger alphabets, i.e., large-unit linear approximations,
providing the best key recovery attack against SNOW 2.0 by using the byte-wise linear
approximations. Later in [YJM19], inspired by the results of [ZXM15], a fast correlation
attack on SNOW 3G is given using the method in [ZXM15] with the byte-wise linear
approximations. In the design document [EJMY19] of SNOW-V, the designers present
the linear approximation attacks by using the byte-wise linear approximations. All these
works seem to show that the correlation attacks can be improved by using large-unit linear
approximations.

Related Work. The resistance of SNOW 2.0 against linear approximation attacks
have been widely studied. In [WBDCO03], the bitwise linear approximations over two
rounds of the FSM of SNOW 2.0 were constructed through linear masking method, and a
distinguishing attack was given with the complexity 2225, At FSE 2006, Nyberg and Wallén
[NWO06] presented an improved distinguishing attack with the complexity 2'7* by using the
bitwise linear mask 0x00018001 for the two-round linear approximation of the FSM. Later
in [LLPO08], the same bitwise mask was applied to launch a correlation attack on SNOW
2.0 with the time complexity 22!238 by using linear approximation relations between
the keystream words and the LFSR states and combining the technique of fast Walsh
transform (FWT). All these attacks in [WBDCO03, NW06, LLP08] were launched by using
the bitwise linear approximations. At CRYPTO 2015, Zhang et al. [ZXM15] introduced
the terminology “large-unit” linear approximations, and mounted a fast correlation attack
on SNOW 2.0 by building the two-round byte-wise (8-bit) linear approximations and
adopting the k-tree algorithm [Wag02], giving the significantly reduced complexities all
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below 216415 Recently, [GZ20] investigated the bitwise linear approximation of a certain
type of composition function present in SNOW 2.0 and proposed a linear-time algorithm
to compute the correlation for an arbitrary given linear mask. Based on this algorithm,
they carried out a wider range of search for bitwise masks and found some strong linear
approximations which enable them to slightly improve the data complexity of the previous
fast correlation attacks by using multiple bitwise linear approximations.

Several linear attacks on SNOW 3G have been proposed. In [NW06], Nyberg and
Wallén devoted one section to SNOW 3G, where the bitwise linear approximations over
three rounds of the FSM were depicted, but only rough estimates of the upper bounds of
their correlations were given. In [GZ20], a fast correlation attack was given with the time
complexity 2222:33 by constructing bitwise linear approximations whose correlations were
accurately computed. In [YJM19], inspired by the results of [ZXM15] where the large-unit
approach was used to achieve improvements over the previous attacks on SNOW 2.0, Yang
et al. constructed the three-round byte-wise (vectorized) linear approximations for the
FSM of SNOW 3G and performed the searches for finding actual byte-wise masks that
gave high SEI values for the approximations. The byte-wise linear approximations found
in [YJM19] were also applied to launch a fast correlation attack against SNOW 3G by the
method in [ZXM15] with all the complexities upper bounded by 2176-56,

For SNOW-V, the byte-wise linear approximation attacks and the bitwise ones are
studied in [EJMY19] and [GZ21] respectively.

Our Contributions. In this paper, we study and compare the large-unit and bitwise
linear approximations of SNOW 2.0 and SNOW 3G, and present a bitwise fast correlation
attack on SNOW 3G by using our newly found bitwise linear approximations. On one
hand, we first show that approximations on large-unit alphabets have advantages over all
the smaller-unit/bitwise ones in linear approximation attacks, and meanwhile, the results
on SNOW 2.0 in [ZXM15] gave the impression that large-unit approximations lead to
larger SEI and also to better attacks. However, by studying and comparing the byte-wise
and bitwise linear approximations of SNOW 2.0 and SNOW 3G, we have found many
concrete examples of byte-wise linear approximations whose certain 1-dimensional/bitwise
linear approximations have almost the same SEI as that of the original 8-bit ones. That is,
each of these byte-wise approximations is dominated by a single bitwise approximation,
and thus the whole SEI is not essentially larger than the SEI of the dominating single
bitwise one. Since correlation attacks can be more efficiently implemented using bitwise
approximations rather than large-unit approximations, improvements over the large-unit
linear approximation attacks [ZXM15, YJM19] are possible for SNOW 2.0 and SNOW 3G.
For SNOW 3G, we make a careful search of the bitwise masks for the linear approximations
of the FSM and obtain many mask tuples which yield high correlations. By using these
bitwise linear approximations, we mount a fast correlation attack to recover the initial
state of the LFSR with the time/memory/data/pre-computation complexities all upper
bounded by 217416 improving slightly the previous best one in [YJM19] which mounted a
fast correlation attacks by using the 8-bit (vectorized) linear approximation with all the
complexities upper bounded by 2176-56,

Organization of the paper. Some basic notations and definitions are presented in
Section 2, together with the description of SNOW 2.0 and SNOW 3G. In Section 3 and
Section 4, we study and compare the byte-wise and bitwise linear approximations of SNOW
2.0 and of SNOW 3G, respectively. In Section 5, we describe the detailed process on how
to search for bitwise linear mask tuples for the linear approximation of SNOW 3G that
yield high correlations. In Section 6, a bitwise fast correlation attack on SNOW 3G is
given by using the bitwise masks. Finally, some conclusions are provided with the future
work pointed out in Section 7.
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2 Preliminaries

2.1 Notations and Definitions

The following notations and definitions are used throughout this paper.
e The modular addition is denoted by “H” and the bitwise exclusive-OR by “@®”.

e The binary field is denoted by Fs and its m-dimensional extension field by Fom.
Besides, we denote by F3,. the multiplicative group of nonzero elements of Fom.

o Given two binary vectors a = (ag, a1, ..., am—1) € Fam and b = (bg, by, ...,bm—1) €
Fyn, the standard inner product is defined as a-b = EB::; a;b;, where the product
aibi is taken in F2.

o Given two m-dimensional vectors x = (X0,X1,...,Xm—1) and ¥ = (Y0, Y1, ---» Ym—1)
over Fas with the same defining polynomial, e.g., p(z), the inner product of x and y
over Fys is defined as xxy = @;161 X;¥i, where x;,y; € Fos, and the multiplications
x;y; are taken over Fos = Fa[z]/(p(2)).

e Let n, m be two positive integers such that m divides n. For x € Fan, it can be
written as x = (%o || ... || X4-1), where d = ', x; € Fom for 0 <i < d — 1, and xq is
the least significant part.

o For a set S, the number of elements in S is denoted by |S].
e An n-variable Boolean function f(x) is a mapping from Fa» to Fo, i.e., f : Fon — Fo.

e An (n,m)-function F(x) is a mapping from Fan to Fom, i.e., F : Fan — Fam
such that x — (fo,..., fm—1), where f;s are n-variable Boolean functions, called
the coordinate functions of F'. F' is also called an m-dimensional vectorial Boolean
function.

o Given an (n,m)-function F' : Fon — Fam, and a nonzero vector v = (vg, ..., Um—1) €
Fym, the n-variable Boolean function v-F defined as v-F(x) = vgfo(x) @ - @
Um—1fm—1(x) is called a (non-zero) component of F. In our analysis, the Boolean
function v-F' is denoted by FV for v € Fom and v # 0.

Definition 1. Let X be a binary random variable, the correlation between X and zero is
defined as ¢(X) = Pr{X = 0} — Pr{X = 1}. Given a Boolean function f : Fon — F, the
correlation of f to zero is defined as

€(f) = 27"(|{x € Fan : f(x) = 0}] = |{x € Fon : f(x) = 1}
= Pr{/(X) = 0} - Pr{f(X) = 1},

where X is a uniformly distributed random variable in Fan.

Note that “correlation” is often used to evaluate the efficiency of bitwise linear approxi-
mations in a linear approximation attack, where the data complexity is proportional to

1/€2(f).

Definition 2. The correlation of an (n, m)-function F : Fan — Fom with a linear output
mask I € Fom and a linear input mask A € Fon is defined as

er(T;A) =Pr{T F(X)=A-X}—Pr{l'- F(X) # A - X},

where X is a uniformly distributed random variable in Fan.
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At CRYPTO 2015, Zhang et al. [ZXM15] introduced the terminology “large-unit”
linear approximations, and achieved improvements over the previous attacks on SNOW
2.0 by providing a fast correlation attack over Fas using the byte-wise (8-bit) linear
approximations. Given an (n,m)-function F : Fon — Fam, the probability distribution
Dp of Fis
({x € Fan : F(x) = a}|)

27’L
Here comes the definition of Squared Euclidean Imbalance (SEI), which is usually used
to evaluate the efficiency of a large-unit linear approximation in a linear approximation
attack.

Dp(a)= , for alla € Fam

Definition 3. The Squared Fuclidean Imbalance (SEI) of a distribution Dp is defined as

A(Dp)=2" Y (DF(a) - ;)2

acFom

which measures the distance between the target distribution and the uniform distribution.
Especially for m = 1, A(Dp) is closely related to the correlation of F' by A(Dg) = €2(F).

Note that the “SEI” of a distribution Dp over a general alphabet is used to evaluate the
efficiency of large-unit linear approximations in a linear approximation attack, where the
data complexity is proportional to the value of 1/A(Dp). Besides, there is a fundamental
fact about the SEI of a distribution [BJV04, NH07] shown as follows.

Lemma 1. For an (n,m)-function F with the probability distribution vector Dp, we have

ADp)= Y EFY)= > A(Dpv).

vEF},, vEF,,

For brevity, we adopt the simplified notation A(F’) to denote A(Dp) hereafter. Then
we have A(F) = €2(F) when m = 1, and A(F) = Yvers,, e(FY) = Yvers,, AEFY).
With the notations we just introduced, we now study the relation between a large-unit
linear approximation and some certain smaller-unit/bitwise linear approximations derived
from the large-unit one.

Let F : Fon — Fam be a large-unit linear approximation relation such that x +—
(foy s fm—1). Let Low;(x) be the I least significant bits of x. For m > 1 and 1 <m’ < m,
we define another linear approximation relation Fm) according to F as!

F)  Fagn — Fyp
X = low,, (F(x))

Then we call F(™) a smaller-unit linear approximation function, which is actually the
low-dimensional projective function derived from F'. According to Lemma 1, we get that
the SEI of the distribution Dp of F' is equal to the sum of the SEIs of the distributions
Dpv, where v runs through all non-zero vectors in Fom. When 1 < m/ < m, the SEI of
the distribution D .y is a partial sum consisting of those SEIs of the distributions Dpv,
where v has non-zero terms only in the m’ least significant bits. The following conclusion
then follows immediately.

Property 1. Let F be an m-bit (m > 1) large-unit linear approximation, and F' (m") be
an m’-bit (1 < m’ < m) linear approximation derived from F as above. Then for any
integer m’ : 1 < m’ < m, we have A(F(™)) < A(F).

1Note that for a given m/, the choice of the least significant bits is not crucial but is introduced here to
simplify the presentation.
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Property 1 shows a theoretical relation between different size linear approximations.
Since the data complexity in a linear approximation attack is proportional to the value of
1/A(F), Property 1 seems to suggest that the larger the unit, the better complexity result
we can get in a linear approximation attack.

For the large-unit linear approximation relation F' : Fon — Fom, we can get that
FY: Fon — F5 is a bitwise linear approximation for any nonzero vector v € Fom. The
following conclusion follows directly from Lemma 1, which depicts the relation between the
distributions of any bitwise linear approximations and that of the original large-unit one.

Property 2. Let F be an m-bit (m > 1) large-unit linear approximation, and F"V be
the bitwise linear approximation derived from F' as above. Then for any nonzero vector
v € Fom, we have A(FY) < A(F).

Property 2 seems to suggest that approximations on large-unit alphabets have advan-
tages over all the bitwise ones in linear approximation attacks. However, as shown in
Section 3.3 and Section 4.3 for the linear approximations of SNOW 2.0 and SNOW 3G, we
have found that there are many concrete examples of byte-wise linear approximations whose
certain 1-dimensional/bitwise linear approximations have almost the same SEI as that of
the original large-unit ones. Since correlation attacks can be more efficiently implemented
using bitwise approximations rather than large-unit approximations, improvements over
large-unit linear approximation attacks [ZXM15, YJM19] are possible for SNOW 2.0 and
SNOW 3G.

2.2 Description of SNOW 2.0

Both SNOW 2.0 and SNOW 3G are word-oriented stream ciphers and contain two main
components: a Linear Feedback Shift Register (LFSR) and a Finite State Machine (FSM).
SNOW 3G differs from SNOW 2.0 by introducing a third 32-bit register to the FSM and a
corresponding 32-bit nonlinear transformation for updating this register. The keystream
generation phase of SNOW 2.0 is depicted in Fig.1. For more details on the design, please
refer to the original design documents [EJ02].

/PA
LFSR
S B Y 3 B XY
% &
Rl >@ » R,
A4
FSM H<

Figure 1: The keystream generation phase of SNOW 2.0

The LFSR part of SNOW 2.0 consists of 16 words of length 32 bits each, with the
feedback polynomial
ax'® + 21 4 a7a® + 1 € Fose[a],

where a € Fys2 is a root of the primitive polynomial y* + 823y + 524%y2 + g8y + 8239 ¢
Fas[y], and 3 is a root of the polynomial 28 + 27 + 2° + 23 + 1 € Fa[z] (field constant 0xA9).

Let (St415,St414,---,St), St4i € Fasz, denote the LFSR state at time ¢. For the FSM
part, it has two 32-bit registers R1 and R2. The LFSR state feeds into the FSM with
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the input (s;y15,St+5), and the output of the FSM is Fy = (s;415 HR1;) ® R2;. The
keystream z; is generated by z; = F; ®s;. The registers R1 and R2 are updated according
to

Rl = s 5 HR2,

R2t+1 = S(th),

where S() is a 32-bit to 32-bit mapping composed of four parallel AES S-boxes (denoted
by Sg) followed by the AES MixColumn operation (denoted by M;). Here M; is defined
over Fys with the polynomial 28 + 2§ + 23 4+ 21 + 1 € Fa[z1] (field constant 0x1B) for field
multiplication. Precisely, let w = (wyq || w1 || wa || w3), w; € Fas, be the 32-bit input to
S(-), then S(w) is computed as

SR(W()) 21 z1+1 1 1 SR(WO)
SR(Wl) _ 1 Z1 21+ 1 1 SR(Wl)
S(W) - Ml * SR(WQ) - 1 1 Z1 21+ 1 * SR(WQ) ’
SR(Wg) z1+1 1 1 21 SR(W3)
where the operation “x” is taken over Gy = Fa[z1] /(2§ + 21 + 2§ + 21 + 1).
2.3 Description of SNOW 3G
CLI,\A
; LFSR
4’{ S1s ‘ ‘ NET I ‘ ’ ’ Siss ‘ Si2 ‘ St
! »P »D—>z
»@
FSM V}<

Figure 2: The keystream generation phase of SNOW 3G

The keystream generation phase of SNOW 3G is depicted in Fig.2. For more details
on the design, please refer to the original design documents [SAG]. SNOW 3G preserves
all features of SNOW 2.0, but adds a third register R3 to the FSM and a transformation
So. The FSM part has three 32-bit registers R1, R2 and R3. The output of the FSM is
F; = (st+15 BR1;) ® R2,. The keystream z; is generated by z; = F; @ s;. The registers
R1, R2 and R3 are updated according to

R1t+1 = (St+5 D Rgt) H th,
R2t+1 = Sl(th),
R3t+1 - SQ(th)7

where S1(-) = S(+), and Sy(+) is another 32-bit to 32-bit mapping composed of four
parallel 8-bit to 8-bit substitutions (denoted by Sq) followed by the AES MixColumn
operation (denoted by Msy). Note that My is defined over Fys with the polynomial
28 + 28 + 25 + 23 + 1 € Fazo] (field constant 0x69) for field multiplication, which is
different from that used in the transformation S; (= S), i.e., for w = (wq || wy || w2 || w3),
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w; € Fas, Sa(w) is computed as

SQ (Wo) Z9 V) + 1 1 1 SQ (Wo)
. SQ (Wl) . 1 29 29+ 1 1 SQ(Wl)

S2(w) o M2 * SQ (WQ) B 1 1 Z9 z9 + 1 * SQ(WQ) ’
SQ (Wg) 29+ 1 1 1 Z9 SQ (Wg)

where the operation “x” is taken over Go = Fa[z] /(25 + 2§ + 25 + 23 + 1).

3 Comparing Large-unit and Bitwise Linear Approximations
of SNOW 2.0

In this section, we frist make a recap of the previous bitwise linear approximations of SNOW
2.0 used in [WBDCO03, NW06, LLP08, GZ20, FTIM18], then review on the byte-wise linear
approximations in [ZXM15], and finally illustrate the relationship between the bitwise and
byte-wise linear approximations by some concrete examples.

3.1 Recap on the Bitwise Linear Approximations of the FSM

In [WBDCO03], the linear masking method was applied to SNOW 2.0, and the bitwise linear
approximations over two rounds of the FSM were constructed, as depicted in Fig.3. In
[WBDCO03], it is always assumed that all masks I'; € F§2 used in the linear approximations
in Fig.3 have the same value. Denote all the masks by T', the bitwise linear approximations
of the FSM take the following form:

280 2= 58T 541 8T 5,587 8,415 0T 5,116 ©nY,
where n(®) is the binary noise.

Sts1s

[anv i nn|
NP

1%

I+16

Figure 3: The two-round bitwise linear approximations for the FSM of SNOW 2.0

At FSE 2006, Nyberg and Wallén [NWO06] considered the case when the output masks
at time t and t 4+ 1 are different, and used the following bitwise linear approximation
relation (1) four times according to the feedback polynomial of the LFSR to build the linear
distinguisher: two times with the mask tuple (T, A) at time ¢ +2 and ¢+ 16, then once with
the mask tuple (', Aa) at time ¢, and finally once with the mask tuple (Fa~!, Aa~1!) at
time ¢ 4 11.

F'Zt@A'Zt+1:I"St@A'StJr]@A'St+5@I"St+15@A'St+16@n(t). (1)
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Let epsm (T, A) denote the correlation of the linear approximation relation (1) under the
bitwise mask tuple (I, A). The total correlation for the linear distinguisher is calculated
by combining these four approximations as ezgy; (T, A) - epsm(Ta, Aa) - epsm(Ta™!, Aa™?)
according to the Piling-up Lemma. By using the bitwise masks I' = A=0x00018001
for approximating the FSM, they constructed their best linear distinguisher and pre-
sented a distinguishing attack accordingly. When I' = A=0x00018001, they obtained
EFSM(F,A) = 2714'496, GFSM(FOé, AOé) = 2726676 5nd EFSM(FOzfl,AOtil) = 2730'221, and
thus the correlation of their best linear distinguisher is 2735-89. Using this mask tuple,
a distinguishing attack on SNOW 2.0 was given with time complexity 2'74, given 2174
keystream words. Later in [LLP08], the same bitwise masks I' = A =0x00018001 for the
linear approximation (1) was applied to launch a correlation attack on SNOW 2.0 with
the time complexity 22238 given 219377 keystream words.

Table 1: The best bitwise mask tuples (', A) for the linear approximation (1) in [GZ20]

No. | Ref. r=A log(|ersm (T, A)])

(1) | [FTIM1$, 0x01800001 —14.411
G720]

(2) | [NW06,| 0x00018001 —14.496
G7:20]

(3) | [GZ20] | 0x00010081 —14.635

Recently, [GZ20] investigated the bitwise linear approximation of a certain type of
composition function present in SNOW 2.0 and proposed a linear-time algorithm for
computing the correlation. Based on this algorithm, they found some strong bitwise mask
tuples for the linear approximation (1) yielding high correlations, of which the best three
ones were listed in Table 1. Note that the mask tuple I' = A =0x01800001 numbered (1)
in Table 1 is the same as the one in [FTIM18], which is found by using the MILP-aided
automatic search algorithm, and I' = A = 0x00018001 numbered (2) is the same as the
one found in [NWO06]. They also applied these bitwise masks to launch a fast correlation
attack with the total time complexity 2'6286 and data complexity 2'°9:%2, improving the
previous fast correlation attacks in [ZXM15, FTIM18§].

3.2 Recap on the Byte-wise Linear Approximations of the FSM

In [ZXM15], the large-unit approach was used to achieve improvements over the previous
attacks on SNOW 2.0, where two-round byte-wise linear approximations for the FSM of
SNOW 2.0 were constructed, as depicted in Fig.4.

Let T = (Ty, T1, T2, T3) and N = (No, N1, Ny, N3) be the 4-byte linear masks defined
over the AES MixColumn field Fas, ie., G £ Fg[zl]/<z§3 +2{ + 23 + 21 + 1), where T
and Ny are the least significant bytes. First, T and N are applied to z; and z;1 respectively
as follows:

T * (Zt D St) =Tx (St+15 H R]_t) & T x R2;,
N (Zt+1 &) St+1) = N % (St+16 H S¢+5 H R2t) &) N S(th),

where “x” is operated in G;. Then, the following two byte-wise linear approximations are
used,

T (spr15 BR1) = T xsp15 @ N« S(R1,) @ ngt),
N (St+16 H St+5 H th) =N St+16 @ N * St+5 & T * th D nét),

where ngt) and ng) are the 8-bit noises introduced by these approximations. Let W; =
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Figure 4: The two-round byte-wise linear approximations for the FSM of SNOW 2.0

Sbox(R1¢), then R1; = Sbox '(W;) and S(R1;) = M; * W;. Let N’ = N x My, then

ngt) =T (S¢315 BSbox (W) @ T #5415 © N+ Wy,
n$) = N # (s;416 Bsiys BR2,) BN s 16 B Nxsys @ T« R2,.

Let n(®) = n(lt) @ng) be the folded noise introduced by the above two linear approximations,
the following byte-wise linear approximations for the FSM of SNOW 2.0 are obtained

T*zt@N*zH_l:T*st@N*SH_l@N*St+5@T*st+15@N*st+16@n(t). (2)

It should be noted that the operation “x” in the linear approximation (2) and also the
byte-wise masks T, N are defined in the AES MixColumn field which is denoted by G,
while the state elements s;;; are generated by the LFSR defined by another polynomial
28+ 274 2% + 23 + 1 € Fy[z]. Thus it is necessary to unify the two fields for an efficient
decoding. In [ZXM15], a general routine is described to solve this problem, where they try
to find an equivalent representation of the LFSR part theoretically so that it is defined
over the new Fas2 field. In this paper, as illustrated in Section 4.2 for SNOW 3G case, we
describe in more details on how to unify the fields defined by different polynomials from a
different perspective.

In [ZXM15], two algorithms are provided to compute the distributions® of n; and ns
over the AES MixColumn field Fys with the complexities 226°8 and 233-58 respectively
for each given byte-wise mask tuple. In the following parts, we will provide two slightly
improved algorithms to compute these distributions, whose complexities are 22025 and
22733 respectively.

2Since the distributions of ngt), n(;) and n() are independent of the time instance ¢, we simplify them

by writing nj, na and n respectively.
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3.2.1 Improving the Computation of the Distribution of n;

For the given 4-byte masks T and N, let N’ = N % M, the noise variable n; can be
expressed as

n =T (XBShox H(Y)@T+X 3N Y,

where X and Y are the uniformly distributed random variables in Fa32, which can be
written into 4 bytes as X = (Xo, X1, X2,X3), Y = (Yo, Y1, Y5, Ys3). Following the basic
idea of Algorithm 3 in [ZXM15], we first split the expression of n; into 4 sub-expressions
nj (j=0,1,2,3) as follows:

nY =0@ Ty * (Xo Bs Sz*(Yo) Bs 0) @ T * Xo ® Nj * Yo,

ni =nd & T, * (X; B Sz (Y1) Bg crg) © Ty + X; & N * Y7,

n? =n} © Ty * (Xo Bs Sz (Yo) Bg cr1) © Ta x Xo @ Nj * Yo,

n} =n? @ T3 * (X3 Bg S5 (Y3) Bs cra) @ Ty + X3 & N4 Y3 =ny,

where “Hs” represents the addition modulo 28, and cr; € {0,1} are local carries introduced
by the addition modulo 232 such that cr; = |[(X; + Sz (Y;) +crj_1)/28] for j =0,1,2,3
(cr-1 = 0 by default) with “| |” being the floor function of integers. The sub-expressions
are connected with each other by the one direction information propagation from the least
significant n to the most significant n?, caused by the local carries introduced by the
addition modulo 232 and the output of nj.

Based on the above, we describe our algorithm for computing the distribution of n; as
follows. We first describe a sub-algorithm called ComputeMatriz(cr;—1, T;, N’), which
computes the values of r = T, * (X; Bs S (Y;) B crj—1) ® T; X, © N’ *Y; and the
carries cr; = |[(X; + Sp'(Y;) +crj_1)/28| for all X; € Fos and Y € Fas, and stores all
the output and carry information in a 256 x 2 matrix Mat. Then we present Algorithm 1
to compute the distribution of n; by using the sub-algorithm ComputeMatrix.

ComputeMatriz(crj—1, T;, N7)

Parameters: the partial masks T}, N;, and the local carry cr;_; € {0,1}
1: Create a 256 x 2 matrix Mat initialized with zeros;

2: for X; =0,1,...,255 and Y; = 0,1, ...,255 do

3:  Computer =T, * (X; By S (Y;) B erj_1) @ T+ X; @ N’ + Y5

4:  Compute cr; = [(X; + SRHY,) + crj—1)/28;

5:  Matlr][cr;] + +;
6

7

: end for
: Mat <+ Mat/(2%)?;
Output: the 256 x 2 matrix Mat.
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Algorithm 1 Compute the distribution of n; over the AES MixColumn field Fos
Parameters: the masks T and N’, where N’ = N = M,

1: Prepare three 256 x 2 matrices Mat, Mat; and Mat,;

2: Mat; < ComputeMatrix(0, Ty, N{);

3: for j =1,2,3do

4: Initialize Maty with zeros;

5: for crj_1=0,1do

6: Mat «+ ComputeMatrix(crj_1, T}, N;);

7: for n] ™' =0,1,...,255, nJ = 0,1,...,255, and ¢r; = 0,1 do

8: Mat,[n?][crj] = Maty[nd][er;] + Mat[n] " @n]][er;] x Mat, [nd ] [er;_);
9: end for

10:  end for

11:  Mat, + Maty;

12: end for

Output: Pr{n; =a} = Mat,[a][0] + Mat[a][1], for a =0, 1, ..., 255.

We emphasize that the basic idea of our method for computing the distribution of n;
is the same as that in [ZXM15], i.e., we use the connection matrix to characterize the one
direction information propagation caused by the modular addition. But we carry out the
process in a slightly different way.

Complexity. The complexity of the sub-algorithm ComputeMatriz is 2'¢. Thus Algorithm
1 has the complexity around 216 + 3 x 2 x (216 + 216 x 2) = 22025 glightly improving that
in [ZXM15] whose time complexity is 226-58.

3.2.2 Improving the Computation of the Distribution of n,

For the given 4-byte masks T and N, the noise variable ny can be expressed as
n=N+«(XBYBZ)dN«XEN+«xYDTx*Z,

where X, Y and Z are uniformly distributed random variables in Fas2. As was done in
Section 3.2.1, we write the 32-bit values in ns into 4 bytes, and split it into 4 sub-expressions
as follows:

Ilg :O@No*(XOEsYoES Zoaago)@No*Xo@NO*Yo@To*Zo,

1’1% an@Nl * (Xl EHng BE\ng BﬂgCTQ)EBNl *Xl @Nl *YIEBTl *Zl,

ng :n%@NQ*(Xg Bﬂng EgZQEagCT'l)@NQ*XQ@NQ*YQ@TQ*ZQ,

l’lg Zn%@Ng* (XgBﬂngHﬂngHﬂgC’l“g)@Ng*Xg@Ng,*Yg@Tg*Zg = 1o,

where cr; € {0,1,2} are local carries introduced by the addition modulo 2% such that
crj=|(X; 4+ Y;+2Z;+crj_1)/2%| for j =0,1,2,3 (cr_y = 0 by default).

ComputeMatriz(crj_q1, Tj, Nj)

Parameters: the partial masks T;, N;, and the local carry cr;_q € {0, 1,2}

1: Create a 256 x 3 matrix Mat initialized with zeros;

2: for X; =0,1,...,255, Y,; = 0,1,...,255 and Z; = 0,1, ..., 255 do

3 Compute r—= Nj * (X] Eg Yj Bﬂg Zj Eﬂg C’I"j_l) ©® Nj * Xj D Nj *Yj D Tj * Zj;
4:  Compute crj = [(X; + Y, +Z;j +crj_1)/28];

5. Mat[r][cr;] + +;
6

7

: end for
: Mat < Mat/(2%)3;
Output: the 256 x 3 matrix Mat.
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Algorithm 2 Compute the distribution of ny over the AES MixColumn field Fos
Parameters: the masks T and N

1: Prepare three 256 x 3 matrices Mat, Mat; and Mat,;

2: Mat; «+ ComputeMatrix(0, Ty, Np);

3: for j =1,2,3do

4: Initialize Maty with zeros;

5: for crj_1=0,1,2 do

6: Mat < ComputeMatrix(crj_1, Tj, Nj);

7: for n} ™' =0,1,...,255, n} = 0,1,...,255, and cr; = 0,1,2 do

8: Maty[n})[er;] = Mats[nj][cr;] + Mat[n} " @nj][er;] x Mat, [0} [ery_1];
9: end for

10:  end for

11: Mat1 — Matg;

12: end for

Output: Pr{n,=a} = Mats[a][0] + Mat[a][1] + Mats[a][2], for a = 0, 1, ..., 255.

Complexity. Algorithm 2 shown above is used to compute the distribution of ng, slightly
different from that in [ZXM15]. Our improved algorithm has the complexity around
224 4 3 x 3 x (224 4 216 x 3) = 22733 while it is 23358 in [ZXM15)].

3.2.3 New Results of the Byte-wise Linear Approximations

As illustrated in the above sections, the distributions of the noise variables n; and n»
can be accurately computed by Algorithm 1 and Algorithm 2. Then the distribution
of the folded noise variable n = n; @ n, can be derived by the convolution of the
above two noise distributions. In our experiments, we have carried out a wide range
of search for good byte-wise masks (T, N) for SNOW 2.0. One important observation
from our experiments is that the best byte-wise mask tuple (T, N) given in [ZXM15], i.e.,
T = N = (0203, 0200, 0201, 0200) is not optimal. In our experiments, we have found two
more independent byte-wise masks which give larger SEIs values, as shown in Table 2.

Table 2: The best byte-wise masks (T, IN) for the linear approximation (2)

No. Ref. T=N log(A(n))
(1) | New | (0z01,0z00,0202,0z01) | —28.82
(2) New (0201, 0202, 001, 0200) —28.99
(3) | [ZXMI5| (0203,0200,0201,0200) | —29.27

3.3 Examples of Relations Between Large-unit and Bitwise Linear
Approximations

According to Property 1, the SEI of a smaller-unit linear approximation is not larger than
that of the original large-unit one. Besides, Property 2 indicates that approximations on
large-unit alphabets have advantages over all the bitwise ones derived from the large-unit
one. For SNOW 2.0, we let F( n) denote the byte-wise linear approximation with the
4-byte mask tuple (T, N), and f(r,a) denote the bitwise linear approximation with the
32-bit mask tuple (T, A), such that

Frrny () =T (2e D8t @ St415) DN * (2441 © Sp41 © St 5 © Ser16),
foa) () =T (2: © st ©8t115) O A - (241 D St41 D St45 D St16)-

Note that F(",I‘AN) = v-F(1 N is a bitwise linear approximation for any nonzero vector
v € Fom, and we always have A(F(YRN)) < A(F(r,Ny). For SNOW 2.0, we have m = 8.
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Let I =(1,0,0,0,0,0,0,0), then A(F(IT7N)) < A(F(t,N)) for any given 4-byte mask tuple
(T, N). Below we compare the bitwise masks in Table 1 and the byte-wise masks in Table
2, and give some concrete examples to show the relationship between the 8-bit linear
approximation F(t n) and the bitwise linear approximation F(ITﬁN).

o For the 4-byte masks T=N= (0201, 0200, 0202, 0201) numbered (1) in Table 2, and
the 32-bit masks I'=A =0x01800001 numbered (1) in Table 1, we have verified that
F(IT,N) = f(r,a)- In such a case we have |epgm (T, A)| = 27144 from Table 1, and

then A(F(IT,N)) = EQ(F(IT7N)) = 62(,]0(1‘71\)) = |€FSM(I‘7A)|2 = 272882 Note that we
also have A(F(T,N)) = 272882 from Table 2. Thus A(F(IT’N)) = A(F(T,N))

o Similarly, for T = N = (0201, 0202,0201, 0200) numbered (2) in Table 2, and
I' = A=0x00018001 numbered (2) in Table 1, we have verified that F(IT,N) = fr.n)-

From Table 1, |epsm(T, A)| = 271449 then A(F(IT,N)) = |epsn(T, A)[2 = 272899,
From Table 2 we also have A(F(p n)) = 272399, Thus A(F(I,LN)) = A(Fipy)-

o Similarly, for T = N = (0203, 0200, 0201, 0200) numbered (3) in Table 2, and
I' = A=0x00010081 numbered (3) in Table 1, we have verified that F(IT,N) = fir.a)-
Note that |€FSM(F,A)| = 2_14'635, and A(F(T,N)) = 2_29'27 = ‘EFSM(Fa A)|2 Thus
A(Flpny) = AFrN)-

The results on SNOW 2.0 in [ZXM15] gave the impression that large-unit approxima-
tions lead to larger SEI and also to better attacks. In our experiments, however, we have
found many concrete examples of 8-bit large-unit linear approximations for SNOW 2.0
whose certain 1-dimensional bitwise linear approximations have almost the same SEI as
that of the original large-unit ones. That is, each of these byte-wise linear approximations
is dominated by a single bitwise approximation, and thus the whole SEI is not essentially
larger than the SEI (squared correlation) of the dominating single bitwise approximation.
Since correlation attacks can be more efficiently implemented using bitwise approximations
rather than byte-wise approximations, this provides an opportunity to achieve improvement
over the large-unit linear approximation attack on SNOW 2.0 in [ZXM15]. Actually, a
bitwise fast correlation attack on SNOW 2.0 has been mounted in [GZ20] by using multiple
bitwise masks as listed in Table 1 for linear approximation, with the total time complexity
2162-86 and data complexity 215962 slightly improving the large-unit correlation attack of
[ZXM15] whose total time complexity is 216415 and data complexity is 216359,

4 Comparing Large-unit and Bitwise Linear Approximations
of SNOW 3G

In this section, we frist study the bitwise and the byte-wise linear approximations of the
FSM of SNOW 3G respectively, and then illustrate the relationship between the bitwise
and byte-wise linear approximations by some concrete examples.

4.1 Bitwise Linear Approximations of the FSM

In [NWO6], the bitwise linear approximations over three rounds of the FSM were depicted,
as shown in Fig. 5, but only rough estimates of the upper bounds of their correlations were
given. We consider a similar approach to analyze SNOW 3G against linear approximation
attacks. That is, we try to approximate the FSM part through linear masking and then to
cancel out the contributions of the registers R1, R2 and R3 by combining expressions for
several keystream words.
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Figure 5: The three-round bitwise linear approximations for the FSM of SNOW 3G

Generally, to build the bitwise linear approximation of the FSM of SNOW 3G, we
consider to apply the 32-bit linear masks ®, I and A to z;_1, z; and z;41 respectively
through the linear masking as follows:

D (21 Bsi1) =P (sir1uBRL, )P -R2,,;
I (Zt (&) St) =I. (St+15 H R].t) D I th
A (Zt+1 D St—i—l) =A- (St+16 H R1t+1) GA- R2t+1
Let uy = R1;_1, v, = R2;_; and w;, = R1;. According to the update expressions
for the registers of the FSM, the first register R1 is updated according to R1lyy; =
(st+5 ® R3;) HR2;. We then have R1;11 = (s¢45 @ Sa(ve)) B S1(uy), R2; = S;(uy) and
R2;;1 = Si(w;), and thus
D (2p-1®81)=P-(sruBu) O - vy
F . (Zt D St) = F . (St+15 BE‘ Wt) (o) F . Sl(ut)
A (Zt+1 ) St+1) =A- (St+16 H (St+5 D SQ(Vt)) H Sl(ut)) D A - Sl(Wt)
Regarding to the internal states and keystream words, we consider the following four

associated linear approximations by introducing a 32-bit intermediate linear mask ®, and
write them as follows:

(1) @ (st114Bu) =P 84414 DO - Sy () @ egt),

()T - (sp315 Bwy) =T 5,415 @ A-Sy(wy) B el

(3) A (814168 (Se.45 882 (Vi) BS1 (1)) = A-se 4160 (5,158S2(v1)) B (O@T)-Sy () e,
(A)A-So(ve)) =P v @ eflt),

where eg-t) for j = 1,2,3,4 are binary noises introduced by these bitwise linear approxi-

mations. Let e®) = egt) S e(Qt) @ eét) S eff). With the above relations, the bitwise linear

approximations of the FSM of SNOW 3G have the following form,
<I)'Zt71 @F‘zt@A‘zt+1

(3)
=@ (5,1 DSt14) BT - (5: Dse15) DA - (Se11 D se45 Dsey16) © e,
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Basically, we want to find mask tuples (®,T', A) for (3) which yield highly biased linear
approximations, and then employ them in a bitwise fast correlation attack. Before that,
we present the following illustrations for the above four linear approximation relations.

1. For the linear approximation relation (1), we write u, = (w0 || w1 || w2 || wgs),
where u ; € Fas for j =0,1,2,3. Let x; = (X¢,0 || X¢,1 || X¢.2 || X¢,3) be the output of
four parallel AES S-boxes Sg, i.e.,

x; = Sbox(u;) = (Sr(ur) || Sr(u,1) || Sr(ut2) [| Sr(ug3)),

then we have u, = Sbox *(x¢), and S;(u;) = M; - x;, where M; is expressed as
the 32 x 32 binary matrix and x; is viewed as a 32-bit variable. Given the 32-bit
linear mask ©, we let ® be the mask such that ® -x; = @ - (M; - x;). (We refer
to Appendix A for the computation of ®’ from the given mask ©). Based on these
expressions, we have

egt) =@ (sy14 BSbox (%)) B P - 50014 DO - xy.

2. Similarly, for the linear approximation relation (2), we let y; = Sbox(w;), and A’ be
the mask such that A’ -y, = A - (M;j - y;). Then the noise eét) can be expressed as

6gt) =I- (St+15 H Sboxfl(yt)) eI - St+15 D A Yt-

3. For the linear approximation relation (3), let & = sty5 ® Sa(ve) and 7 = S1(uy),
then
egt) :A (St+16E£tEﬁt)@A‘St+16@A'£t@(®@F) * M-

4. For the linear approximation relation (4), note that the transformation Sy of SNOW
3G is composed of four parallel 8-bit to 8-bit substitutions Sg, followed by the AES
MixColumn transform Ms. We will use Sbox’(+) to denote the output of four parallel
substitutions Sg. Given the mask A, let A” be the mask such that A”-x = A-(M;-x)
for all 32-bit x, where M, is expressed as the 32 x 32 binary matrix. (See Appendix
B for the computation of A” from the given mask A). Then we have

ey) = A" Sbox/(v;) ® ® - v;.
To sum up, the four linear approximation relations can be rewritten as follows:

egt) =& (s;4114 BSbox (%)) &P - 5414 B O - xy,

eét) =I. (St+15 H Sboxfl(yt)) eI - St+15 P A Y,

e = A (sp16BEBn) A -s1116BA-§ B (OBT) -,
eff) =A"-Sbox'(vy) @ ® - v;.

Since the distributions of egt) are independent of the time instance ¢, we will simplify them
by writing e;, and denote €(e;) the corresponding correlations to zero, i.e., €(e;) = Pr{e; =
0} —Pr{e; =1} for j =0,1,2,3. Let epsm(®,T’, A) denote the correlation of the linear
approximation relation (3), corresponding to the linear mask tuple (®,T', A). By applying
the theorem about correlations over composed functions in [Nyb01], together with the
Piling-up lemma [Mat93], we get that epsy(®, T, A) can be computed as a sum of partial
correlations over all 82-bit intermediate linear masks © as follows:

ersm(®, T, A) = e(e)e(es) Y _ e(er)e(es).
[C]
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Results. In Section 5, we will present the detailed process on how to search for linear
mask tuples (®,T, A) such that |epsm (P, T', A)| are as large as possible. The results we
obtained are as follows:

o Let A = 0x1014190f, there exist three linear mask tuples (®,I',A) such that
lersm| > 2721, the linear masks @ and T are listed in Table 3;

o Let A = 0x1014190f, there exist 16 linear mask tuples (@, T, A) such that 2722 <
lepsm| < 2721, the linear masks @ and T are listed in Table 4.

Table 3: The best bitwise masks (®,T") for linear approximation (3) when A = 0x1014190f

No.| @ T [log([ Y g cler)elea)) | logllelez)]) | log(le(ea)]) | log(ersnil)
(1) 0x00000020| 0x00000001 —14.06 —3.42 —-3.00 —20.48
(2) 0x00000030| 0x00000001 —14.06 —3.42 —3.00 —20.48
(3) 0x00000001| 0x00000001 —13.38 —3.42 —4.00 —20.80

Table 4: The bitwise masks (®,T) for bitwise linear approximation (3) such that 2722 <
lepsm| < 272! when A = 0x1014190f

% y og([ Y g c(er)e(ea))] 1og(le(e2)]) | Tog(le(ea)]) | Tog(ersnl)
0x0000006c | 0x00000001 —14.88 —3.42 —3.00 —21.30
0x00000006 | 0x00000001 —13.97 —3.42 —4.00 —21.39
0x00000020 | 0x00000004 —14.39 —4.00 —3.00 —21.39
0x00000030 | 0x00000004 —14.39 —4.00 —3.00 —21.39
0x00000073 | 0x00000001 —15.01 —3.42 —3.00 —21.43
0x000000b0 | 0x00000001 —14.14 —3.42 —4.00 —21.56
0x000000£f0 | 0x00000001 —14.14 —3.42 —4.00 —21.56
0x00000001 | 0x00000004 —13.71 —4.00 —4.00 —21.71
0x00000018 | 0x00000001 —14.33 —3.42 —4.00 —21.75
0x000000a0 | 0x00000001 —15.41 —3.42 —3.00 —21.83
0x00000017 | 0x00000001 —14.44 —3.42 —4.00 —21.86
0x0000001f | 0x00000001 —14.44 —3.42 —4.00 —21.86
0x0000001d | 0x00000001 —15.51 —3.42 —3.00 —21.93
0x0000002d | 0x00000001 —15.51 —3.42 —3.00 —21.93
0x0000004f | 0x00000001 —15.57 —3.42 —3.00 —21.99
0x0000006f | 0x00000001 —15.57 —3.42 —3.00 —21.99

4.2 Byte-wise Linear Approximations of the FSM

Recent work in cryptanalysis of stream ciphers paid more attentions on approximations on
larger alphabets, and showed that approximations on larger alphabets can improve the
attacks. In [ZXM15], the large-unit approach was used to achieve improvements over the
previous attacks on SNOW 2.0. In [YJM19], inspired by the results of [ZXM15], Yang et
al. constructed three-round byte-wise linear approximations for the FSM of SNOW 3G
and performed the searches for finding actual byte-wise masks that gave high SEI values
for the approximations. The byte-wise linear approximations found in [YJM19] were also
applied to launch a fast correlation attack against SNOW 3G.

In this section, we will study directly the byte-wise linear approximations of SNOW
3G, following strictly a similar procedure as that in [ZXM15] for approximating the
FSM part. In this part, all the 32-bit words are divided into 4 bytes and regarded as
4-dimensional vectors over Fos. As defined in Section 2.1, for two 4-dimensional vectors
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x = (x0,X1,X2,%3) and y = (yo0,y1,¥2,y3) over Fas with the defining polynomial p(z),
we have X xy = Xqyo @® X1y¥1 D X2y2 @ x3y3 with the multiplications x;y; taken over
Fas = F32]/(p(2)).

To build the byte-wise linear approximation for the FSM of SNOW 3G, we first apply
the 4-byte linear masks Q, T and N to z;_1, z; and z;11 respectively,

Qx(z—1®si—1) = Q*(syr1a BRL, 1) @ Q*R2,_,4
T * (Zt D St) =T (St+15 H th) @ T *xR2;
N (Zt+1 D St+1) =N x (St+16 H R1t+1) D N R2t+1

Let uy = R1;_1, v = R2;_; and w;, = R1;. Applying the FSM update algorithm, we
have

Qx*(zi—1Dsi1) = Qx(sgr1aBuy) ®Q* vy
T (2 ®st) =T x (sg415 Bwy) @ T xSy (uy)
N * (Zt+1 D St+1) =N % (St+16 H (St+5 ) SQ(Vt)) H Sl(ut)) D N x Sl(Wt)

Regarding to the internal states and keystream words, we consider the following four linear
approximations by introducing a 4-byte intermediate linear mask €2, and write them as
follows:

(1) Qx*(s1aBu) =Qxs114®2*Si(uy) @ eit),
(2) Tx(spp15Bwy) =T xsi15 DN xSy (wy) ® egt),

(3) N (st416 B (145 ® S2(ve)) B S1(uy))
=Nx*xs;416 BN x (St+5 D S2(Vt)) D (Q (&) T) * Sl(ut) D egt),

(4) N#So(vi)=Qxv, @el,

where e§-t) for j =1,2,3,4 are 8-bit noises introduced by the above linear approximations.

With these relations, the byte-wise linear approximations of the FSM of SNOW 3G have
the following form,

Qx*x2z; 1 PTxz, BN xzy

4

= Qo (st—1 DSer14) D T * (S B Spp15) B N * (Sp41 D Sp45 B Se416) B e, @)
where e(*) = egt) @ eét) @ egt) @ eff) is the folded noise introduced by the above four linear
approximations.

We will try to find the byte-wise mask tuples (Q, T, N) for linear approximation (4)
such that the SEIs of the distributions of e(*) are as large as possible, and then they can
be used in the fast correlation attack over Fos. It is important to note that the field Fos
involved in e® have three different defining polynomials, they are

o 284+ 27+ 25+ 23 41 € Fylz] (field constant 0xA9), used for defining the LFSR of
SNOW 3G. We denote the corresponding field by G = Fa[2] /(8 + 27 + 2° + 23 + 1).
For two 4-dimensional vectors x = (xg,X1,X2,%X3) and y = (yo,y1,¥2,¥s), where
X;,yi € G, the inner product x xy = Xgyo & X1y1 & X2y2 P X3y3 is operated with
the multiplications x;y; taken over G.

o 28+ 28 + 23 + 21 + 1 € Fa[z] (field constant 0x1B), used for defining the AES
MixColumn operation M; of the mapping S;(-) in the FSM part. We denote the
corresponding field by Gi = Fa[z1] /(2§ + 2f + 23 + 21 + 1). For x = (x0, %1, X2, X3)
and y = (Yo0,¥1,¥2,¥3), where x;,y; € G1, we will use x % y as a substitute for x *y,
where the inner product is operated with the multiplications x;y; taken over Gj.
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o 28+ 254 25 + 25 + 1 € Fazo] (field constant 0x69), used for defining the AES
MixColumn operation My of the mapping Sa(-) in the FSM part. We denote the
corresponding field by Go = Fa[zo] /(28 + 2§ + 25 + 25 4+ 1). For x = (x0,%1,%2,X3)
and y = (yo0,¥1,¥2,¥3), where x;,y; € Ga, we will use x # y as a substitute for x xy,
where the inner product is operated with the multiplications x;y; taken over Gs.

We need to unify all the involved multiplications in Fss by specifying only one defining
polynomial. Different from the method in [ZXM15] for unifying two fields for SNOW
2.0, here we will unify three fields for SNOW 3G during the course of approximating the
FSM. We will use G = Fa[z2] /(2% 4+ 27 + 25 + 2% 4 1) as the specified field, that means all
the masks are defined over G, and the multiplications over Fas are taken by modulo the
polynomial 28 + 27 + 2% + 23 + 1. Let M denote the AES MixColumn operation defined
over G, then

o For any 4-byte value w = (wg, w1, wa, w3), let W = (W, W1, Wy, W3) be the
output of four parallel AES S-boxes Sg(:), i.e., W = Sbox(w) = (Sg(wg), Sr(W1),
Sr(wz), Sp(ws)). According to the definition of Si(-), we have S;(w) = My % W,
where M is the AES MixColumn operation defined over G; and the operation “# ” is
taken over G;. Let W’ £ [; (W) be another 4-byte value such that M*W’ = M % W,
where the involved multiplications in the left and right sides are taken over G and
Gi respectively. Then we derive Sq(w) = M x[;(W). We refer to Equation (12) in
Appendix C on how to compute W’ from W.

o For any 4-byte value v = (vq, vy, va, vs), let V = (Vy, Vi, Va, V3) be the output of
four parallel 8-bit to 8-bit substitutions Sg(-), i.e., V.= Sbox'(v) = (Sg(vo), Sg(v1),
Sq(va),Sg(vs)). According to the definition of Sa(-), we have Sg(v) = My % V,
where M is the AES MixColumn operation defined over G, and the operation “#” is
taken over Gy. Let V" £ [5(V) be another 4-byte value such that M+ V" = My % V,
where the involved multiplications in the left and right sides are taken over G and
Ga respectively. Then we derive Sa(v) = M * [3(V). We refer to Equation (13) in
Appendix D for the computation of V" from V.

After unifying all the involved operations to G = Fa[2] /(8 + 27 + 2° + 23 + 1), we now
have the following illustrations for the above four linear approximation relations.

1. For the linear approximation relation (1), we let U; = Sbox(u;) be the output of
four parallel AES S-boxes Sgr(+), then S;(u;) = My % U;. Let U, = [3(U;) be the
4-byte value such that M x U} = M; % U; computed by Equation (12) in Appendix
C, we then have

el = Q x (si114 B Sbox 1(U})) & Q # s¢114 B Q' # 11 (U,),
where ' = Q * M, with the involved multiplications taken over the unified field G.

2. Similarly, for the linear approximation relation (2), we let W; = Sbox(w), and thus
S1(wy) = My # Wy, Let W} = [;(W,) be the 4-byte value such that M « W} =
M; # W, computed by Equation (12) in Appendix C, then

eg) =T * (s¢415 B Sbox_l(Wt)) DT xsi115 DN x 11 (W),

where N’ = N * M, with the involved multiplications taken over G.

3. For the linear approximation relation (3), we set & = s;45 @ Sa(vy) and 7y = Sq1(uy),
then
el) = Nx (5416 BEBM) SN 516 BN#& B (D T) # 1,
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4. For the linear approximation relation (4), we let V; = Sbox(v;) be the output of four
parallel 8-bit to 8-bit substitutions Sg(-), then Sa(vy) = My % V. Let Vi = 15(Vy)
be the 4-byte value such that M * V} = Mj % V; computed by Equation (13) in
Appendix D. Then we have

eflt) = N/ * lQ(Vt) (o) Q * SbOX/_l(Vt),
where N’ = N * M, with the involved multiplications taken over G.

To sum up, the four linear approximation relations can be rewritten as follows:

el = Q# (st 114 B Sbox (U,)) © Q¥ s1114 © Q % 11 (Uy),

eg) =T * (S¢1.15 B Sbox (W) @ T #5415 © N % 11 (W),
el = N (1316 BE Bn) ®N w516 N & B (D T) %7y,
el!) = N’ % 1,(V,) @ Q = Shox'"1(V,).

As described in Section 3.2, two-round byte-wise linear approximations for the FSM of
SNOW 2.0 were constructed and searches were performed for finding byte-wise masks in
[ZXM15]. Based on this, we have provided two improved algorithms in Sections 3.2.1 and
3.2.2, namely Algorithm 1 and Algorithm 2, to compute the distributions of two types
of byte-wise linear approximations, whose complexities are 22025 and 22733 respectively.
For SNOW 3G, we have computed the SEI of the distributions® of e; for j = 1,2, i.e.,
A(e;), by modifying Algorithm 1, due to the introduction of the linear transform I, (-)
when unifying the field Fos, and computed A(es) by Algorithm 2. For e, since Sbox'~!(+)
consists of four parallel applications of Sé ! which do not affect the independency among
the bytes of V4, the distribution of e4 can be derived by using similar method as that in
Algorithm 1 and Algorithm 2. After this, the SEI of the distribution of e, i.e., A(e), can
then be obtained by the convolution of the above four distributions.

Results. We will sketch some ideas on how to compute the above noise distributions.
From our experiments, we have found some byte-wise mask tuples (Q, T, N) such that
A(e) have high values, which are listed in Table 5.

Table 5: The best byte-wise masks (Q, T, N) for the linear approximation (4)

No. Q T N log(A(e))
(1) | (0z0c, 0200, 0x00,0x00) | (0201, 0200, 0200, 0200) | (0z8b,0x2f,0270,0x1a) | —40.958
(2) | (0216, 0200, 0200, 0z00) | (0z01, 0200, 000, 0z00) | (0z8b, 0z2f, 0270, 0zla) | —40.058
(3) | (0201, 0200, 000, 0z00) | (0201, 0200, 000, 0z00) | (028b, 0z2f, 0270, 0zla) | —41.602

4.3 Examples of Relations Between Large-unit and Bitwise Linear
Approximations

For SNOW 3G, we let G(q,r,n) denote the byte-wise linear approximation with the
4-byte mask tuple (Q,T,N) such that G(q1,n)(") = Q * (Zi—1 D St—1 D St414) © T *
(2t ©s¢ DSty15) DN * (2i11 © 841 ©Sey5 D Sty16), and ga,r,a) denote the bitwise linear
approximation with the 32-bit mask tuple (®,T', A) such that g ,ra)(-) = ® - (z:-1 @
St—1 D St414) O (2 B st DSpy15) DA - (2441 D Ser1 D S5 D Spr16)-

For I = (1,0,0,0,0,0,0,0), we always have A(G%Q,T,N)) < A(Gq,r,N))- As was
done in Section 3.3, below we will give some concrete examples of byte-wise mask tuple

®

3Since the distributions of e; for j = 1,2,3,4 are independent of ¢, we simplify them by writing e;.
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(Q, T,N) for the linear approximation G'(q,r Ny such that A(G%Q7T7N)) = A(Gq1T.N)) by
comparing the bitwise and byte-wise masks in Table 3 and Table 5, meaning that each of
these byte-wise linear approximations has a single dominating bitwise linear approximation
such that the SEI of the whole thing is almost equal to the squared correlation of the
dominating single bitwise approximation.

o For the 4-byte masks Q = (0z0c¢, 0200, 0200, 0200), T = (0201, 0200, 0200, 0200)
and N = (0z8b, 0z2f, 0270, 0x1a) numbered (1) in Table 5, and the 32-bit masks
® =0x00000020, I' =0x00000001 and A =0x1014190f numbered (1) in Table
3, we have verified that G%Q’T’N) = g@r,A)- In such a case we have obtained
A(G(qr,N)) = 271098 by computing the byte-wise linear approximations, as shown
in Table 5. We also computed the distribution of G{Q7T7N) directly from the dis-

tribution of Gq 1 Ny, and obtained A(G%Q’IN)) = 2740958 A(Gq1,N)), and

thus |€(G{Q’T’N))| = ,/A(G%Q,T,N)) = 272048 " Ag shown in Table 3, we have ob-

tained |epsm(®,T, A)| = 272948 by computing the bitwise linear approximations.
These results prove the validity and correctness of our algorithms for computing
the byte-wise linear approximation in Section 4.2 and computing the bitwise linear
approximations in Section 5.1.

e Similarly, we have G%Q,T,N) = g(@,r,a) for the byte-wise masks Q = (0216, 0200,
0200, 0200), T = (0201, 0200, 0200, 0200) and N = (0z8b, 022 f, 0x70,0xla) num-
bered (2) in Table 5, and the bitwise masks ® =0x00000030, I' =0x00000001
and A =0x1014190f numbered (2) in Table 3. In such a case we obtained
A(Gqr,N)) = 274098 by computing the byte-wise approximations, as shown in
Table 5, and |e(g(@,1.a))| = lersm(®, T, A)| = 272948 by computing the bitwise ap-
proximations, as shown in Table 3. Thus we can derive A(G{Q’T’N)) = A(Gq,1,N))-

o We also have G}Q7T7N) = g(@,r,A) and A(G%Q7T7N)) = A(G(q,1.~)) for the byte-wise
masks Q = (0z01, 0200, 0200, 0200), T = (0«01, 0200, 000, 0200) and N = (0z8b,
022f,0270,0z1a) numbered (3) in Table 5, and the bitwise masks ® =0x00000001,
T' =0x00000001 and A =0x1014190f numbered (3) in Table 3.

e and so on ...

In our experiments, we have found many concrete examples of 8-bit linear approximations
for SNOW 3G whose certain 1-dimensional bitwise linear approximations have almost the
same SEI as that of the original large-unit ones. As explained in Section 3.3, correlation
attacks can be more efficiently implemented using bitwise approximations rather than
large-unit approximations. Thus we have an opportunity to improve the attack against
SNOW 3G in [YJM19] which mounted the fast correlation attacks by using the 8-bit
(vectorized) linear approximations. We will show in Section 6 the detailed process of the
bitwise fast correlation attack on SNOW 3G.

5 Search for Bitwise Masks of SNOW 3G

In this section, we describe how to search for bitwise mask tuples (®,T, A) of the linear
approximation relation (3) for the FSM of SNOW 3G.

5.1 Computing the Bitwise Linear Approximations of the FSM

As described in Section 4.1, the bitwise linear approximations for the FSM of SNOW 3G
have the form of (3) by using four linear approximations with the following approximation
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noise variables,

egt) =& (4414 BShox (%)) D P - 51514 B O - x4,

eét) =T (si415 BSbox ' (y¢) ®T - 8015 A - yy,

ef) = A (50116 BEBN) DA 5160 A &3 (OT) -1,
eflt) =A"-Sbox/(v{) ® ® - v;.

For any given bitwise mask tuple (®,T', A), the correlation of the linear approximation
relation (3) is computed as epsm(®,T, A) = €e(e2)e(es) Y g €(e1)e(es). We try to find
(®,T,A) such that |epsm(®,T, A)| is as large as possible. Accordingly, we need to
compute the correlations of ey, es, e3, e4 for given masks. In the following parts, we will
show in detail how to compute these correlations in linear-time by utilizing the existing
algorithms in [GZ20, NWO06].

5.1.1 Computation of the Correlations of e; and e,.

Note that the noises e; and e; have the same form but different 32-bit mask tuples, which
is (®,0’) for e; and (T, A’) for e3. As was done in [GZ20] for the linear approximation
of SNOW 2.0, a certain type of function is derived from the expressions of e; and e as
G : Fg32 X Fas2 — Fg32 such that

G(xW x®) = xMW @ Shox*(x?),

where x(1) x(?) are both 32-bit (4-byte) random variables, and the notation “f" denotes
the addition modulo 232. We note that e(e;) is exactly the correlation of the linear
approximation of G with the output mask ® and the input masks ® and ©’, and ¢(es)
equals to the correlation of the linear approximation of G with the output mask I" and the
input masks I" and A’, thus we have

c(e1) = c(®;8,0'),  clea) = co(T;T, A).

Let A be the 32-bit output mask of G, and A,B be the 32-bit input masks, then the
correlation of the linear approximation of G under the bitwise mask tuple (A; A, B) is
defined as

ca(A;A,B) =Pr{A - G(xM x?) = A . xD B - x?}
—Pr{A . G(x(l),x@)) £A - xYVgB- x(2)}

In [GZ20], a linear-time algorithm is proposed to compute the correlation of the linear
approximation of G for an arbitrary bitwise mask tuple, and then used to mount attacks
on SNOW 2.0 and SNOW 3G. The general idea is to divide the 32-bit values into four
8-bit values according to the specific structure of the underlying function Sﬁl(~), and
then pre-compute and store some useful matrices independent of the input/output masks,
and finally compute the correlation under an arbitrary bitwise mask tuple by doing some
matrix multiplications using these pre-computed matrices. To be specific, for any 32-bit
mask tuple (A; A,B) of G, we write A and B in bytes as A = (Ag || A1 || A2 || A3) and
B = (B || B1 || B2 || B3) with A;,B; € Fgs for j =0,1,2,3, then eg(A; A,B) can be
efficiently computed by Theorem 2 of [GZ20] as

ea(A;A,B) = bM(a, A,.B5)M(A5,4,,B:)M(a,,A,,B)M(a,A0,B0) €0 (5)

where M(a; A, B;) are 2 X 2 matrices pre-computed by Algorithm 3 as shown below,
L = (1,1) is a row vector, and ey = (1,0)" is a column vector.
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Algorithm 3 Construction of the matrix M a 1)
Parameters: the partial m-bit mask values a and b (m = 8)
1: Create a matrix Mg a 1) of size 2 x 2;

2: Create two 2 x 2 matrices Ng and N initialized with zeros;
3: for if € {0,1}, x € Fom and y € Fam do
compute u = x + Sz (y);
compute r =a - ((u+ i) mod2™)da-x®b-y;
compute of = | (u +0)/2™];

N,.[00][i0] := N,.[00][i6] + 1;
: for i6 € {0,1} and of € {0,1} do
M (a,a,)[00][i0] := (No[o8][i0] — N1 [06][i0]) /22™;

Output: the corresponding 2 X 2 matrix M(a ap)

Complexity Analysis. To compute e (A; A, B) by Equation (5) for any 32-bit masks
A B, we need to pre-compute 28 x2% = 216 matrices M(a,a,b) by trying all the possibilities of
a,b € Fys. From Algorithm 3, for each (a, b), the matrix M, a p) can be constructed with
a time complexity O(22"*!) and a memory complexity O(1). Here we have m = 8. Thus
all the 2'® matrices M(a a 1) are constructed with a time complexity of 216 x (2!6 x 2) = 23
and a memory complexity of 26 x (2 x 2) = 2!8. Using these pre-computed matrices, the
accurate value of €(e;) with the given masks (®,0’) (Resp. €(e2) with the given masks
(T, A")) can be obtained according to Equation (5) by doing 4 matrix multiplications of
small size, which costs a linear-time complexity.

For the value of e¢g(A;A,B) under any given masks A, B, we have the following
conclusion, which will help in finding good bitwise linear approximations for the FSM of
SNOW 3G. The proof is given in Appendix E.

Corollary 1. For any 32-bit masks A = (Ag || A1 || A2 || As) and B=(Bg || B1 || B2 ||
Bs), suppose eq(A;A,B) # 0. Then we have

e A3 =0x00 if and only if Bs =0x00; In this case, we have
€c(A; A, B) = bM(a,,4,,B:)M(a;,4,,B.)M(a,,4,,8,) €0-

o A3 = A, =0x00 if and only if B3 = By =0x00; In this case, we have
cG(A; A, B) = bM(a, a,.B,)M(ag,a0,B0) €0-
o A3=A5=A; =0x00 if and only if B3 = Bo = B} =0x00; In this case, we have
cc(A; A, B) = bMa, A,,B,)€0-

o A3=A,=A;=A(=0x00 if and only if B3 = By = B; = By =0x00. In this case,
we have e(A; A, B) = 1.

5.1.2 Computation of the Correlation of ej.

Note that the correlation of ej is closely related with the correlation of the addition modulo
232 with three inputs. The k-input addition modulo 2" is defined as F : Fon X ... x Fogn —
Fy- such that F(x(), ... x*)) =xW@E...@Bx® where “B" denotes the addition modulo
2", Let e (T T . T®) denote the correlation of F with respect to the n-bit output
mask T and the n-bit input masks T, ..., T*)_ In [NWO06], the authors have proposed
a linear-time algorithm to accurately compute the correlation of the linear approximation
of F for any given mask tuple, we describe it in the following theorem.



94 Comparing Large-unit and Bitwise Linear Approximations of SNOW 2.0/SNOW 3G

Theorem 1. [NWO06)]. Let k > 1 be a fized integer. For all R € FE™' let Dy be the
k x k matrices where the (oc,ic)-element is computed as

D foclic] = 2 *(|{x € B : o f(x.ic) = F-x. g(x.ic) = oc}]
—|{x € F5 : ro- f(x,ic) #T-x, g(x,ic) = oc}|)

wheret

R = (ro,T1,..yTk) € F’;H, ic,oc € {0,....k — 1},
F=(r,....,m) €FY, x=(x1,..,23) € F},
f(x,ic) = (wp(x) +ic)mod 2, g(x,ic) = [(wg(x)+ic)/2].

Let i, be the row vector of length k with all elements equal to 1, and let ey be the
column vector of length k with a single 1 in 0-th row and 0 otherwise. For any given
mask tuple (T TW . T®) of the k-input addition modulo 2", write T in bits as
r@ = (’yél) | WY) |- | 77(21), i=0,1,...,k, then we have

e (PO r® T®) = Dr  ..Dg,Dg,eo,

where R = (%(.0),7](.1), ...,'y](.k)) € FSH forj=0,1,...n—1.

From the above, we have e(e3) = e (A; A, A, © & T') with the parameters n = 32 and
k = 3, which can be accurately computed using Theorem 1. Let us write A, ® and I in
bits as A = (Ao || A || . | As1), © = (6o || 01 || ... | O051) and T = (o [| 71 [| - || 31,
then we have

6(63) = l3D(A317)\31 ,A31,031®731) "'D()\l7)\17>\1791@’}’1)D(>\07>\07)\0700@70) €o- (6)

Complexity Analysis. For these computations, we need to pre-compute four 3 x 3
matrices D4, a;q;8) for a, 8 € Fa, corresponding to a time complexity of 4 x (23 x 3) = 26:58
and a memory complexity of 4 x (3 x 3) = 2°17. Using these pre-computed matrices, the
accurate value of €(e3) with the given masks A,©.T" can be obtained according to Equation
(6) by doing 32 matrix multiplications of small size, which costs a linear-time complexity.

5.1.3 Computation of the Correlation of e,.

Note that the correlation of e4 is exactly the correlation of the function Sbox’(-) with
respect to a linear output mask A” and a linear input mask ®, i.e., e(eq) = espox’ (A”; ®).
Let A" = (A7 || AT || A || A3) and @ = (@ || D1 || 82 || ®3), where A7, ®; € Fys for
j =0,1,2,3. Since Sbox'(+) is composed of four parallel applications of Sq, according to
the Piling-up Lemma, we have

€(eq) = €5, (A3; @3)es, (Ay; Bo)es, (A]; 1)es, (Ag; Bo) (7)

Complexity Analysis. We need to pre-compute a linear approximation table (LAT)
to store all the linear approximations of Sg by trying all the possibilities of a, b values,
i.e., all the values €g,, (a;b) for all a,b € Fys are stored in the row of LAT indexed by
(a,b). For this, we loop for all x € Fys, and compute a - Sg(x) & b - x, which requires a
time complexity of 28 x 28 x 28 = 224, Using the LAT, the accurate value of €(es) with
the given masks A” and ® can be obtained according to Equation (7) by table lookups 4
times, which costs a linear-time complexity.

4Note that wp (x): 0 < wy(x) < k, denote the Hamming weight of x, which is the number of non-zero
components of x.
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5.1.4 Computation of epsni(®, T, A).

For any fixed mask tuple (®,T, A) and any intermediate linear mask ©, we write ® =
(@o || @1 || @2 || ®3), T = (To || Ty [ T2 || T3), A = (Ao || Ay || Az || As), and
O =(0)| 01| Oz O3). Then epsnm(®,T', A) is computed as follows:

o We compute A’ = (Af || A} || AL || Af) from A and ® = (O || ©] || O} || ©5)
from @ according to (10) in Appendix A, and then derive the accurate values of
e(e1) = eq(P; ®,0') and e(ez) = eg(T; T, A’) by Equation (5). This is a linear-time
procedure.

o We compute the accurate value of e(e3) = e (A; A, A, ©® ®T') by Equation (6), which
costs linear-time complexity.

o We compute A” = (A{ || AY || AY || AY) from A according to (11) in Appendix B,
and then derive the accurate value of €(e4) = espox’ (A”; @) using Equation (7) by
table lookups 4 times. This is also a linear-time procedure.

With the above method, the accurate value of epgy(®,T', A) is obtained as
ersm(®, T, A) = eq(T; T, A egpox (A”; @) Z@ e (®;9,0 e, (A;AA,OaT), ()

whose complexity is essentially proportional to the number of the terms of the sum over ©.

5.2 Search for Bitwise Masks

In this part, we hope to find 32-bit mask tuples (®,T, A) for the linear approximation (3)
such that |epsm (@, T, A)| computed by Equation (8) are as large as possible. Obviously,
executing the search for all possible mask values is impractical. Therefore, we consider to
use a clever search strategy trying to find some potential linear masks.

For ease of description, we define a subset S of all the 32-bit masks such that

S= {A = (AO HAl HA2 HAg) A0:Oxa S F;S and Ak:OXOO for k:1,2,3}

There are totally 255 values in S. In our attempt to find good linear approximations, we have
observed according to Corollary 1 and our experiments that the term |e(e2)| = |eq(T; T, A')|
is more likely to have high value when both T' € S and A’ € S are satisfied. Besides, taking
into consideration the term e(es) = €s,, (A3; ®3)es, (AL Pa)es, (A]; @1)es, (AG; Po), we
have confined the search to A and ® such that A” € S and ® € S to ensure |e(eq)] is as
large as possible. Furthermore, we deduce from Corollary 1 that |e(e1)| = |eq(P; @, O)|
have nonzero values if and only if @ € S.

Above all, we have confined the search to mask tuples (®,T', A) such that ® € S,
eSS, A eSand A” € S, and the terms of the sum over ® such that ® € S are included
in Equation (8). According to the computations of A’ and A” from A in Appendix A and
B, we obtained 31 choices for A which are listed in Table 6 of Appendix F.

Based on the above, we compute epgy(®, T, A) for all the 255 x 255 x 31 ~ 22! mask
tuples (®,T', A) in the following way.

Step 1: We tried all the 255 x 31 combinations of the selected (I", A) and compute the
values of e(eq) = eq(T; T, A).

Step 2: We tried all the 255 x 31 combinations of the selected (®, A) and compute the
values of €(e4) = €5, (Ay; o).

Step 3: For all the 255 x 255 x 31 &~ 22! choices of (®,T', A), we compute the values of
Yoecs€a(®;®,0)e, (A;A, A, 0 OT) by including 255 terms of the sum over ©.
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Following the above procedure, we obtained some newly found mask tuples for the bitwise
linear approximation of the FSM of SNOW 3G, some of the results are presented in Table
3 and Table 4 of Section 4.1. We have obtained two best results, which correspond to the
linear mask tuples (®,T', A) where $=0x00000020 or 0x00000030, I'=0x00000001 and
A=0x1014190f, and the best bitwise linear approximations have the correlation 2~20-48
and thus the SEI 2740-96,

6 Bitwise Fast Correlation Attack on SNOW 3G

In this section, we will first present a fast correlation attack on SNOW 3G by using
the bitwise linear approximations, and then make a brief discussion about the bitwise
approximation attacks compared the large-unit approximation attack in [YJM19].

6.1 Using the Bitwise Masks in a Fast Correlation Attack
The bitwise linear approximations of the FSM of SNOW 3G have the following form:

B2,  OT 20N 2401 = P (5 1D8414) DT (5,D81115) DA (Se11DS145Ds1116) De®).

Given a mask tuple (®,T',A), welet o, = ®-2,_1 DT -2, ® A -2,,1. For a given parameter
N (to be determined later), set D = N/2+2, provided the keystream words zg, z1, ..., Zp_1,
we can obtain ¢; for t = 1,2,...,N/2. Let (zo,z1,...,2;—1) be the LFSR initial state of
SNOW 3G in bits (I = 512). With the feedback polynomial we can express the above
linear approximations in the initial state form as

w1 = (o, @1, -y Ti—1) * 1 @e(t), t=1,2,...N/2

where g; is the corresponding I-bit coefficient column vector. For SNOW 3G, we will
use the best two bitwise mask tuples for approximations, both yielding the correlation of
ersm (@, T, A) = £272048  In such a case we can obtain N parity checks in total written
as follows

Z:UEBE:(.’Iio,xh...,xl,l)'G@E, (9)

where Z is the N-bit row vector computed from the given keystream words zg, z1, ...,Z2p_1,
G is the [ x NV generator matrix, and E is the N-bit noise vector with the correlation
a L :|:2720‘48.

We present a high-level description of our attack on SNOW 3G in Algorithm 4.
Generally, the fast correlation attack is modelled as a decoding problem, i.e., the keystream
segment Z can be seen as the transmission result of the LFSR sequence U through a
Binary Symmetry Channel (BSC) with the error probability p, as shown in Fig. 6.

BSC
u 0 pi _ip 0
LFSR I —z
1 1
1—p

Figure 6: Model for a bitwise fast correlation attack

Our bitwise fast correlation attack on SNOW 3G is divided into the preprocessing
phase and the processing phase. In the preprocessing phase, we first collect N samples of
(9) involving only the keystream words and [ = 512 LFSR initial state bits, and then try
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to reduce the number of the involved LFSR initial state bits to (< {) bits at the expense
of a folded noise level by employing Wagner’s k-tree algorithm to generate parity check
equations. After this, we enter the processing phase to recover the target I’ bits by using
the fast Walsh transform as was done in [CIJM02, LV04], and further the whole LFSR
initial state of SNOW 3G.

Algorithm 4 the bitwise fast correlation attack on SNOW 3G

Parameters: N, mq, [(=512) and I'(< ). Let D =N/2+1

Input:

the keystream words zg, z1, ...,Zp—1, and the best two mask tuples (®,T', A)

1: Compute Z and G;

2: Follow the Preprocessing Phase to derive moy parity check equations involving
only I’ bits of the LFSR initial state, e.g., (xo,x1, ..., z;r—1);

3: Follow the Processing Phase to recover (zg, 21, ...,2—1) by using the FWT;

4: Recover the remaining [ — I’ LFSR initial state bits using a similar method;

5: Recover the secret key according to the reverse of the initialization;

Output: the correct secret key.

Rewriting the matrix G in column vectors as G = (g;,8s, ---, gy ), Where g; is the j-th
column vector, we try to find some linear combinations of columns which vanish on [ — I’
bits to reduce the dimension of the secret (i.e., the number of the involved LFSR initial
state bits). For SNOW 3G, the number of folded noise variables is set to 4. Specifically,
we look for a number of 4-tuples from G which add to 0 on their most significant [ — I’
bits. This is usually solved using Wagner’s k-tree algorithm [Wag02]. It is stated in [GZ20]
that a small technique can be combined when applying the k-tree algorithm. Below we
illustrate this process using the method in [GZ20].

Preprocessing Phase. Let |1 and [, be two positive integers such that I; + 1y =1 —1',
and high_(a) be the value of the vector a on the most significant n bits. Collecting these
N vectors in one single list L, we carry out the following steps:

Step 1. Create a new list Ly from the original list L composed of all the XORs of g; and
g;, with g; #g;,, 8;,,8;, € L such that high, (g; ©g;,) = 0. We say that [; bits
are eliminated. For j =1,2,..., N, we will regard the column vectors g; as random
vectors, thus L has an expected size of m; £ (4 )27!t ~ N22-(i+1) | This step is
fulfilled by a sort-and-merge procedure as follows: First, sort the N vectors into 24
equivalence classes according to their values on the most significant /3 bits, thus any
two vectors in the same equivalence class have the same value on these bits. Then,
look at each pair of vectors (gjl,gjz) in each equivalence class to create Lj.

Step 2. Create a new list Ly from L; by further eliminating ls bits using the same sort-
and-merge procedure as that in Step 1. That is, first sort the m; vectors in L; into
2!2 equivalence classes according to their values on the next most significant I bits,
and then look at each pair of vectors in each equivalence class to create Ly. Similarly,
the expected number of elements in Lo is mg 2 (") 27 & m32~(2+1),

Following the above steps, we make an estimation that, we obtain about my 4-tuples®
(8),,8),:8j,+8;,) such that high, , (g, ©g;, ®g; ®g;,) =0, which correspond to my
parity checks with the correlation a* involving only xg, 1, ..., zy—1. The running time and
memory complexities of the above procedure are essentially proportional to the size of the
lists that have been processed, which can be estimated as O(N + my).

5As illustrated in [GZ20], there may exist some repeated tuples, whose number is comparatively quite
small to the usual cases with non-repeated elements. Note that these repeated samples will not affect the
processing phase of the LFSR initial state recovery, since the absolute values of the correlation of folded
approximation relations in such cases is instead larger than the normal cases.
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Processing Phase. We now enter the process to recover the first I’ bits of the LFSR
initial state of SNOW 3G. Following a similar method as that in [CIM02, GZ20, LV04], we
use the FWT to speed up the evaluation of the mo parity check equations, and thus recover
the value of the target I’ bits, which needs a time complexityS of O(mg + '2") and a
memory complexity of O(2''). To guarantee a high success rate, we set my = 20" In2/(a*)2.
Since m; = N22-(11+D) and my = m22-(2+D the parameter N is determined to be
N = (mg- 2211+12+3)%7 and thus the required number of keystream words can be computed
by D =N/2+2.

Complexity Analysis. For SNOW 3G, we follow the above preprocessing phase and
processing phase with the parameters [ = 512, I’ = 166. In this case, we need to prepare
my = 2'In2/(a*)? = 217169 approximation relations involving only g, 1, ..., Z165. By
choosing I, = lo = 173, we have m; = 217284 and N = 2'7342, Thus it requires a keystream
of length D = N/2 + 2 = 217242 and the time/memory complexity for preparing ms
approximation relations is O(N + my), i.e., 217416, The FWT is utilized to determine the
first I’ = 166 bits of the LFSR initial state, which costs a time complexity 27377 and a
memory complexity 2'65. Therefore, all the complexities are all upper bounded by 217416,
Once the first 166 bits are recovered, the other LFSR state bits and the FSM state can
be recovered by using a similar method and a small-scale exhaustive search with a much
lower complexity. Since the initialization of SNOW 3G is a reversible process, the secret
key can be recovered once knowing the initial state.

6.2 Comparison

Note that the first significant result on SNOW 3G was given in [YJM19] with all the
complexities upper bounded by 217656 which used an 8-bit linear approximation in a fast
correlation attack over Fos. Here we improve slightly this result with all the complexities
upper bounded by 217416 in a bitwise fast correlation attack using the bitwise linear
approximations. Actually, we have found more choices of tradeoff parameters by applying
the bitwise fast correlation attack than the attack over Fas, which can lead to somehow
better attacks. Though not a significant improvement, our research results illustrate that
we have an opportunity to achieve improvement over the large-unit attacks by using bitwise
linear approximations in a linear approximation attack.

7 Conclusion

In this paper, we study and compare the large-unit and bitwise linear approximations
of SNOW 2.0 and SNOW 3G, and present a bitwise fast correlation attack on SNOW
3G by using our newly found bitwise linear approximations, slightly improving the best
known attack on SNOW 3G in [YJM19] which mounted a fast correlation attack by
using the 8-bit (vectorized) linear approximation. On one hand, Property 1 and Property
2 indicate that approximations on large-unit alphabets have advantages over all the
smaller-unit /bitwise ones in linear approximation attacks, and the results on SNOW 2.0
in [ZXM15] gave the impression that large-unit approximations lead to larger SEI and
also to better attacks. However, as shown in Section 3.3 and Section 4.3 for the linear
approximations of SNOW 2.0 and SNOW 3G, we have found many concrete examples of
byte-wise linear approximations whose certain 1-dimensional /bitwise linear approximations
have almost the same SEI as that of the original 8-bit ones. That is, each of these
byte-wise approximations is dominated by a single bitwise approximation, and thus the
whole SEI is not essentially larger than the SEI of the dominating single bitwise one. Since
correlation attacks can be more efficiently implemented using bitwise approximations rather

6We refer to [GZ20] for more detailed description of this process.
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than large-unit approximations, improvements over the large-unit linear approximation
attacks [ZXM15, YJM19] are possible for SNOW 2.0 and SNOW 3G. For SNOW 3G, we
have given a fast correlation attack utilizing bitwise linear approximations, with all the
complexities upper bounded by 217416, which improve slightly the previous best one in
[YJM19]. Though not a significant improvement, our results have illustrated that the
bitwise linear approximations may lead to better attacks than the large-unit ones. The
cryptanalyst should carefully figure out the internal relation between large-unit linear
approximations and the smaller ones, and make his/her best choice of attack parameters
according to the concrete structure of the primitives. Note that for the new SNOW stream
cipher SNOW-V, the large-unit linear approximations and bitwise ones on several close
variants of SNOW-V are studied in [EJMY19] and [GZ21] respectively. It is our future
work to study the relation between the large-unit and bitwise linear approximations for

these variants, and present the large-unit and bitwise linear approximation attacks on the
full SNOW-V.
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A Computing the mask A’ from the given mask A such
that A’ - x = A - (M; - x)

Let lin : Fys2 — Fas2 be a linear transformation with A’ = lin(A) being the linear mask
computed from A by combining the MixColumn matrix My, i.e., A’ -x = A - (M; - x)
for all 32-bit x. Let us briefly describe how to compute A’ from A. For r = (rg || 1 ||
ro | 75 | 7 [l 75 || 76 || 77) € Fas, we define x/ = trans(r) = (rf || 74 | 75 | 7% || 74 |
rt || 6 || v5) such that v} = r;yq for ¢ = 0,1,...,6, and 15 = ro @ 1 O r3 & ry. Write
A= (Ao || A1 || Az || Az), A" = (AG || Af || Ay || Ag), where A € Fas, A € Fas, we have
(A | A | A | AL) = tin(Ao || Ay || A || As) such that

Ay =trans(Ag) & Ay & Ag & Az @ trans(Asz).
A =trans(A1) ® Ay & A3 D Ay ® trans(Ag
AL =trans(As) & Az ® Ao D Ay & trans(Aq
A =trans(A3) ® Ao ® A1 & Ay ® trans(As).

)

)
i’ (10)
)

B Computing the mask A” from the given mask A such
that A -x = A - (M; - x)

Let lin' : Fys2 — Fas2 be another linear transformation with A” = lin’(A) being the linear
mask computed from A by combining the MixColumn matrix My, i.e., A" -x = A- (M -x)
for all 32-bit x. We now describe how to compute A” from A. For r = (ro || 1 || r2 ||
rs | 7o Il 75 |l 76 || 77) € Fos, we define # = trans'(r) = (rf || 7% | 7 || 74 || 4 |
re || v || v7) such that v = r;11 for i =0,1,...,6, and 7/ = 1o ® r3 ® r5 B rg. Writing
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A= (Mg [ Ar [ As | Ag), A7 = (A] || AY | AY || A%), where A; € Fys, A” € Fas, we
have (Ag || AY || AL || Af) =lin' (Ao || A1 || Az || As) such that
Ay =trans'(Ao) & A1 & Ay ® A3 @ trans’(As),
Al =trans' (A1) ® Ay & A3 ® Ag @ trans’(Ay),
AL =trans'(A3) ® A3 ® Ag ® Ay @ trans’ (A1),
AL =trans'(A3) & Ao & A1 & As @ trans’(As).

!

(11)

C Computing the 4-byte value W’ = [;(W) such that
M x W, = Ml *1 W

For any 4-byte value W = (W, W1, Wy, W3) and W' = [; (W) = (W, W}, W, ' Wi),
we can write W; € Faos and W), € Fas in bits as

Wi=Wio || Wia || Wia | Wis || Wial Wis || Wis || Wir),
Wi = (W | Wi | Wi | Wi | Wiy | Wis || Wie |l Wiy,

where W; ;, W/ ; € Fa for i =0,1,2,3 and j =0, 1,...,7. We derive

Wio=Wio® Wittymoda,r © Wiitsymoda,r
Wi =Wi1® Wiit2ymoda,r © Wiitsymod 4,7
Wiy =Wia® Wiymoda,7 D Wiit2)mod 4,7
W3 =Wiz® Wiymoda,r © Wiir2ymoda,r
Wi4s=Wis® Wiit2ymoda,r © Wiitsymod 4,7
Wi s =Wis®Wit2ymoda,r © Wiitsymod 4,7
Wi =Wie® Wiiymoda,r © Wiir2ymoda,r
Wi’J =Wi7r® Wit1)ymoda,7 ® Wiitoymoda,r

D Computing the 4-byte value V’ = [5(V) such that
M % V" = M2 *o V

For any 4-byte value V = (V, V1, V3, Vi) and V"’ = 15(V) = (V{, VY, V], VY), we write
V,; € Fos and V7 € Fos in bits as

Vi=Vio | Vix | Viz | Vis | Via ll Vis || Vie || Vir),
V=V IV TV I VIS IV Vs | Vi | Vi),
where V; ;, V', € Fy for i =0,1,2,3 and j =0,1,...,7. We derive
Vo = Vio © Viymod 4,7 © Viit2)ymoda,r
VI = Vi1 © Viymod 4,7 D Vit 1ymod 4,7 © Viit2)ymod 4,7 D Viit3)mod 4,7
Vio="Via
Vs = Viz ® Viymod 4,7 ® Viit2)ymoda,r (13)
V' = Via ® Viymod 4,7 © Vit 1ymod 4,7 © Viix2)ymod 4,7 D Viit3)mod 4,7
Vs = Vis © Viymoda,7 © Viir2ymod a7
Vs = Vie © Viix2)mod 4,7 ® Viit3)mod 4,7
V;./,/'? = Vv(i+1)mod477

E Proof of Corollary 1

Proof. We first present some observations on the pre-computed matrices M, gy for any
a, B S F28 .
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1 1
 The matrices M, 4,0y for any a € Fjs are always equal to ( s S > ;
512 512

¢ The matrices Mg, g) for any 3 € F’s always have the form of ( —vq(}(lzl —ygclll > ,

where wval is a rational number.

257 255
e The matrix Mg g,0) is equal to ( 312 3} ) .
512 512

For any 32-bit masks A = (ag || a1 || a2 || a3) and B = (bg || by || b2 || bs), we
have €G(A;A,B) = ZQM(a3,a3,b3)M(a2,a2,bz)M(al,al,bl)M(ao,ao,bo)eO 75 0. According to
the above observations,

(1) If ag=0x00, we must have b3=0x00. Otherwise LM op,) = (0,0), and thus
e¢(A;A,B) = 0. Similarly, we can prove that, if b3=0x00, we must have
a3=0x00. When az = b3=0x00, we have LM (q, a, b,) = (1,1), thus eg(A; A, B) =
bM(aQ,ag,bg)M(al,al,bl)M(ao,ag,bg)eO'

(2) If a3 = ay =0x00, from the above we have b3=0x00, and LM g, a, bs) = k. Besides,
we must have by=0x00. Otherwise LM (a, a;b5)M(0,0,b,) = LM(0,0,b,) = (0,0),
and thus eg(A;A,;B) = 0. Similarly, we can prove that, if by = by =0x00,
we must have ag = as =0x00. When ag = as = by = by =0x00, we have
l2M(a3,aa,b3)M(a2,0a2,b2) =(1,1), thus eg(A; A,B) = l2M(=317a1,b1)M(aU7ao7bo)eO'

(3) If az = az = aj :OXOO, we have b3 = b2 :OXOO, and l2M(a3,ag,b3)M(a2,a2,b2) = 12.
Besides, we must have b;=0x00. Otherwise LM a, a;,b5)M(as,a0,b5)M(0,0,b1) =
bLM,0,6,) = (0,0), and thus eg(A;A,B) = 0. Similarly, we can prove that, if
b3 = by = by =0x00, we must have a3 = a, = a; =0x00. When a3 = a, = a; =
bs = by = b; =0x00, we have l2M(a3,a3,b3)M(a2,0a2,bz)M(al,al,bl) = (1,1), thus
6G(‘A; A, B) = lQM(amao,bo)eo'

(4) If a3 = a = a; = ay =0x00, we have by = by = b; =0x00, and
LM (a; a5,b5)M(as,a2,b:) M(a; a;,b,) = k. Besides, we must have by #0x00. Other-
wise eg(A; A, B) = 0. Similarly, we can prove that, if b3 = by = b; = by =0x%00,
we must have ag = ap = a; = ag =0x00. When A = B =0x00000000, we have
ec(As A, B) = 1 M(,0,0)M0,0,00M(0,0,0)M(0,0,0)€0 = 1.

Above all, we complete the proof. O

F All 31 choices for A such that A’ € Sand A" € S

Table 6: All 31 choices for A such that A’ € Sand A" € S

0x066ade02, 0x0dd5bd04, 0xO0bb£f6306, Ox1bab7a09, Ox1dc1a40b, 0x167ec70d, 0x1014190f,
0xa2b44e61, 0xa43e9063, 0xaf81£365, 0xa9eb2d67, 0xb9f£3468, Oxbf9beaba, 0xb42a896c,
0xb240576e, 0xd1aa27b0, 0xd7c0£9b2, Oxdc7f9ab4, 0xda1544b6, Oxca015db9, 0xcc6b83bb,
0xc7d4e0bd, Oxclbe3ebf, 0x73fe69d1, 0x7594b7d3, 0x7e2bd4d5, 0x78410ad7, 0x685513d8,
Ox6e3fcdda, 0x6580aedc, 0x63ea70de
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