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Abstract. In CRYPTO 2019, Chen et al. have initiated an interesting research
direction in designing PRF based on public permutations. They have proposed two
beyond the birthday bound secure n-bit to n-bit PRF constructions, i.e., SOEM22
and SoKAC21, which are built on public permutations, where n is the size of the
permutation. However, both of their constructions require two independent instances
of public permutations. In FSE 2020, Chakraborti et al. have proposed a single
public permutation based n-bit to n-bit beyond the birthday bound secure PRF,
which they refer to as PDMMAC. Although the construction is minimal in the number
of permutations, it requires the inverse call of its underlying permutation in their
design. Coming up with a beyond the birthday bound secure public permutation
based n-bit to n-bit PRF with a single permutation and two forward calls was left as
an open problem in their paper. In this work, we propose pEDM, a single permutation
based n-bit to n-bit PRF with two calls that do not require invertibility of the
permutation. We have shown that our construction is secured against all adaptive
information-theoretic distinguishers that make roughly up to 22"/3 construction and
primitive queries. Moreover, we have also shown a matching attack with similar query
complexity that establishes the tightness of our security bound.
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1 Introduction

Luby and Rackoff [LR88], in their seminal work, have shown how to construct a keyed
pseudorandom permutation (PRP) or, in other words, block cipher from secret keyed
pseudorandom functions (PRF). Their work was a theoretical model for formally arguing
the security of DES block cipher, which consists of r rounds of Feistel constructions
invoking independent instances of keyed functions. However, it was soon realized the
necessity of designing PRFs out of PRPs as primitives of cryptographic designs [BKR9S].
Because we usually seek PRF security from a mode of operation and it is generally easier
to design PRPs than PRFs. One of the biggest challenges in designing PRFs is to design
a secure non-invertible round function that can be iterated multiple times to produce a
secure PRF. However, iterating the non-invertible round function multiple times is hard to
get right, as collision probabilities are amplified with each iteration [BDD*17, MN17b].
Nevertheless, Mennink and Neves [MN17b] designed a dedicated PRF called FastPRF from
scratch, even though their design is based on grouping the round functions of a PRP.
Moreover, there are plenty of cryptographic modes that do not require the invertibility
of its underlying primitives [MV04, BR02, Iwa06, WC81, CDNY18, BCDM19, DEMS19,
DDNP18, DDNY18, CS16, LPTY16]. Hence, in such cases, for realizing the PRF security
of a mode of operation, it is a better and economical choice to use PRFs as the underlying
primitive of the mode over PRPs, which are designed to be efficient in both forward
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and inverse direction. In fact, as substantial evidence of our argument, counter mode of
encryption generally offers a better security guarantee when instantiated with a PRF over
a PRP because one can distinguish counter mode with PRP from the random encryption
with 27/ queries, where n is the block size of the PRP. On the other hand, the counter
mode with PRF behaves identically with the random encryption scheme modulo the PRF
advantage of the keyed function.

Due to the classical result of PRF-PRP switching lemma [CN08, BKR94, BR06], a PRP
Ex can be replaced with a PRF Fj until the number of invocations to the primitive exceeds
27/2 where n is the block size of the permutation. Such a solution is adequate when
the block size of the permutation is large, (e.g., AES 128). However, the solution may
not be good enough when the block size is small (e.g., block size of 64 bits). This is
paricularly relevant when one instantiate cryptographic schemes using lightweight block
ciphers like PRESENT [BKL"07], GIFT [BPP*17] etc. The block size of such lightweight
block ciphers is typically 64 bits. As a result, if one uses these block ciphers as PRF in
cryptographic designs, it can ensure only 32 bits of security, which is not practical in
today’s world of computational power. As a remedy of this, exploring the cryptographic
designs, which retains security even after invoking the primitive more than 2/2 times,
started to begin. Such designs are popularly known as beyond birthday bound (BBB)
secure designs. In this direction, Hall et al. [HWKS98] have proposed a BBB secure PRF,
called Truncation that takes an n-bit block cipher E; and truncates the result to a bits.
This construction was later proven to be secured upto 2"~%/2 queries [BI99, GG16]. Bellare
et al. [BKRI8] have proposed the Sum of Permutations (SoP) constructions which returns
the xor of the outputs of two n-bit independent permutations.

SoPP'P2(z) 2 Py (z) @ Pa().

This construction was proven to be secured upto 22"/ queries [Luc00] and recently it
has been shown to be secured upto 2" queries [DHT17]. Cogliati and Seurin [CS16]
have proposed another candidate of beyond birthday bound secure PRF which they call
Encrpted Davis Meyer (EDM) construction and they have shown that EDM achieves 2n/3
bit security.

EDMPP2 (2) 2 Py(Py(2) @ ).

Later in [MN17a], Mennink and Neves showed an optimal security of the consruction. In
the same paper, they also proposed a dual variant of EDM which he referred to as EDMD

EDMDPP2(2) 2 P, (P (2)) @ Py (2),

and showed its optimal PRF security. However, the proof of both the constructions are
inherently based on a debated result of Mirror theory for general max [DNS20]. Guo et
al. [GSWG19] have proposed SUMPIP, a contender of SoP construction

SUMPIPP(z) 2 P(z) ® P! ().

In contrast to the single permutation variant of SoP which takes n — 1 bit input, SUMPIP
is the first single permutation based PRF that takes n-bit input and returns n-bit output.
In the same paper, authors have also shown that single permutation variant of EDM and
EDMD achieves 2n/3-bit security. Concurrent to this, Cogliati and Seurin [CS18] have also
shown 2n/3 bit security for the single-keyed EDM construction. Very recently, Gunsing
and Mennink [GM20] proposed a new approach to design a block cipher based PRF which
they refer to as Summation- Truncation Hybrid (STH) technique. STH takes an (n — 1)-bit
input x, truncates the leftmost a bits of E(x||0), E(z||1), and sums the discarded n — a bits
of E(z|0) and E(z||1) to produce an (n + a)-bit output. They showed the construction
provides 2"~%/2 bits of security, where n — a is the number of discarded bits.
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1.1 Permutation Based Cryptography

All the above-discussed PRFs are built using block cipher as their underlying primitive
and even stronger in most constructions this primitive is evaluated only in the forward
direction. As block ciphers are designed to be efficient in both the forward and the inverse
direction, block ciphers are thus over-engineered primitives for such purpose [CLM19a]. On
the other extreme, cryptographic public permutations are particularly designed to be fast
in the forward direction, but not necessarily in the inverse. Examples of such permutations
include Keccak [BDPA13], Gimli [BKL'17], SPONGENT [BKL"13] etc. Moreover, in
most of the cases evaluating an unkeyed public permutation is faster than evaluating
a keyed block cipher, as the latter involves evaluating the underlying key scheduling
algorithm each time the block cipher is invoked in the design. ! Moreover, we do not need
to store the round keys in permutation based designs, and designing permutation is usually
simple over designing a block cipher. In this regard, we would like to quote the following
statements of Bertoni et al. [BDPT16]

“ . ..the inverse mapping of block ciphers imposes a separation of the processing of the

n + k bits of the input. The key is processed in a key schedule and the data in the data
path, and there can be no diffusion from the data path to the key schedule, which strongly
limits the potential diffusion ...Such a restriction is not present in the design of
cryptographic permutations as they do not make a distinction between the processing of key
and data input as there is no specific key input.”

With the advent of public permutation based designs and the efficiencies of evaluating it
in the forward direction, numerous public permutation based inverse-free hash and au-
thenticated encryption designs have been proposed [RBB03, CDNY18, NMSS19, DEMS19,
BKL"17, DEM*20, CN19, DHP"20]. The use of cryptographic permutation gained mo-
mentum during SHA-3 competition [RBB03]. Furthermore, the selection of the permutation
based Keccak sponge function as the SHA-3 standard has given a high level of confidence in
using this primitive in the community. Today, the permutation based sponge construction
has become a successful and full-fledged alternative to the block cipher based modes. In
fact, in the first round of the ongoing NIST lightweight competition [NIS18], 24 out of 57
submissions are based on cryptographic permutations, and out of 24, 16 permutation based
proposals have qualified for the second round. These statistics depict the wide adoption of
permutation based designs [CDNY18, BKL™17, BCDM19, CN19, DHP™20, DEMS19] in
the community.

However, most of the permutation based cryptographic schemes generally provide lower
security bound with respect to the permutation state size. For example, most of the sponge-
based modes, in general, provides ¢/2 bits of security (exceptions are [CDNY18, DMA17]),
where ¢ < b is the capacity part of the permutation, and b is its total state size. Nevertheless,
the state size of a permutation is typically larger than the block size of a message (e.g., state
size of KECCAK is 1600 bits), allowing the adequacy of the birthday bound in practice.
However, the state size of lightweight permutations such as SPONGENT [BKL"13]
and PHOTON [GPP11] go as low as 88 and 100 bits, respectively. For these types of
permutations, birthday bound solutions are inadequate. Thus, it can be highly interesting
to design public permutation based cryptographic schemes that provide beyond the birthday
bound security with respect to the permutation state size.

This line of research was initiated by Chen et al. in [CLM19b] where they proposed two
fixed-input and fixed-output length beyond birthday bound secure PRFs based on public
permutations - one is in the parallel mode and the other is in the sequential mode. (i)

10ne might argue that caching the round keys of the block cipher eliminate the problem. But it requires
more storage space than storing the master key of the block cipher, e.g., storing the round keys of AES-128
requires ten times more space than storing its master key.
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For the parallel mode, they have shown that the sum of two independent instances of
Even-Mansour [EM97] cipher, which they refer to as SoOEM22,

SoEM22Z;:,S§ (z) E Pi(z® k1) ® Pa(z @ ko) ® k1 @ ko,

provides a tight 2n/3-bit security. This construction was later extended by Bhattacharya
et al. [BDLN20], where they showed the beyond birthday bound security of the domain
separated variant of SOEM22. They have also proved that one cannot reduce the number
of keys of SOEM22 without degrading the security bound to the birthday limit. (ii) For
the sequential mode, Chen et al. proposed SoKAC21,

SoKAC21P P2 (1) 2 Py(Py(z @ k) B k) @ Pi(z @ k) B k,

which was proven to have a tight 2n/3-bit security. However, later in [Nan20], Nandi
exhibited a birthday bound attack on SOKAC21 and hence falsifying the security claim of
the construction. In [CNTY20], Chakraborti et al. have proposed PDM MAC, a beyond
birthday bound secure single permutation based fixed input and fixed output length PRF
that opearates in sequential mode. The design of PDM MAC is motivated from the
Decrypted Davis-Meyer (DDM) construction,

DDMy,(z) 2 P~ (P(z) @ ).

PDM MAC requires an n-bit key k and an n-bit public permutation P to generate the
output as follows:

PDM(z) 2P ' (P(z & k) & (z & 3k)) & 2k.

They extended the construction towards designing a BBB secure single permutation
and single keyed variant of nonce based MAC 2. Although, minimally structured, PDM
MAC and its related MAC constructions, i.e., PDM* MAC [CNTY20] and 1K-PDM*
MAC [CNTY20] require the invertiblity of the permutation P (similar to the design of
DWCDM [DDNY18]). However, inverse call in PDM MAC somewhat brings down one of the
advantages of using cryptographic permutations in a mode, i.e, the efficiency of evaluating
the permutation in forward direction. In fact, it was stated as an open problem [CNTY20]
to design a BBB secure single permuation based PRF with two forward calls. Not only this,
inverse-free designs become one of the important design aspects in today’s cryptography as
designs that rely solely on the forward call of the permutation makes a very low footprint
in a combined implementation of the mode [BN16]. Therefore, until now we do not have
any beyond birthday bound secure single permutation based fixed input and fixed output
length PRF that opearates in sequential mode with two forward calls 3.

1.2 QOur Contribution

In this paper, we propose pEDM, the first fixed-input and fixed-output length single
permutation based beyond the birthday bound secure PRF that operates in a sequential
mode without requiring the inverse call of the permutation. Our design is motivated by the
EDM construction. In particular, pEDM with 2n-bit keys and n-bit public permutation,
takes an n-bit input and returns an n-bit output as follows:

PEDM}, ;. (2) 2 P(P(z @ k1) @ (z ® k1) @ ko) © k.

2Single permutation based nonce based MAC was also proposed in [DN20] that does not require
invertibility of the permutation

3Chen et al. [CLM19b] shown a n/2-bit attack on SoKAC1 construction, SoKAClzl’kQ (z) =P(P(z &
k1) ® ko) ®P(x B k1) ® k2 @ k1. However, Chakraborti et al. [CNTY20] claimed that the attack is possibly
wrong and shown a 2n/3-bit attack on it. They also conjectured that this attack bound is indeed tight.
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We have shown that pEDM is secured against all adaptive information-theoretic distin-
guishers that make roughly up to 22*/3 construction and primitive queries. We also show a
matching attack of the same complexity and establish the tightness of the security bound.
Note that we could directly realize a permutation based PRF by instantiating the block
cipher of the single-keyed variant of the EDM construction with 2-round Even-Mansour
cipher. But that leads to having 4 permutation calls in total with 6n-bit keys. Compared to
such a straightforward solution, our construction altogether saves 2 permutation calls and
4n-bit keys. Although pEDM uses a single permutation call with no inverse functionality,
the number of keys required is one more than the number of keys required in PDM MAC.
Currently, we do not know whether our construction is prone to the birthday attack with
a single key. However, we believe that it can be proven secure beyond the birthday bound
with only an n-bit key. We show the PRF advantage of this construction through an ex-
tended distinguishing game and apply the expectation method to bound its distinguishing
advantage. In table 1, we compare the structures of several public permutation based PRFs
with single-block input, single-block output and multi-block input, multi-block output
designs.

Table 1: Comparison table for permutation based PRFs. n denotes the state size of
the permutation. Inv denotes whether the construction requires an inverse call of the

permutation. s R log(w + 1), where w > 1, is the size of chunk in CENC based
construction. The last three constructions require a keyed hash function with at most
¢ blocks input. The number of keys for those constructions includes the hash keys as
well. All the constructions except CENCPP* and DS-CENCPP™ requires two permutation
calls. Although SoKAC1 has been shown to have a birthday bound attack and SoKAC21 is
beyond the birthday bound secure [CLM19b], Chakraborti et al. [CNTY20] believed that
the birthday bound attack on SoKAC1 is possibly wrong and shown an attack on it with
227/3 query complexity. Moreover, Nandi [Nan20] has shown a birthday bound attack on
SoKAC21.

] Constructions | (perm, keys) [ Inv [ (i/p,o/p) | Sec |
SoEM1 [CLM19b] (1,2) X (n,n) ©(n/2)
SoEM21 [CLM19b)] (2,1) X (n,n) O(n/2)
SoEM22 [CLM19b)] (2,2) x (n,n) 0(2n/3)

SoKAC1 [CLM19b] (1) (1,2) X (n,n) Q(2n/3)
SoKAC21 [CLM19b)] (2,1) x (n,n) 0(n/2)
PDMMAC [CNTY20] (1,1) v (n,n) ©(2n/3)
DS-SoEM [BDLN20] (1,2) X (n—1,n) O(2n/3)
pEDM [This Paper] (1,2) X (n,n) O(2n/3)
CENCPP* [BDLN20] (w+1,2) X (n,wn) O(2n/3)

DS-CENCPP* [BDLN20] (1,2) X (s,wn) O(2n/3)

nEHtM,, [DN20] (1,2) x | (n=1+4¢n,n) | ©(2n/3)

PDM*MAC [CNTY20] (1,2) V| (a+tnn) | O(2n/3)

1K-PDM*MAC [CNTY20] (1,1) v | (n+enn) | O(2n/3)

We would like to mention here that DS-CENCPP* with w = 1 is a parallel construction
with n — 1 bit input, requires field multiplication with a primitive element to derive 2n-bit
keys. However, our proposed construction is sequential with n bit input and does not
require field multiplication to derive the keys. Although both of them comes with similar
security bound (i.e., 22"/3), but due to the sequential nature, pPEDM requires less state
size in hardware over the parallel construction DS-CENCPP*.
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2 Preliminaries

BaAsic NOTATIONS. For a set X, x <—s X denotes that x is sampled uniformly at random
from X and is independent to all other random variables defined so far. We write x < y
to denote that y is assigned in variable . For any natural number ¢, [¢] denotes the
set {1,...,q}. We denote an empty set as . We say two sets X and ) are disjoint if
XNY =0. We denote their union as X LY (which we refer to as disjoint union). Let
X =(X1,..., &) be a finite collection of finite sets. We say X is a disjoint collection if for
each j # j' € [s], X; and X/ are disjoint. The size of X, denoted as |X| = |X1] + ...+ |Xs].
For a disjoint collection X = (A7, ..., X, Xst1), we write X\ X541 to denote the collection
(X1,...,&s). For two disjoint collections X = (&1,...,&s) and P = (D1,..., Vs ), we say
X is inter disjoint with Q) if for all j € [s], " € [¢'], &} is disjoint with ;.. If X is inter
disjoint with ), then we denote their union as X UQ). Moreover, |X U Q)| = |X| + |9)|. For
a set S and for a finite disjoint collection of finite sets X = (X7, ..., Xs), we write S\ X
to denote S\ (X, U...U Xy). For a finite set X C {0,1}"™ and for an arbitrary non-zero
element a € {0,1}", X @© a denotes the set {xr B a:z € X}.

For any natural number n, {0,1}"™ denotes the set of all binary strings of length n. We
denote [{0,1}"| as N = 2" througout the paper. For integers 1 < b < a, (a), denotes
ala—1)...(a—b+ 1), where (a)g = 1 by convention. We denote the set of all n-bit
permutations P as P(n). Let Z1 = (21,...,2}) and Z5 = (2%,..., q) be two finite tuples
of length ¢ such that for each i € [q], 2} z% € {0,1}". We say an n bit permutation

’L ka2

P € P(n) maps Z; to Z3, denoted as Z; 5 Zo, if for all i € [q], P(2}) = 22. We say Z; is

K3

permutation compatible to Z, if there exists at least one P € P(n) such that 2 »£> 2.

For a given tuple of ordered pairs Q = ((z1,¥1),...,(2q,Yq)), Where the z;’s and the
y;’s are pairwise distinct n-bit strings, we define the following two sets: Dom(Q) =
{z; € {0,1}" : (m;,y;) € Q} and Ran(Q) = {y; € {0,1}" : (x;,y;) € Q}. Clearly,
[IDom(Q)| = |Ran(Q)| = q. We say that an n-bit permutation P € P(n) extends Q, which
we denote as P — Q, if for all ¢ € [q],P(x;) = y;. We say that Q is extendable if there
exists at least one P € P(n) such that P — Q.

We generalize this notion for more than one tuple of ordered pairs. Let Q= (Q1,...,9,)
such that for each j € [s], Q; is defined as Q; = ((z1,y]), ..., (3,93,)), where the z]’s
and the y’s are pairwise distinct n-bit strings. Now, for each j € [s], we define the
following two sets: Dom(Q;) = {z? : (zJ,y]) € Q;} and Ran(Q;) = {y/ : (z!,v)) € Q;}.
Clearly, for each j € [s], |[Dom(Q;)| = |[Ran(Q;)| = ¢;. Moreover, for all j # j € [s],
Dom(Q;) is dibjoint with Dom(Q;/) and Ran(Q;) is disjoint with Ran(Q;/). Then X =
(Dom(Q1),...,Dom(Qy)) and Y = (Ran(Q1), ..., Ran(Qy)) becomes two disjoint collection
of finite sets. We say that an n-bit permutatlon P € P(n) extends Q, which we denote
as P — @, if for all j € [s],P — Q;. As an alternative notation of P @, we also write

x5 9.

2.1 A Simple Result on Probability

In this section, we recall two simple probability results from [Dut20] that will be used
while proving the security of the construction.

Proposition 1. Let @ (Q1,...,Qs11) be an s + 1 tuple of ordered pairs such that
for j € [s+ 1], Q; is defined as Q; = ((xl,yl) , (x é],yq' )). Moreover, for each
4. € [s + 1], Dom(Q,) N Dom(Q;/) = 0 and Ran(Q]) N Ran(Q;/) = 0. Therefore,
X = (Dom(Q1),...,Dom(Qs11)) and Y = (Ran(Q1),...,Ran(Qs41)) be two disjoint
collection of finite sets such that for each j € [s + 1], |Dom(Qj)| =|Ran(Q;)| = q;. Then,
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we have

1

(N = Gs11)q1 4 tqe

Pr[P sP(n) : X\ Dom(Qs11) > D \ Ran(Qyy1) | P> Quy1] =

By setting s = 1 in the above proposition gives the following simple corollary:

Corollary 1. For two sets Qi and Qa, where Q1 = ((x1,y1), ..., (x},,ys,)) of cardinality
q1 and Qy = ((23,97), ..., (22,,42,)) of cardinality qa, such that Dom(Q;) N Dom(Qz) = 0
and Ran(Q1) NRan(Q2) = 0. Then, we have

1

PI'[P (-SSIP(TL) P Ql | P QQ] = W
q1

2.2 Public Permutation Based Pseudorandom Functions

Let F: X x X — Y be a keyed function where IC, X and ) are the key space, input space
and the output space respectively. We assume that F makes internal calls to the public
random permutations P = (P1,...,P4) for d > 1, where all of the d permutations are
independent and uniformly sampled from P(n) for some n € N. Similarly, we write P~! =

(Pt ..., P;l) to denote the d tuple of inverse permutations. For simplicity, we write FE
to denote F with uniform k£ and uniform P.

A distinguisher D is given access to either of the oracle FE to denote F with uniform k
and uniform P in the real world or a random function RF that maps elements from X to
Y in the ideal world. Apart from making query to either of these two oracles, D can also
make queries to the permutations P and P! in both of these worlds. Query of the former

type, where the distinguisher is interacting with either FkP or RF is called construction
query and the query of the later type is called primitive query. A primitive query to the
permutation is called forward primitive query and to the inverse of the permutation is
called inverse primitive query. The prf advantage of D against F in the public permutation
model is defined as

P _ —
AdvPT (D) 2| pr|DFe PP o 1} —pr[DEPPTY ] .

where (i) DY = 1 denotes that the distinguisher D is given access to the oracle O to which
it interacts with and after the interaction it outputs 1 and (ii) the above probability is
defined over the randomness of k <K, Py,...,P;+sP(n) and the randomness of the
distinguisher (if any). We say D is a (g, p, t) distinguisher if D makes total ¢ construction
queries, p primitive queries and runs in at most ¢t steps. We write

AdvP" (¢, p, t) = max AdvP™ (D),

where the maximum is taken over all (g, p, t)-distinguishers D. In this paper, we skip the
time parameter of the distinguisher as we will assume throughout the paper that the
distinguisher is computationally unbounded, and hence it is deterministic.

2.3 Sum Capture Lemma

In this section, we state a variant of the sum capture lemma [Bab02] used in [CLL"14].
Informally, the results states that when choosing a random subset A of GF(2") (or more
generally any abelian group) of size ¢, the value

A

w(A) max  |{(a,b,c) EAXBXxC:a=bdc},

B,CCGF(2)
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is at most q|B||C|/N, except with negligible probabilty. Chen et al. [CLL"14] proved the
result for a different setting where A arises from the interaction of an adversary with a
random permutation P, namely A =x®y: (z,y) € Q, where Q is the transcript of the
interaction between the adversary and the permutation. We employ the similar result in
our setting which is stated as follows:

Lemma 1. Let RF be a random function that maps elements from {0,1}" to {0,1}".
Let D be some probabilitistic distinguisher that makes q adaptive queries to RF. Let
Q= ((z1,11),--.,(xq,yq)) denotes the transcript of the interaction with RF to D. For any
two subsets U and V of {0,1}", let

W(QUV) = [{(w,y),u,0) € Qx UKV iz &u=ya v},

Then assuming In < ¢ < N/2, we have

2
Pr 2V C {01 p(QUY) > % +3/ngllVl| < 2, (1)

where the probability is taken over the random choices of RF and the random coins w of D.

As most part of its proof is similar to that of [CLLT14], we defer the proof of the above
lemma in Supplementary Sect. 7.

3 pEDM: Permutation Based Encrypted Davis Meyer Con-
struction

In this section, we propose pEDM, the first permutation based sequential beyond birthday
bound secure pseudorandom function with two forward permutation calls. Our construction
is permutation variant of the Encrypted Davis-Meyer (EDM) construction with 2n bit
masking keys. pEDM takes an n-bit input  which is masked with an n-bit round key &y
to generate the input of the first permutation call. Let this input be ' = = & k;. The
permutation output P(z’) is then masked with ko @z’ to generate the input for the second
permutation call, which we denote as x”, where k; and ks are two independent n-bit round
keys. Then the second permutation output P(z") is masked with the round key k; to
generate the final output y. Schematic diagram of the construction is shown in Fig. 3. In

k1 ko k1

e R S S

Figure 3.1: pEDM Construction with k1 and ks indepedent keys and P is an n-bit
permutation.

the following, we prove that pEDM is 2n/3-bit secure in the public permutation model,
where n is the state size of the permutation.

3.1 Security of pEDM

We show that pEDM is secure against all adversaries that make roughly N2/3 construction
and primitive queries in the random permutation model, where N = 2™. In the following,
we state the security result of pEDM), proof of which is deferred in Sect. 4.
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Theorem 1. Let P <—sP(n) be an n-bit public random permutation and let k1, ko <—s{0,1}"
be two independent n-bit keys. Then the PRF advantage for any (q, p)-distinguisher against
the construction pEDMEl’,€2 that makes at most q construction queries and p primitive
queries, is given by

12¢? 2pq 15¢q 2./q 2pq®  Tgp® 2443
N4/3 N4/3 + N2/3 N1/3 N2 N2 + N2

2% 2 3pyng VA ayp PP 2
N

rf
AdVEEDM(qap) <

TN T Ners N N TN W

Remarks 1.1. We would like to mention here that one can realize a construction by
omitting the involvement of key k; in the feed-forward connection of pEDM. In other
words, P(P(x ® k1) ® « ® ko) ® k1 = y is an another valid construction with similar
level of security. Viewed in another way, our proposed construction can be viewed as
a 2-round key-alternating cipher based on permutation based Davis-Meyer construction
and a permutation, whereas the construction P(P(z @ k1) @ @ k2) © k1 = y can be
equivalently viewed as Even-Mansour cipher based Davies-Meyer construction followed
by an application of permutation. We believe that both are similar in performance and
results to the similar security bound.

3.2 Matching Attack on pEDM

In this section, we show a matching key-recovery attack on pEDM with a total of 227/3+1
construction queries and 22/3%2 primitive queries. The idea of the attack is to collect a
triplet of query indices (i, j, k) € [q] x [p] x [p] for each key k; in a set Sy, , where g = 227/3+1
is the number of construction queries and p = 22"/3+1 ig the number of primitive queries
that distinguisher will make to the permutation P, such that x; ® k; = u}, Y D k1 = v,%.
We consider k; to be a potential candidate key if the number of triplets (¢, j, k) in Sk, is
at least two such that
qu EBU} EBui zu;, EBU}, @ui/

holds. We show that the true key belongs to the set of potential candidate keys with high
probability and the size of the set of the candidate keys is not very large. We construct
a deterministic adversary A that recovers the key of pEDM by making a total of 227/3+1
construction queries and 22"/3+2 primitive queries as follows:

NOTATION: For a tuple (z1,2,...,2s) of length s, where each z; € {0,1}", we write
(x1,9,...,2s) <2 {0,1}" to denote that x; ¢ {0,1}" \ {z1,...,2;_1} for i > 2 with
x1 ¢ {0,1}". Similarly, (z1,z2,...,2s) <= {0,1}" denotes that x; < {0,1}", indepen-
dent to all z1,...,x;_1 for ¢ > 2 with 27 +-s{0,1}".

ATTACK ALGORITHM:

1. A chooses 22/3%1 construction queries (1, ..., Tozn/341) o {0,137
2. A chooses 22"/3+2 forward primitive queries (uy, ..., Ugzn/s+2) ¢ {0, 1}™.

3. A creates two lists: U that stores u; for j € [22"/3%1] and another list Uy that stores
uj for j € [227/3+1 4 1,227/3+2] We denote the elements of U; as uj, ie., uj < uy

for 1 < j < 227/3+! and denote the elements of Us as u?, i.e., u? < Uy g2n/541 for
1< k < 22n/3+1.

4. Then A makes queries to the primitive P with ujl for j € [22”/3“] and obtains the
responses vj < P(uj). A makes another set of queries to the primitive P with uj for
k € [227/3+1 4 1,227/3+2] and obtains the corresponding responses vE  P(u?).
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5. For each ky, A construct a set Sy, = {(4,7, k) € [227/3 +1] x [227/3 41 x [227/3 1] :
z; D uj1 =k =y ® vi} We initialize K to the empty set @), which we call the set of
candidate keys.

6. For all key k1 € {0,1}" with |Sk, | > 2, check if the following holds: for every pair
(i,5,k) # (7,7, k") € Sk,, one has

u}@vjeéui@u},@v}/@ui,:(). (2)

If the above holds, then add k&, € K.

Claim 1. Let (k7,k3) be the true key, i.e., the pair of keys used in the construction. Then,
we have

Prk} € K] > 0.687 (3)
Pr(|kC\ {k7}] > 128] < 0.5. (4)

We defer the proof of the claim in the following section. However, the first equation of the
claim says that the true key k] belongs to the set of candidate keys with high probability,
and the second equation says that the probability of the number of candidate keys is at
least 128 is at most 1/2. Before proceeding with the analysis of the attack, we recall the
Chernoff-bound for the sum of independent Bernoulli trial as follows:

Lemma 2. Let X1, Xo,..., X, be independent random variables following the bernoulli
distribution such that X; takes the value 1 with probability p; and 0 with probability (1 — p;).
Let X = X1+ Xo+ ...+ X, and p = E[X]. Then, for any 0 < < 1,

Pr[X < (1-8)u] < e H0°/2,

3.3 Analysis of the Key-Recovery Advantage

In this section, we prove Claim 1. In particular, we carry out the above two probability
analysis of Claim 1 in the following two steps:

StEP I: TRUE KEY BELONGS TO THE SET OF CANDIDATE KEYS. According to step (6) of
the algorithm, an element k; gets included in the set K if the following two conditions
hold:

(a) [Sk,| =2, (b) uj ®vjduj =uj ®vj duis, (i,4,k), (1,5 k) € Sk,

where S, is the set of all triplets (i,7,k) € ([22*/3+1])3, as defined in step (5) of the
algorithm such that the following holds:

k12x169u1
&) =9, 5
k1 =y; © vy

For the true key (k7,k3), Let z; be the input variable of the second permutation call of
the construction, i.e.,

2 2 P(z; ET) @ (z; kT ®K3).

Note that all the z;’s are without replacement variables and so are x; & k. Moreover, the
variables P(z; ® kT) are again sampled in without replacement manner and indepenent
to variables x; @ kj. Therefore, each z; is a sum of two independently sampled without
replacement random variables and due to the result of the sum of two independent
permutations [DNS20, DHT17], distribution of all z;’s are uniform.
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Now note that, for the first part kf of the true key pair (k7, k%), if it happens that for
some (i, 4, k) € ([22/3+1])3, (§) holds, where k; in (§) is replaced by the true key k, then
one can reveal the second part k5 of the true key pair (kf,k3) as ki = u} @ v} ®ui. Asa
result, for the true key k7 and for (i,7,k), (i, j', k") € Sk, the relation

1 1 2 _ .1 1 2
u] @U] @uk—u]-/ EBU]'/ @Uk/

gets automatically satisfied. Therefore, to bound Eqn. (3), it is enough to bound the
probability that there exists at least two distinct tuples (i, 7, k), (¢, j', k) exists such that

(k) = L= w @ u =y
ki = xy @u;, = Yy @’Ui/.

Again, for the first part k] of the true key pair (kf,k3), if it happens that for some
(3,5, k), (", 5', k") € (]227/3+1])3, the following equations are satisfied, namely

* = . 1
ki = © u;
k‘T:JJZ"@U}/
— 22
Zi = Uy

(t) =

2
Zit = uk”

then it also satisfies (%). As a result, it is enough to bound the probability that there
exists at least two distinct tuples (4, 7, k), (¢, j/, k") such that (f) is satisfied. We bound the
probability in two stages. In the first stage, we bound the number of ¢ such that z; € Us
and we store such ¢ in list £1. Let £, be the set of all x; @ kf such that ¢ € £;. In the
second stage, we lower bound the probability that the number of j such that u} €L, is at
least 2.

STAGE-I: Let Z; be the indicator random variable that takes the value 1 if z; € Us. It is
easy to see that Z; are indepedent bernoulli random variables with success probability
2/27/3. Let Z = (Zy + ... + Zozusa1). Then Z ~ Bin(227/3+12/27/3) and therefore,
E[Z] = 4-2"/3. By applying the Chernoff-bound as stated in Lemma (2) with § = 1/2, we

have
1

T (5)
Therefore, Eqn. (5) says that the size of list £; and in turn the size of list £, is at least
27/3 4 1 holds with high probability.

STAGE-II: Let £, be the list of all x; @ k7 such that ¢ € £;. Therefore, to bound the
probability that there exists at least two distinct tuples (¢, j, k), (¢, j/, k) exists such that
such that (¥ ) holds, we bound the following:

Pr[Z > 2"/3+1) > 1 —

Pr(|j : uj € La] > 2]. (6)
We write Eqn. (6) as
92n /341
(6)=1-— (Pr[ujl» ¢ L., V5 e [22V/3H ) + Z Pr[u; €L, ANuj & Lo, Vk 75]]) (7)
) e
(B)
BOUNDING A: To bound A, we would like to note here that ui, ... ,ué%/ﬂl are without

replacement samples of {0,1}". Moreover, |£,| = 2*/3*+!. By using a simple algebra, we
have

920/
(2" =2 o _ (2 22 <l
(2”)2271/3+1 - 2277,/3 - 64 '

(A) =Prluf, ... ugsnssyy & La] <
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BOUNDING B: Bounding B is similar to that of A.

92n/3+1 92n/3+1

(B)

> Prlu} € £,]-Prlul ¢ Lo, Vk £ ]S Y

J=1 J=1

2n/3
2\ 2 \*? 16
8(1—zzn/3) '(1—2%/3> <D

where the last inequality follows from m < 2 as n > 3. Therefore, from Eqn. (7),

2n/3+1 ) )
(2n —22n/3+1 4 1) \© 220/3

IA

Eqn. (8), Eqn. (9) and by plug-in the value of e < 3, we have

17
Prk] € K] > 1~ —. (10)
e
STEP-II: BOUNDING THE CARDINALITY OF K \ {k}}. To upper bound the probability
that [\ {k]}| > 128, we use the Markov’s inequality. In particular, we have

PriC (k)] > 128 < LR (11)

Therefore, it is enough to upper bound the expected size of the set of candidate keys
K\ {ki}. For each k; € {0,1}", let I, be the indicator random variable that takes the
value 1 if there exists (¢, 7, k), (¢/, §', k") such that the following holds:

u}@v%@u%:u},@v;,@u%,
kq :xi@u}

(88) =S k1 =y ® v}
k1 :.TZ'/EBU}/

ki = yi ® v}

Otherwise, the indicator random variable I, takes the value 0. It is easy to see using the
linearity of expectation that

Y. I =IK\{*}=EIK\{k}]= > P, =1  (12)

k1e{0,1}"\{k]} k1€{0,1}"\{k7}

Therefore, it boils down to upper bound the probability that I, takes the value 1. For
a fixed choice of indices 1,7,k and 4,5, k', the above system of equations hold with
probability at most 27°" as all the random variables are independent to each other. The
number of choices of indices is at most (27/3¥1)6. Therefore, we have
64

Pr[ly, =1] < on- (13)
From Eqn. (12) and Eqn. (13), we have the expected size of the set of candidate keys is at
most 8. By plug-in this value into Eqn. (11), we have

Pr{|C\ {k7}] > 128] < 1/2,

which concludes the proof of Claim 1. O

Note that in the above attack, the distinguisher is information theoretically bounded. The
run time of the attack * is more than 2”. In particular, for each key ki, the number of

4Note that the time complexity of the adversary here does not account for the number of times adversary
makes offline primitive queries. The time complexity of the adversary solely means the time required to
compute local operations.

) 9.92n/3 _1

(9)
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steps required to populate set Sy, is roughly 227, Therefore, altogether step (5) of the
algorithm takes at most 2*" operations. For each key k; in step (6), algorithm takes at
least one checking operation for Eqn. (2) in each set Si,. Therefore, altogether step (5) of
the algorithm takes 2™ operations. Therefore, the overall time complexity of the algorithm
is roughly O(2%"). Nevertheless, the number of construction queries is 22n/3+1 and the
total number of primitive queries is 227/3+2,

4 Proof of Theorem 1

Let us consider k = (ky, k2) € {0, 1}?" be a pair of n-bit keys. We consider any information
theoretic deterministic distinghisher D that interacts with the following oracles in either
the real world or in the ideal world: in the real world it interacts with (pEDM, P) and
in the ideal world it interacts with (RF, P), where RF is the random function over {0,1}"
to {0,1}™. We call the first oracle as construction oracle and the second one as primitive
oracle. Query to the construction oracle is called the construction query and to that of the
primitive oracle is called the primitive query. We summarize the construction queries in a
transcript 7., where 7. = {(x1,v1), ..., (24, yq)} and the primitives queries in transcript
Tp = {(u1,v1),..., (up,vp)}, where we assume that D makes total ¢ construction and p
primitive queries. For primitive queries, D can either make forward query u to its primitive
P and receives response v or can make inverse query v to P~! and receives response wu.
Since, we assume that D never makes pointless queries, none of the transcripts contain
any duplicate elements.

We modify the experiment by releasing internal information to D after it has finished
the interaction but has not output yet the decision bit. In the real world, we reveal the
key k which is used in the construction and in the ideal world, we sample a pair of n-bit
dummy keys k = (kq, ko) uniformly at random from the keyspace {0,1}" and reveal it
to the distinguisher. In all the following, the complete transcript is 7 = (7., 7, k). Note
that, the modified experiment only makes the distinguisher more powerful and hence the
distinguishing advantage of D in this experiment is no way less than its distinguishing
advantage in the former one. Let X,. denotes the random variable that takes a transcript 7
realized in the real world. Similarly, X;q denotes the random variable that takes a transcript
7 realized in the ideal world. The probability of realizing a transcript 7 = (7., 7p, k) in the
ideal (resp. real) world is called ideal (resp. real) interpolation probability. A transcript T
is said to be attainable with respect to D if its ideal interpolation probability is non-zero.
Let © denotes the set of all attainable transcripts and ¢ : © — [0, 00) be a non-negative
function that maps any attainable transcripts to a non-negative real value. Following these
notations, we state the main theorem of the Expectation Method [HT16] as follows:

Theorem 2 (Expectation Method). Let © = GoodT LI BadT be some partition of the
set of attainable transcripts. Let T = (1., Tp, k) € GoodT be an arbitrary good transcript
such that
Pre(T) A Pr[Xpe = 7]
Pid (T) Pr[Xid = 7']

Z 1 - ¢(T)7
and there exists €paq > 0 such that Pr[Xiq € BadT] < epaq. Then,

AdvEEL (D) < E[$(Xia)] + €baa- (14)
Note that, the expectation method trivially boils down to the H-Coefficient technique if ¢
becomes a constant function such that for any attainable good transcripts 7, ¢(7) = ¢ for

0 < ¢ < 1. Having explained the Expectation Method in the view of our construction, we
now state the following result.
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Lemma 3. Let 7 = (7., 7,,k) € © be an attainable transcript. Let p(T) 4 Pr[P <= P(n) :
pEDM} — 7. | P — 7,]. Then, we have

é pro(T)
Pid(T)

o(r) = p(r) - N,

Recall that pEDMY — 7. denotes pEDME (z;) = y; for all (z;,y;) € e, i.e., for all
(Ii, yz) € Tey it must hOld that P(P($z D kl) D xT; o) kl ) kg) ) kl = Y, where k = (k‘l, ]{32)

Proof of this lemma is trivial to follow as the ideal interpolation probability for a good

transcript is W7 as the random function RF always outputs uniform random n-bit
P

strings on each input query.
4.1 Definition and Probability of Bad Transcripts

In this section, we define and bound the probability of bad transcripts in the ideal world.
For a transcript 7 = (7¢, 7, k1, k2), we define the following sets:

UE {uef{0,1}": (uv) €7},

VEwe{0,1}": (uv) €},

a2 {(z,y) €T x® ks €U,

BE(z,y) ereiy@hr € VY,

C2 |{{(z.y), (2", ¥} : (@, 9), (&, y) € ey = '},

o 2 {{(z.y), (@), (", y")} : (2,9), (' y), (@ y") € ey B2’ B ky = 2" &k},
e H{{(u,v), (W', v")} : (u,0), (W, 0") € p,udv="1u" BV}

We say that a construction query (z,y) € 7. is non-colliding if V(2',y") € 7.,y # y'. Now,
we characterize the set of bad transcripts as follows. The main crux of identifying bad
events is to identify the two-fold collisions, as depicted in Fig. 4.1

Definition 1. An attainable transcript 7 = (7., 7p, k) is called a bad transcript if any
one of the following holds:

1. Inputs (resp. outputs) to the two consecutive permutation calls for a particular
construction query are not fresh.

- B.1: 3 (z,y) € 7, (w,v), (W,v') € T such that s B k1 =u,v B uP ka = v'.

- B.2: 3 (z,y) € 7¢, (u,v), (W, v") € 7, such that y S k1 = v, u® (x D k1) Py =",

- B3: 3 (z,9), (2',y) € 7, (u,v) € 7p such that t B k1 =u, v Bud ko =2’ B k1.

- B4 3 (x,y), (@, y) € 7, (u,v) €7y such that y® k1 = v, u® (x D k1) D ko =
y' ©ky

2. Both the input and output of a construction query are not fresh.
- B.5: 3 (z,y) € 7, (w,v), (W,v") € Ty such that t B k1 = u, y B k1 =0'.

3. Inputs (resp. outputs) to the first (resp. second) permutation call of two construction
queries collides with the input (resp. output) of two primitive queries, and the inputs
(resp. oulputs) to the second (resp. first) permutation call for those two construction
queries collides.

- B.6: 3 (z,y), (2),y) € 7, (u,v), (u',0v") € 7, such that z ® k1 = u, 2’ ® k1 =
v,udv=u Ov.
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—_—|u V|| u vy |
B.1 B.2
>lu v >z Dk Yy ® ki|le—|u o |[——
B.3 B.4
T |u v u v|+—
P uw v e—
B.6 B.7
>| U v > o > —_—|u U [——
B.5 B.8

Figure 4.1: Different cases of two-fold collisions. Red edge denotes the input / output
collides with prmitive input / output. Blue edge denotes that input collides with the input
of some construction query or output of some construction query. Green edge denotes the
collision among themselves.

BT 3 (@), () € Ter (), () € 7, such that y & k1 = v, ® ky =
vViudxr=u o

4. Additional Bad events.

B.8: 3 (z,v),(2',y) € 7¢, (u,v) € 7, such that 2 ® k1 = u,y =y'.
- B.9: o> q2/N1/3.
- B.10: C > ¢/N'/3.
- Bll: a> /q.
- B.12: 8> /4.
- B13: 0> /p.
Recall that BadT C © be the set of all attainable bad transcripts and GoodT = © \ BadT

be the set of all attainable good transcripts. We bound the probability of bad transcripts
in the ideal world as follows.

Lemma 4. Let 7 = (1., 7,,k) be any attainable transcript. Let Xiq and ©y, be defined as
above. Then

3gp2  4pg?  3pJn 2 3/2 2 2
qp pq+p\/q+p\/§+q\/ﬁ+p L2

Pr[Xy € BadT] < =
tXia € BadT] < 5+ 7 N N N TN TNBETHN

Proof. Let 7 = (7, 7, k1, k2) be any attainable transcript. Recall that, in the ideal world
k1 and ko are sampled uniformly and independently from the keyspace. Using the union
bound, we have

Pr[Xiq € BadT] < Pr(B.7VB.13]+ »  Pr[B.. (15)

1<i<13
i£7,13
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In the following, we bound the probabilities of all the bad events individually. The lemma
will then follow by adding the individual bounds.

BOUNDING B.1. We consider the event B.1. For a fixed (z,y) € 7. and for a fixed
(u,v), (u',v") € 7, the probability that

ki=z®uky=tdvdu

is N2 due to the randomness of the key k; and ky. By summing over all possible choices
of (z,y) € 7, (u,v), (v,v") € 7, we have

2
qap

BOUNDING B.2. We consider the event B.2. For a fixed (z,y) € 7. and for a fixed
(u,v), (u',v") € 7, the probability that

Fi=y®v,k=voud (xdk)

is N2 by using the randomness of k; and ky. By summing over all possible choices of
(I7y) € Te, (u,v), (u/a U,) € Tp, We have

2
ap

BouUNDING B.3. We consider the event B.3. For a fixed (z,v), (2',y') € 7. and for a fixed
(u,v) € Tp, the probability that

ki=u®zky=v® (@ ©k)du

is N=2 by using the randomness of k; and ky. By summing over all possible choices of
(z,9), (z',y') € 7¢, (u,v) € 7, We have

2
pq

BOUNDING B.4. Using the similar reasoning as that of B.3, we have

Pq

2
N?°

Pr[B.4] < (19)

BOUNDING B.5. We consider the event B.5. To bound the event we consider the following
set

BadK; = {k1 € {0,1}" : 3(x,y) € 7¢, (u,v), (v, v") € 7, such that ky =z Pu=y v}

Note that k € BadK; < 3(z,y) € 7, (u,v), (v, v') € 7 1 k = 2 @ u =y @®v'. Therefore,
for any A > 0, we have,

Pr[B5] = Prfk; € BadK]
= Pr[k; € BadKy A [BadKy| > A] + Prlk; € BadK; A |BadKy| < A

A
< Pr[|BadK;| > A]] + N (20)
Now, it is easy to see that

BadKy| < Z 2 [{((z,y),u,v) €Ere xU X V:izBu=y& v}
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Now, from Lemma 1, we have
Pr(|Z] > gp®/N + 3p/ng] < 2/N.

Therefore, by setting A = ¢p®/N + 3p,/ng and by using Eqn. (20), we have

2 3pyn 2
PrB.s < 4+ V4 2 (21)

BounbpING B.6 V B.13. We bound the event B.6 V B.13. For this, we have the following:

Pr[B.6 v B.13] < Pr[B.13] + Pr[B.6 A B.13]. (22)

To bound the probability of the event B.13, we define an indicator random variable I;;
which is set to 1 if and only if (u;, vs), (uj,v;) € 7 such that u; & v; = u; & v;. Therefore,

we have
0= Zﬂij.
4,7

Now, for a fixed i, j, we have Pr[l;; = 1] = N~1. This is due to the fact that either both
of (u;,v;), (uj,v;) are backward queries in which u;, u; are random values or at least one
of them is a forward query (w.l.og we assume (u;,v;) is a forward query) in which v; is
random. Hence, using the linearity of expectation, we have

E[f] = ZE[HU] = Zprmﬁ =1 < %. (23)

Therefore, using Markov’s inequality, we have

Pr[B.13] = Pr[6 > \/p] < 6] 9 P
where (1) follows from Eqn. (23). Now, we bound the probability of B.6 A B.13. To bound
the event, for a fixed pair of (z,y), (z/,vy) € 7. and for a fixed pair of (u,v), (v/,v") € 7,
the probability that t ® k1 = u, 2’ @ k1 = v, u®v =v ®v' is N~! due to the randomness
of k1. Note that as u # u’, the probability of the event is well defined. Since, we consider
the probability of the conditional event B.6 conditioned on the event B.13, the number
of such pairs of (u,v), (u',v") € 7, satisfies the the event is at most ,/p. Moreover, the
number of choices for (z,y) € 7. is ¢ which makes the choice for (z,y’) € 7. is at most 1,
as choosing an (z,y) determines (z/,y’), namely, 2’ = «’ @ u @ x. Hence,

—~

(24)

Pr[B.6AB.13] < %. (25)

By combining Eqn. (22), Eqn. (24) and Eqn. (25), we have

q\/ﬁ p3/2

Pr[B.6 vVB.13] < —— + ——. 26

| | < PP (26)

BOUNDING B.7. To bound the event B.7 we need to bound the event y = v @ k1,9’ =

vV @k, udx=u @a'. Fora fixed pair of (x,y), (2',y") € 7. and (u,v), (v/,v") € 7p, the

above event holds with probability N~2 due to the independence of y and y’. Now, the

number of choice for (x,y), (z/,7’) is at most ¢* and the number of choice for (u,v) is at

most p which makes the number of choice for (u/,v’) is at most 1. Hence, by varying over

all possible choices of (z,y), (2/,vy') € 7. and (u,v), (v',v’) € 7, we have
pe’

(27)
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BoUNDING B.8. To bound the event B.8, we fix (z,y),(2',y’) € 7. and (u,v) € 7, the
probability that
kl =u® z,Yy = yl

is N~2. By summing over all possible choices of (z,y), (2/,y’) € 7., (u,v) € 7,, we have

2
pq

BouNDING B.9. To bound the event B.9, we define an indicator random variable I,
which is set to 1 if and only if (x;,4:), (;,v;), (k, yx) € T such that y, B a; Bks = 1 D k1.
Therefore, we have

g = Z Hijk~

.3,k

Now, for a fixed 4,5 and k, we have Pr[l;;x = 1] = N~! by using the randomness of k;.
Using the linearity of expectation, we have

Elo] = Y E[Lj] =) Prllj=1]< % (29)

ijk ijk

Therefore, using Markov’s inequality, we have

@)
Pr[B.9] = Pr[o > ¢*/N'/3] < Elo] d

- q2/N1/3 - N2/3° (30)

where (2) follows from Eqn. (29).
BoUNDING B.10. To bound the event B.10, we define an indicator random variable I;;
which is set to 1 if and only if (z;,v;), (zj,y;) € 7. such that y; = y;. Therefore, we have

C=>"1I
tJ

Now, for a fixed 4, j, we have Pr[l;; = 1] = N~! by using the independence of y; and y;.
Using the linearity of expectation, we have

2
Z Z q
ij ij
Therefore,

E[C] ® ¢
— 1/3 _*
Pr(B.10] = Pr[C > o/N'*) < P <

(32)

where (3) follows from Eqn. (31).
BoOUNDING B.11. To bound the event B.11, we define an indicator random variable I;;
which is set to 1 if and only if (z;,y;) € 7e, (uj,vj) € 7, such that z; @ ki = u;. Therefore,

we have
a = E Hij-
4,7

Now, for a fixed 7, j, we have Pr[[;; = 1] = N~! by using the randomness of k;. Using the
linearity of expectation, we have

Elo] = Y Bll;]= Prl;=1< . (33)
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Therefore, using Markov’s inequality, we have

N

Pr[B.11] = Prja > \/q] < FLE] 2 p#’ (34)

IN

where (4) follows from Eqn. (33).
BouNDING B.12. To bound the event B.12, we define an indicator random variable I;;
which is set to 1 if and only if (z;,v;) € 7c, (u;,v;) € 7, such that y; & k1 = v;. Therefore,

we have
B=> L
4,7

Now, for a fixed i, j, we have Pr[[;; = 1] = N~! by using the randomness of k;. Using the
linearity of expectation, we have

E[3] = ZE[Hij]ZZPr[Hijzug%. (35)

Therefore, using Markov’s inequality, we have

Pr[B.12] = Pr[8 > /q] < E[i] ¢ p#, (36)

where (5) follows from Eqn. (35). Using the Eqn. (15)-Eqn. (36), the result follows. [

4.2 Analysis of Good Transcripts

In this section, we state that for a good transcript 7 = (¢, 7, k), realizing 7 is almost as
likely in the real world as in the ideal world. More formally,

Lemma 5 (Good Lemma). Let 7 = (7., 7y, k) € GoodT be a good transcript. Let Xe
and Xiq be defined as above. For some positive integer 0 < t < q/N1/3, we have

Pr[X,e = 7] - 124> N 2pq 13¢  2pt | 2,0 28pg°  4p’q
PI"[Xid — 7-] - N4/3 N4/3 N2/3 q2 N1/3 N2 N2

24q3 2q3/2>

N2 N
Proof of this lemma is the most difficult part of the paper. Hence, we devote the following

separate section for proving it. Therefore, by applying H-Coefficient technique (i.e.,
Theorem 2) with Lemma 4 and Lemma 5, the result follows. O

5 Proof of Good Lemma
In this section, we prove that for a good transcript 7 = (7, 7p, k), realizing it in the real
world is as likely as realizing it in the ideal world. Note that, we have shown in Lemma 3

that to compute the ratio of real to ideal interpolation probability for a good transcript 7,
one needs to compare

p(7) E Pr[P <= P(n) : pEDI\/IE = Te | P 1]

with N9. Therefore, it is enough to establish a lower bound of p(7).
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5.1 Establishing Lower bound on p(7)

First of all, for a good transcript 7 = (7, 7, k) recall that U is the set of all domain points
of primitive queries and V is the set of all range points of it. Since, 7 = (¢, 7, k1, ko) is a
good transcript, we can partition the set of construction queries 7. € 7 into a finite number
of disjoint groups as follows:

Q 2 {wyer zak el
Qy = {(z,y) €Ty D k1 €V}
Do 2 {(z,y) €@k ¢ U,y ky ¢V}

Having defined the sets, we claim that the sets are disjoint and they exhaust the entire set
of attainable good transcripts. By the definition of bad transcripts, we have Qi N Qy = ()
and by definition we have Q;; N Qg = 0, Oy N Qg = (). Hence, we have the following result:

Proposition 2. Let 7 = (7., 7p, k1,k2) € GoodT be a good transcript. Then the sets
(Qu, Oy, Qo) are pairwise disjoint.

Note that, since 7 is a good transcript, we have, a = |Qy| < /g and § = |Qy| < /q. Let
E;; denote the event pEDMlF: — Q. Similarly, Ey, denote the event pEDME — Qy and
finally, Eg denote the event pEDMIP( — Qp. Now, it is easy to see that

p(T) = PI‘[Eu/\Ev/\E()lPO—)Tp}
= PI‘[EL{/\EV | PHTP]'PT[EO | Eu/\Ey/\Pi—)Tp] (37)
p1(7) p2(7)

Thus, it is enough to establish a good lower bound on p, (1) and p,(7) for a good transcript
T.

5.2 Lower Bound of p,(7)

To lower bound p,(7), we define the following sets:

Si2{zak:(n,y) e}, Si2{zak : (vy) e}
D é{y@kl t(z,y) € Quts D2é{y€9k1 Sz, y) € Qv}

Note that, S C U and |S;| = «. Similarly, Dy C V and |Ds| = . Conditioned on
P+ 7,, P is fixed on exactly p input-output pairs. For each (x,y) € Qu, there is a unique
(u,v) € 1, such that @ & k1 = u, so that P(x & k) is well defined, which is equal to v.
Similarly, for each (z,y) € Qy, there is a unique (u,v) € 7, such that y & k1 = v, so that
P_l(y @ ki) is well defined, which is equal to u. This leads us to define the following two
additional sets:

1>

X1
Ao

{Pa® k) Dz Dk Dka: (z,y) € Qu}
(P lydk)dad®k @k : (z,y) € Qv}.

>

In the following we state that every element of D; is distinct and does not collide with any
primitive query output. Similarly, every element of Sy is distinct and does not collide with
any primitive query input.

Proposition 3. Every element of D1 is distinct and does not collide with any primitive
query output. Similarly, every element of So is distinct and does not collide with any
primitive query input.
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Proof. The distinct property of D; follows from —B.6. Moreover, if any elements of D;
collides with any primitive query output then it would satisfy condition B.2. This says
that D1 NV =0 = D; N Dy = ) and hence |D;| = a.

By definition every element of Sy is unique and does not collide with any primitive query
input (otherwise satifies condition B.2). Hence, Ss NU = 0 = S, NSy = O and hence
|Sa| = . O
However, the above result says that |D;| = o and |Sz| = 8. Now, we have the following
proposition which states that every element of X} and X5 are distinct and X is pairwise
disjoint with &7 and S,. Similarly, every element of X5 is distinct and pairiwise disjoint
with D]_ and DQ.

Proposition 4. Every element of X; is distinct and X1 NS; = 0, X1 NSy = 0. Moreover,
every element of Xy is distinct and Xo N Dy = (), Xy N Dy = ().

Proof. For the sake of contradiction, let us assume that P(x; @ k1) @ z; & k1 ® ko =
P(z;@ki)®x; ki Dko for some (x;,v;),)(z;,y;) € Qu. But this implies the condition B.7
to hold, which implies that 7 is not a good transcript. Thus, every element of X} is distinct.
Moreover, none of the elements of X7 collides with any primitive query input, othwerwise
it would satisfy condition B.1. This implies that X; NS; = . Moreover, X; NSz = () which
follows due to —=B.4. Thus, we have, X1 NU =0 = X;NS; = 0 and X; NSy = @. Hence,
|X1] = a. For the second part of the proof, for the sake of contradiction, let us assume that
Py k1)@ (z; @ k1) Dhy = P_l(yj k1)@ (z; & k1) ® ko for some (x5, y:), (z5,y;) € Qv.
But this implies the condition B.8 to hold, which implies that 7 is not a good transcript.
Thus, every element of X is distinct. Moreover, none of the elements of X5 collides
with any primitive query output, otherwise it would satisfy condition B.3. This implies
that Xo N Dy = (). Moreover, X, N D; = @ which follows due to —=B.5. Thus, we have,
XonV=0= X NDy =0 and X, N Dy = (). Hence, |Xs| = 5. O
Now, from Proposition 3 and Proposition 4, we have |S;| = |X;| = |D1] = « and
|Sa| = |Xa| = |D2| = 8. Also recall that |U| = |V| = p. Now, we consider the following two
sequences:

>

9
Qs

((P(a; ® k1) ®x; ® k1 @ ko, ys @ k1)« (6,4:) € Qu)-
A _
= ((CCZ @ ki, P 1(y7; &, kl) P, Dk P kg) : (z,,yl) S Qv)

From Proposition 3 and Proposition 4, it follows that the domain of Q; is disjoint with the
domain of Q2. Moreover, they are individually disjoint with /. Similarly, the range of Q; is
disjoint with the range of Q, and they are individually disjoint with V. Therefore, we have
X=U,X,8;) and Y = (V, Dy, Xs) are disjoint collections. Thus, from Proposition 2 one
has,

1

£ T slo(n) © i TN )
pi(7) S PrlP s P(n) : NUS P\V [P oy 5] = (o s —

(38)

5.3 Lower Bound on p,(7)

In the last section, we have seen that P has been fixed on o + § input-output (apart from
p input-output primitive pairs). Moreover, the collection of input and output sets of P
that have been explored in the last section is X = (U, X1, S2) and 9 = (V, D1, As). Recall
that, we have defined the set

Q={(x,y) €T x®k ¢UYyDk1 &V}

For the sake of simplicity, we rename the elements of Qg as Qo = {(21,v1), (Z2,¥2),-- -, (Tg, Yg')-
Tt is easy to see that |Qg| = ¢’ = ¢ — (& + ). Let us define two sets X = {x € {0,1}" :
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(z,y) € (7. \ Qu)} and Y = {y € {0,1}" : (x,y) € Qo}, where Y is the set of the distinct
number of responses. Let r = |)| and let us denote

S={(z,y) € Q:VY(",y) # (z,y) € Qo,y #¥'}

be the set of non-colliding queries of Qp and s’ = |S|. Since, 7 is a good transcript,
s’ > q— M where M = q/N1/3, otherwise B.10 would be satisfied. Now, we bound the
probability that a permutation P realizes Qy, i.e., we need to lower bound the number of
permutations P which are already fixed on a4+ 8 input-output pairs such that

holds. Note that the equations in Eqn. (39) are not independent as two permutations
are identical. For example, if there exists two queries (z,y) and (2/,y’) in Qg such that
Pla® k) ®xdk @k =2 @ ki, then one must have P(z’ @ k1) = y @ ky. Similarly, if
P(z® k1) = v ®k1, then one must have P(z' k) ®a' k) Dky = xPk;. For simplicity, one
could count only permutations P which are already fixed on a + 3 input-output pairs, such
that for any query (z,y) € Qo , P(x® k1) Gax Dk D ko ¢ X ®ky, however this only leads to
a birthday bound. Hence, to get a bound beyond the birthday, we need to allow collisions
and a more precise counting. For doing this, we will be considering permutations P which
are already fixed on o+ (8 input-output pairs, such that P(z @ k1) @ D k1 B ke =2’ Dk
for ¢ pairs of ((z,y), (2/,y")) of distinct non-colliding queries, where ¢ is some sufficiently
large value. However, we must be careful in choosing the ¢-pairs of distinct non-colliding
queries that do not create any incompatibility with other queries.

5.3.1 Counting Collisions

To this end, we define an index set Z = {i € [¢'] : (zi,%;) € S} and Z® denotes the set of
all ordered pairs of distinct elements of Z, i.e., Z3) = {(i,5) : 4,5 € T,i # j}.

Definition 2. For a fixed positive integer ¢, an unordered set of ¢ ordered pair of indices
T = {(i1, 1), (i, j2), - - - (i, je)} S T@,
is good if it satisfies the following conditions:
1. for l € [t], z;, ® x;, are distinct.
for | € [t],y;, © x;, are distinct.

for [ € t,le@l‘il@k‘2¢v.

= W

for [ € [t],

1]
1]
1]
[t], i, ®xj, ® ks ¢ U.
1]
1]
1]
1]

NSNS

for [ € [t], il@kg@le¢/¥@k1.

forl € t,xil@l@@x]—l ¢y@k1

Noe o

for [ € t,le@mil@kg ¢X2
8. forl e t], y;, @le@k2¢X1.

Note that Z; is the set of ¢t ordered pair of indices of non-colliding queries. We justify
below why the above-listed conditions, if obeyed by the elements of Z;, do not create any
incompatibility with the other queries.

RATIONALE FOR THE CONDITIONS. We elaborate here the conditions stated in the Defn. 2
and justify why they ensure the compatibilities with other queries. We call an element in
the set Z; a dependency pair. A dependency pair (i;,7;) € Z; are dependent in one of the
following two ways:
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(a) P(Iil 2] kl) S (xil S5 kl) ® ko = T, kq or
(b) P(zi, @ k1) = y;, ® k1.

for some permutations P which are already fixed on a + § input-output pairs. Such a
dependency pair is said to be of length 1. Now, from (a) and (b), we have the following
two equalities:

o~ —

(a) P(wy, @ k1) = xi, @ x5, @ ko, (b) P(xj, @ k1) = x5, © xj, D ka.

Both these equalities impose the distinctness of the permutation output, i.e., z;, @ x;, ® k2
as its input, i.e, x;, ® k1 or z;, @ k1 are distinct which justifies condition (1) of Defn. 2.
Similarly, (a) and (b) also imposes that the permutation outputs should not collide with
any primitive output (i.e., the elements of V), as their corresponding input does not collide
with any primitive input (i.e., elements of U), which justifies condition (3) of Defn. 2.
Similarly, z;, @ x;, ® k2 should not collide with any elements of V @ k;, which justifies
condition (6) of Defn. 2. Moreover, z;, & x;, & ks should not collide with any elements of
X, as (@i, ¥i,), (Tj,,y;,) € Qv. This justifies conditions (7) of Defn. 2. Note that Eqn. (a)
also imposes the following equality:

(/g) P(xj, @ k1) = yi, ® k1.

Now, we require that P(z;, ® k1) & (x;, © k1 @ k2) or equivalently y;, ® z;, ® ko should be
distinct, which justifies condition (2) of Defn. 2. Moreover, it should not collide with any
other elements of X @ k1, otherwise that would extend the length of the dependency pair
by 1. This phenomena justifies the condition (5) of the definition. Similarly y;, & x;, & ko
should not collide with any primitive inputs, as y;, ® k1 does not collide with any primitive
output. This justifies condition (4) of the definition. We also require that y;, ® x;, ® ko
should not collide with any elements of X5, otherwise y;, ® k1 € Dy which is not possible
as (zj,,y;,) ¢ Qu. This justifies the condition (8) of Defn. 2.

Lemma 6. Fiz a positive integer t such that 0 <t < M. Then the number of good sets T;
of t pairs of non-colliding queries is at least

/
7| > (s")at (1 4q 2pt  2,/q )

t! ~ N2/3 g2 N3

Proof. First, observe that among the s’(s’ — 1) possible pairs of non-colliding query
indices (i1, 71), at most (20 + 2p + «+ ) of them do not satisfy conditions (3)-(8). Indeed,
by definition of a good transcript (more precisely, condition (B.9)), there cannot be more
than o pairs ((z4,¥i,), (€;,,¥;)) such that y;, ® x;, ® ko € X & k; and there cannot be
more than o pairs ((2;,,¥s,), (Z;,,¥;)) such that z;, ® x;, & ke € Y & k. Similarly, by
condition (B.11), there cannot be more than « pairs such that y;, ® z;, ® k2 € X;. By
condition (B.12), there cannot be more than § pairs such that z;, & z;, ® k2 € X. Hence,
we can lower bound Z; as follows:

- we can choose (i1,71) among at least s'(s' — 1) — 20 — 2p — a — 8 possibilities

- once (i1, 71) is fixed, we can choose iy freely from the remaining (s’ — 2) possibilities;
then, j, must be different from i;,j; and i. Moreover, we also have x;, ® x;, #
xj, ®x;, and y;, B xj, # vy, Sx;,. Hence, the choice for js is (s’ —5); after removing
the at most 20 + 2p + « + [ pairs of queries not satisfying (3)-(8), there remains at
least (s’ — 2)(s’ — 5) — 20 — 2p — a — 3 possibilities for the pair (ig, ja)

- assume (i1, 1), (42, j2), ({1—1, ji—1) have been chosen, we can choose i; freely from the
(s’ —2(42) remaining possibilities; then, j; must be different from 41, j1, ..., 4-1, ji—1, 1.
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Moreover, it must be such that z;, ® z;, # z;, @ x;, for d € [[ — 1] and y;, S x;, #
Vi, @ x;, for d € [l — 1]. Thus, overall there are at least (s — 41 + 3) possibilities for
Jji; after removing the at most 20 + 2p + « + (8 pairs not satisfying (3)-(8), there
remains at least (s’ — 2] + 2)(s’ — 4l 4+ 3) — 20 — 2p — a — 3 possibilities for the pair
(i1, 1)

Since Z; is unordered set of ¢ pairs, the number |Z;| of good sets is at least

=
|Z:| _'H<s —2l)(s —41—1)—20—2]?—04—6).
=0

Then, we have

t—1

(s =20)(s' —4l—1)—2p—20—a—p
il >
Zl = g (s' —20)(s' — 21 — 1)
N tt_1< 412+2p+20+a+6)
Pl 20)(s' =20 —1)
W gt“ 2’ +2p+20+a+p
- (s' —2M)?
1=0
t—1
21s’ +2p+20+a+ﬁ
> 1-—
= (R
@ (s . 2s' M2 + 2pt 4+ 20 M + oM + M
- t! q?
@) (8o 1 2M? 2pt  20M M oM
-t ¢ ¢ ¢ ¢ ¢
(;) (8")at 1 2q 2pt 2q 2
= # ON2/3 @2 N2/3 JIN1/3
(;) (")t {— 2¢  2pt 2 2\/q
= ! N2/3 q2 N2/3 N1/3
YOV VR N
= ! N2/3 q? N1/3

Note that, (1) follows as | <t < M. (2) follows as t < M and s’ — 2M < q. Moreover, (3)
follows as s’ < g. (4) follows as M < ¢/N'/3, o < ¢*/N'/3 and «, 8 < /. Moreover, (5)
follows as ¢ > 1 and hence the result follows. O

From now on we fix a positive integer ¢ such that 0 < ¢ < M and a good set Z; =
{(i1,71),---, (%, Jt)}. Now, for a good set Z;, we define the following set

9z, 2 {(wi,yi) € Qo : (i,%) €Ly V (%) € Iy }.

We are now interested to lower bound the number of permutations P that are already fixed
on a + 8 input output pairs and satisfying the following

PPzdki)®rdki®k)®ki =y,Y(z,y) € Qo (40)

such that for any [ € [t], P(z;, ®k1) ®x;, ®k1 ® ko = x5, ®k1. Note that such a permutation
P which is already fixed on a + § input output pairs and satisfying Eqn. (40) for the 2¢
queries appearing in Z; if and only if VI € [t] we have the following:



Avijit Dutta and Mridul Nandi and Suprita Talnikar 55

1. P(Izl @ kl) = Ijl @I‘il @kQ
2. P(le Ok)=y;, Dk
3. Plyy @ aj, @ k2) = y;, @ ka

Note that this set of 3t equalities is input-output compatible as Z; is a good set. Now,
it is easy to see that the collection of the following sets are pairwise disjoint: XT =
{X @ ki, U, X1, {ys, ®xj @ ke :1€[t]}}. Similarly, all the sets in the following collection
are pairwise disjoint: 9 = {YV B k1, V, X, {z;, ®xi, D ko : L € [t]},{wi, ®xj, B k2 : | € [t]}}.
Thus, we define the following sets:

X = XekhUUUX U{y, ®xj, ®ke: 1€ [t]}
V' = Yk UVUXU{z;, a; kel €t]}U{zy, @y kol €t}

It is easy to see that |X'| = ¢ +p+a+t and |V'| =r+ 2t + p + 8, where recall that
r =|Y|. Now, it remains to consider the remaining ¢’ — 2¢ queries (z,y) € Qg such that
(z,y) ¢ Qz,. To this end, let ¢’ = ¢’ — 2t = ¢ — a — § — 2t be the number of remaining
queries in Qg \ Qz,, s” = s’ — 2t be the number of non-colliding queries in Qg \ Qz, and
r’ = r — 2t be the numbr of distinct oracle responses appearing in these queries.

By following the approach of [CS18], we regroup the elements of Qg \ Oz, such that all
queries with the same output becomes consecutive. We write the queries as follows:

((xllayl)v ) ($1q17y1)>

($217y2)5 ce (’IQQvaQ)a

(xr’,1>y7“')7 ey (x’l"',qu7y’f")>7

where vy, ...,y are distinct. Moreover, we also have (¢ + ...+ ¢~) = ¢”. For the ease of
later computations, we assume that in these grouping all the non-colliding queries appear
first followed by colliding quries, i.e., ¢ =1 for i € [s"] and ¢; > 1 for i € {s" +1,...,7"}.
Now, our goal is to lower bound the number of permutations P € P(n) which are already
fixed on a + B input output pairs and in addition to satisfying above 3t equalities, also
satisfies the following.

V(z,y) €T, P(P(x D k1) Dz D k1 Do) D k1 =y. (41)

For this, we sample all intermediate values z = P~*(y @ k; ), which leads us to the second
step of the proof.

5.3.2 Sampling Intermediate Values

Let us consider a sequence z = (21, 22, - . ., 2+) of r many n-bit values. We say z is good if
it satisfies the following conditions:

1. each z;’s are distinct
2. forallie[r],z ¢ X’
3. for alli € [v'] and j € [¢;], 2; @ @ ; are distinct

4. forallie '] and j € [¢;],zi D a;; k1 Dka ¢ )
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Note that for any good tuple z = (z1, ..., 2,v), the set of the following equalities

Vi € [r'],Vj € [qi), P(l‘i’j Dk1)=2Dka® 25 ® k1
Vi € [’f‘/], P(Zl) =y, Dk

is compatible with previously defined all input output pairs. Moreover, a permutation P

satisfying the equations is such that P(P(x @ k1) @z ® k1 @ ko) = y D ky for all (z,y) € 7.

In the following, we count the number of good tuples z.

Lemma 7. Fizx a positive integer t such that 0 < t < M and a good set Z;. Then the
number of good tuples z = (z1,...,2) is at least

S//_l .
D —+1 1l 6q2 2pq
Na(t) 2 (N=g—p—a—F=3t=r)w [] (1_]\7(5q+p)z‘) S (1_ N4/3 T N4/ )
i=0

Proof. To count the number of good tuples z, the number of valid choices for z; is at

least N — (¢g+p+a+t)—qa(r+2t+p+B)asz ¢ X and 21 B a1 ; B k1 S ko ¢ )’ for
J € |q1], where recall that |[X'|=qg¢+p+a+tand |V|=r+2t+p+ 5.

Once the value of z; is fixed, zo can be chosen in the following way:
® 2 7’5 Z1
e 2 ¢ X
o 2 Dky Do, Bk &) forj € [go]

o 2 F 21 B ay; By for jeqi], i € gl

Thus, the number of valid choices for z5 is at least N—1—(g+p+a+t)—go(r+2t+p+5+q1).
In general after choosing the values for z1,...,2;_1, we choose the value for z;. In that
case, the number of valid choices for z; is at least

i—1

N—(i-1)—(qg+p+a+t)—q(r+2t+p+5+> q).
j=1
This is because z; cannot be equal to z1,...,2z;_1 which accounts for ¢ — 1 terms in the

above equation. Moreover, z; ¢ X’ introduces (¢ + p + « + t) in the equation. For
J € g,z ® ke ®x;j ®ki ¢ Y which includes ¢;(r + 2t + p + () term in the equation
and z; # 21D x; Dy for 1 € [i — 1,5 € [q],7 € [¢;] which introduces the term
qi(q1 + ...+ ¢i—1) in the above equation. Therefore, overall the number of good tuples z is
at least

r'—1

N,(t) > H (N(q+p+a+t)iqi+1(r+2t+p+5+2qj)). (42)
i=0

Jj=1

For the ease of the computation, we split up Eqn. (63) into two parts: the first part is
comprised of s many non-colliding queries and the next part is comprised of colliding
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queries. Therefore, we have

s’ —1

No(t) > H<N—(q+p+a+t)—z‘—r—2t—p—5—z‘>
=0
H(N—(q+p+a+t)—i—qz‘+1(7°+2t+p+ﬁ+z(]j)>
i=s"" j=1
s —1
> ] (N—(q+2p+a+ﬂ+3t)—2i—r)
=0

A

’

r'—1 %
H (N—(q+p+a+t)—i—qi+1(r+2t+p+ﬁ+2qj)>. (43)

i=s" j=1

CoMPUTING A: To compute A, we have the following.

s"'—1 ;
N—qg—2p—a—-p-3t—2i—r
A = (N—qg—-p—a—8-3t—r)e - .
(N-—g-p-—a-p ") 1}) N-qg—-p-a—B—3t—r—i
S//71 .
D+
— N— — — — _3t_ s/ 1_
(N-—qg-p—-a—-p r) 1:[0( quaﬂ?,tri)
(1) 3/1_1 p+l
> (N—q—p—a—6—3t—r)s,,.H(1—N_(5q+p)_i>, (44)

=0

where (1) follows as a, 8 < ¢, < ¢ and 3t < ¢q. Now, we compute B as follows:

CompPUTING B: To compute B, we need the following inequalities: for i € {s”,s"” +
1,...,7" = 2,7/ — 1}, we have

@) 5 @)

g+p+a+t+i < q-i—p—i—oz—l—t—i—r’—l(Z)q+p+a+r—t—1 < 3¢+ p(45)
: ©) i (7) /(8)

r+2t+p+5+2qj§r+2t+p+ﬂ+q =r+p+pB+q¢ < 3g+p.  (46)

Jj=1

Note that, (2) follows as ¢ < r}. (3) and (7) follows as 7/ = r — 2¢ and ¢" = ¢ — 2t
respectively. (4) follows as a < ¢,7 —t — 1 < q. Moreover, (6) follows as (g1 +...q) =¢"
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and (8) follows as ¢’ < ¢,8 < g and r < ¢q. Now, we have the following:

r’'—1 %
B = H(N(Q+P+Oz+t)iq1:+1(7’+2t+10+ﬂ+ij')>
= i=1
r'—1
> ] (N — (3¢ +p) — qi+1(3¢ +p)> (By applying Eqn. (45), Eqn. (46))
r'—1
o N — (3¢ +p) — qi+1(3¢ + p)
> N T S
S| ( -
r'—1 r’
S ¢i+1(6q + 2p) Y gi+1(69 + 2p)
> N ‘ 1l—-———) > (N 11— —_—
S G ey RN O Vs
(6g+2p) > Gis1
r_on it (9) o (Gq + 2p)M
> N) s 1_ i=s > (N) —$ 1—
>y ) 2 oo (1
(10) g 6(12 2pq
Z (N) <1 - N4/3 - N4/3>? (47)
r'—1
where (9) holds as > ¢;11 < M and (10) holds as M < ¢/N'/3. Therefore, the result
follows from Eqn. (45), Eqn. (44) and Eqn. (47). O

5.3.3 Final Calculation

Now we come to the final part of the proof. We have seen from Sect. 5.3.1 that P has
been fixed on 3t input-output pairs. Moreover, from Sect. 5.3.2, it is trivial to check that
P has been additionally fixed on ¢’ + r’ input-output pairs. Thus, in total P is fixed on
3t+q" +1r'" = ¢ +t+r' input-output pairs where the last equality arises due to ¢” = ¢’ —2t.
Also recall that P has already been fixed on p + o+ 8 input-output pairs. Therefore, from
Lemma 6 and Lemma 7, we have

o EARAD
2 N (N—=p—a—B)gttsr
0<t<M
g 6q° 2pq (")t 4q 2pt  2,/q
> ) '(1_1\74/3_1\14/3 D T O T Rl e T

0<t<M

s —1 .
] 1_ p+1 )“(quaﬂBtr)sn} 48
H( N—(5q+p) i (N—p—a— By (48)
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Therefore, from Lemma 3, Eqn. (37), Eqn. (38) and Eqn. (48), we have

Na+r'=s" 6q° 2pq (s")as 4q 2pt  2\/q
> 1= — ol - = - = _
p(r) = (N — Pass ( NA/3 N4/3> 0<;M [ ( N23 N1/3)

.31_—[1(1_ p+i )H(N—q—p—a—ﬁ—?)t—r)su}
Pl N —(5q+p)—i (N—=p—a—8)g+itr

S

Ne+s (V) =" , N7 fnl (1 _ pﬂ)
(N=platg (N=p—a=B—=q)w-s (N=p—a-8)y N —(5¢+p) —i

1=0
- = D.1
64 2pq 1 2t 24
\vmvs) e g T
{ > (S/)”'(N‘Q—P—a—ﬂ—?)t—r)s’/] (49)
0<t<M th-n—p—a—pF—q¢ —r'"+5")s
D.2
CoMPUTING D.1.
4 s"'—1 )
AN P+ )
D.l p— . 1_—'
(N=p—a-F)y g( N—(5q+p)—i
o p+i g p+i
> 14— 1 b*v
: H’( N_p_l> 11< N—(5q+p)—1)
© o pti pti
2 N AL, [P ( P A
- g) -< +N—p—i> ( N—i—5q—p>:|
¢—1r : 9 L
> 1 1_( 5q(p+z)+p +2pi+i )}
i=0 L (N—=p—i)(N—p—i—5q)
@ 2 9 5 )
> I 1_%09%_41?_81%_42]
N2 N2 N2 N2
=0 =

20pg®  20¢°  4p*q  8pg* 4¢P
R - R R e v

(1 28pg®  4p*q 24q3)

> (50)

N2 N2 N2

where (1) holds as N —p—a — 8 < N —p. (2) holds as s < ¢’ and (3) holds as
p+i<N/2,p+i+5g<N/2

COMPUTING D.2.

(o (N —g—p—a—B—3t—r)y

D2 =
OStzS:M - (N—-p—a—-0—-q¢ —1r"+5")eq
E > (D2t ()e(s')e (N—g—p—a—B—s)y
= g/ s/ 1 N —0—p—a_ .
OStSM\( )i () ( q—p B)
E1l E2
(N_q_p_a_ﬂ)sl (N_q_p_a_ﬁ_?)t_r)s”

. . , (b1
(N—g—-p—a—-08-8)g_t (N—p—a—-—¢ —r+5)s1s (51)

E.3
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where (1) holds as 7’ = r — 2t and s” = s’ — 2t. Now, we individually bound E.1 and E.3
as follows:

CoMPUTING E.1.

E.l=

! M) 4tM (@) 4M3? 3 8M? (4) 8
Wl B2y S, S RS (120 )
(s")e(s")e (s") s qg—M q N

where (2) follows as ' > ¢ — M, (3) follows as ¢ — 3M < ¢/2 and finally (4) follows as
M = q/N'/3,

CompPuTING E.3.

E3 _ N-—gq-—p-—a=fy = (N-g-p—a—-B-3t—r1)w

N-—g-p-—a—-B—-5)yt (N—p—a—-F—¢ -1+

®» (N-—g-p-—a—Pflyin (N—-g-p-—a—p-3t—r)w

N—qg—p—a—-0—-8)syt (N—p—a—08—q¢ —r+8)ss
N—g-—p-—a—PBgy (N-—g-p—a-pB—s"—1), (N-—gq-—p—a—B-3t—r)

(

( )

(N=g-p-r+8)syt (N—g-p-—a-F-5) (N-g-—p—a—-F—5—1)u
( )

( )

siit N—g—p—a—-B-s"+t)y (N—g—p—a—B-3t—r)
g4t (N—g-p-—a—=p-5) (N-g-p-—a-F-s—1)’
E.3.1 >1 E.3.2

where (5) and (6) follows as s” = s’ — 2t. Now, we individually bound E.3.1 and E.3.2 as
follows:

CompuTING E.3.1.

s +t—1 .
E31 (N—qg—p—a—PB)yw _ 10 N-—g—p—a—p—i
e (N—q—p—r+58)s4¢ o N—a—p—r+s—i

_ s//ﬁ_l 1 at+B8—r+s
N N

—g—p—i— /
o g—p—1—1r—+s

(e at==9)
N N—-—qg—p—i—r+s'

=0

()

i=0

8) s +t—1 2\/{] (9) 2q3/2
> —_ Y| > _

=0

A
V=

—~

where (7) follows as ¢ +p+i+7r—s < N/2, (8) follows as a, 8 < ¢ and (9) follows as
s"+t<q.

ComPUTING E.3.2.

(N—g—-p—a—-8-3t—r)
(N—q-p—a—B—5 —1t)s
§1 2%+ 17— s (10) 25" (2M +r — ')
N N

o p—a—fAR—o —1_3
P qg—p—a—pB—s —t—i

(11) 6s” M\ (12) 6q>
> (1— & ) > (1—N4/3), (54)

E32 =
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where (10) follows as t < M and ¢q+p+a+F+s +t+i < N/2. (11) follows as r —s' < M
and (12) follows as s” < q and M = q/N'/3. Therefore, from Eqn. (53) and Eqn. (54) and
by using the inequality (1 —a)(1 —b) > (1 —a — b) for a,b < 1, we have

2q3/2 6(]2
TN ON4AB )

E3> (1 (55)

Now by combining Eqn. (51), Eqn. (52) and Eqn. (55) and by using the inequality
(1—a)(1=0b)>(1—a—0>)for a,b<1, wehave

8¢ 2q3/2 6(]2
D.2> (1— NE TN T NGB ) y E2 (56)
0<t<M

Note that, for a fixed ¢, E.2 = Hyp(t)n/ s,s/, where N’ = N —g—p—a— [ with parameters
N’,s" and s'. It is a folklore result that the expectation of the hypergeometric distribution
with parameters N’, s',s" is s2/N’. Therefore, we have

8¢ 2q3/2 6q2 )
D.2> (1 — — - . Z Hyp(lf)N/ s’ s -
= 2/3 4/3 .87,
N2/ N N4/ ey
Now, using Markov’s inequality, we have
8/2 q

Z Hyp(t)N’,s’7s’ S
t>M

qN2/3 = N2/3° (57)

where the first inequality appears due to the Markov’s inequality and the second inequaluty
follows as s’ < ¢ and M = q/N'/3. Therefore, using Eqn. (56) and Eqn. (57) and by using
the inequality (1 —a)(1 —b) > (1 —a —b) for a,b < 1, we have

9q 2q3/2 6q2
TON2/3 N N4/3 )

D2 > (1 (58)

Finally, by combining Eqn. (49), Eqn. (50) and Eqn. (58) and by using the inequality
(I-a)(1=0b)>(1—a—0) for a,b <1, we have

() >1- 12¢>  2pq 13¢ | 2pt 2,3 28pg* | 4pPq  24¢° | 2¢°°
PAT) = N3 T Nas TNz T2 TN T N2 NZ N2 N )

#(7)

This completes the proof of Lemma 5. Now it only remains to compute the expectation of
¢(7) as follows:

COMPUTING THE EXPECTATION. We now compute the expectation of ¢(7) over the ran-
domness of the permutation P as follows:

[1].

12¢>  2pg | 13q¢ | 2q  28pg®  4p’q | 24¢°  24°/? 2pt

Belo(r)] = (st o+ e+ st o+t e ) +Ee| 2
12¢>  2pq | 13¢ | 29  28pq® | 4pPq  24¢° 2%\ | 2p

= NA/3 + N4/3 T N2/3 + N1/3 N2 N2 N2 N * ?EP

Now, it remains to compute the expectation of the random variable ¢ over the randomness
of the permutation P. Let ¢; be the indicator random variable that takes the value 1 if
Plx; k1) ®x; ® ks € X, for 1 <i < M. Therefore, it is easy to see that

/
Prft; = 1] = Pr[P(z; @ k1) ® 2; B ko € X] < qN
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Since, t =t1 + ...+ tas, due to the linearity of expectation, we have

M M J M 72
Ep[t] = Ep[t;] =) Prlt;=1] < ~ < v (59)
=1 =1

where the last inequality appears as M = ¢/N'/3 and ¢’ < q. Therefore, from Eqn. (59),
we have

12¢2 2 13 2./9  28pg®  4p%q 24¢3 2¢3/2 2
Ep[¢(r)]§< ¢ . 2 q V4 pg®  4Apq q q p)_(60)

N4/3 ' N4/3 7 N2/3  N1/3 N2 N2 N2 N N4/3

The result of Theorem 1 follows from Theorem 2, Lemma 4 and Eqn. (60) which concludes
the proof of the security result.

6 Conclusion and Future Works

This paper has proposed an inverse free single permutation based beyond the birthday
bound secure PRF that requires 2n bit keys. One could also achieve the same goal using
the single permutation based tweakable Even Mansour cipher [Dut20]. However, the
solution comes at the cost of implementing the costly universal hash functions. Moreover,
parallel modes like nEHtM,,, SOEM22 or DS-SoEM also achieves the beyond birthday
bound PRF security, but again the former one requires to implement a universal hash
function, SOEM22 requires two independent permutations and DS-SoEM takes n — 1 bit
input. However, it would be interesting to study the sequential design of an inverse free
single permutation based PRF with only n bit key. We believe that pEDM can be turned
to a single permutation oriented beyond the birthday bound secure nonce based MAC by
xoring an almost-xor universal hash function in between the two permutation calls (similar
to the flavour of EWCDM [CS16]).
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Supplementary Materials

7 Proof of Lemma 1

To prove the lemma, let us first recall some useful results on Fourier analysis on Z3.
NoTaTION: For a given subset S C {0,1}", we denote Is : {0,1}" — {0,1} to be the
characteristic function of the set S such that Is(s) = 1 if and only if s € §. Given two
real-valued functions f,g: {0,1}" — R, we denote the inner product of f and g as

(.0 =Elfg = > f@ale)

z€{0,1}m

The convolution of f and g is denoted as

(f9)@) = Y flyglxdy), ¥z e {0,1}".

ye{0,1}"

For a given a € {0,1}", the character associated with « is denoted as x, : {0,1}" —
{+1, -1}, defined as x,(x) = (=1)*?. xo is called the principal character and all other
x # 1 for a # 0 are called non-principal character. Now, given a real-valued function
f:40,1}" — R and for a € {0, 1}", we define the fourier coefficient of f corresponding to
ais

~ LA 1 o

fla) ={fixa) = & > f@)=nTT

z€{0,1}™

The coefficient corresponding to o = 0 is called the principal fourier coefficient and all
other coefficients are called non-principal fourier coefficients. Note that the principal
fourier coefficient for a characteristic function Is of a set S is

Having defined the neccessary notations, we now recall three important results on fourier
analysis holds for any functions f,g: {0,1}" — R, any a € {0,1}" and any S C {0,1}" as
follows:

Y f@g@) =N > fla)gla), (61)

ze{0,1}n ae{0,1}n

(F*9)(@) = Nf()g(a), (62)
S Is(e)f? = % (63)

ae{0,1}"

Now, we define the following two parameters associated to Q:

A = a-z®B-
©0,5(Q) = N?lg(a, B)| =] Y (~1)**®v],
(z,y)€Q
2

P(9Q) max @, 3(Q).

a#0,87#0
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Now, to bound u(Q,U, V), let us consider the following two sets: N =U x V = {(u,v) :
wel,veV}and K ={(k,k): k € {0,1}"}. Note that, ((z,y),u,v) € Q xU x V if and
only if 3k € {0,1}™ such that

(x,y) ® (u,v) = (k, k).

Therefore, we have

u“(Q’uvv) = Z Z HQ(‘T’y)HN(u’ U)H’C(x@uvy@v)

(z.y)€({0,1}™)? (u,v)€({0,1})?

= Z Io(z,y) Z Iy (u, )l (z @ u, y B v)

(z,y)€({0,1}7)? (u,v)€({0,1}7)?

> Io(ay) (I *Ic)(z,y)

(z,y)€({0,1}7)?

= N2 Y To(a,B) Iy *Ix)(e, B)
(a,8)€({0,1}m)2

Nt To(e B)n(e, Bk (a, B)
(a,8)€({0,1}m)2

VAW 5

—~ —
N
— —

—
w
=

Nz NE N? To(a, By (e Bk (a: B)

(e,3)#(0,0)

gy - - -
WM v S Tola (o, Ao ), (69)
(e, 3)7#(0,0)

—
~
=

where (1) follows from Eqn. (61), (2) follows from Eqn. (62), (3) follows from separating
the principal fourier coefficients from non-principal fourier coefficients and (4) follows from
the cardinality of @, N and K.

COMPUTING iI\N(a, B). To compute TI\N(a, B), we have the following:

T 1 U ‘v
Iv(@p) = 55 > IWv(wo)(-1)*?
(u,0)€({0,1}m)?

Sl T DI O ATV

(u,0)€({0,1}7)?

- = = )m(@(—l)““)( > n-1")

uwe({0,1}n ve({0,1}")
= Tu(a)Ty(B). (65)

COMPUTING ﬁ;g(a, B). To compute ﬁ\K(a, B), we have the following:

~ 1 ®S-
Ie@f) = 3z 2 Ielmy(Eneeer
(z,y)€({0,1})?
1 . .
— m Z (_1)a ydp Y. (66)
y€({0,1}™)

Note that, Eqn. (66) is evaluated to 0 if 8 = «. Therefore, from Eqn. (64), Eqn. (65) and
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Eqn. (66), we have
qlu|V|

n(Q.U.V) =NHW§%mmmwa
ql||V ~ ~ ~
< WL NS oo )] - o) - (o)
a0
7%
< W1 Nao) 93 et fviel (67)

where the last inequality follows from the definition of ®(Q) that [Ig(a,a)| < ®(Q)/N2.
Moreover, by using the Cauchy-Schwartz inequality we have,

> (@) (e Yo )P > M) < *\/IUIIVI (68)

a#0 a#0 a#0

By plug-in the Eqn. (68) into Eqn. (66) we have,

qU||V
we.u.v) < ML o) /. (69)
From Lemma 5 of [CLL*14] we know that if A;,..., A, is a sequence of random variables

taking values in {+1, —1} such that for all i € [¢] and all (ay,...,a;_1) € ({+1,—1})"!
the following holds:

1
PI‘[AZ =1 | (Al,...,Aifl) = (al,...7ai,1)] < 5 + €,

for some € € [0,1/2]. Then for any § € [0, 1], one has
q 52
Z q(2e +8)] < ez,

Now, using Lemma 5 of [CLL"14] we claim the following:

Claim 1. Assume 9n < q¢ < N/2, let D be some probabilitistic distinguisher that makes
q adaptive queries to RF. Let Q = ((x1,y1), ..., (xq,Yq)) denotes the transcript of the
interaction with RF to D. Then

Pr [8(Q) 2 3/ < +

RF,w

where the probability is defined over the randomness of RF and the random coin w of the
distinguisher D.

Proof. Proof of this claim is similar to that of Lemma 6 of [CLLT14]. We define the random
variables A; = (—1)*%i®A¥i where (z;,y;) € Q. Then we have, [(A; + As + ...+ A,)| =
., 5(Q). Now, for the i-th query with input x;, the output y; is a uniform random variable
over a set of size N. Moreover, once z; is fixed, there are exactly N/2 y;’s such that 4; =1
as B # 0. Therefore,

PI‘[AZ =1 ‘ (Al, .. .,Aifl) = (al, .. .,ai,l)] =

Hence, e = 0 and therefore,

q
Pr[z A > gl <e T,
i=1
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Using a similar reasoning and by setting A, = —A;, we have

a2

q
Pr[z A < —¢d| <e 1T,
i=1

By combining these two equations, we have
2
Pr[®(Q) > ¢d] < 2¢~ %7 .

The result follows by setting § = /121n N/g. This makes g > 9n which implies 6 < 1 and
v12In2 < 3. O
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