TACR Transactions on Symmetric Cryptology
ISSN 2519-173X, Vol. 2021, No. 1, pp. 337-377. DOI:10.46586/tosc.v2021.i1.337-377

Provably Quantum-Secure
Tweakable Block Ciphers

Akinori Hosoyamada!*? and Tetsu Iwata?

! NTT Secure Platform Laboratories, Tokyo, Japan
akinori.hosoyamada.bh@hco.ntt.co. jp
2 Nagoya University, Nagoya, Japan
{hosoyamada.akinori, tetsu.iwata}@nagoya-u.jp

Abstract. Recent results on quantum cryptanalysis show that some symmetric key
schemes can be broken in polynomial time even if they are proven to be secure in
the classical setting. Liskov, Rivest, and Wagner showed that secure tweakable block
ciphers can be constructed from secure block ciphers in the classical setting. However,
Kaplan et al. showed that their scheme can be broken by polynomial time quantum
superposition attacks, even if underlying block ciphers are quantum-secure. Since
then, it remains open if there exists a mode of block ciphers to build quantum-secure
tweakable block ciphers. This paper settles the problem in the reduction-based
provable security paradigm. We show the first design of quantum-secure tweakable
block ciphers based on quantum-secure block ciphers, and present a provable security
bound. Our construction is simple, and when instantiated with a quantum-secure n-bit
block cipher, it is secure against attacks that query arbitrary quantum superpositions
of plaintexts and tweaks up to 0(2”/ 5) quantum queries. Our security proofs use
the compressed oracle technique introduced by Zhandry. More precisely, we use an
alternative formalization of the technique introduced by Hosoyamada and Iwata.
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1 Introduction

Post-quantum security attracts significant attention not only in the context of public
key cryptography but also in the context of symmetric key cryptography, from the view
point of both cryptanalysis [BN18, BNS19a, BNS19b, CNS17, GNS18, HSX17, KLLN16b,
KLLN16a] and provable security for modes of operations [BZ13, CHS19, HI19, HY18,
SY17, Zhal9]. Recent results on symmetric key schemes show that some of the schemes
that are proven to be secure in the classical setting are completely broken by adversaries
with quantum computers in some specific situations [KM10, KM12, KLLN16a], which
implies that simple remedies such as “doubling the length of secret keys” would not be
sufficient to prepare for the threat of quantum computers, especially if it needs to be run
on a quantum computer.

There are two post-quantum security notions for symmetric key schemes: standard
security and quantum security [Zhal2a]. Roughly speaking, a symmetric scheme is said to
have standard security if it is secure against adversaries with quantum computers that
have access to usual classical keyed oracles. On the other hand, the scheme is said to have
quantum security if it is secure even if adversaries with quantum computers have access
to quantum keyed oracles. A quantum keyed oracle allows adversaries to make quantum
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superposition queries, and returns responses in quantum superpositions'. A scheme with
quantum security has not only standard security, but it also remains secure in arbitrary
intermediate security notions between quantum security and standard security. Therefore,
in this sense, quantum security is theoretically the ultimate security goal that symmetric
key schemes can achieve.

Importance of studying quantum security. From the view point of long-term security
for symmetric key schemes, it is important to study their quantum security given the
current progress on the development of quantum computers. Since program codes to
compute a (deterministic) function implemented on classical computers can be ported
onto quantum computers, a scheme that does not have quantum security should not be
implemented in a black-box manner (by using, e.g., obfuscation). On the other hand, such
security concern does not exist for a scheme with quantum security. Moreover, a scheme
with quantum security will remain secure even in a far future when lots of computations
and communications are done in quantum superpositions, and it will be safely used in
other cryptographic schemes or protocols that are designed to run on quantum computers.?

Quantum security of tweakable block ciphers. A block cipher (BC) is a keyed permu-
tation, i.e., it takes a plaintext and a key as input to output a ciphertext, and a tweakable
block cipher (TBC) takes additional input called a tweak. TBCs have wide applications in
symmetric key cryptography, as they can be used to construct message authentication codes
and authenticated encryption schemes, see e.g. [Rog04, IMPS17, BGIM19, IKMP20]. The
notion of TBC was first formalized by Liskov, Rivest, and Wagner [LRW02, LRW11]. They
introduced two TBC constructions and proved that TBCs can be constructed from BCs in
the classical setting®. However, Kaplan et al. showed that these constructions are broken in
polynomial time when adversaries have access to quantum encryption oracles [KLLN16a]*.
There has been no proposal of modes of BCs to build TBCs that are proven to be secure
against quantum superposed attacks so far, and the existence of such modes remains open.
In this paper, we consider the following question:

Does there exist a mode to build quantum-secure TBCs from quantum-secure
BCs?

1.1 Qur Contributions

We give a positive answer to the question in the reduction-based provable security paradigm
by giving the first construction of quantum-secure TBCs from quantum-secure BCs. Our
construction, which we call LRWQ, has a simple structure and is based on one of the two
constructions by Liskov, Rivest, and Wagner. If the underlying BC is an n-bit BC with
k-bit keys, then LRWQ becomes an n-bit TBC with 3k-bit keys and n-bit tweaks. We
show that LRWQ is indistinguishable from tweakable random permutations up to O(2"/9)
quantum queries® in the setting that adversaries can query arbitrary superpositions of

IThe security model that adversaries with quantum computers have access to only classical keyed
oracles is called Q1 model, and the model that they have access to quantum keyed oracles is called Q2
model [KLLN16b].

2This paper focuses only on cryptographic primitives that run on classical computers (and remain
secure even if they run on quantum computers) because our current goal is to build quantum-secure
cryptosystems with classical implementations so that we can achieve as high security as possible while
keeping costs for implementations as low as possible. However, it is possible to assume that cryptographic
primitives run only on quantum computers and all data including secret keys are in quantum superposition.

30nly a single construction is introduced in the journal version of the paper [LRW11], but an additional
construction is also introduced in the preliminary (conference) version of the paper [LRW02].

4Kaplan et al. showed a quantum attack only for one of the two TBC constructions by Liskov, Rivest,
and Wagner, but the attack can also be applied to the other construction. See Section 4.1.

5Here, we consider n as a security parameter.
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plaintexts and tweaks, i.e., we prove security against quantum chosen plaintext attacks
(qCPAs).

To prove quantum security of our construction LRWQ, we use an alternative formaliza-
tion [HI19] of the compressed oracle technique developed by Zhandry [Zhal9]. We give
a summary of necessary proof techniques to show quantum oracle indistinguishability
introduced in a previous work [HI19, HI20], and then apply it to show quantum security
of LRWQ.

Our result is theoretically significant in the sense that we/fg)f the first time showed that
quantum-secure tweakable pseudorandom permutations (qPRP) can be constructed from
quantum-secure pseudorandom permutations (qQPRP) (which establishes the fact that the
existence of qﬁﬁl/D is theoretically equivalent to the existence of qPRP). The problem of
whether a cryptographic primitive can be constructed from another primitive (whether
there exists a reduction) is fundamental and theoretically the most important in cryptology.

In addition, given that a qf’f{?’ can be obtained from quantum-secure pseudorandom
functions (qPRF) through 4-round Feistel cipher [HI19, HI20], our result establishes the

—

fact that a qPRP can be obtained from a qPRF.

On a practical side, it is plausible to assume AES [Nat01] to be qPRP given that there
has been no devastating quantum attack despite of recent efforts on quantum cryptanalysis
on it. Thus, we can certainly obtain qﬁl\{f’ by instantiating LRWQ with AES. This means

that our result enables us to directly benefit from recent efforts for quantum cryptanalysis
on AES [GLRS16, BNS19b, JNRV20].

Remark 1. To obtain qlgf\{T), one obvious approach is to verify whether existing native
TBCs are quantum-secure (or design new ones), instead of using our mode LRWQ. However,
these two approaches do not negate the other, but complement each other, i.e., our result
gives another choice to construct qlg_ﬁf) for users. Even if there exists a quantum-secure
native TBC, this does not invalidate our result.

Remark 2. This paper does not provide security proofs against quantum chosen ciphertext
attacks (qCCAs), as our construction is broken if the decryption oracle is available even in
the classical setting, which is also the case for one of the original constructions by Liskov,
Rivest, and Wagner. Showing existence of TBCs that are secure against qCCAs is an
interesting future work. Since the compressed oracle technique can be used for random
functions but cannot be used for random permutations that allow inverse queries, an
entirely new proof technique has to be built to show that a scheme (if exists) is secure
against qCCAs. Note that TBCs that are secure against chosen-plaintext attacks (which
is not secure against chosen-ciphertext attacks) can be used to instantiate various efficient
message authentication codes and authenticated encryption schemes, e.g., ZMAC [IMPS17],
ZOTR [BGIM19], and Romulus [IKMP20]. Therefore, TBCs that are secure against
quantum chosen-plaintext attacks (qCPAs) are relevant.%

1.2 Paper Organization

Section 2 describes notations and basic definitions that are used throughout the paper.
Section 3 reviews previous proof techniques and gives a proof summary to show quantum
oracle indistinguishability results. Section 4 describes the specification of our construction
LRWQ), and proves its quantum security. Section 5 concludes this paper with possible
future works.

6We note that the argument here is to illustrate the relevance of TBCs that are secure against CPAs.
We are not claiming that the modes are secure against quantum attacks. We also note that there are
BC-based authenticated encryption modes that do not use the decryption of BCs, such as CCM [WHF02],
GCM [MV04], and OTR [Min14].
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2 Preliminaries

Throughout the paper, we assume that all algorithms are quantum algorithms, and make
quantum superposed queries to oracles. We assume that readers are familiar with basics
on quantum computations.

Basic notations. For bit strings X € {0,1}" and Y € {0,1}", let X||]Y € {0,1}™*"
denote the concatenation of X and Y. For each bit string X of finite length, let | X| denote
the length of X in bits. For a positive integer m, GF(2") denotes the finite field of order
2™, We identify the set of bit strings {0,1}™ with the set of integers {0,1,...,2™ — 1}
unless otherwise noted.

Il - 1| and || - ||+ denote norm of vector and trace norm of matrix, respectively. td(-,-)
denotes the trace distance function td(p,o) := 1||p — olls. H denotes the Hadamard
operator on l-qubit states. We denote the identity operator for an n-qubit quantum
system by I, or just I. In addition, we denote the vectors |¢) ® |0°) and |0°) ® |¢) by the
same symbol |¢), if there will be no confusion. For a unitary operator U, we denote the
operators U ® I and I ® U by the same symbol U.

Primitives. A keyed function F is a function from a product space {0,1}* x {0,1}™ to
another space {0, 1}", where {0, 1}* is called the key space of F. We denote the function
F(K,-):{0,1}™ — {0,1}" by Fg(-) for each key K € {0, 1}*.

A block cipher (BC) is a keyed function E : {0,1}* x {0,1}" — {0, 1}" such that Fx(-)
is a permutation for each key K. A tweakable block cipher (TBC) is a keyed function
E:{0,1}F x {0,1}* x {0,1}™ — {0,1}" such that E(K,T,-) is a permutation on {0,1}"
for each K € {0,1}* and T € {0,1}*. The space {0, 1}! is called the tweak space of E. We
often write E% (M) instead of E(K, T, M).

2.1 (Oracle-aided) Quantum Algorithms
2.1.1 Information-Theoretic Model

First, we explain how we model (oracle-aided) quantum algorithms when we take only the
number of quantum queries into account as adversaries’ computational resources, i.e., we
consider quantum information-theoretic adversaries.

When a single quantum oracle is available”, following previous works [BDF*11, SY17,
Zhal2a] we model an oracle-aided quantum algorithm A that makes at most ¢ quantum
queries as a sequence of unitary operators (Uy,...,U,) that act on an s-qubit state space
(which is the state space of A), where Uy corresponds to an initialization process and U;
corresponds to A’s offline computation after the i-th query, for i« > 1. Without loss of
generality we can assume that A does not make any intermediate measurements, and A’s
state space H 4 (a Hilbert space) is a joint system of an agyer-qubit quantum system
H querys a0 Qgns-qubit quantum system Hgps, and an (s — Gguery — Gans)-qubit quantum
system Hoori. Here, Hguery, Hans, and Hyori correspond to the register to send queries to
oracles, the register to receive answers from oracles, and the register for A’s offline works,
respectively. We also model a quantum oracle O as the sequence of unitary operators
(O1,...,04). O may have some (classical) randomness, and each O; may be chosen
randomly according to a distribution at the beginning of each game. O can maintain its
own quantum state. If @ has s’-qubit quantum states, joint quantum states of A and O
are (s + s')-qubit quantum states. We denote O’s state space by Ho. When A makes
the i-th query, the unitary operator O; acts on Hauery ® Hans ® Ho. We assume that

"Note that in this paper we only consider the case that each quantum algorithm is given oracle access
to at most one quantum oracle (we do not have to consider the case that two or more quantum oracles are
available for adversaries, in later sections).
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initial states of A and O are set to be [0%) € H 4 and |Inito) € Hp®. When we run A, the
unitary operators Uy, O1, Ui, ..., Uy act on the initial state |0°) ® |Initp) in a sequential
order (the resulting quantum state is |®) = U,Oy - - - O1Uy(]0°) ® |Initp))), A measures the
first s-qubit of the state |®) with the computational basis to obtain a classical s-bit string
z, and finally outputs (a part of) z. We denote the event that A outputs a bit string «
after it runs relative to O by z + A°.

Example of an oracle. Let F be a family of functions from {0,1}™ to {0,1}". Suppose
that a quantum algorithm A runs relative to a quantum oracle Op that first chooses f
randomly from F' (according to a distribution on F') and gives A a quantum oracle access
to f. Then Hgyery and Hapns are defined as m-qubit space and n-qubit space, respectively.
Opr has no quantum states, and each O; is the unitary operator defined by

Oi:|z) |y) = |} [y & f(2)) .

When f is chosen just uniformly at random, then this is the quantum oracle of a random
function.

2.1.2 Non-Information-Theoretic Model

When we take other computational resources such as time and the number of available
qubits into account in addition to the number of quantum queries, we model a quantum
algorithm as a combination of classical algorithms and quantum circuits. In this paper we
consider the pure quantum circuit model and ignore the costs related to communication
complexity and error corrections. We regard that a quantum circuit of depth D runs in
time D. We assume that each quantum circuit is composed of (1) the Hadamard gate H,
(2) the 7/8-gate T, (3) the phase gate S, (4) the CNOT gate, and (5) the oracle gate (if
an oracle is available). We assume that each of basic gates runs in time O(1), in addition
that CNOT can act on arbitrary pair of qubits.

Remark 3. In practice, computational complexity of quantum algorithms would signif-
icantly vary depending on error correction costs and quantum hardware architectures,
or communication costs. Our model might overestimate quantum algorithms’ abilities,
but schemes that are proven to be secure in this model will remain secure in other more
realistic models.

2.2 Security Definitions

Oracle distinguishing advantage. For quantum oracles O, and O, we define the quan-
tum distinguishing advantage of an oracle-aided quantum algorithm A4 by

Advdoiffoz (A) = ‘Pr [b(—AOl b= 1] —Pr [b<—AO"’ 1 b= 1”

Quantum PRF advantages. Let F : {0,1}* x {0,1} — {0,1}" be a keyed function,
and A be an oracle-aided quantum algorithm. By abuse of notation, let F' also denote
the quantum oracle that chooses a key K € {0,1}* uniformly at random and gives a
quantum oracle access to F(K,-). Following previous works [BDFT11, Zhal2a], we define
the quantum pseudorandom function advantage (or PRF advantage for short) by

AdviT (A) = AdvEE (A),

where RF is the quantum oracle that gives a quantum oracle access to a random function
f:{0,1}™ — {0,1}".

8 A more general situation could be the case that A takes inputs and runs with a non-trivial initial
state (other than |0%)), but this paper treats only quantum algorithms that take no inputs.




342 Provably Quantum-Secure TBCs

Quantum PRP advantages. Let E:{0,1}* x {0,1}" — {0,1}" be a block cipher, and
A be an oracle-aided quantum algorithm. By abuse of notation, let E also denote the
quantum oracle that chooses a key K € {0, 1}* uniformly at random and gives a quantum
oracle access to E(K,-). Following [HI19, Zhal6], we define the quantum pseudorandom
permutation advantage (or qPRP advantage for short) by

Advy ™ (A) == AdvEe (A),

where RP is the quantum oracle that gives a quantum oracle access to a random permutation
P:{0,1}™ — {0,1}".

Quantum TPRP advantages. Let F: {0,1}*x{0,1}*x{0,1}" — {0,1}" be a tweakable
block cipher, and A be an oracle-aided quantum algorithm. By abuse of notation, let E
also denote the quantum oracle that chooses a key K € {0, 1}* uniformly at random and
gives a quantum oracle access to E (K, -,-). Extending the classical security notion [LRW02,
LRW11], we define the quantum tweakable pseudorandom permutation advantage (or

qPRP advantage for short) by

qf’ﬁi’ L dist
Advy ™ (A) = AdvE‘,R~P (A),

where RP is the quantum oracle that gives a quantum oracle access to a function P
{0,1}* x {0,1}™ — {0,1}" such that P(T),-) is a random permutation for each T' € {0, 1}*
(i.e., P is a tweakable random permutation).

3 Proof Techniques in the Quantum Setting

This section reviews previous quantum proof techniques that are used in later sections. One
of the most significant obstacles to giving quantum security proofs is that we cannot record
transcripts of queries and answers: if we copy and record adversaries’ queries in the same
way as we do in the classical setting, it significantly affects the adversaries’ quantum states.
In [Zhal9], Zhandry showed how we can overcome this obstacle with his proof technique
named “compressed oracle technique,” which enables us to record transcripts of queries
made to quantum random oracles to some extent. His technique is so powerful that it can
be used to show the indifferentiability of Merkle-Damgard construction, post-quantum
security of Fujisaki-Okamato transformation [Zhal9], the quantum query lower bound
for the multicollision-finding problem on random functions [LZ19], and that the 4-round
Luby-Rackoff construction is a qPRP [HI19, HI20]. The technique not only enables us to
record quantum queries but also efficiently simulate random functions. In later sections, we
also use his technique to show that a function is indistinguishable from a random function
against information theoretic adversaries.

Because we do not have to care about efficient simulations of random functions in
our proofs when we focus on information theoretic adversaries, we use an alternative
formalization of the compressed oracle technique by Hosoyamada and Iwata named recording
standard oracle with errors [HI19, HI20], which ignores efficient simulations for random
functions and focuses on recording quantum queries. In [HI19, HI20], the authors showed
some indistinguishability results by using the recording standard oracle with errors. Their
techniques are arguably complex, making it hard to apply for other symmetric key schemes.
In this section, we give a summary of their proof strategy so that the readers can have a
good outlook on it?.

9The Asiacrypt version of their paper [HI19] has some technical errors in proofs, and corrected in the
revised version [HI20]. Our summary is based on the revised version rather than the Asiacrypt version.
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The organization of this section is as follows. In Section 3.1, we present an overview the
recording standard oracle with errors. In Section 3.2, we review and summarize how the
recording standard oracle with errors is used to show quantum oracle indistinguishability
in [HI19, HI20] (see Proposition 3). In Section 3.3, we review some other useful proof tools
for later use.

In Section 3.1 and Section 3.2, we focus on quantum information-theoretic adversaries,
and model quantum algorithms as in Section 2.1.1. In Section 3.3, we take the running
time and the number of available qubits into account when we estimate adversaries’
computational resources, as in Section 2.1.2.

3.1 Recording Standard Oracle with Errors
3.1.1 Standard Oracle

The quantum oracle of a random function (or quantum random oracle [BDF*11]) is
primarily defined as the oracle such that, a function f is chosen randomly at the beginning,
and then it gives an adversary quantum oracle access to f. Note that the quantum oracle
access to a function f is realized by the unitary operator Oy : |z) |y) — |z) |y & f(z)) (See
the example in Section 2.1.1). Below, we give an equivalent model of the quantum oracle
of a random function, which we call the standard oracle for a random function.

For a function f : {0,1}™ — {0,1}", by the same symbol f let us denote the (n+1)-2-
bit string (0|.£(0))[[(0]|f(1))]] ---11(0]|f(2"™ — 1)). (Now we are considering the truth table
of f. Readers may wonder why there is a bit “0” before each f(i) although a natural
representation of the truth table would be the n - 2™-bit string f(0)||f(1)||---[|f(2™ — 1).
Actually, the bit “0” in our representation is essentially unnecessary to explain the standard
oracle, but we include this for later use.) In addition, let us define a unitary operator stO
for (n +m + (n + 1)2™)-qubit states by

stO : [z) |y) [S) = [x) [y © 52) [5) , (1)

where z € {0,1}™, y € {0,1}", and S = (bol|s0)|(b1]|s1)] - - - [|(bam _1]|s2m 1), where
b; € {0,1} and s; € {0,1}"™ for each i € {0,1}". Then we have that (Oy|z) |y)) ® |f) =
stO|z) |y) |f) holds. That is, the oracle Oy can be realized by the operator stO, which is
independent from functions, and the truth table of f.

By abuse of notation, let stO also denote the stateful quantum oracle such that its
initial state is the uniform superposition of all functions 7 2"% |f), and when a query

is made, the response is processed as in (1). Then, for any quantum algorithm A and any
(classical) possible output z, Pr [z — AStO] =Pr [z — ARF] holds.

3.1.2 Recording Standard Oracle with Errors

Next we review the recording standard oracle with errors, which is an alternative formal-
ization of Zhandry’s compressed oracle technique. It enables us to record transcripts of
queries made to random functions.

Define three unitary operators IH, CH, Ujoggle that act on (n + 1)2™-qubit states by

IH:= (I; ® H®")®*" |CH := (CH®")®?", and
Utoggle 1= (11 ® [0™) (0" + X ® (I, — [0™) <On|))®2ma

For completeness, we do not rely on any propositions in [HI19, HI20] that is related to the errors. The
propositions we cite from [HI19, HI20] in this paper are ones of which correctness can be confirmed just
by straightforward algebraic calculation (Proposition 1 and Proposition 2), and one that is just a simple
combination of other previous results (Proposition 4).
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where CH®" := |1) (1] ® H®" + |0) (0| ® I,, is the controlled n-qubit Hadamard operator,
and X is the 1-qubit “NOT” operator defined by X |b) = |b@® 1). The actions of the
unitary operator Uenc := CH - Ugoggle - IH and its conjugate are called encoding and decoding,
respectively.

Definition 1 (Recording standard oracle with errors). The recording standard oracle
with errors is a quantum oracle with (n + 1)2™-qubit states such that the initial state
is [0(**tD2™) and responses to queries are processed by the unitary operator RstOE :=
(I ® Uene) -stO - (I @ UZ,.), where I denotes the identity operator on adversaries’ query

and answer registers, and UZ,. is the conjugate of Uenc. (See also Fig. 1.)

|0(n+1)2"‘) —
7 7 7
|0™) — H = H H = F—_——-——-—] = —
o ] o
m m m
oy —UgH__HUH  HU, |- HU;—
lofy  — —---—

Figure 1: A quantum circuit that illustrates an adversary A that runs relative to RstOE.
The register [0*t12™) at the top corresponds to the oracle’s state. The second and
third registers (|0™) and |0™)) are used to send queries and receive answers, respectively.
The register |0°) at the bottom corresponds to A’s private working space for offline
computations.

From the definition of RstOE it immediately follows that, for any quantum algorithm .4
and any (classical) possible output z, Pr [z + ARSOE] = Pr [z « A5©] = Pr [z + ARF]
holds.

Let D be an (n + 1)2™-bit string (bo||do)]| - - - [|(bam_1||d2m_1). We call D a wvalid
database if there is no x such that d; # 0™ A b, = 0, and we call D an invalid database
otherwise. (Be careful not to confuse the (in)valid databases with the representations for
functions’ truth tables introduced in Section 3.1.1.)

Note that there is a natural one-to-one correspondence between the set of valid databases

and the set of partially defined functions from {0,1}™ to {0,1}"™ that is defined by
D — Fp, where Fp is the function such that Fp(z) = d, if b, = 1 and Fp(z) =
L (i.e., Fp is not defined on z) if b, = 0. In addition, there exists a trivial one-
to-one correspondence between the set of the partially defined function from {0,1}™
to {0,1}™ and the set X := {S C {0,1}" x {0,1}"|x # «’ holds for (x,y) # («,y’) € S}.
We identify valid databases with partially defined functions and elements in X’ via these
one-to-one correspondences. For a valid database D, we write D(x) = y to denote
by = 1 and d, = y, and D(z) = L to denote b, = 0. When two valid databases
D # D' satisfy D(z) = L A D'(z) = a(# 1) for some x and D(2') = D(x') for other
2'(# x), we write D' = DU (z,a) and D = D'\ (z,«). In addition, for a valid database
D = (bolldo)]| - - - ||(bagm—1||dam —1) such that D(z) = L and 8 # 0™ € {0,1}", we denote
the invalid database (bodo) |-+ | (ba—1/lds) | O18) | (ba-s1lda1) | - | (bam -1 dam—1) by
DU[(,B)].
Remark 4 (Intuition behind RstOE). Intuitively, for a valid database D, b, = 1 means that
x has been queried and the corresponding answer is d,, and databases can be regarded
as transcripts of queries and answers. When a query is made, (valid) databases are first
“decoded” into truth tables of functions. Then the oracle responds with stO, and finally
the truth tables are “encoded” again into (valid) databases.

Let A be a quantum algorithm, and |¢;) be the whole quantum state of A and the
oracle just before the i-th query when it runs relative to the standard oracle RstOE. For
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ease of notation, let us denote [1441) be the quantum state after all unitary processes
are finished. The following proposition guarantees that each database contains at most 4
entries after 4 quantum queries.

Proposition 1. Let i > 1. Suppose that we measure the oracle states’ register of |;11)
and obtained a database D. Then D is valid, and contains at most i entries.

We can deduce that the proposition holds from the discussions in [HI19, HI20], though,
we provide a proof of the proposition in Appendix A for completeness.

Remark 5. Unlike classical transcripts, even if |¢;) contains a database D (of non-zero
quantum amplitude) with an entry (z,d,), there is no guarantee that [¢);/) contains a
database with the entry (z,d,) for some i’ > i. That is, roughly speaking, there is a
possibility that a database will “forget” its entries. Furthermore, there is even a possibility
that the record (x,d,) is overwritten with another record (z,d]) when a query is made.

The following proposition shows core technical properties for RstOE.

Proposition 2 (Proposition 1 in [HI19, HI20]). Let D be a valid database. Suppose that
D(x) = L. Then, the following properties hold.

1. For any y, there exists a vector |e1) such that |||e1) || < 5/+v/2™ and RstOE |z) |y) ®
DU (z,a)) = |z) |y ® a) @ |DU (x,a)) + |e1) hold. More precisely,

RstOE |z, y) ® |[D U (z, «))
=lz,y®a)®|DU (z,a)) (2)

1 1
+ﬁ|x,y@a> |D) — 76{;1}71\/2—” DU (z,7)) (3)

_ \/%Z\/%Ix,y@vwg (ID U (z,7)) = D)) @

(x,0)) = D) ()

1 _
+2—n|x>|on>® 2 >
6€{0,1}

1
— DU
7

holds, where |Di;“’a“d> is a superposition of invalid databases that depend on ~ defined
by

invalidy .__ (_1)7.6
§#0™

and [07) := H®™ |0").

2. For any vy, there exists a vector |e3) such that || |e2) || < 2/4/2™ and RstOE |z) |y) ®
) ly® a)®|DU (z,a)) + |e2) hold. More precisely,

D) = Zae{o,l}" \/%

1
RstOE|z) [y) @ D) = Y —=|z.y® )@ [DU(z,a)) (6)
ae{0,1}" \/27

e (D) - Y V%uwmw (7)

ve{0,1}"

1
/on

holds, where [07) = H®™|0™).
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Remark 6. Roughly speaking, Proposition 2 says that RstOE behaves as a quantum version
of the classical lazy sampling (up to a small error) when the state before a query is
not superposed: The second property is an analogy of the property of the classical lazy
sampling that, if the query x has not been queried before, then RstOE samples « uniformly
at random and responds with it (with some errors). The first property is an analogy of the
classical one that, if the query x has already been queried before and its answer was «, then
the response to the current query is « as before (with some errors). When the state before
a query is superposed, the effect of the error terms |e;) and |e3) becomes non-negligible and
quantum-specific properties (such that a record is deleted or overwritten from the database)
arise, and we have to provide careful analysis. Therefore, we can use classical intuitions to
come up with quantum security proofs with RstOE, but still sometimes classical intuitions
do not work and mathematically rigorous proofs are indispensable.

3.2 How to Show Quantum Oracle Indistinguishability with RstOE

Here we briefly review how the recording standard oracle with errors is used to show
quantum oracle indistinguishability in [HI20]. Note that this section focuses on quantum
information-theoretic adversaries, and we model quantum algorithms as in Section 2.1.1.
We first describe the proof strategy formally, and then explain some informal intuition
behind it.

Goal. Suppose that there are functions F/fi-fr G995 : ¥ — ) that have access to
functions f1,..., fr and g1, ..., gs in a black-box manner, respectively. Our goal is to give
an upper bound on the distinguishing advantage of an adversary A between Ff1fr and
G995 when each f; and g; are random functions.

Oracle implementations using RstOE. Below, we assume that elements in X and Y
are encoded into m-bit strings and n-bit strings for some positive integers m and n,
respectively.

When each f; is a fixed function (but not a random function), let Ol’;lf " denote
the quantum oracle of F/1-+fr We assume that the unitary operator O{}"”’fr of the
oracle (’)?""’f " is realized as a quantum circuit with oracle gates (that make queries
to fi,...,fr) and suppose that ¢ ancilla qubits are used to compute F. The ancilla
qubits are supposed to be |0¢) before and after each evaluation of F' when fi, ..., f, are
some fixed functions. That is, we assume that O?""’f " is a unitary operator such that
O{;""’fr x) [y) @ [08) = |z) Jy @ F/vIr(2)) @ |0) holds, when each f; is fixed.

When fi,..., f, are random functions RFq,...,RF,, we assume that they are im-
plemented by using the recording oracle with errors RstOE. We regard O?Fl"“’RFT as

the quantum oracle of which quantum states are combinations of (superposed) valid

databases for RFq, ..., RF, and the £ ancilla qubits. Then, the joint quantum state of A
RF1,...,RF,. . .

and Op is described as

> aupse lu) ® DBr) (&) .
’U.,DBF,E@

where u corresponds to A’s state, each DBr = (Di,...,D,) denotes a (combined)
database for RFi,...,RF,, each & is a classical ¢-bit string, and a. pp.e, satisfies
D DBt |au,DBr ¢ |? = 1. Below, we just write O instead of O?Fl’”"RF"' for simplicity.

Similarly, when gy, ...,gs are random functions RF},..., RF,, we assume that the
quantum oracle O of GRF1RF: are implemented by using RstOE. We assume that Og
uses £ ancilla qubits to compute G. We denote a (combined) database for RF},..., RF,
by DB := (D}, ..., D), where D} is a valid database for each RF;.
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Good and bad databases. Next, we classify valid databases for O and O¢ into good
and bad databases, which correspond to good and bad transcripts in classical security
proofs. The important point is that the classification is done in such a way that there
is a one-to-one correspondence between good databases for O and those for Og. For
each good database DB for Op, we denote the corresponding good database for Og by
[DBFrle. Similarly, for each good database DB¢ for Og, we denote the corresponding
database for Op by [DB¢g]r.

An upper bound of the oracle distinguishing advantage. Let A be an oracle-aided
quantum algorithm that makes at most ¢ quantum queries. Let [¢;) (resp., |¢})) be the
entire quantum state just before the i-th query when A runs relative to O (resp., Og).
By abuse of notation, let [1)g41) (resp., |7, 1)) be the entire quantum state just before
the final measurement.

The technically hardest part to give an upper bound of Adv((igiif’o . (A) is to show that,

fori=1,...,q+ 1, there exist vectors |1/J;g°0d>, |1h;%29) | [168°°%) and [1P2) that satisfy the
following properties.

L o) = [12%%) + [9229) and |¢;) = |[E°) + [¢h0d).

(@)

2. There exists complex number Uy 2DBo such that
[15,57°) = > 0¥ ppe |2:9,2) @ [DBg), and  (8)
DBg:good czi;iz’j:)ase for O¢g
d i
8oy = > o)) o, |7,v,2) ® |[DBG] ) )

x,Y,z
DBg:good database for Og

hold, where x, y, and z correspond to A’s register to send queries to oracles, register
to receive answers from oracles, and register for offline computation, respectively.

3. It holds that

[l < [l | + el and [[RE] < [ler)]| +eg”  10)

for some positive values e;(:d_l) and 6&;1) (we set [p2d) = [pBd) = 0, |¢;P2d) =
0 (0
[959) = 0, and gy = e = 0).

The following proposition ensures that we will obtain an upper bound of the distin-
guishing advantage of A when we prove the existence of such vectors [1h,2°%), [¢;P2d),

[4£°°%), and [P*).

Proposition 3. Suppose that there exist vectors |¢;g°°d>, |1h;%29Y, [8°Y) | and |[¢P2d) that

. . dis (3 i
Zalzjsfy the above three properties. Then, Advy™ o (A) < di<i<q ebgc)l + Dicizq Ega)d
olds.

Though this proposition is essentially proved in [HI20], here we give a proof for
completeness.

Proof. From (10), it follows that

‘|¢qT?>H < 219‘3(; eb(ag and ngidl)H < Z1gigq G&)w

In addition, td <TroF (|¢§j_°f’) <¢§i°f|) ,Tro. (W:ﬁ_’fd) <¢:ﬁ_’fd|)) = 0 follows from (8) and
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(9), where Trp,. and Trp,, denote the partial trace over the quantum systems of the oracle’s
states. Thus we have

Adv(clf)iit,og (A) <td (TrOF (W}q+1> <¢q+1|) , Trog (|¢;+1> <¢;+1|))

< [lwsl| + vz
"(@) (4)
< Z €pad T Z €pad> (11)
1<i<q 1<i<q
which completes the proof. O

Intuitions. Here we explain some intuitions behind the above proof strategy. First,
when we define good and bad databases, we choose good databases so that the following
conditions will hold (in addition that there exists a one-to-one correspondence between
good databases for Op and those for Og).

1. The behavior of Or on a good database DB is the same as that of Og on the
corresponding database [DBFr]q.

2. The “probability” (in a quantum sense) that a good database DB (resp., DBg)
changes to a bad database at each query to O (resp., O¢g) is small.

The first condition ensures that the adversary cannot distinguish O and O¢ as long
as databases are good, which leads to the existence of vectors [1/5°°%) and |¢;g°°d> that
satisfies (8) and (9) for each 7. (Recall that, in the proof of Proposition 3, (8) and (9) for
i = q+ 1 lead to the property that the adversary’s distinguishing advantage is bounded by
| 1224 1| + [¥.224) ||.) The “probability” in the second condition corresponds to the terms
N2 LN 2 N2 1N 2
(el(fa)d) and (ebgzd) ) . If we can show that (eﬁ?) and €b(32) are very small, we can
show the indistinguishability of Or and O¢ through Proposition 3. In a later section, to
show that the “probability” is really small, we decompose O (resp., O¢) into a sequence
of RstOEy,,...,RstOEy, (resp., RstOE,,,...,RstOE,, ), and prove that the “probability”
that a good database changes to a bad database is small at each query to RstOEy, (resp.,
RstOE,, ) for each j.

3.3 Other Useful Tools

Here we review some useful proof tools for later use. Note that, in this section we take the
running time and the number of available qubits into account, in addition to the number of
quantum queries, when we estimate adversaries’ computational resources (see Section 2.1.2
for details).

Switching random functions and random permutations. The following theorem is a
quantum version of the RF-RP switching lemma, which was shown by Zhandry [Zhal5].

Theorem 1 (Theorem 7 in [Zhal5]). Let RF and RP denote quantum oracles of a random
function from {0,1}" to {0,1}™ and an n-bit random permutation, respectively. Let A

be an oracle-aided quantum algorithm that makes at most q quantum queries. Then
AdviEsp(A) < O(¢?/2") holds.

Simulating random functions in the quantum setting. For a positive integer k, k-wise
independent hash function family is a family of functions H = {h; : X — Y}ier (I is
a finite index set) such that Pr, _s; [hi(z1) = y1 A+ A hi(zx) = y] = 1/|Y|* holds for
arbitrary tuple (21,..., 2k, Y1, .., yk) € X¥ x V¥ such that x, # 25 for a # B.
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Zhandry showed that a random function can be perfectly simulated with 2¢-wise
independent hash function families against quantum algorithms that make at most ¢
queries [Zhal2b].

Theorem 2 (Theorem 3.1 in [Zhal2b]). Let A be an oracle-aided quantum algorithm
that makes at most q quantum queries. Let H = {h; : {0,1}"™ — {0,1}"};c1 be a 2q-wise
independent hash function family. By abuse of notation, let H also denote the quantum
oracle such that i € I is chosen uniformly at random and the quantum oracle access to the
function h; is given to A. Then Adv(}fRF(A) =0 holds.

The set of polynomials over GF(2") of which degree is at most 2¢ — 1 (< 2™) becomes
a 2¢-wise independent hash function family (domains and ranges are GF(2") = {0,1}").
Let H = {h; : {0,1}™ — {0,1}"};cr denote this hash function family. Then H can be
regarded as a function from I x {0,1}" to {0,1}". We can built a quantum circuit with
depth O(q) and width O(gq) (O suppresses factors of polynomials in n) that computes the
function H : (i,2) — h;(x). Therefore, the following corollary follows from Theorem 2.

Corollary 1. There exists a function family H = {h; : {0,1}" — {0,1}"};er such that
(1) sampling i from I uniformly at random can be done in time O(q), (2) H : (i,z)
hi(x) is implemented on a quantum circuit with depth O(q) and width O(q), and (3)
AdVZfRF(A) = 0 holds for any quantum algorithm A that makes at most q quantum
queries when i is chosen uniformly at random.

Indistinguishability of tweakable random permutation and random function. Let P :
{0,1}™ x {0,1}™ — {0,1}"™ be a tweakable random permutation, i.e., P(¢,-) : {0,1}" —
{0,1}" is a random permutation for each ¢ € {0,1}". In addition, let F': {0,1}" x {0,1}" x
{0,1}™ — {0,1}™ be a random function. Then the following proposition holds.

Proposition 4 (Proposition 5 in [HI19]). Let A be a quantum algorithm that makes at
most q quantum queries. Then,

. . 6
AdvE' (A) = Advi(A) <O ( gn) (12)

holds.

Remark 7. The upper bound given in Proposition 4 is much larger than that in Theorem 1.
We expect that the bound in (12) is not tight, while a better provable security bound is
not known.

4 A Quantum-Secure TBC

This section gives a new construction that converts block ciphers that are secure against
quantum superposition attacks into tweakable block ciphers that are secure against quan-
tum superposition attacks. Since our construction is a variant of the LRW construc-
tions [LRWO02], we first review them before introducing ours.

4.1 The LRW Constructions

Liskov, Rivest, and Wagner introduced constructions that convert (classically) secure
block ciphers into (classically) secure tweakable block ciphers, which are called the LRW
constructions [LRW02].
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Figure 2: The LRW constructions. LRW1 is depicted on the left, and LRW2 is depicted
on the right.

Let £ : {0,1}¥ x {0,1}™ — {0,1}" be a block cipher and h be an almost 2-xor-universal
hash function. Then the first construction, which we denote by LRW1, is defined as

LRW1[E|% (M) = Ex(Ex (M) ® T).
The second construction, which we denote by LRW2, is defined as
LRW2[E]{ ;,y (M) = Ex (M & h(T)) & h(T),
where h is a part of the key. See Fig. 219.

Roughly speaking, both LRW1 and LRW?2 are shown to be secure up to about 2"/2
queries (if h is a 1/2™-almost 2-xor-universal hash function) in the classical setting. LRW?2
is also proven to be secure even if the decryption oracle is available to adversaries (That is,
LRW?2 is a tweakable strong pseudorandom permutation. LRW1 is not a tweakable strong
pseudorandom permutation since it is broken if the decryption oracle is available).

In the quantum setting, however, Kaplan et al. showed that LRW2 can be distinguished
from a tweakable random permutation in polynomial time (in n) if quantum superposition
queries to keyed oracles are allowed [KLLN16a)].

An overview of their attack is as follows: Choose two tweaks T # T’ and define a
function F© by FO(M) := O(T,M) & O(T', M), where O is a quantum oracle such
that © = RP or © = LRW2. Then, we can show that FO(M @ s) = FO(M) holds for
s:=h(T) @ h(T") and all M if O = LRW2, which implies that F'© is a periodic function,
but F© is far from periodic when O = RP. Therefore, we can distinguish LRW?2 from RP
in polynomial time by using Simon’s period finding quantum algorithm [Sim97].

Similarly, we can distinguish LRW1 from a tweakable random permutation in polynomial
time with Simon’s algorithm: For LRW1, we choose two messages M # M’, define a function
G® by GO(T) = O(T, M) ® O(T,M'), and apply Simon’s quantum algorithm on G©
instead of F©. When O = LRW1, the function G has the period Ex (M) @ Ex(M'). We
see that the attack on LRW1 works with the same reasoning as Kaplan et al’s attack on
LRW?2 works.

Note that the attack on LRW1 implies that we can efficiently find a collision for the
function LRWl[E](IQ(-) :{0,1}" x {0,1}" — {0,1}" in the quantum setting. If we can
efficiently recover the value Ex (M) @® Ex(M') and set T" :=T & Ex (M) ® Ex (M), then
LRW1[E]|L (M) = LRW1[E]% (M) holds. Finding such a collision by polynomial-time
CPAs is hard in the classical setting.

10We use the terms LRW1 and LRW?2 following previous works [LST12, LS13].



Hosoyamada and Iwata 351

M T
| |
Ex, Ex,
D
T
Ex,

Figure 3: Specification of LRWQ[E].

4.2 LRWQ: A Quantum-Secure Construction

We next present our construction, LRWQ, which is a three-key block-cipher based tweakable
block cipher. If the block length of the underlying block cipher is n, both the block and
tweak lengths of LRWQ become n.

Let E be an n-bit block cipher with k-bit keys. Then the tweakable block cipher
LRWQ[E] : {0,1}3% x {0,1}" x {0,1}" — {0,1}" is defined as

LRWQ[E]{Kl,KZ,Kg,)(M) = EKs (EKI (M) D EKz (T))

See Fig. 3. LRWQ is constructed based on LRW1. To prevent the quantum polynomial
time attack in Section 4.1, tweak is encrypted before added to E, (M). This works since
intuitively, it is hard even for quantum adversaries to find (M, T) and (M',T") such that
the corresponding outputs collide, i.e., LRWQ [E}(TKIK%KS)(M) = LRWQ [E](TI,(MK%KP’)(M’)
holds.

Unlike the classical constructions LRW1 and LRW2, as we will show in Section 4.3,
LRWQ is secure against quantum superposition attacks when it is instantiated with n-bit
block ciphers that are secure against quantum superposition attacks. LRWQ is the first
mode of block ciphers to build a tweakable block cipher that is provably secure against
quantum superposition attacks.

4.2.1 Classical Security Analysis

Before going into the analysis in the quantum setting, we show that LRWQ is a secure
tweakable block cipher in the classical setting against chosen plaintext attacks up to
0(2"/ 2) queries, and the security bound is tight. In addition, we show that LRWQ is
broken in time O(1) only with O(1) queries if the decryption oracle is available (i.e., LRWQ
is not a tweakable strong pseudorandom permutation), even in the classical setting. Define

the distinguishing advantage Adv®®™", the pseudorandom permutation advantage AdvF R,

and the tweakable pseudorandom permutation advantage AdvPRP for classical adversaries
in the same way as we did for quantum adversaries. Then the following proposition holds.

Proposition 5. Let A be a classical adversary that makes at most q queries and runs in
time 7. Then, there exist three classical adversaries B, Bz, and Bs that make at most q
queries and run in time O(T + q) such that

e 2
q
AdVII_DFISVI\jQ[E] (A) < E Advi(By) + 0 <2n> (13)
i=1,2,3
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holds. In addition, there exists a classical algorithm C that makes O(2™/2) queries and
runs in time O(2™/2) such that Advf}?vl\jQ (£(C) = O(1). If the decryption oracle is also

available to adversaries, there exists an algorithm C' that distinguishes LRWQIE] from RP
in time O(1) by making only O(1) queries with a constant probability.

This proposition can be shown in a straightforward manner, but we give a proof
intuition in Appendix B.

4.3 qPRP Security Proofs for LRWQ
Below, we give qlgﬁlg security proof for LRWQ. The goal is to show the following theorem.

Theorem 3. Let A be a quantum algorithm that runs in time T, makes at most q quantum
queries, and uses QQ qubits. Then there exist quantum algorithms By, Bs, and Bs that make
at most O(q) quantum queries and run in time 1, T2, and T3, respectively, such that

oPRP PRP q°
Advigios (A) < Y AdvER(B,) + 0 ( 2n>

1<:<3

holds, where Ty and 9 are in O~(7'~—|— q?), 73 is in O(T +4q), and~0 suppresses factors of
polynomials in n. By and By use O(Q + q) qubits, and Bs uses O(Q) qubits.

4.3.1 Notations, Definitions, and Basic Properties

Here we introduce notations, definitions, and basic properties that are used to prove
qff’f\{T) security of LRWQ. Let fy, f1 : {0,1}" — {0,1}" denote random functions. Let
fsman = {0,1}" — {0,1}" and fuig : {0,1}*" — {0,1}" also be random functions. Let us
define three functions FSum, FSFgman, FSFpig : {0, 132" — {0,1}" by

FSum(M,T) := fo(M) & f1(T),
FSFSmaH(]\f7 T) = fsmall (FSum(M, T)) 5
FSFuig(M,T) := fuig (M, T,FSum(M, T)).

See Fig. 4 for figures of FSum, FSFgyan, and FSFy,i,. Note that FSFgyan is defined in
the same way as LRWQ[E] except that it uses random functions instead of block ciphers.
FSFpig is completely indistinguishable from a random function since fiig is a random
function.

Reduction to qPRF Security of FSFg,,11- The following proposition shows that the
problem of proving qPRP security of LRWQ[E] can be reduced to the problem of proving
qPRF security of FSFg,.1 when the underlying block cipher is a secure qPRP.

Proposition 6. Let A be a quantum algorithm that runs in time 7, makes at most q
quantum queries, and uses Q@ qubits. Then there exist quantum algorithms By, Ba, and Bs
that make at most O(q) quantum queries and run in time 71, T2, and T3, respectively, such
that

6
AQVIERE ()< 30 AdvERF(B) + AdviERY (A4) +0 ( g)
1<4<3

holds, where T and 75 are in O~(T~+ q?), T3 is in O(T +q), and~0~ suppresses factors of
polynomials in n. By and Bs use O(Q + q) qubits, and Bz uses O(Q) qubits.
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2n
M||T M||T ———s
2n ,i 2n /)
FSum fsmall+’ c FSum fbig —— C

Figure 4: Comparison of FSFgyan(M,T) and FSFy;g(M,T).

Proof. Let h; : {0,1}" — {0,1}™ be E, or RF;, where RF; is a random function, for
1 <i < 3. Let LRWQ'[hy, ha, h3] be the function that is the same as LRWQ[E] except that
Ef, is replaced with h; for each i (if h; = Eg, for all i, LRWQ'[h1, ho, h3] is completely
the same as LRWQ[E]). Without loss of generality we assume that choosing a random key
for E and encryption with E can be done in time O(1) by using O(1) qubits.

Suppose that we are given access to a quantum oracle Os, which is either Fg, (the
key Kj is chosen randomly) or a random function RF3 : {0,1}" — {0,1}". Then, we
construct an algorithm Bs to distinguish Eg, from RF3 as follows: First, B3 chooses
keys K; and K5 for E uniformly at random. Then Bs runs A, simulating the oracle
of LRWQ'[Ek,, Ex,, Ex,] = LRWQ[E] or LRWQ'[EF,, Ex,, RF3] by computing Ex, and
Ek, by itself, and computing Fk, or RF3 by making queries to Os. (If O3 is Ek,, then B3
perfectly simulates LRWQ[E]. Otherwise B3 perfectly simulates LRWQ'[E,, Fr,, RF3].)
Finally, Bs outputs what A outputs. Then Bs runs in time O(7 + ¢), makes at most O(q)
quantum queries to O3, uses O(Q) qubits, and

3

AdVE;?S\;VQ[E],LRWQ’[Ekl,EK2,RF3] (A) = AdV%PRF(B?») = AdV%PRP(BS) +0 (;) (14)
holds, where we used Theorem 1 for the last inequality.

Next, suppose that we are given access to a quantum oracle O;, which is either Ex,
(the key K is chosen randomly) or a random function RF; : {0,1}™ — {0,1}". Then, we
construct an algorithm B; to distinguish Ex, from RF; as follows: B; runs A, simulating
the oracle of LRWQ'[Ek,, Ex,, RF3] or LRWQ'[RF1, Ex,,RF3] by simulating RF3 as in
Corollary 1, choosing Ko and computing Ex, by itself, and computing Fx, or RF; by
making queries to Oy. (If Oy is Ex,, then By perfectly simulates LRWQ'[Ef, , Ex.,, RF3].
Otherwise B perfectly simulates LRWQ'[RFy, Ek,, RF3].) Finally, B; outputs what A
outputs. Since Corollary 1 holds, it follows that By runs in time O(T + ¢?), makes at most
O(q) quantum queries to Oy, uses O(Q + ¢) qubits, and

di PRF
AdVIRWQ (Ex, ,Bx, RFJLRWQ [RF:, Exc, RFy (A) = Adv T (Br)
3
PRP q
< Advy VU (B)+ O <2n> (15)
holds. Similarly, we can show that there exists a quantum algorithm Bs that runs in time
O(7 + ¢?), makes at most O(q) quantum queries, uses O(Q + q) qubits, and

3
is q
AV er, v, . oo, e (4) < AVES B+ 0 (5] (10)
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holds.
Since the distribution of the function LRWQ'[RFy, RF2, RF3] is the same as that of
FSFsma117

PRF PRF
AdVERWQ’[RFl,RFz,RF3] (A) = AdngFSma“ (A) (17)

follows. In addition,
dist q6
AdvR~P7RF(A) <0 ( 2n> (18)

follows from Proposition 4.
Therefore, the claim of the proposition follows from (14), (15), (16), (17), and (18). O

The most difficult part in the security proof for LRWQ is to show qPRF security of
FSFaman, which is equivalent to showing indistinguishability of FSFgynan and FSFy,ie since
FSFpig is completely indistinguishable from a random function. To use the proof strategy in
Section 3.2, we describe how the quantum oracles of FSFg,an and FSFy,;, are implemented
with fo, fi, and feman or fhig, and define good and bad databases in such a way that there
exists a one-to-one correspondence between good databases for FSFy,. and those for
FSFhig-

Implementations of the quantum oracles of FSFg,.1 and FSFy;;. We assume that
the quantum oracle of FSFg.1 is implemented as follows when fy, f1, and fiman are given
as quantum oracles. Suppose that |M,T)|Y) is queried to the oracle of FSFyy.1. Here,
|Y) is the register to which the answer from the oracle will be added.

1. Query M to the oracle fy to obtain the state
M, T)[Y) @ |fo(M)). (19)

2. Query T to the oracle f; to obtain the state
[M,T) [Y) @ | fo(M)) | f1(T)) - (20)

3. Add fo(M) and f1(T) to obtain the state

M, T)[Y) @[fo(M)) [ f1(T)) @ [FSum(M, T)) . (21)

4. Query FSum(M,T) to the oracle of fiman and add the answer to |Y) to obtain

|M,T)[Y & FSFsman(M, T)) @ | fo(M)) [f1(T))) @ |FSum(M, T)) . (22)

5. Uncompute Steps 1-3 to obtain |M,T) |Y @& FSFsman(M,T)).

We assume that the quantum oracle of FSFy, is implemented in the same way, except
that the query in the fourth step is (M, T,FSum(M,T)) to fyig instead of FSum(M,T) to
fsman- See also Fig. 5.

In what follows, as explained in Section 3.2, we assume that the quantum oracles of the
random functions fo, fi1, fsman, and fpig are implemented by using the recording standard
oracle with errors, and thus the oracles FSFgan and FSFy,;, keep the databases (and the
ancillary qubits that are temporarily used in (19)—(22)) as their states. Let Opsr_,., and
OrsF,,;, denote the unitary operators of the oracles FSFyya and FSFyig to respond to
queries as above.
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- out L |Y @ FSFypan(M, 7))
10) e fm | 10)
10} - 1f,(1) = o
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10) S 1£,(M)) T o
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- out |Y @ FSFyig(M, T))
10) PP SRS 10)
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10y 411, (M) oo
= fo n o fo L M

Figure 5: Implementation of FSFgman and FSFpie. “in” and “out” denote the registers to
send queries and receive answers, respectively. The functions fo, f1, fsmal, and fiig will be
implemented with the recording standard oracle with errors in security proofs.

Good and bad databases. Here we define good and bad databases for FSFgpman and FSFy;g
in such a way that there exists a one-to-one correspondence between good databases for
FSFman and those for FSFy,.

Let Dy, D1, Dsmai, and Dyig denote (valid) databases for fo, fi, foman, and fuig,
respectively. The oracles FSFgmai and FSFy;, keep (quantum superpositions of) tuples of
databases (Do, D1, Dsmai) and (Dy, D1, Dyig), respectively.

We say that a tuple of bit strings & = (Wy, Wy, Zy, Z1,V,C), where W;, Z;, V,C €
{0,1}", is an expansion if V = Zy ® Z;. We say that a (combined) database DBgman =
(Do, D1, Dsmait) for FSFsman (resp., DBuig = (Do, D1, Dyig) for FSFyig) is good if and only
if it satisfies the following condition.

For each entry (V,C) € Dsman (resp., (Wo||Wi||V,C) € Dyig), there exists a unique
expansion €& = (Wy, W1, Zy, Z1,V, C) such that (Wy, Zy) € Dy and (Wy, Zy) € D;.

We call the unique expansion & the ezpansion of (V,C) in DBsman (resp., the expansion of
(Wo|[W1 ||V, C) in DByig). We say that a (valid) database is bad if it is not good.

Intuition behind good and bad databases. Intuitively, a valid database DBsmai =
(Do, D1, Dsman) for FSFgman (resp., DBpig = (Do, D1, Dyig) for FSFye) is bad if and only if,
there exist an element (V,C) in the database Dgmai (which records transcripts for fomai)
and two or more pairs ((Wy, Zy), (W1, Z1)) € Dy x Dy (Do and D; records transcripts for
fo and fi, respectively) such that Zo @ Z; =V (i.e., fo(Wo) ® f1(W71) = V). Otherwise
the database is good. Note that the database is defined to be bad when such a pair
exists even if W and W; are not queried to fy and f; at the same time: A natural
definition of bad transcripts in the classical setting is that, a transcript is defined to
be bad if and only if, there exist a record (V,C = fsman(V')) and two or more pairs of
records ((Wo, Zo = fo(Wo)), (VVl7 = f1(W1))) such that Zy ® Zy =V, and Wy and Wy
are queried at the same time. However, in the quantum setting, the compressed oracle
technique (and the recording oracle with errors) cannot record the information about
whether certain pair of inputs are queried at the same time.'' Thus we defined good and

111t may be realized by replacing the “undefined” indicator qubit in each entry of the f table in the
state of stO (see Section 3.1.1) by ¢ zero qubits and toggle the i-th of these qubits when the given input
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bad databases as above.

A one-to-one correspondence between good databases. By the above definition, we
can define a one-to-one correspondence between the set of good databases for FSFgyn
and that for FSFy;,. We say that a valid database Dyig for fuig is consistent if there
does not exist distinct element (Wy||W1||V,C) and (W{||W{||V',C") in Dyg that satisfy
(i) Wo = WGAW, = W] but V # V' or (i) V = V' but C # C".*> Note that,
if there exist valid databases Dy and D; such that DBy := (Do, D1, Dpig) becomes
a (combined) good database for FSFy;s, Dpig is consistent. For a consistent database
Dyig for fiig, let [Dyiglsman be the database for foman such that (V,C) € [Dpiglsman if and
only if (Wy||[Wh||V,C) € Dyig for some Wy, Wy € {0,1}". In addition, for a (combined)
good database DBpig = (Do, D1, Dpig) for FSFsmail, let [DBpiglsmall := (Do, D1, [Dbig)small)-
Then, the mapping DByig — [DBpiglsmall gives a one-to-one correspondence between
good databases for FSFy, and those for FSFgy,an: For a (combined) good database
DBsmat = (Do, D1, Dsman) for FSFman, let [Dsmanbig be the database for fuig such that
(Wol|W1]|V,C) € [Dsmailbig if and only if (V,C) € Dsman and the expansion of (V,C) in
Dgman is (Wo, W1, Zo, Z1,V, C) for some Zy, Z; € {0,1}". Then the (combined) database
[DBsmailbig := (Do, D1, [Dsmali]big) is a good database for FSFy,;g. It is easy to confirm that
the mapping DBsmall — [DPBsmall]big is the inverse of the mapping DBpig — [DBpiglsmall, and
vice versa.

Regular and irregular states of oracles. We say that a state vector of the oracle FSFgy.n
is drregular if one of the databases is invalid, or ancillary qubits used in (19)—(22) are
not the all-zero state |00 --0). We say that a state vector is regular if it is not irregular.
In addition, we say that a state vector of the oracle FSFgy.1 is pre-irreqular if one of
the databases is invalid, or the least significant 2n qubits (the registers that correspond
to f1(T) and FSum(M,T) in (20)—(22)) are not |0™)|0™). We say that a state vector is
preregular if it is not pre-irregular. Similarly, we define (pre-)irregular and (pre)regular
states for FSFy;g.

The following lemma shows that the behavior of RstOEy, —on a consistent database
Dyig is the same as that of RstOEy, ,, on the corresponding database [Dyiglsmali-

mall

Lemma 1. Let Dy, and D()ig be consistent databases for FSFynis. Then, for arbitrary
M, T,M" T € {0,1}" and V,V',Y,Y' € {0,1}",

(Diyg| (M'||T"||V, Y| RstOE s, [M||T||V, Y} | Dyig)
— <[Dl/)ig]small| <M’||T’||V’, Y/| I, ® RStOEmeaII |MHT”V’ Y> ‘[Dbig]small> (23)

holds.

Proof. Tt suffices to show the claim in the case that M = M’, T = T', and V = V'
hold, since oracles do not affect input registers. Moreover, when RstOEjy — acts on
|M||T||V,Y) | Dyig), Oy,, affects only the register that contains information about the
element of M||T||V in Dy, in addition to the Y register. Hence it suffices to show the
claim in the cases that (i) Dyig is empty, or (ii) it has only a single entry (M||T||V,C) for
some C'. In the case (i), [Dpiglsmal is also empty, and the equation follows from (6) and
(7) in Proposition 2. In the case (ii), [Dpiglsmal has only a single entry (V, (), and the
equation follows from (2)—(5) in Proposition 2. O

was submitted in i-th query. However, currently we do not have any idea on how to formalize it, while
appropriately removing some records from database.

121n fact the first condition (i) may not happen but such a database can theoretically exist. Here we
exclude the condition (i) just for theoretical completeness.
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4.3.2 qPRF Security of FSFqan

The goal of this section is to show the indistinguishability of FSFg,.1 and a random
function, which is equivalent to show indistinguishability of FSFyyan and FSFy;.. Let A
be a quantum algorithm that makes at most ¢ quantum queries. Let |¢;) and |¢}) denote
the whole quantum states of A and the oracle just before the i-th query when A runs
relative to FSFman and FSFy;g, respectively. (By [¢q+1) and |1/);+1> we denote the whole
quantum states just before the final measurement when A runs relative to FSFg. and
FSFyig, respectively, by abuse of notation.)

The technically hardest part of proving the indistinguishability is to show the following
proposition. In what follows, for each summation symbol, we separate variables over which
the summation is taken and the conditions imposed on the variables by “;”, to simplify
notations. For example, by > afiacAatrpen Ve indicate that the summation is taken over
all possible a and 3 such that « € A and a + 5 € B.

Proposition 7. For cach 1 <i < q+ 1, there exist vectors [11,2°%), [;%), [15°%), and
|ybad) that satisfy the following properties.

1) = [°%) + ™) and [ys) = U5 + o).

2. There exists complex number a%}TY ZDoD: Dy, SUch that

vood )
1,5 = > a8y 200 Ds Doy M- T) |Y) | Z) © | Do, Dy, D)
M,T,Y,Z,(Do,D1,Dyig);
(Do,D1,Dpig):valid and good

(24)
and
ood 7
&) = > 51y 200 Ds g 1M T) 1Y) 12)|[Do, D1, Disglsman)
M,T,Y,Z,(Do,D1,Dyg);
(Do,D1,Dpig):valid and good
(25)

hold, where (M,T), Y, and Z correspond to A’s register to send queries to ora-
cles, register to receive answers from oracles, and register for offline computation,
respectively.

3. For each database (Do, D1, Dyig) in \w;g°°d> (resp., (Do, D1, Dsman) in |¢f°°d>) with
non-zero quantum amplitude, |Do| < 2(i — 1), |Dy] < 2(i — 1), and |Dypig| < i —1
(resp., |Dsman| <i—1).

4 | < e +0< ) and [0 < [l + O (f) hold.

Let RstOEy,, RstOEy, , RstOEy, ., and RstOEy, be the recording standard oracle with
errors for fo, fi, fsmai, and fiig, respectively. Then, the unitary operators Orsg and
OfsF,,;, are decomposed into 7 unitary operators as

small

OFSF.pun = RStOE}, - RStOE}, - XOR* - RstOEy;, , - XOR - RstOE , - RstOEy;,

small

and
OFSFbig = RStOchO : RS’EOE;1 - XOR* - RStOEfbig - XOR - RstOEy, - RstOEy,,

respectively, where XOR denotes the unitary operation to add the values fo(M) and
f1(T) in Step 3 (state (21)) of the implementation of the oracles, which is defined by
XOR |a) |b) |¢) = |a) |b) |c @ a ® b).

To show the proposition, we study how the states |¢}) and |¢;) change when the 7
unitary operators act, in a sequential order. First, we show the following lemma.
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Lemma 2 (Action of RstOEy,). Suppose that there exist i and vectors |1/J;-g°0d>, \1/)}’“),
|1/J§-°°d>, and |7,/}§-’ad> that satisfy the four properties in Proposition 7 for j = 1,...,i. Then,
there exist vectors |1/);g°°d’1>, |w;bad’1), [Ny and |2 that satisfy the following
properties.

1. RstOEj, [¢) = [;2°°%) + [1),°**") and RstOEy, [1h;) = [$&°%t) + [Py,

2. There exists complex number ag\i/[)’le ZDo D1 Dy such that
"good,1 i)1
[0 #°00) = ) 0y 20 p. Doy |M.T) 1Y) 12) (26)
MT,Y, 2, (Do, D, Dy )i ® |Do, D1, Doig) ® [Do(M)) ,
(Dg,D1,Dyig):valid and good
Do(M)#L
and
d,1 i),1
[F°T) = Z ag\/I)TYZDODlDbig |M,T)|Y)|Z)
M-T.YZ,(Do, D1 Disg); ® |[Do, D1, Dhiglsman) @ [Do(M))
(Dg,D1,Dyig):valid and good

Do(M)#L
(27)
hold, where (M,T), Y, and Z correspond to A’s register to send queries to ora-
cles, register to receive answers from oracles, and register for offline computation,
respectively.

3. For each database (Dg, D1, Dyig) in \w;go°d’1> (resp., (Do, D1, Dsman) in |1/J§°°d’1>) with
non-zero quantum amplitude, |Do| < 2(i — 1)+ 1, |D1] < 2(i — 1), and |Dpig| <i—1
(resp., |Dsman| <i—1).

4[|l < i) +O< 2) and ||| < [l + 0 <\/:> hold.

Proof. Let 11,44 denote the projection onto the space spanned by the vectors that corre-
spond to valid databases. Then, by applying Proposition 2 to RstOEy,, we have that

1_[valid RstO Efo W);good >

= HvalidRStOEfO Z as\Z)TYZD()DlDbig |M, T> |Y> |Z>
M,T.Y,Z,(Do, D1, Dyig); ®|Dg, D1, Dyig)
(Do,D1,Dyig):valid and good
= (@)
= I,igRstOE ;, > 08y 2Do(r.ay Dy, 1M T Y'Y |2)
N oo b i ®[Do U (M, ), D1, Dyig)
(Do,D1,Dyig):valid
Do(M)=1
(DoU(M,ax),D1,Dyig):good
+ ILaigRstOEy, Z “g\?TYZDDDIDMg |M,T)|Y)|Z)
MY 2, D0, D D) ®[Do, D1, Doig)
(Do,D1,Dyig):valid
Do(M)=1
(Do,D1,Dyig):good
= (4)
- Z AMTY ZDoU(M,) Dy Dyig |M,T)|Y)|Z) (28)
M.,T,Y,Z,a,(Do,D1,Dyig); ®|Do U (M, «), D1, Dpig) ® |cv)
(Do, D1, Dyig):valid
Do(M)=1
(DoU(M,a), D1, Dyig):good
L o
- Z o0 YMTY ZDoU(M,a) D1 Dyg |M,T)Y)|Z) (29)
e D syttt ©|Do U (M,7), D1, Dyg) © )
Do(M)=1

(DoU(M,0),D1,Dyig):good
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1w
* 2 \/?GSW)TYZDoDlDMg M, T)|Y)|Z) (30)
M,T.Y,Z,c,(Do,D1,Dyig); S U(M. e D De
(Do,D1,Dyig):valid ®| o ( ,og)’ 1, b|g>®|04>
Do(M)=1
(Do,D1,Dyig):good
+ |€)

holds, where

L
€)= > g UM TY Z2Dou(M,0) D1 Dy M T Y 1Z)
M,T,Y,Z,a,(Do,D1,Dyig); 1
(Do,D1,Dpig):valid
Do)l ® <D0> _Zﬁ DOU(M»WD) |D1, Dyig) ® |c)
(DoU(M,a),D1,Dyig):good vy
(31)
L ()
- Z 91 PMTY ZDoU(M, ) Dy Dyig |M,T)|Y)|Z)
M,T.Y,Z,a,(Do, D1, Dyig); 1 -
T ® (2 2. 75 Pou (M) |Do>> D1, Diig) @ [07)
(DoU(M,e),D1,Dyig):good Y
(32)

1
+ Z ﬁag\/[)TYZDODlDMg (M, T)Y)|Z)

M,T,Y,Z,(Do,Dl,Dbig); 1
Do,Dq,Dyig):valid —
Do e © [ 1Do) = —= Do U (M, 7)) | | D1, Dig) @ [07)
21’L
(Do,D1,Dyig):good ~
(33)

The terms (28), (29), and (30) correspond to (the valid component of) the terms (2), (4),
and (6), respectively. In addition, the terms (31), (32), and (33) correspond to (the valid
component of) the terms (3), (5), and (7), respectively. Let us denote the terms (31), (32),
and (33) by [(31)), |(32)), and |(33)), respectively. Then

lIBL)|* = > -

M,T.Y,Z,a,(Do,D1,Dyg);
(D() ,Dl 7Dbig) :valid
Do(M)=L1
(DoU(M,x), D1, Dyig):good

1
+ ) 2o
M,T,Y,Z,a,v,(Do,D1,Dyig);
(Do, D1, Dyig):valid
Do(M)=L
(DoU(M,c),D1,Dyig):good

<0(x)

holds. Similarly we have |||(33))]|* < O (3) - In addition,

. 2
@
MTY Z DoU(M,) D1 Dyig

) 2
o
MTY ZDoU(M,a) Dy Dyig

2

(%)
Z AMTY ZDoU(M,0) D1 Dyig
2"L

B32)* <5 >

M,T.Y,Z,(Do,D1,Drig); @
(Do, D1, Dyig):valid (DoU(M,c),D1,Dyig):good

Do(M)=1
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2

Z ’aMTYZDOU M,0) Dy Dy

S 5 on

M,T.Y,Z,a,(Do,D1,Dyig);
(Do,D1 7Dbig) :valid
Do(M)=1
(DoU(M,c),D1,Dyig):good

1
< —

where we used the convexity of the function X — X?2. Hence

Iy <o (ﬂ) (34)

holds.

In the same way, we can show
I,2iaRstOE 7, [15°°%)

_ (1)
- Z a]\ZTYZDOU(M ) Dy Dyig |M,T)|Y)|Z)

M.T.Y,Z,c,(Do, D1 Drig); ® |D0 U (M, @), Dy, [Doiglsman) @ |cv)
(Do,Dl,Dbig)tvalld
Do(M)=1
(DoU(M,c),D1,Dyig):good
(2)
- Z on aMTYZDou(]V[ @) D1 Dyig (M, T)|Y)|Z)
M,T,Y,Z,a,y,(Do,D1,Dyig); )
(D07D17Dbig())3V3jid v ®|Do U (M, ), Dy, [Dblg}5m8||> ® |7)
Do(M)=1
(DoU(M,c),D1,Dyig):good

0!
* Z ﬁal\;TYZDODlDbig |M,T)[Y)|Z)
M.T.Y,Z,a,(Do,D1,Dyig);
(Do,Do1t7(DbiZ):validbg) ® ‘DO U (Ma 04)7 Dy, [Dbig]small> ® |a>
Do(M)=1
(Do,D1,Dyig):good

+ le), (35)

where |€) is a vector such that |||e)|| < O (W%) .

Now, set

[48°°4) = Tlgoo (TaraRStOE, [VE™) )}, [Uf**") := RstOEy, [uss) — [15°°*),

(36)
and

[,5°°%) = Tlgoos (ThariaRStOE , [15°°%) — [€)) 11"} i= RstOEy, [¢5]) — [15°*"),
(37)
where Ilz.04 denotes the projection onto the space spanned by the vectors that correspond
to good databases. Then the first, second, and third properties of Lemma 2 immediately
follow from the corresponding properties in Proposition 7 and the definitions of |w§°°d’1)
and ‘w;good,1>.
Below, we show the fourth property. Let us denote the terms (28), (29), and (30) by
[(28)), [(29)), and |(30)), respectively. In addition, let IIp,q denote the projection onto the
space spanned by the vectors that correspond to bad databases. Then,

Mpaq |(28)) = 0 (38)
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holds since all the databases in |(28)) are good.
On the term (29), we have that

bad [(29))
1

_ )
- Z 9n M TY ZDoU(M,a) D Disg |M,T)[Y)|Z)
R ©1Do U (M.7), D1, Diig) & 1)
Do(M)=L
(DoU(M,c),D1,Dyig):good
(DoU(M,7),D1,Dyig):bad
L
- Z on YMTY ZDoU(M, ) Dy Dy |M,T)|Y)|Z)
M i ©|Do U (M,7), D1, Diig) & )
Do(M)=L
(DoU(M,ax),D1,Dyig):good
aTls't'Dl (T/);'ﬁj—/\[Dbig]small(Dl (T/)@Ol)?éJ-
(DoU(M,’y),Dl,Dbig):bad
(39)
L, M, T)|Y)|Z
- Z 9 CMTY ZDoU(M,0) D1 Dyg |M,T)Y)|Z)
ot Dayietia ™ ® Dy U (M, ), D1, Dyig) @ 1)
Do(M)=L
(DoU(M,ax),D1,Dyig):good
AT"s.t.D1(T")# LA Duiglsman (D1 (T") @) # L
(D()U(M,’y),Dl,Dbig):bad

(40)
holds.

Here we give an upper bound of the norm of the term (39). If a tuple (M, (Dy U
(M,~), D1, Dpig)) satisfies

1. Do(M) =1, and
2. (Do U (M,), D1, Dyig) is bad,
then the number of « that satisfies
1. (Do U (M, ), D1, Dyig) becomes good, and

2. there exists T” such that D;(T") # L and [Dyiglsman(D1(T") ® ) # L
is at most |D;| - |Dyig| < 2(i — 1)2. Hence

2
Lo M,T)|Y)|Z
Z 91 UMTY ZDoU(M,0) Dy Dyig |M,T)|Y)|Z)
M.T.Y,Z,o,v,(Do,D1,Dyig); :
(D07D1,Dbig()):vajid ¢ ® |D0 U (M’ ’Y)’ Dy, Db'g> ® w>
Do(M)=_1
(DoU(M,),D1,Dyig):good
3T’s.t.D1 (T")# L A[Diglsman (D1 (T )Ba) £ L
(DoU(M,7),D1,Dyig):bad
2
1 (i)
= Z 92n Z CMTY ZDoU(M,0) Dy Dy
M,T,Y,Z,~y,(Do,D1,Dyg); a;(DoU(M,0r),D1,Dyig)is good, and
(Do, D1, Dyig):valid 3T"s.t.D1(T")#LA[Dyiglsman (D1 (T")Ba)# L

Do(M)=L1
(DoU(M,7),D1,Dyig):bad
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i —1)2 ) 2
< 3 26 —1)° 3 o
= 22n MTY ZDoU(M,a) D1 Dy
M,T,Y,Z,v,(Do,D1,Drig); a;(DoU(M,a),D1,Dyig)is good, and
(Do,D1,Dyig):valid 3T’s.4.D1(T")# LA[Dyiglsman (D1 (T )Da)#L
Do(M)=_L1

(DoU(M,7),D1,Dyig):bad

B () 2 2(i —1)?
= E : ANTY ZDoU(M,0) D1 Dyig § : 92n
M,T.,Y,Z,a,(Do,D1,Dyig); iy .
(Do, D1, Dyig):valid (DoU(M,7),D1,Dyig)is bad

Do(M)=L
(DoU(M,0),D1,Dyig):good
3T’s.t.D1(T")#LA[Duiglsman (D1 (T )Ba)# L

2 2% —1)2
2n

IN

(1)
Z ‘aMTYZDOU(M,a)DlDbig
M,T.Y,Z,a,(Do,D1,Dyig);
(D() ,Dl 7Dbig) :valid
Do(M)=1
(DoU(M,c),D1,Dyig):good
3IT’s.6.D1(T")# LA[Dyiglsman (D1 (T ) D) #L

<0 (;) (41)

holds, where we used the convexity of the function X — X? for the first inequality.
Next, we give an upper bound of the norm of the term (40). If a tuple (M, (Do U
(M, ), Dy, Dyig)) satisfies

1. Do(M) = L,
2. (Do U (M, ), D1, Dyig) is good, and
3. there does not exist 7" such that D1(T") # L and [Dyiglsman(D1(T") ® o) # L,

then the number of v such that (DoU(M, ), D1, Dypig) becomes bad is at most | D |-|Dpig| <
2(i — 1)%. Hence

L)
Z 91 CMTY ZDoU(M,0) Dy Dyig M, T)|Y)|Z)
M,T.Y,Z,a,,(Do,D1,Dyig); .
(D07gl’7yDbig(;:valid v @ |Do U (M, ), D1, Dyig) @ |7)
Do(M)=_L

(DoU(M,c),D1,Dyig):good
T"s.t.D1(T")# L A[Deiglsman (D1 (T )Bar)# L
(DoU(M,7),D1,Dpig):bad

2

(%)
B AMTY ZDoU(M,0) D1 Dyig
= > > o
M,T,Y,Z,y,(Do,D1,Duig);

a;
(Do, D1, Dyig):valid (DoU(M, ), D1, Diig):good
Do(M)=1
ZT"s.t.D1 (T")#LA[Dyiglsmai (D1 (T")®a) # L
(DoU(M,7),D1,Dyig):bad

(7)
‘aMTYZDOU(M,a)Dl Duig
> > o
M,T.,Y,Z,y,(Do,D1,Dyig);

a;
(Dg,Dl,Dbig)ZValid (D[)U(M,Ot),Dl,Dbig):gOOd
Do(M)=1
FT’s.t.D1(T")# LA[Dyiglsman (D1 (T )Da)#L
(D[)U(M,’Y),Dthig):bad

2

IN
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_ ) (i) 2
= CMTY ZDoU(M,0) Dy Dy
M,T.Y,Z,0,(Do,D1,De); Do U (M,~), D1, Dyig) : bad
(D(),D1,Dbi[;):validbg |{7|( 0 ( 7) m 1 bg) a }|
Do(M)=L 2

(DoU(M,),D1,Dyig):good
FT’s.6.D1(T")# LA[Dyiglsman (D1 (T ) @) # L

<0 (;Z) (42)

holds, where we used the convexity of the function X — X? for the first inequality.
From (39)—(42),
7;2

[Mbaq [(29)) ] < O ( 2n> (43)

follows.
Moreover,

TTba |(30)) |

; 2
NO
MTY ZDoDi Dy

= E o

M,T,Y,Z,,(Do,D1,Dhig);

(Do,D1,Dyig):valid and good
Do(M)=L1

(DoU(M,x),D1,Dyig):bad
— (7) 2 |{a|(D0U(M7a)7D1»Dbig) is bad}|
- Z AMTY ZDoD1Dyig| on

M,T.,Y,Z,(Do,D1,Dig);
(Do,D1,Dpjg):valid and good
Do(M)=1
(DOU(]\/[,Q),Dl,Dbig):bad

2'2
<o ( 271) (44)

can be shown in a similar way as we showed (42).
From (38), (43), and (44),

HHbad (HvalidRStOEfo W;g00d> - |€/>) H <0 ( ;i) (45)

follows. Since this inequality and (34) hold,
H|w;bad,1>H — RStOEfO |¢;> _ |w;good,1>H
= HvalidRStOEf0 |’l/J;> — Hgood (Hvalid RStOEfO |¢igood> . |6/>> ’

— ||y (H\,a“dRstOE fo 1p;E%d) — \é)) + IyaigRStOE 5, [1,%2¢) + [¢')

< |[Toad (TaraRstOE , [15°°%) — € | + |12 | + 11l
/ 72
< ||| +o (/5 (46)
holds, which implies that the fourth property holds for W;bad’1>13. We can prove the fourth
property for |1/Jf 241y in the same way. O

13Note that all the databases of RstOEy, |w;g°°d) are valid, and thus Il,qRstOE g, \w;gmd) =
RstOE , [1);8°°) holds.
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The following lemma shows how the states RstOE, |¢;) and RstOEy, |¢;) change when
XOR - RstOEy, act on them.

Lemma 3 (Action of XOR - RstOEy, ). Suppose that there exist i and vectors |w;g°°d>,
|z/1;-bad>, |1/J§°°d>, and |¢)?) that satisfy the four properties in Proposition 7 for j =1,...,i.

Then, there exist vectors \w;goc’d’2>, \¢;bad’2>, |1/1§°°d’2>, and |1/1§ad’2> that satisfy the following
properties.

1. XOR-RstOE ;, -RstOE, [1h]) = [1,2°°%?) + [1),%**?) and XOR-RstOE;, - RstOE ;, |)) =
Iwgood,2> + |wbad,2> ’ ’

2. There exists complex number ag\%?y ZDoD1 Dy such that

’good ),2
[.£7°7) = > A8y 20D, Doy |MT) V) |2) @ | Do, Dr, Diig)
M2 DD D) © Do{M)) |D1(T)) [Do(M) © Dy (1)
(Do, D1 ,Dyig):valid and good
Do(M)#LAD1(T)#L
and
d, i),2
|pgoot?) = Z as\?TYZDoDlDbig |M,T)|Y)|Z)® |[Do, D1, Dyiglsman)
MY 2 DoDnDss | Do(M)) Dy (1)) | Do(M) & Dy (T))
(Do,D1,Dyig):valid and good
Do(M)#LAD1(T)#L

hold, where (M,T), Y, and Z correspond to A’s register to send queries to ora-
cles, register to receive answers from oracles, and register for offline computation,
respectively.

$. For cach database (Do, Dy, Digg) in [6°°%%) (resp., (Do Dy, Daga) in [15°°%7))
with non-zero quantum amplitude, |Do| < 2(1 — 1) 4+ 1, |D1] < 2(i — 1) + 1, and
|Dpig| < i —1 (resp., [Dsman| <@ —1).

4o ||l < iy + 0 (ﬁ) and ||| < [[lwt=4)]| + 0 (ﬁ) hold.

This lemma can be shown in the same way as we showed Lemma 2. Thus we omit to
write the proof.

The next lemma shows how the state changes when RstOEy, and RstOEy, , act on
the states XOR - RstOEy, - RstOEy, [¢]) and XOR - RstOEy, - RstOEy, |1;), respectively.

Lemma 4 (Action of RstOEy,  and RstOEy, ). Suppose that there exist i and vectors
|1/);-g°°d>, |¢;bad), |z/)§°°d>, and [$%9) that satisfy the four properties in Proposition 7 for

j :fl, ...,i. Then, there exist vectors |1/);g00d’3>, |1/J;bad’3>, 18 and |2?) that satisfy
the following properties.

1. RstOEy,, - XOR - RstOEy, - RstOEy, [¢}) = |1,82043) 4 |3 2243) nd RstOE,, , - XOR-
RStOE, - RstOE , 47} = [5°°%%) 4 [yb24:%).

2. There exists complexr number ag\%?YZDDDIDMg such that
"good, 1),3
[1;87°%%) = > 0517y 20001 g [M T) [Y)12) @ | Do, D, Dyg)
M,T,Y,Z,(Do,D1,Duig); &® |D0(M)> |D1 (T)) |D()<M) (&) D] (T)> ,

(Do,D1,Dyig):valid and good
Do(M)#LAD; (T)#L
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and
d,3 ),3
|1p8°%%) = Z aSW)TYZDODlDbig |M,T)|Y)|Z) @ |[Do, D1, Dig]smal)
M,T,Y,Z,(Do,D1,Dyig); ® |Do(M)) | D1(T)) | Do(M) & D1(T))
(Do,D1,Dgig):valid and good
Do(M)#LAD1(T)#L

hold, where (M,T), Y, and Z correspond to A’s register to send queries to ora-
cles, register to receive answers from oracles, and register for offline computation,
respectively.

3. Por each database (Do, Dy, Dyig) in [65°°%%) (resp., (Do, Di, Do) i [95°%7))
with non-zero quantum amplitude, |Do| < 2(i — 1) + 1, |D1] < 2(i — 1) + 1, and
|Dbig| SZ (resp,, |Dsmall‘ é 1)

4[|l < i) +0( 2) and [[j05*4%)|| < [[lp8=4)]| + 0 <./§i> hold.
Proof. From Lemma 3, it follows that there exist vectors |1,2°%2), |12}, [4€°°¢2) and
|1/)lb ad72> that satisfy the four properties in Lemma 3.

Define [1,5°°%) := Il,uqRstOEy, [1,2°°7), [1),*?) := RstOEj, - XOR - RstOEy, -
RStOEfO |’l/)1/,> - ‘/li[}’;gOOd’3>’ |¢’§00d73> = Hva“d RStOEfsmaH |¢’§00d72>’ and |¢"L3ad73> = RStOEfsmall :
XOR - RstOEy, - RstOEy, [1;) — [&°%?). Then the first property obviously holds. The
second property immediately follows from Lemma 1 and the second property in Lemma, 3'4.
The third property follows from the third property in Lemma 3. On the fourth property,
we have

16829 | = ||RstOE ., - XOR - RstOEy;, - RstOE, [¢:) — MiaigRstOEy,,, [1:5°°*) |
wgood,2> H

= HHvalidRStOEfsmau (|¢f°°d’2> + |¢?ad’2>) — I,aigRstOEy, ,

< [l < vyl +o (\/?) -

Thus the fourth property holds for |¢f ad’3>. The fourth property for |w;bad’3> can be shown
in the same way. O

The next lemma shows how the states RstOEy, - XOR - RstOEy, - RstOEy, |¢;) and
RstOEy,,., - XOR - RstOEy, - RstOEy, [1;) change when RstOE} - XOR" acts on them.

Lemma 5 (Action of RstOE} - XOR"). Suppose that there exist i and vectors |1/);.g°°d>,
|w;bad>, |1/)§;°°d>, and |w;?ad) that satisfy the four properties in Proposition 7 for j =1,...,1.
Then, there exist vectors \w;go"d’4>, \w;badA), |1/)ig°°d’4>, and |'(/J?ad’4> that satisfy the following
properties.
1. RstOE%, - XOR* - RstOEy,, - XOR - RstOEy, - RstOEy, [1//) = [¢,2°°%) + [¢),**) and
RstOE}, - XOR” - RstOEy, , - XOR - RstOEy, - RstOEy, [1;) = [1)8°°%*) 4 [1h2°%4).

2. There exists complex number ag\%ily ZDoD1 Dy such that

’good,4 i),4
j,5°°4%) = > a0y 2,0, Dy M T) [Y)12)
37 (0 D % Do: D1, Diig) @ | Do(M)).
(Do,D1,Dpig):valid and good
Do(M)#L

!’
MNote that all the databases in |wig°°d’3) and |w§°°d’3> with non-zero quantum amplitude are good, by
definition of good database and the first property of Proposition 2 (the equations (2)—(5))
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and
a4 )4
800y — 3 GEV}TYZDODIDM M, T)|Y)|Z)
M,T,Y,Z,(Do,D1,Dyig); ® |[D0, Dy, Dbig}smal|> 02y |D0 (M)>
(Do,D1,Dpig):valid and good
Do(M)#L

hold, where (M,T), Y, and Z correspond to A’s register to send queries to ora-
cles, register to receive answers from oracles, and register for offline computation,
respectively.

3. For each database (Do, Dy, Dyig) in W;gwd"l} (resp., (Do, D1, Deman) in [15°°%%))
with non-zero quantum amplitude, |Do| < 2(i — 1) + 1, |D1| < 2i, and |Dypig| < @
(Tesp'y ‘Dsmall| S Z)

4o e < i +0( ;‘i) and ||| < [[lv5=)] +0 (ﬁ) hold.

Proof. From Lemma 4, it follows that there exist vectors |1,£°%?), W;bad’?’}, |4p8°°%3) and
|4)22%3) that satisfy the four properties in Lemma 4.

Let Il,rereg denote the projection onto the space that is spanned by the vectors corre-
sponding to preregular states. Note that, when we measure the states RstOE;’Z1 - XOR* -
RstOEy,, - XOR - RstOEy, - RstOEy, [¢;) and RstOE}, - XOR" - RstOEy, ., - XOR - RstOEy, -
RstOEy, |1;), we always obtain preregular states (see (19)-(22)).

Define [1,5°°*") := TgooallpreregRStOE], - XOR” [11,8°°4%), [¢4;,°**) := RstOE}, - XOR" -
RstOEy,, - XOR - RstOEj, - RstOEj, [1]) — [1,5°%), &%) := MgooalTpreregRStOET, -
XOR* [1€°4?), and [1)***) := RstOE}, - XOR* - RstOEy, , - XOR - RstOEy, - RstOEy, |¢;) —
|w§°°d’4>. Then the first property obviously holds.

Since XOR™ = XOR, by applying the first property of Proposition 2 ((2)—(5)), we have

TpreregRStOE;, XOR™ [4;,8°°%:%)

= Tlprereg RStOE}, > 57y 7DDy Dy M T) V)1 2)
1,201 D) & |Do. D1, Dyg) ® [ Do(M)) |D1(T))
(Do,D1,Dpig):valid and good
Do(M)#LADy(T)#L
= HpreregRStOEj‘l Z O’ECI)?YZDODlu(T,a)Dbig M. T)|Y)|Z)
M7T7Y7270‘7(D07D11Db7g)§ ® |D07 Dl U (T, Oé), Dbig> X |D0(M)> ‘Oz>

(Do,D1U(T,),Dyig):valid and good
Do(M)#LAD; (T)=1
(1),3
- Z AMTY ZDoD1U(T,a) Dyig (M. T)|Y)|Z)
MY, Doy Du) &1Do, D1 U'(T, 0), Disg) @ |Do(M)
(Do,D1U(T,cx),Dyig):valid and good
Do(M)#LAD (T)=1

L @3
+ Z \/QTGMTYZDODlu(T,a)Dng IM,T)[Y)|2)
M,T,Y,Z,c,(Do,D1,Dpig);

(Do,D1U(T,),Dyig):valid and good 1
’ 1DU(M);£Lb/\gD1(T)=L ¢ ®|Do) <|D1> - Z WD |Dy U (T, 7)>> | Dbig)
¥

® | Do(M))
L ()3
B Z QTQJCITYZDODlu(T,a)DNg (M, T)|Y)|Z)
M,T.,Y,Z,,(Do,D1,Dpig); ®|Do, D1 U (T, @), Dyig) @ |Do(M))

(Do,D1U(T,x),Dyig):valid and good
Do(M)#LAD:(T)=L
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= > Yo M, T)|Y)|Z)

+ 93n/2 AMTY Z Do Dy U(T, ) Dyig
M.T.Y,Z,a,(Do,D1,Dyig);

1
(Do,D1U(T,),Dyig):valid and d - — .
o IDQ(M);ﬁJ_b/\ng?T):aJ_ good  ® |Dy) (2 Eg o |D1 U (T, 9)) |D1>> | Dyig)

@ [Do(M)) .
(47)
Similarly,
Iprereg RStOE T, XOR™ [18°°%%)
_ (4),3
- Z AMTY ZDoDyU(T,00) Dyig M, T)[Y)|Z) (48)
M,T,Y,Z,cx,(Do, D1, Diig); ®|Dg, D1 U (T, c), [Dyiglsmail) @ |Do(M))

(Do,D1U(T,cr),Dyig):valid and good
Do(M)#LAD: (T)=L1

OK:
+ E : fon ANTY Z Do Dy U(T,0r) Dy (M, T)|Y)|Z)
M,T.,Y,Z,a,(Do,D1,Dyig);

(Do,D1U(T,cx),Dyig):valid and good 1
0 1DU(M);£Lb/\gD1(T):L & ® |D0> <D1> - Z \/? ‘Dl @] (T7 ’Y)>> |[Dbig]sma|l>
il

®|Do(M))
(49)
L @3 M.T)|Y)|Z 50
- Z QTGMTYZDODIU(T,a)D,,ig| ST Y)[Z) (50)
M.TY, Z et (Do, D1, Doig); ® | Do, D1 U (T, ), [Doiglsman) © | Do (M)

(Do,D1U(T,c),Dyig):valid and good
Do(M);ﬁJ_/\Dl (T):J_

1 (1),3
+ 93n/2 Z aAZTYZDODlu(T,a)Dbig M, T)|Y)|Z)

M,T,Y,Z,a,(Do,D1,Dyig); 1
(Do,D1U(T,c),Dyig):valid and good D 2 —— D T —|D Dhielsm
P Bt st 100) (237 1D (5.0 = 1P ) Dol

® Do (M))
(51)

holds. Now, the second and third properties follows from the second and third properties
of Lemma 4 and the equations (47)—(51).
Let |(48)),...,|(51)) denote the terms (48)—-(51), respectively. Then

Mpag [(48)) = Ilpaa |(50)) = 0 (52)
since all the databases in (48) and (50) are good.
If a tuple (T, (Do, D1, Dyig)) satisfies that D1(T) = L and (Dy, D1, Dyig) is bad, then
the number of « such that
1. (Do, D1 U (T, @), Dyig) is good, and
2. there exists M’ such that Do(M’) # L and [Dyig|sman(Do(M') & o) # L

is at most |Do| - |Dyg| < 2i%. In addition, if a tuple (T, (Do, D1, Dpig)) satisfies that
D (T) = L and (Do, D1, Dyig) is bad, then there does not exist « such that

1. (Do, D1 U (T, @), Dyig) is good, and

2. there does not exist M’ such that Do(M’) # L and [Dyig|sman(Do(M’) @ a) # L.
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Therefore,
2
L ()3
Ibad Z Jar *MTY 7 Do D1U(T ') Dyig |M,T)[Y)|Z)
M,T,Y,Z,c,(Do,D1,Duig);
(Do,D1U(T,cx),Dyig):valid and good ®|Do, D1, [Dbig]small> ® |Do(M))
Do(M)#LAD:(T)=1
2
L ()3
Z fom AMTY ZDoDyU(T,a) Dyig |M,T)|Y)|Z)
MaTayvzaav(DOlevaig); D D D D M
(Do, D1, Dyig): bad ® | Do, D1, [Diglsman) @ |[Do(M))
(Do,D1U(T,cr),Dyig):valid and good
Do(M)#LAD(T)=1
3IM’s.t.Do(M")# L A[Duiglsmai (Do (M")®a)# L
2
1 (i),3
= Z on Z AMTY Z Do DyU(T,00) Dy
M,T,Y,Z,(D(),Dl,Dbig); a;
(D07D17Dbig): bad , (DO;D1U(T,OL),Dbig):gOOd ,
Do(M)#1LADy (T)=L 3IM’s.t.Do(M")7# L A[Deiglsman (Do (M) @) # L
2 (i),3 2
= Z on Z CMTY Z Do DyU(T,00) Disg
M,T,Y,Z,(Do,D1,Dyig); @
(Do, D1, Dyig): bad , (Do;Dlu(T,oz),Dbig):good )
Do(M)#LAD(T)=1 IM’s.t.Do(M")# LA[Dpiglsmai (Do (M")®a)#L
i2
<0 ( ) (53)
2n
holds.

In addition, if a tuple (T, (Do, D1, Dyig)) satisfies that D1(T) = L and (Dy, Dy U
(T,7), Dyig) is bad, then the number of « such that

1. (Do, D1 U (T, @), Dyig) is good, and

2. there exists M’ such that Do(M’) # L and [Dyig|sman(Do(M') @ o) # L

is at most |Dg| - | Dpig| < 2i%. Therefore,

L )3
Ipaq Z Jon “MTY ZDo D1 V(T ) Disg |M,T)|Y)|Z)
M,T.Y,Z,a,(Do,D1,Dyig); 1
(Do,D1U(T, ), Dyig):valid and good
O (MDA DT =L ®[Do) <Z NeD Dy U (T, ’Y))) |[Dbig]sman)
Y

IM's.t.Do(M")# LA[Dyiglsman (Do (M) ®a)# L
®|Do(M))
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2
_ L )3 VTV 12
- Z ﬁaMTYZDODlu(T,a)DMJ 1) Y)|Z)
wirnzanTouou o * o[y, Dy U(T,7). Daglarat) © 1Bo(M)
Do(M)#LAD:(T)=1
(Do, D1U(T,7),Duig): bad
IM’s.t. Do (M’ )#LA[Duiglsmai (Do (M’ )Ba)# L
2
1 ()3
= Z 92n Z AMTY Z Do D1U(T,00) Dy
M,T,Y,Z,y,(Do,D1,Dyig); @
(Do,D1U(T ), Diig): bad , (Do, D1U(T), Dyig):good |
Do(M)#LAD:(T)=L 3M's.t.Do(M")7 LA[Doiglsmanl (Do (M) @a)# L
242 (4),3 2
= Z 92n Z ‘aMTYZDODlu(T,a)Dbig
M,T,Y,Z,W,(Dg,Dl,Dbig); s
(Do,D1U(T,),Dyig): bad , (Do,’Dlu(T’a)’Dbig):gOOd ,
Do(M)#1ADy (T)=L 3M’s.t.Do(M") 7 LA[Doiglsman (Do (M) @a)# L
2i% | (i) 2
< Z on |*MTY ZDo DyU(T,a) Dy
M,T,Y,Z,a,(Do,D1,Dyig);
(Do,D1U(T ), Dyig):good
Do(M)#LADy (T)=1
IM's.t.Do(M")#LA[Diglsman (Do (M) ®a)# L
2
i
co(2) o

holds. Moreover, if a tuple (T, (Dg, D1 U

(T7 O[), Dbig)) satisfies

1. Di(T) = L and (Dy, D1 U (T, @), Dyig) is good, and

2. there does not exist M’ such that Dy(M’) # L and [Dyiglsman(Do(M') & o) # L,

then the number of y such that (Do, D1 U(T, ), Dpig) becomes bad is at most | Dg|- | Dpig| <

2i2. Therefore,

1
IThag

>

M.T.,Y,Z,a,(Do, D1, Dy);
(Do,D1U(T,cr),Dyig):valid and good
Do(M)#LAD1(T)=1
3M/S.t.D0(]\/[/)#J_/\[Dbig]sma”(Do(M/)EBOt);ﬁJ_

1

>

M,T,Y,Z,c,y,(Do,D1,Dyig);
(Do,D1U(T, ), Dyig):good
Do(M)#LAD:(T)=1
(Do,D1U(T,7), Dpig): bad

a
n

o

QTLaMTYZD(,Dlu(:r,m)Dbig

(4),3

MTY 2Do Dy U(To0) Dy [ M TV 1Y) 12)

® | Do) (Z \/% D1 U (T, 7))) |[Dbiglsmar)
@ |Dy(M))

(s |M,T)[Y)|Z)

®|[Do, D1 U (T, %), [Dbiglsman) @ [Do(M))

AM’s.t. Do (M’ )#LA[Dyiglsman (Do (M )Ba)#L
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(2),3

_ ANTY ZDo D1U(T,a) Dy
= > > o

M,T,Y,Z,~, (D(] Dy, Dbig)' 3
(Do,D1U(T,v),Dyig): bad (Do,D1U(T,cr),Dyig):good
Do(M)#LAD: (T)=L |ZM's.t.Do(M")# LA[Duiglsman (Do (M')@or)# L

(2),3
‘aMTYZDODlu T,0x) Dig

< > > >

2

M,T.Y,Z,7,(Do,D1,Duig); @
(Do, D1U(T,7), Dyig): bad (Do;Dlu(T,a),Dbig):good ,
Do(M)#LADy(T)=L #M's.t.Do(M")7#LA[Dhiglsman (Do (M) o)7L
_ NOK ?
= Z CMTY ZDo DyU(T,0) Diig
M,T.Y,Z,a,(Do, D1, Dig); Dy, D1 U (T, ), Dyig) is bad
(Do,DlU(T,a)?Dbi;):gggod . |{V|( 0 ! ( T’LY) bg) 15 ba }|
Do(M)#LAD; (T)=1 2
3M/S.t.D0(Ml)?fl/\[Dbig]small(DO(M/)@O‘);‘él
Z’Q
<0 55
(3) (55)
holds. From (54) and (55),
2
1 s
Mo > 50Ny 2Dy (T Dy M T V) 12)
M,T,Y,Z,a,(Do,D1,Drig);
(Do,D1U(T,cx),Dyig):valid and good
e (ML ADT)= 1 " @ Do) <Z o |Dy U (T, 7))) |[Dbig)smalt)
¥
®[Do(M))
,L'2
<0 <2n> (56)

follows.
Since (53) and (56) hold, we have

[Mlbag |(49))[] < O (\/Z) [Mbag |(51))]] < O (\/Zi) : (57)

;2
| MeadTTprereg RstOE], XOR™ [£%%) | < 0 ( ;)

Therefore,

follows from (48)—(51), and (52) and (57). Thus we have
H|¢§’ad»4>H — ||RstOE?, - XOR* - RstOE,, - XOR - RstOE, - RstOEy;, |4);) — \¢§°°dv4>H
— || MpreregRStOE, - XOR® ([u87°%) + [u*4))

- HgoodereregRStOE;l XOR* |¢igood,3> H

IN

MoaalTpreregRStOES, - XOR" [1s£°°%%) | 4 ||| |

‘2
oo (y3) < el y/1)

IN
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which implies that the fourth property for |1/Jf ad74> holds. The fourth property for |w;bad’4>
can be shown in the same way. O

Proof of Proposition 7. We prove the proposition by induction on ¢. The claim obviously
holds when i = 1 by setting [);>) = 0 and [¢b9) = 0.
Suppose that the claim holds for ¢ = 1,..., k for some k. Then, by Lemma 2, Lemma 3,

Lemma 4, and Lemma 5, there exist vectors |1/J oo, ), . o2 4, W’gmd *), and Wibad *) that
satisfy the first, second, and third properties in Lemma 5, and

=] < =] +o (VB2 il <hemivo (VE) o

hold. Moreover, in the same way as we showed Lemma 5, we can show that there
exist vectors |¢kgjcl)d>, |w;€tf‘1’>, W,%‘fld ), and |23 that satisfy the first, second, and third
properties in Proposition 7, and

] <=l o (/5). < ozl +o(y5) o

hold'®. From (58) and (59), it follows that \zb;ﬁi’d), [,229), |92, and |pb2d)) also satisfy
the fourth property of Proposition 7. Therefore the claim of Proposition 7 also holds for
i =k + 1, which completes the proof. O

The following proposition shows qPRF security of FSFgan.

Proposition 8. For a quantum algorithm A that makes at most q quantum queries,

4
AdVERF (4) <0 ( ;) (60)

holds.

Proof. Since FSFy;g is completely indistinguishable from a random function, we have that
Adv ESPE: idn (A) = Adv‘FhSS,ED_m“,FSFbig (A) holds. In addition, since Proposition 7 holds, by
applying Proposition 3, we obtain

is q4
AdVgSF:mamFSFblg Z 0 (\/;> + Z 0 <\/>> =9 <\/;> 7 (61)
1<i<q 1<si<q

which completes the proof. O

4.3.3 Completing the Proof of Theorem 3

Theorem 3 immediately follows from Proposition 6 and Proposition 8.

5 Conclusions

We gave the first construction, called LRWQ), of quantum-secure TBCs from quantum-
secure BCs, and presented its provable security bound against qCPAs. Our proof is based
on the compressed oracle technique by Zhandry [Zhal9] and the proof strategy to show
quantum oracle indistinguishability used in [HI20].

15RstOE3§1 XOR™ in the proof of Lemma 5 corresponds to Uy RstOE; in this proof. Uy is the unitary

operator that corresponds to A’s offline computation after the k-th query.
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Future works. We did not consider quantum chosen ciphertext attacks (qCCAs), and
showing TBCs that are secure against qCCAs is an interesting future work.

Another important future work is to improve the security bound. Roughly speaking, we
prove that our construction LRWQ is secure up to 0(2”/ 6) quantum queries, but we could
not find any attack that breaks LRWQ with O(2"/%) quantum queries, and this bound
does not seem to be tight.
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A Proof of Proposition 1

Proof of Proposition 1. Let I4 and Ip denote the identity operators on the adversary’s
states and databases, respectively (/4 ® Ip becomes the identity operator on the entire state
space). Recall that U; denotes the unitary operator for the adversary’s offline computation
after the j-th query.

First,

[¥i) = (Ui—1 ® Ip) - RstOE) - - - (U1 ® Ip) - RstOE) [¢1)

holds for 7 > 2.
Second, recall that

RStOE = (14 ® Uenc) - $tO - (14 ® Uene)”
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holds. Since Uegn. does not act on the adversary’s registers, and “Uioggle - CH” in
(Uene)™ = IH - Upoggle - CH
does not change the state |i1) (because the database register of |¢1) is all 0), we have
[i) = (14 @ Uene) - (Ui—1 ® Ip) - stO) -+ (U1 ® Ip) - stO) - IH[¢)1)

for i > 2.
Next, define

st0’ == (H®™ ® IH)stO(H®™ @ IH),

U]{ =H®™ . U; - H®" for j=1,...,i—2, and
U{,l =U;_q - H®™,
Udne = (CH - Usoggle),

where H®™ acts on the adversary’s register to receive answers from the oracle. Then
i) = (14 ® Ulye) - (Uj_y @ Ip) - st0') -+ (U] @ Ip) - stO") - (H®™ @ Ip) [1hr) ~ (62)

follows.
Recall that
stO|z) |y) |S) = |} [y ® s2) |5)
holds, where x € {0,1}™, y € {0,1}"™, and S = (bo|[s0)|[(b1]|s1)]| - - - [|(bam —1]|S2m —1), Where
b; € {0,1} and s; € {0,1}™ for each ¢ € {0,1}™. On the other hand, straightforward
calculations show that

stO’[z) [y) S) = |2) [y & 52) S & (¥)a)

holds, where S @ (y) := (bollso)l| - - [|(bz[[s2 ® Y)[| - - - [[ (bam -1 [|s2m —1)-
Since the database register of |11) is all 0, when we measure the state

(Ui ®Ip)-stQ) - (U] ® Ip) - stO) - (H®™ @ Ip) vh1) ,
we always obtain a bit string S of the form

S = (0fs0)I(Of[s0)I]---[1(Olfs2m 1),

where the number of j such that s; # 0 is at most (i — 1). When U/, = CH - Utoggle

acts on such a state |.S), we always obtain a (superposition of) valid database D with
|D| < (i —1). Since (62) holds, this means that the claim of Proposition 1 holds. O

B Proof Intuition for Proposition 5

First, we give a proof intuition for (13). When FE is an ideally random block cipher,
Advfé{\,f,)l[E] (A) is upper bounded by O(q?/2"), as shown by Liskov, Rivest, and Wagner
(See Theorem 1 of [LRW02]). Let LRW1'[E] be the tweakable block cipher defined as
LRWY'[E|((K1, K3), T, M) := Ex,(Ex, (M)®T) (i.e., LRW1' is a two-key version of LRW1).
Then, intuitively, LRW1'[E] is harder to distinguish from RP (a tweakable random permuta-
tion) than to distinguish LRW1[E] from RP, but easier to distinguish than LRWQ[E]. Thus,
roughly speaking, Advigwqis(A) < Advigwyis(A) < Advigue(A) < 0(¢*/2")
holds, which proves (13) when E is an ideally random block cipher. It follows from
standard hybrid arguments that (13) also holds for the case that E is not necessarily an
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ideally random block cipher. (See also the proof of Proposition 6. In the classical setting,
a random permutation can efficiently be simulated by lazy sampling.)

Second, we show the existence of an algorithm C in Proposition 5. Let O be the
encryption oracle, which is either LRWQ[E] or a tweakable random permutation RP. Let
C be a classical algorithm that runs the following procedure: First, find a pair (M,T)
and (M',T") such that M # M' AT #T" and O(T, M) = O(T’, M') by querying random
elements to O, and store the answers in a list. If such a pair is not found after making
about 2%/2 queries, stop and output 0. Second, check whether O(T', M) = O(T, M’)
holds (which can be done in time O(1) by making O(1) queries). Finally, output 1 if
O[T’ M) =0(T,M'"), and output 0 if O(T', M) # O(T, M’). Then this algorithm C runs
in time O(2"/?) and makes at most O(2"/2) queries. It is easy to see that C outputs 1 with
an overwhelming probability when O = LRWQ[E] and outputs 0 with an overwhelming
probability when O = RP.

Third, we show that there exists an efficient classical chosen ciphertext attack on
LRWQ. The algorithm C in the previous paragraph finds a pair ((M,T),(M',T")) such
that M # M’ ANT # T and O(T,M) = O(T', M') by just querying random elements to
the encryption oracle, which costs O(2"/2) queries. However, if the decryption oracle is
available, we can modify C so that it can find such a pair with only O(1) queries as follows:
First, query (T, M) to the encryption oracle for some tweak T and plaintext M to get the
answer C, and then query (77, C) to the decryption oracle for another tweak T” to obtain
the answer M’. Then the pair (M,T),(M’',T")) satisfies M # M’ AT # T’ with an
overwhelming probability, and O(T, M) = O(T", M’) = C holds. Let C’ be the algorithm
that is defined in the same way as C except that it finds such a pair ((M,T),(M',T"))
by only making O(1) queries as above. This modified algorithm €’ runs in time O(1)
and distinguishes LRWQ from RP by making only O(1) queries with an overwhelming
probability. Therefore, our construction LRWQ is broken (distinguished from a tweakable
random permutation) in time O(1) with only O(1) queries, if the decryption oracle is
available.
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