TACR Transactions on Symmetric Cryptology
ISSN 2519-173X, Vol. 2020, No. S1, pp. 1-4. DOI:10.13154 /tosc.v2020.iS1.1-4

Preface to Volume 2020, Special Issue on
Designs for the NIST Lightweight
Standardisation Process

Itai Dinur' and Gaétan Leurent?

! Ben-Gurion University, Beer Sheva, Israel

2 Inria, Paris, France

IACR Transactions on Symmetric Cryptology (ToSC) is a forum for original results in all
areas of symmetric cryptography, including the design and analysis of block ciphers, stream
ciphers, encryption schemes, hash functions, message authentication codes, (cryptographic)
permutations, authenticated encryption schemes, cryptanalysis and evaluation tools, and
security issues and solutions regarding their implementation.

This special issue is dedicated to second-round candidates in NIST’s (National Institute
of Standards and Technology) ongoing standardisation process for lightweight cryptography.
This process started with a call for algorithms that received 57 submissions in February
2019, and 32 of them advanced to the second round in August 2019'. One of the main
goals of this issue was to encourage designers to submit high-quality schemes which might
otherwise not have been formally published. It is the first special issue of ToSC dedicated
to a specific topic.

As all ToSC issues, this special issue strives to maintain a high quality review process
and a high quality of published articles. Full papers are assigned to at least three members
of the Editorial Board; for submissions by Editorial Board members this was increased to
at least four. These members write detailed and careful reviews (usually without relying on
subreviewers). Moreover, we have had a rebuttal phase, allowing authors to respond to the
review comments before the final decisions. If necessary, the review process enables further
interactions between the authors and the reviewers, mediated by the Co-Editors-in-Chief.

Overall, we are very pleased with the quality and quantity of submissions, the detailed
review reports written by the reviewers and the substantial efforts by the authors to further
improve the quality of their work. We think that the review process, and in particular the
use of major revisions, leads to an increased quality of the papers that are published.

For this special issue we received 17 submissions, out of which 12 were accepted, 8 of
those after a minor revision, and 1 of those after a major revision.

We would like to thank the authors of all submissions for contributing high quality
submissions. In particular, we would like to thank the Editorial Board members; we value
their hard work and dedication to write constructive and detailed reviews and to engage in
interesting discussions. Many Editorial Board members spent additional time as shepherds
to help the authors improving their works.

Thttps://csrc.nist.gov/Projects/lightweight-cryptography/round-2-candidates
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We also would like to thank Anne Canteaut, Shai Halevi, Gregor Leander, Friedrich
Wiemer, and Phil Hebborn for their work and support. We hope that the papers in this
volume of TACR Transactions on Symmetric Cryptology (ToSC) prove valuable and we
are glad to see that ToSC is becoming the leading international venue publishing the top
research on symmetric cryptology.

May 2020 Itai Dinur
Gaétan Leurent
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