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Abstract. We revisit the security of various generalized Feistel networks. Concretely,
for unbalanced, alternating, type-1, type-2, and type-3 Feistel networks built from
random functions, we substantially improve the coupling analyzes of Hoang and
Rogaway (CRYPTO 2010). For a tweakable blockcipher-based generalized Feistel
network proposed by Coron et al. (TCC 2010), we present a coupling analysis and
for the first time show that with enough rounds, it achieves 2n-bit security, and this
provides highly secure, double-length tweakable blockciphers.
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1 Introduction

1.1 Feistel Networks

Feistel networks consist of several iterative applications of a simple Feistel permutation
U*i(A,B) = (B, A& F;(B)) (1)

for a domain-preserving function F; : {0,1}" — {0,1}"™ that is typically called its round
function. Such networks are not only the high level abstraction of a large number of
modern blockciphers including the Data Encryption Standard (DES) [FNS75, Smi71],
but also widely used in many other crypto systems (e.g., inverse-free authenticated
encryption [Minl14]).

A popular approach to analyzing the security of Feistel networks, pioneered by Luby
and Rackoff [LR88], is to model the round function F; as a secret random function.
This allows proving its information theoretic indistinguishability, i.e., any distinguisher
should not be able to distinguish the Feistel network from a random permutation on
2n-bit strings. With this model, Luby and Rackoff proved the security for 4-round Feistel
networks, following which a long series of work has established either better security
bounds [Pat90, Mau93, MP03, Vau03, Pat04, HR10a, Pat10] or reduced construction
complexity [SP93, Pat93, Nanl0, Nanl15].

1.2 Generalized Feistel Networks (GFNs)

The above classical Feistel networks could be generalized in various manners. Concretely,
replacing the domain preserving round function F; by expanding or contracting ones
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results in unbalanced Feistel [SK96]; using expanding and contracting round functions
in an alternative manner results in alternating Feistel [AB96, Luc96]; finally, partition-
ing the inputs into more than two blocks (or branches) results in multi-line generalized
Feistel, and the (probably) most popular instances are Type-1, Type-2, and Type-3
Feistel networks [ZMI90], that differ in the relations among the branches. Compared
to classical Feistel, the improved flexibility of GFNs significantly widens their applica-
tion spectrum, ranging from ultra-lightweight blockciphers [STH*11], full-domain secure
encryption [MRS09], and wide cryptographic permutations [GM16].

Information theoretic security of GFNs could be analyzed in a model similar to classical
Feistel, with various “birthday-bound” results showed in [NR99, MRS09, AB96, BR02,
BRRS09, Luc96, ZMI90] and “beyond-birthday-bound” results found in [HR10a, Pat10].
Most importantly to this paper, Hoang and Rogaway (henceforth "HR") [HR10a] proved
asymptotically optimal security for all the aforementioned types of GFNs via the coupling
technique. In detail, with a sufficient number of rounds, all the aforementioned GFNs are
CCA-secure up to 2"(1=%) adversarial queries for any € > 0. Though appearing nice, it
requires a large number of rounds to asymptotically achieve n-bit security.

1.3 Tweakable Blockcipher-based GFN

Tweakable permutation (TP) and tweakable blockciphers (TBC) were introduced by Liskov
et al. [LRWO02]: the former models a family of (efficiently invertible) permutations indexed
by a parameter called the tweak, and the latter is a family of keyed TPs. With such
primitives, the round function F; of GFN may be replaced by some other primitives such
as a TBC/TP, resulting in more possibilities.

As a concrete instance, Coron et al. [CDMS10] proposed a GFN that turns an n-bit
TP with w-bit tweak (w > n) into a 2n-bit TP with (w — n)-bit tweak, i.e., it trades the
domain with the tweak space. As tweak extension is generally easier [CDMS10, MI15], this
gives rise to a domain extender for TPs/TBCs. In this paper we denote by TGF"[w, 2n]
the r-round variant of Coron et al’s construction. Coron et al. prove that TGF"|w, 2n]
achieves birthday 2"/2 CCA security when r = 2, and optimal 2" CCA security when
r = 3. However, note that the size of the inputs to the underlying TP is actually larger
than 2n-bit (i.e., n-bit block plus w-bit tweak). As recently pointed out by Lee and Lee
[LL18], the classical-sense optimal 2™ security is actually the birthday-bound for such a TP.
Motivated by Lee and Lee’s 24*/3 secure TBC construction, it’s tempting to ask if similar
beyond 2" security results could be proved for TGF"[w, 2n] with r > 4 rounds.

1.4 OQur Contributions

For all the GFNs mentioned before, we either improve existing coupling analyzes or present
new when non-existing. Concretely, motivated by Lampe and Seurin [LS15] and Nachef et
al’s [NPV17], we improve the coupling analyzes of HR [HR10a, HR10b], and prove the
following results:

2g

e For unbalanced Feistel UBF"[m, n], when n > m, we prove m(%iffrélq)t security

bound at (2[%] + 2)t + 2[Z-] + 1 rounds. The bound is comparable to HR’s

29 (Bl 184yt while the number of rounds is almost halved from HR (4 2]+ 4)t.

T+1 on
2q (412]1q

When n < m, we prove 3% (=5—)" security bound (the same as HR’s bound) at

4t 4+ 2[ 2] + 1 rounds which is much smaller than HR’s (2[ 2] 4 4)t rounds.

e For alternating Feistel ALF"[m,n], we prove %(W

(12[ 2] + 2)t 4 5 rounds (compared with %(W)t with (12[ 2] 4 8)t rounds

of HR). The same improvement holds for numeric alternating Feistel.

)t security bound with
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Table 1: Summary of improved CCA bounds in this paper. The rows correspond to the
generalized Feistel networks illustrated in Fig. 1 and Fig. 2. Parameters k, m,n,w, M, N
describe the scheme and ¢ determines the number of rounds r.

Scheme Previous Bound #rounds Our Bound F#rounds
UBF"[m, n]
. n t . n t
n>m 2 (Gl (4[2] + 4)¢ [HR10a] P () 22+ 2)t +2[2] +1
. m t . n t
n<m 2 () (2[2] + 4)t [HR10a] 2 () 4t +202] +1
n T o T
ALF'[m,n] 2% (m) (12[2] + 8)¢ [HR10a] 2a, (6“1;:3”") (12[2] 4+ 2)t + 5
71 R 2\
NALF"[M,N] 24 (Oloea NI8)aye  (19[10g, N + 8)¢ [HR10a] %(W) (12[logyy N+ 2)t +5
P T T
Feistell"[k,n] 2L (M) (2k2 + 2k)¢ [HR10D)] 20 (2’“(2;”‘1) (R +k—2)t+1
T T
Feistel2’[k,n] 24 (2”’;;1)") (2k + 2)t [HR10D)] 20 (2’“;;”") 2kt + 1
P T P T
Feistel3 [k, n] 2L (4“;3)2‘1) (k + 4)t [HR10b] 20 (4“";})2“) (k+2)t+1
t 1/2
TGF'[w,2n] & 3 [CDMS10] 2. (H% (@) > 4t +2

t
e For multi-line GFNs Feistell"[k, n] and Feistel2" [k, n], we prove ti_—ql (Qk(’;;l)g secu-

t+1 2n

resp. (compared with %(W)t with (22 + 2k)t rounds, and %(w)t

with (2k + 2)t rounds of HR resp.).

t
rity bound with (k* + k — 2)¢ + 1 rounds, and 2% (M) with 2kt 4+ 1 rounds

e for type-3 GFN Feistel3" [k, n], we prove ti—ql(zi(k;inl)rzq)t security bound with (k+2)t+1

rounds (compared with ti—ql(zl(k;if)(zq)t with (k4 4)t rounds of HR).

For the TBC-based GFN TGF"[w, 2n], we present the first coupling analysis and prove
o 1/2

2- ( t% (;’%ﬁ) > security bound with 4¢ 4+ 2 rounds. This for the first time establishes

beyond the birthday bound 2" for TGF"[w, 2n]. Moreover, it also approaches 22" as the
number of rounds t increases. This gives rise to double-length blockciphers with high
security: for example, when Deoxys-BC-256 is used, 10 rounds achieve 2% & 9170
security. While the efficiency is relatively low, the high security bounds make it suitable in

specific application.

1.4.1 Core ldeas for Improvements

Our improvements upon HR [HR10a] are due to more fine-grained analyses of the coupling
probabilities. To further illustrate, consider for example the unbalanced Feistel with
contracting round functions with domain {0,1}" and {0,1}™ (n > m). HR treated the
construction as 2[n/m] + 2 round small “chunks”, and analyzed the latter in turn. Inside
each chunk, the probability that the couple fails is at most 3[n/m]£/2™. Since events in
distinct chunks are independent, the final coupling probability easily follows. However, a
close inspection shows that, in fact, [n/m] 4+ 1 rounds (i.e., half of the size of the chunk)
are already sufficient for a coupling to succeed. It seems that HR’s use of the additional
[n/m] + 1 rounds was intended to create a strong independence between distinct chunks
and cinch a quite modular argument (as mentioned, they could focus on what happens
inside a single chunk), but we are able to have a more dedicated analysis as follows:

e First, as mentioned, we narrow each chunk. Our more fine-grained analysis shows
that events in distinct chunks remain independent even if chunks are smaller;

e Second, we add several rounds at the “beginning” of the construction, so that after
these rounds, the intermediate values of the two evaluations (that will be considered
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Figure 1: Unbalanced and alternating Feistel

during the coupling) will be somewhat random and collision-free. This is crucial for
the coupling arguments (as in the balanced case [LS15]).

As such, ultimately we are able to have a comparable bound with almost a half number of
rounds.

1.5 Other Related Works

Besides information theoretic indistinguishability, existing results on GFNs mainly con-
centrated on structural refinements, including e.g. improving the shuffle in multi-line
GFNs [SM10], refining the models to fit into the so-called Feistel-2 model [LS15, GW1§],
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Figure 2: Type-1,2 3 Feistel and TBC-base Feistel

and discussing the practical security of using substitution-permutation-style round func-
tions [BS13].

1.6 Organization

The rest of this paper is organized as follows. Section 2 gives essential notation, security
definitions and two useful mathematical lemmas. The security proofs of unbalanced Feistel
cipher are detailed in Section 3. Sections 4 and 5 summarize the improved security bounds
of alternating Feistel and multi-line Feistel (including type-1, type-2 and type-3 Feistel)
respectively, and the proofs of these results can be found in Appendix A and B respectively.
Section 6 presents the coupling analysis of TBC-based GFN. Section 7 concludes the paper.

2 Preliminaries

Notations. If X is a set, then X & X denotes the operation of picking X from X
uniformly at random. The bit length of a string X is denoted by |X|. Concatenation of
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strings X and Y is written as either X||Y or simply XY. We denote X &Y the bitwise
exclusive-or of two equal-length bit strings. For a string X, we denote by Is,, (X) the last
n bits of X, ms, (X) the first n bits of X for 1 <n < |X|. We denote by [a;b] the set of
integers ¢ such that a <¢ <b.

Security Definitions. We denote by Func(n,m) the set of all functions from {0,1}" to
{0,1}™, and by Perm(M) the set of all permutations on M. Let Fje\rTn(T, M) be the set
of all functions P : 7 x M — M such that for each t € T, ]S(t, -) is a permutation on
M. A blockcipher E : K x M — M is a family of permutations, where Ex(-) = E(K, ")
is a permutation over M. A tweakable blockcipher E:KXxTxM-— Misa family of
permutations, where E(K,t,-) is a permutation over M. We define two types of attacks
with respect to the way the adversary makes its queries to the oracles, namely non-adaptive
chosen-plaintext attack (NCPA) and (adaptive) chosen-plaintext and chosen-ciphertext
attack (CCA).

For any ¢, we define the NCPA security of a blockcipher E/a tweakable blockcipher E

as
AdVEP(q) = max|Pr[K & K: AP0 = 1] — Prfx & Perm(M) : A™0) = 1],
AdV () = max|Pr[K & K AP = 1]~ Pr[7 & Perm(T, M) : A7) = 1],
E A

where the maximum is taken over all distinguishers A that asks at most ¢ non-adaptively
chosen oracle queries. Similarly, we define the CCA security of E/FE as

Advsi(g) = m2x|Pr[K S xo APROEL () = 1] = Pr[m & Perm(M) : ATOTTO) = 1]|,
cca
AdVg (q)
= max|Pr[K &0 ABRCDES () 1) — Pr[F & Perm(T, M) : A™C)m 1) = )|,
where the maximum is taken over all distinguishers A that asks at most ¢ oracle queries.

Mathematical Foundations. Given a finite event space €2, let 1 and v be two probability
distributions defined on 2. The statistical distance (or total variation distance) between
and v is defined as 1
[ —vll = §Z|M(I) — ()],
e
A coupling of 1 and v is a pair of random variables (X,Y") over Q x Q such that X ~
and Y ~ v. In other words, (X,Y) has marginal distributions p and v. We will use the

following fundamental result of the coupling technique. The proof of this result can be
found in [LPS12].

Lemma 1 (Coupling Lemma). Let p1 and v be two probability distributions on a finite event
space Q. Let random variable (X,Y) be a coupling of p and v. Then ||u — v|| < Pr[X #Y].

In some of our proofs, we will need to use the following inequality.

Lemma 2 (Maclaurin’s inequality). Given integers m >t > 1, and non-negative real
numbers ay,...,amy, one has

Z ag1-~-agt§53t)<iai> .

1<6y...<<m
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3 Unbalanced Feistel

Definition of the Scheme. Given a function F': {0,1}"™ — {0,1}™, define the permuta-
tion ¥ over {0,1}"*" as Up(A, B) = (B, A® F(B)) where A and B are respectively the
first m bits and the last n bits of the input, and @ is the operation of bitwise exclusive-or.
An unbalanced Feistel cipher with r rounds is specified by r round functions Fi,..., F,
from {0,1}" — {0,1}™, and will be denoted as UBF"[m,n] : K x {0,1}™*". It has key
space K = (Func(n,m))” and message space {0,1}"*" and a key (F1,...,F,) € K names
the permutation ¥ o--- 0¥ on {0,1}"+". See Fig. la and Fig. 1b for illustrations.

We first prove the NCPA-security of UBF"[m,n] by the way of coupling, then lift this
to CCA-security by using a composition lemma from [MP03]. For 0 < ¢ < ¢ — 1, we
denote py the distribution of the (¢4 1) outputs of the UBF"[m, n] when it receives (¢ + 1)
distinct inputs (X1, ..., Xs, Xet1), and pe4q the distribution of the (¢ 4+ 1) outputs of the
UBF"[m, n] when it receives (X1, ..., Xy, Ups1), where Upyq is chosen uniformly at random
from {0,1}™*"\ {Xy,..., X¢}. By hybrid argument, we have

qg—1

AdviE (@) <D e = perall.
=0

Fix a value £ < ¢ — 1, we now turn to upper bounding ||ug — pes1]. We consider two
UBF"[m, n] ciphers in parallel. The first one takes as inputs (X7, ..., Xy, Xs41) and the
round functions are (Fi, ..., F,.), while the second one takes as inputs (X, ..., Xy, Upy1)
and the round functions are (Fy,...,F}). Our goal is to describe a coupling of u, and
te+1, whose marginal distributions are pp and pgyq respectively.

Coupling for Contracting Round Function Case. We first consider the case when the
UBF"[m,n] is instantiated with contracting round functions, ie., m < n. For 1 <
j < C+1, let A} and B} denote respectively the first m bits and last n bits of X
and for 1 < i < r, let A7 and B! be recursively defined by A7 = ms,,(B!_,) and
Bg = Isn_m(Bg_l)\\A{_l D E(Bg_l). For any 1 < j < /Zand 1 < i < r, we simply set

F/(BJ_,) = F;(BJ_,). Since the first ¢ queries to the second Feistel are the same as to

the first Feistel, this leads to the ¢ first outputs of both ciphers being identical. Let Cg“
and Dé"’l denote the first m bits and the last n bits of Up;1. We then explain how the
(¢ + 1)-th queries are coupled. For 1 < ¢ <7, let C’f“ and Df“ be recursively defined by
Ot = ms,, (D) and DY = Is,, ., (DD CHL @ E/(DS)). Let b= [n/m)]. For the
first b rounds, we couple the random outputs in the processing of Xy 1 and Uy arbitrarily.
For round ¢ > b, we define a bad event which may happen in each Feistel cipher. We say
that coll; occurs if Bf‘H is equal to B! for some 1 < j < ¢, namely the input value to the
(2 + 1)-th round function collides with the previous input values. Similarly, we say that
coll’ occurs if Df“ is equal to B] for some 1 < j < /. Thenfori=0b+1,...,r — 1, we
define F/, (D) as follows:

o if coll} occurs, then F/, ;(D:™!) is defined so as to ensure consistency with the earlier
query (namely, if D' = B/ for some 1 < j < ¢, then F/, (D{*!) = F/,(B}));

e if coll, does not occur while coll; occur, then Fi’H(DfH) is chosen uniformly at
random from {0, 1}™;

e if neither coll; nor coll; occurs, we then define F{_H(Dfﬂ) so that Ism(Dﬁll) =
I (B_€+1).
sm(Bi]1):

Fl (DY) = Fup (B ) @ Al @ Cf .
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Tt is clear that the round functions F” in the second Feistel cipher are uniformly random
when defined according to the first or the second rule above. When F +1(Df“) is defined
via the third rule, then F +1<Df+1) is also uniformly random since F; 1 (B! ™) is uniformly
random conditioned on that coll; does not occur. Hence the distribution of the outputs
of the second Feistel cipher is exactly the same as pg41. If neither coll; nor collé occurs
for b+ 1 consecutive rounds ¢,i+ 1,...,i+ b, then Upy1 and Xy 1 will have the same last
m-bit outputs at rounds i+ 1,7+ 2,...,7+ b+ 1, and thus have identical outputs at round
i+ b+ 1 and so the subsequent rounds, namely the coupling will be successful. Define
COLL; = coll; Ucoll; for any b+ 1 < i < r. Let Fail be the event that the coupling does
not succeed. Then

Pr(Fail] < Pr[n;—) | (U/£5COLL;)].

We upper bound the term on the right side by the following lemma.

Lemma 3. Consider an unbalanced Feistel cipher UBF" [m,n] with m <mn. Letb= [n/m].
For any i € [b+ 1;7] and any subset S C [b+ 1;i — 1], one has

4/

where £ is the number of queries that has made to the cipher before the coupling.

Proof. We first consider the event coll;, and the result for coll’ can be obtained by similar
arguments. Event coll; happens if B! = B for some j € [1;4]. This is equivalent to

F(BHAhYo AT = F(B! )@ Al AMsp_m(BE) =ls, (B ).

Writing it more concretely, it is equivalent to a series of equations:

F(Bfhe AYl = F(BL) oAl
Fa(Bf) e ATy = Fi1(Bl,)®Al,
Fi7b+2(Bi£jb1+1) @ Afi;+1 = Fi*b+2(Bg—b+1) D Ag—b+1
I5—(p—1ym (Fipr1(Bi1) ® A)) = sy (Fippa (B, @ AL, (2)

For the first equation, if B/F! = Bf_p then it cannot hold since otherwise it would
contradict the hypothesis that X,y; and X; are distinct. If Bffll # B]_,, then the first

3
equation holds with probability at most 2~ since F; is uniformly random.
For the second equation, we need to take the set NsegCOLLs for S C [b+ 1;¢ — 1] into
account. If coll;_5 ¢ (NsesCOLL), then the analysis of this equation is similar to the
first one and thus holds with probability at most 2. If coll;_s € (NscsCOLL), then

there exists some k € [1;/] such that B{*) = BF ,. We further separate two cases here. If
k = j, then B/ = B! , and thus the second equation cannot hold otherwise it would
contradict the hypothesis that X,; and X; are two distinct queries. If k& # j, then the
second equation is equivalent to

Fifl(szfz) D Aft% = Fifl(sz—z) @ Ag—2~

Since we are working in the non-adaptive setting, the adversary should choose all of its
queries before receiving any responses from the Feistel cipher. Thus the analysis of this
equation is similar to that of the first equation, and this equation holds with probability at
most 27", It is easy to see that except for the last equation, the analysis of the following
equations is exactly the same as the second equation and thus each of them holds with
probability at most 27™.
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For the last equation Equation (2), we also need to take the set NgecsCOLL, for
S C [b+ 1;i — 1] into account. The analysis for this equation is much more complicated.
We divide two cases here with respect to the event in the (¢ — b+ 1)-th round.

e Case 1: coll;_p ¢ (NsesCOLLy). Then if ijbl #* Bgﬁb, the last equation holds

with probability at most 2(0=1™=" gince F;_p4+1 is a random function. Otherwise if

ij'bl = Bgﬁb, then the outputs of the (i — b)-th function in these two ciphers must

collide, which happens with probability at most 27"*. Hence, in this case, the chance
that the last equation holds is at most 2(6=Dm—n 4 9=m < 9(b—1)m—n+1

e Case 2: coll,_p € (NgesCOLL;). Then there exists some k € [1; /] such that Bffbl =
Bf_b. We further divide two sub-cases here depending on whether &k equals to j or
not.

— Case 2.1: k # j. Then the last equation is equivalent to
1S, (b—1ym (Fi—p41(BE_,) @ Aty = |sn—(b—1)m(Fi7b+1(Bg_b) @ Af_b)

If BF , # B} ,, then this equation holds with probability at most 2(0~1m—"

K3
since Fy_py1 is a random function. If Bf_b = B] ,, then we must have

Fiy(BF ) @A}, 4 = Fi*b(sz—b—l) @ Ag—b—l’

which happens with probability at most 27". Hence, in this case, the chance
that the last equation holds is at most 2(b=Dm=n 4 9=m < 9(b=1)m-—n+1

— Case 2.2: k£ = j, namely Bffbl = Bfﬁb, which implies that
Fio(By ) @A, = Fw(Bl, )@ AL, ,
A spm(BEE ) =l1sp—m(B, 1),

and thereafter

Fifb(ijblﬂ) D Aﬁéfl = Fi*b(Bg—b—J & Af_b_l
Fi—b—l(Bffz}—z) D Aﬁz}—Q = Fi_b_1(B{,b,2) @ Agfb72
Fi—2b+2 (Bff216+1) D AfJ—r;Hl = Fi—2b+2 (3572b+1) D A372b+1
15— - 1ym (Fim2p41 (B{155) ® A7T3,) = Isu_eiym(Fimapi1(Bl_g,) ® Al_y,).(3)
On the other hand, in this case Equation (2) is equivalent to
’ )
Isn— o 1)m (Ai15) = 150 (p-1)m(A]_,). (4)

Note that 0 <n—(b—1)m <mand 2n—2(b—1)m < n (if 2n —2(b—1)m > n,
then bm > n > 2(b — 1)m, and we can obtain b < 2 which contradicts the
assumption that n > m). If n — (b — 1)m < m/2, then combining Equations (3)
and (4) gives

|S2n—2(b—1)m(Fi72b+1(Bffglb) & Aff;b) = |52n—2(b—1)m(Fi72b+1(Bg_gb) ® Ag_gb)'
If m/2 <n— (b—1)m < m, then combining Equations (3) and (4) gives

Fi,QbJrl(ijle) @ Azj%b = Fi72b+1 (B572b> @ Agf2b’ and

I520— (26— 1)m (Fi—2b(B{ 3, 1) ® A{T5, )
= Ison—(2p—1ym (Fi2p(B]_gp_1) © Al_5y_1).
We then consider the probability that Equation (4) holds.
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x Case 2.2.1: n — (b—1)m = m/2. Then combining Equation (3) and
Equation (4) we exactly have

Fi_op1(B{1y,) ® At = Fi_op1(B)_y,) ® Ay,

i

which occurs with probability at most 2(°=1)™=" regardless of whether
coll;_op, belongs to (NgesCOLL;) or not.

x Case 2.2.2: n — (b— 1)m = m. Then Equation (4) is equivalent to
Fiaop(Bity, ) @ Ay = Fimao(Blgy ) ® Ay,

—n

which occurs with probability at most 2(0—1m
coll;_op—1 belongs to (NsesCOLL) or not.

regardless of whether

x Case 2.2.3: 1 —2b < b+ 1. Then we can rely on the randomness of the first
b rounds, we discuss further two sub-cases here:

- Case 2.2.3.1: n— (b —1)m < m/2. Then if Bff;b # Bg_Qb, then
Equation (4) holds with probability 2(b=1)m=" gince Fj_gp41 is a random
function. If Bfleb = B! ,,, we must have

041 +1 j j
Fiop(Bitoy 1) @ Al gy 1 = Fimop(B] oy 1) ® 4] o 1,

which holds with probability at most 27™. Hence in this sub-case,

by the union bound, Equation (4) holds with probability at most
2(b71)m7n +2m < 2(b71)m7n+1.

- Case 2.2.3.2: m/2 <n — (b—1)m < m. From the similar argument as
above case, Equation (4) holds with probability at most 2(6—1)m=n+1,

x Case 2.2.4: If none of the above three cases occur, we recursively repeat
the above arguments until that one of the above three cases happens since
eventually we will arrive at the first b rounds and reply on the randomness
of them.

Hence, the probability that Equation (4) holds is at most 2(0=D7™=n+1 Multiplying the
probabilities from the first equation to the last equation, we finally obtain that for some
j € (L4,
; 2

Pr[B/T! = B)] < o
By the union bound and summing over j € [1; /], the probability that coll; happens is at
most 2¢/2". Similarly the probability that coll, happens is at most 2¢/2", and thus the
event COLL; holds with probability at most 4¢/2". O

This allows us to bound the probability that the coupling fails and thus the NCPA-
security of UBF"[m, n|. Recall that b = [n/m].

Lemma 4. Let UBF"[m,n] be an unbalanced Feistel cipher with r rounds, where r =
b+ (b+1)t+1 and m <n. Then

UBF™[m,n] t+1

t
AdyreP? (g) < 2 <4bq + 4q>
— 2n .
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Proof. Using Lemma 1, for any ¢ < ¢ — 1, one has

e — peq1|l < Pr[Fail]
< Pr(nj5) (UECOLL,)]
< Prini (UZCOLL)

t
[T PrusZicoLt; | ) (W R COLL,)]
i=1

t
< (4b€ + 44 > 7
< Ton
where the third inequality comes from the fact that Pr[A N B N C] < Pr[A N B] for any
three events A, B, C, namely we simply reduce the number of intersection sets which would

only enlarge the probability, and the last inequality is due to Lemma 3 and the union
bound. Hence, by hybrid argument, we have

=

q—

Adv;P(q) < e — el
£=0
q—1 t
4b0 + 44
< -
< (U5
£=0
t rq
< (4b+ 4> / ztdx
2” 0
B q 4bq + 4q t
ot on ’
which concludes the proof. O

In order to prove the CCA-security of unbalanced Feistel cipher, we follow the classical
strategy to compose two NCPA-secure ciphers, which is justified by the following lemma
by Maurer, Pietrzak, and Renner [MPRO7, Corollary 5].

Lemma 5 (Composition Lemma). If F' and G are two independent blockciphers with the
same domain, then for any q, one has

Advi® g (q) < Adv™(q) + Advi™(q).

Theorem 1. Let UBF"[m,n] be an unbalanced Feistel cipher with r rounds where r =
2[n/m] +2([n/m] + 1)t + 1 and m < n, then one has

Adv(L:JCBaFT [m,n] (q) <

2¢ (4[2q+4q\
—t+1 '

2n

Proof. Let Rev denote the operation on {0, 1}™%" where Rev(A, B) = (B, A), and |A] =m
and |B| = n. Following a similar strategy in [MP03], we can rewrite a r-round unbalanced
Feisel scheme as Revo G~! o F where F' and G are (r + 1)/2-round Feistel schemes. This
can be achieved by replacing the middle round function with the xor of two independent
round functions. It can be seen that such replacement does not change the distribution of

the outputs of the scheme. Then from Lemma 4 and Lemma 5, we obtain the CCA-security
bound of UBF"[m, n]. O
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Coupling for Expanding Round Function Case. We then consider the case when m > n.
See Fig.1b for an illustration. Note that we define b = [m/n] here. The proof is the same
as before, except that Lemma 3 is replaced by the following one.

Lemma 6. Consider an unbalanced Feistel cipher UBF" [m, n] with m > n. Letb= [m/n].
For any i € [b+ 1;7] and any subset S C [b+ 1;i — 1], one has

2Zb

on

where £ is the number of queries that have been made to the cipher before the coupling.
Proof. Recall that COLL; = coll; U coll;. We first consider the event coll;, and the result

for coll; can be obtained by similar arguments. Event coll; happens if Bf“ = Bg for some
J € [1;€]. This is equivalent to

Isn (F3(Bi11) @ ALY) = Isn(Fi(BL,) ® A]_y).

Pr[COLL; | NyesCOLL,] <

This happens with probability at most 27" if Bffll and Bg—1 differs, because F; is uniformly
random. If B! = B/ | then A“t! and A7 | must have the same last n bits. In other
words, the (i — 1)-th round outputs of these two queries must share the last 2n bits.
Repeating this reasoning leads us to examine the case that for every k < b, the (i — k)-th
round outputs of the two queries must have the same last (k + 1)n bits. When this chain
of arguments stops at round 7 — b+ 1, the outputs at such round must agree at the last bn
bits, which occurs with probability at most 27" by further recursive arguments. Hence by
the union bound, the probability of B{™! = B! is at most b/2". Summing over j € [1;/],
the probability of coll; is at most £b/2". Similarly, the probability of coll’ is at most £b/2".
Thus by the union bound, the event COLL; holds with probability at most 2¢b/2™. O

By the above lemma, we can obtain the NCPA-security of UBF"[m, n] with expanding
round functions.

Lemma 7. Let UBF"[m,n] be an unbalanced Feistel cipher with r rounds, where r =
b+2t+1 and m >n. Then

q (4bg\"
AV (0) < (2n> |

Proof. Using Lemma 1 and Lemma 6, for any ¢ < ¢ — 1, one has

llpee — pes1ll < Pr[Fail]
< Pr[njZ2,,(COLL; UCOLL41)]
< Pr[N}_;(COLLy1oi—1 U COLLy ;)]
<

(&)

AdeCI?E);T[m n] ( )

Hence by hybrid argument, we have

,_.

q—

Z e = presal]

IN

IA IA
~ Q
R |
M
~— 7
«~ N
IS
ﬁ 2=
o -
~
N
]
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which concludes the proof. O

Following the similar procedure in the case of m < n, we obtain the CCA-security of
UBF"[m, n] with expanding round functions.

Theorem 2. Let UBF"[m,n] be an unbalanced Feistel cipher with v rounds where r =
2[n/m] +4t+1 and m > n, then one has

2 (4[21q\’
cca_ < m )
AdVUBF [m,n] (Q) ~t+1 ( on

Unbalanced Numeric Feistel. It’s tempting to ask if the above improvements can be
transited to numeric variants of unbalanced GFNs. However, we didn’t suceed due to the
high complexity of analyzing internal collision probabilities. As such, we leave this for
future work.

4 Alternating Feistel

Definition of the Scheme. An alternating Feistel cipher with » rounds (denoted by
ALF"[m, n]) is specified by r round functions F, ..., F,. where F; is from {0,1}" to {0, 1}™
if i is odd, and F; is from {0,1}™ to {0,1}" if i is even. We assume r is even for simplicity.
It then has key space K = (Func(n, m) x Func(m,n))"/? and message space {0, 1}"T™. See
Fig. 1c for an illustration. For the numeric variant of the alternating Feistel, we define it
from numeric round functions. Given integers M and N, let B be an operation for which
(Zps,B) is the group of integers modulo M and (Zy,H) is the group of integers modulo
N. Then a numeric alternating Feistel cipher with r rounds (denoted by NALF"[M, N]) is
specified by r numeric round functions Fi, ..., F;. where F; is from Zy to Zy; if i is odd,
and F; is from Zy; to Zy if i is even. See Fig. 1d for an illustration. We consider the
case that the alternating Feistel cipher starts with a contracting round function (m < n or
M < N), because a security bound with respect to this implies the same security bound
with respect to the one starting with an expanding round function after one additional
round.

Security of Alternating Feistel. We show the improved security bounds for both the
alternating Feistel cipher and numeric alternating Feistel cipher by the way of a more
fine-grained coupling argument, and obtain the following two theorems.

Theorem 3. Let ALF"[m,n] be an alternating Feistel cipher with r rounds where r =
(12[ %] +2)t +5 and m < n, then one has

2q (Gf;ﬂq+3q>t.

AdVCACfFT[m,n] (q) < on

Tt+1

Theorem 4. Let NALF"[M, N| be a numeric alternating Feistel cipher with r rounds
where r = (12[logy; N1+ 2)t +5 and M < N, then one has

AdViA [M,N] (9)

2q ([ 6[log,; Ng+ 3¢ K
—t4+1 N '

We briefly discuss the reasons behind these better bounds. In the NCPA-security proof
of the alternating Feistel cipher, we use 6[>] + 4 rounds to do the first coupling trial,
which is the same as Hoang and Rogaway’s method [HR10a], but in each of the following
coupling trials, by using a stronger collision lemma, we are allowed to use only 6[ %] + 1



438 Improved Security Bounds for Generalized Feistel Networks

rounds and thus reduce three rounds in each trial. On the other hand, in the proof from
NCPA-security to CCA-security, we decompose the middle round function by the xor of
two independent round functions and hence reduce one more round for the whole scheme.
We obtain the improved bound of numeric alternating Feistel by using the similar method.
The proofs of these two theorems can be found in Appendix A.

5 Multi-line GFNs

In this section, we will first give the definition of type-1, type-2 and type-3 Feistel cipher
respectively, and then show the improved security bounds.

5.1 Definition of Type-1, Type-2, and Type-3 Feistel

e Type-1 Feistel. Given k£ > 2 and n > 1, let function F : {0,1}™ — {0,1}" define
a permutation ®p over {0,1}*" by the way of ®r(A[l],..., A[k]) = (F(A[1]) &
Al2], A[3], ..., Alk], A[1]), where |A[i]| = n. A type-1 Feistel cipher with r rounds
is specified by the r-fold composition of ®r permutations, and will be denoted as
Feistell”[k,n] : K x {0,1}*" — {0,1}*". Tt has the key space K = (Func(n,n))" and
the message space {0, 1}*". See Fig. 2a for an illustration.

e Type-2 Feistel. Given even k > 2 and n > 1, and f; : {0,1}" — {0,1}" for
every i < k/2, let F' = (f1,..., fr/2) define a permutation ®p over {0,1}*" by
p(Afl],..., A[K]) = (fi(A[1]) @ A[2], A[3], f2(A[3]) © A[4], A[5],...., fr/2(Alk —1]) @
Alk], A[1]), where |A[i]| = n. A type-2 Feistel cipher with r rounds is obtained by
the r-fold composition of ®p permutations, and will be denoted as Feistel2" [k, n] :
K x {0,1}F" — {0, 1}*". Tt has the key space K = (Func(n,n))"™ /2 and the message
space {0,1}%". See Fig. 2b for an illustration.

e Type-3 Feistel. Fix k > 2 and n > 1, consider f; : {0,1}" — {0,1}" for every
i <k—1.Let F = (f1,..., fr_1) define a permutation ®x over {0, 1}*" by the way of
Bp(A[L], ..., A[K)) = (Fr(A[1) & AR, fo(A2)BAPB, .., fi1(All—1]) & A[K], A[1]),
where |A[i]] = n. A type-3 Feistel cipher with r rounds is obtained by the 7-
fold composition of ®r permutations, and will be denoted as Feistel3"[k,n] : K x
{0,1}%" — {0,1}*™. Tt has the key space K = (Func(n,n))*~D" and the message
space {0,1}%". See Fig. 2c for an illustration.

5.2 Security of Type-1, Type-2, and Type-3 Feistel

From a more careful analysis of coupling argument, we improve previous security bounds
of type-1, type-2, and type-3 Feistel respectively, and obtain the following three theorems.

Theorem 5. Let Feistell"[k,n] be a type-1 Feistel cipher with r rounds, where r =
(k* +k —2)t+ 1. Then

29 (2k(k—1)q\"
Advlcziziastellr[k,n](q) < < ( ) ) .

T t+1 AL
Theorem 6. Let Feistel2"[k,n] be a type-2 Feistel cipher with r rounds where r = 2kt + 1.
Then .
2q (2k(k-1)q
R e
Theorem 7. Let Feistel3" [k, n] be a type-8 Feistel cipher with r rounds where r = (k+2)t+1.

Then .
2q (4(k — 1)2q>
2n '

Advlczce?steIST[k,n] (q) < t+1
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We use the similar idea to improve Hoang and Rogaway’s bounds for these three
multi-line Feistels. Taking type-1 Feistel as an example, in the proof of NCPA-security of
type-1 Feistel, we use 2k — 1 rounds in the first coupling trial, but in each of the following
trials, by proving a stronger collision lemma, we are able to use only 2k — 2 rounds and
thus reduce one round in each trial. We also decompose the middle round function as the
xor of two independent round functions and reduce one more round for the whole scheme.
The proofs for these three theorems can be found in Appendix B.

6 Tweakable Blockcipher-based GFN

Definition of the Scheme. Given a tweakable permutation P : {0,1}* x {0,1}" —
{0,1}", ie., P € %(T,M), define another tweakable permutation 21313. : {0, 1}~ x
{0,1}?" — {0,1}*>" by (fg(VV,AHB) = (W, B||[P(W| B, A)) where |A| = |B] = n and
[W| =w —n. A tweakable permutation-based generalized Feistel network with r rounds is
specified by r tweakable permutations ﬁl, ey ]ST € P/e\r;1(7'7 M), and will be denoted by
TGF"[w, 2n]. Tt has key space K = (lsé?r/n(T, M))" and message space {0,1}?", and a key
(Pi,...,P,) names the tweakable permutation iﬁ 0-+-0 &)51 on {0,1}¥7"™ x {0,1}*". See
Fig. 2d for an illustration.

We first establish the NCPA-security of TGF"|w, 2n] by the way of coupling. Assume
that the number of distinct tweak values involved in the ¢ queries is d, and each tweak
W, corresponds to ¢; queries (thus Zle q; = q). As such, we reorder the ¢ non-adaptive
queries according to their tweaks, i.e.,

(W17X1,1)7 7(W17X1,Q1)?
(W27—X2,1)7 7(W27X2,qz)7
Wa, Xa1), .. ,(Wag, Xaq,)

For each 1 <s<dand 1</ < g, —1, we denote by ps, the distribution of the (¢ + 1 +
Zf;ll ;) outputs of the TGF"[w, 2n] when it receives inputs (W1, X11),..., (Ws, Xs0),
(Ws, Xs.041)), and pig ¢+1 the distribution of the (€+1+Zf;11 q;) outputs of the TGF" [w, 2n]
when it receives inputs (W1, X1.1),..., (Ws, Xs0), (Ws, Us 041)) where Us 41 is chosen
uniformly at random from {0,1}*"\ {Xs1,...,Xs,}. Note that each distinct tweak gives
rise to a different (apparently independent) family of permutations. Also it is apparent
that [[ps—1,4q, — its,1]] = 0 for any 1 < s < d, namely the statistical distance between
two consecutive distributions with different tweaks is zero. Hence we can just consider
distributions among queries with the same tweak. Fix s and £. We now proceed to describe
a coupling of s, and fis¢41.

The Coupling. For 1 < j < /+1, let Ag,o and Bg,o denote respectively the left half
and right half of X, ; and for 1 < i < r, let Agﬂ- and Bﬁl be recursively defined by
Aiz = Bg,i—l and Bii = ISi(WSHBg,i_l,A?—J_l). Forany 1 <j</and1<i<r, we

S
simply set Pj(W||B.,; 1, A%, ) = Pi(Ws||BJ,; 1, A%, ;). Since the first £ queries to the
second Feistel are the same as to the first Feistel, this results in identical first £ outputs from

both networks. Let C’f,‘gl and Dﬁj&l denote the left half and right half of U ¢41 respectively.
We then explain how the (¢ + 1)-th queries are coupled. For 1 < i <, let Cf;l and Dﬁ:’;l
be recursively defined by ijgl = D!t and Dgl = JB{(WsHDg,i—p C],',i_l). We couple the

Ji— s
random outputs in the processing X,41 and Uy arbitrarily for the first round. For i > 1,

we define two bad events as follows which may happen in each TGF"[w, 2n]:
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e coll;: there exists some j < £ such that D‘F! = Bg Bﬁf}rl =B FIRE

e coll): there exists some j < ¢ such that B:F! = Bg th—lfl = Bi i1

We justify the intuition behind these two bad events in turn. Denote by Set(BgJ) the set
of previous outputs of EH under the tweak W HBj If the first bad event happens, then
we cannot assign the value Bé i1 to Ds 741 because Dst 41 is uniformly distributed in the
set {0,1}"\ Set(B] ;) and cannot be assigned with the value in Set(Bj ). If the second bad
event occurs, then we cannot assign the value Bt i1 to D'l 41 because B! 41 1s uniformly
distributed in the set {0,1}" \ Set(B Z) and cannot have the value in Set(Bgyi).

Fori=1,...,r — 1, we define 137,+1(W | DEEL C’“l) as follows:

R

o if cither coll; or coll, happens, then P/ (W, | DSEY, CEtY) s defined so as to ensure
consistency with earher queries;

e if neither of the two events happens, then we define the tweakable permutation

041 041 041 4041 £+1 041
as Pl (Wl DJJH O = Paa(W|BO ALRY, so that DY = BUjL and
therewith Dﬁfb Bﬁ 1o without any 1ncon51stency If Bfﬁrl = Bg i1 for some
1 <5 <4 ie BJ_H has appeared before, then both B‘%! it and Ds z+2 are

distributed uniformly at random in the set {0,1}" \ Set(B] erl) where Set(B];, )
denotes the set of previous outputs of P;;o under the tweak W, ||BS i1+ On the
other hand, if Bffil + B i1 forany 1 < j </ ie. B! 741 is fresh, then both

B“‘l2 and D‘F1, are distributed uniformly at random in the set {0,1}". So we can

8,1+ s H—
assign the value BLt1, to DU, whenever DItY) = BIYY .

One can check that the round functions P’ in the second TGF"[w, 2n] are tweakable random
DY C’Hl) is defined according to the first

R

permutations. This is clear when ﬁz’ (Wl

rule. When P/, (W,| D4} CHI) is defined according to the second rule, since none

S,0 7

of coll; and coll; happens, both P, +1(W ||D£':1,C€+1) and Z+2(Wg|\Dﬁti1,ijil) are
unlformly random and comparable with previous queries.
To bound the probability of above two bad events, we further define four events for

7 > 2 as follows:

o E1,: Wi HDZJr1 1, appears at least ¢ times in prev1ous queries, namely the number of
indices j € {1,...,¢} such that B?,_; = Dt is > ¢;

o E2;: Ws||Bffg1 appears at least ¢ times in previous queries, namely the number of
indices j € {1,...,/} such that Bgz =Btlis > ¢

e E3;: Wi ||B£+1 | appears at least ¢ times in previous queries, namely the number of
indices j € {1,...,¢} such that B’ B§+11 is > ¢

S,i— 1=

o E4;: WsHDﬁ;l appears at least ¢ times in previous queries, namely the number of
indices j € {1,...,£} such that Bgl = Dﬁfgl is > c.

Note that c¢ is a threshold here and will be determined at the end of our analysis. We
analyze the event E1; first. If the event E1; occurs, then there must exist a sequence of
indices ji,j2,.-.,Jc € {1,...,¢} such that
_ nJe _ pt+l
Bh 1_351 1= —Bg,iq—D

s,t—1-°



Yaobin Shen, Chun Guo, Lei Wang 441

Note that if B;ll 9 BSQZ 5, then we cannot have Bg}Fl = Bg:"Fl since otherwise
this would contradict the assumption that X, ; and X, ;, are two distinct queries.

On the other hand, if lel , # B . # BJ,_, # D!, then the equa-

s,1—2 5,i—27
tion Bgll L= Bzi L= = B, DZJr1 holds with probability at most 1/2n¢

s,i—1 s,i—1

since Py (W[ BZ s, )7 1 (WellBE 5,-),e s Pica (Wil BE, o), Py (W[ DESL,) are
c+1 mdependent permutations. Suppose there are a (a < 2™) distinct values in
{Bl, 5,...,BL,_,} and each distinct value corresponds to ¢; queries (thus Y 7, £; = {).

Then the probability of E1; can be bounded by

Cirliy -+~ Ly,
PrEL] < SHEEE

a) . a . ¢

(c (ijl J)
< - 7 5
- aC . 2nc ( )

a® - (¢

< - =
— cl-qc-2nc

R A
< 6
- CC . 2nc ( )

where (5) comes from Maclaurin’s inequality (Lemma 2) and (6) comes from Stirling’s
approximation c! > (£)¢. Following the similar argument as above, we can obtain

c. g c . yc c. g
c Pr[E3;] < — PrE4)] < —o
cc . gnc

PI’[EQZ] < < s
cc . 9nc

— Cc,2nc’

We then proceed to analyze bad events coll; and coll;. If neither E1; nor E2; happens,

then Dﬁ;l is uniformly distributed in a set of size at least 2" — ¢ and so does Bffl ;- For

convenience, we denote by E12; = E1; V E2; and obviously Pr[E12;] < Pr[El;] + Pr[E2 |=
2¢L° 1,y the union bound. Thus for the bad event coll;, we have

cc.onc

Prlcoll;] = Prlcoll; A E12;] + Pr|coll; A E12;]
= Prlcoll; | E12;] - Pr[E12;] + Pr[coll; | E12;] - Pr[E12;]
Pr[E12;] + Pr[coll; | E12;]
2e€ - (¢ n 12
ce.2ne - (2n — )2’

IN

IN

Similarly, denote by E34; = E3; V E4;, for the second bad event coll;, we have

Pr[coll}]

Prlcoll; A E34;] + Pr[coll] A E34;]

= Prcoll} | E34;] - Pr[E34;] + Prfcoll; | E34;] - Pr[E34;)
Pr[E34;] + Pr[coll} | E34;]

2e¢ - (¢ n 14 .

cC . 9nec (2n _ 6)2

IN

IN

Choosing ¢ = 2"~ !, we can obtain

el \° 2¢
Prlcoll; Ucolll]] < 4- (22n_1> + @ —oiy

8el 8¢ 30¢
<

For 1 <i <r—2, let COLL; = coll; V coll;. If COLL; does not happen, then by above
coupling method, these two ciphers would have identical outputs at (i + 2)-th round, i.e.,
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the coupling succeeds. Otherwise we consider next two rounds. According to the previous
analysis, the upper bound probability of COLL; is unrelated to previous ¢ — 2 rounds,
namely unrelated to COLL; o, COLL;_4,...,COLL;. Let Fail; denote the event that we
fail to couple these two tweakable ciphers with respect to the tweak W,. We bound the
NCPA-security of TGF"|w, 2n] by the following lemma.

Lemma 8. Let TGF"[w,2n] be a tweakable blockcipher-based generalized Feistel with r
rounds, where r = 2t + 1. Then one has

g (30g\'
AV oy < 2 ()

Proof. Using Lemma 1 and Equation (7), for any s < d and ¢ < gq — 1, one has

||Us,€ - ,us,€+1||
< Pr[Faily]
r—1
S PT[OZCOLLQZ,A
S PI‘[COLLl] . PI‘[COLLg | COLLl] R PI‘[COLLQt_l | COLLl n...N COLLQt_g]

300\ °
92n |

where the last inequality comes from the fact that the upper bound probability of COLLo;_1
is unrelated to COLLy;_¢ for 1 < j <4 — 1. By hybrid argument, we have

d qd—l
AdVTEE g, 0m (@) < z; ; s, = tts,e41]]
s= =0
d qa—1 t
30¢
<> ()
s=1 £=0
d t
ds 30¢s
<
< St ()
t
< 49 (3Y 7
= 41\ 2
which concludes the proof. O

Since we are now working on tweakable blockciphers, we cannot use Lemma 5 to
obtain the CCA-security of TGF"[w, 2n]. Instead, we use another composition lemma for
tweakable blockciphers to obtain the CCA-security. The proof of this lemma can be found
in [LS14].

Lemma 9. Let El and Eg be two tweakable blockciphers with the same set of tweaks and
the same message space, satisfying:

Adv’=™(q) < 1 and Adv’Z7(qg) < fo.
E1 E2

Then ~
AV, = (4) < 2V +V/Ba).

Theorem 8. Let TGF"[w, 2n] be a tweakable blockcipher-based Feistel with r rounds where

r=4t+ 2. Then p
t\ 1
< q (30g
AdVTErr, 0n (7) < 2 <t+1 <22n> ) '
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Proof. Since the internal construction of TGF"[w, 2n] is different from those of previous
Feistel ciphers, we cannot use the same strategy as in the proof of Theorem 1 by replacing
the middle round function of a (27 — 1)-round Feistel with the xor of two independent
functions. However, we can see a 2r'-round TGF"[w, 2n] as the cascade of and r’-round
TGF"[w, 2n] and the inverse of the inverse of an independent r’-round TGF"[w, 2n] where
r’ = 2t+1. Note that the NCPA-security of the inverse version of TGF"[w, 2n] is exactly the
same as the NCPA-security of TGF"[w, 2n]. The result then follows directly by combining
Lemma 9 and Lemma 8. O

NCPA Tightness at 3 Rounds. To complete this section, we demonstrate a NCPA attack
against 2-round TGF"[w, 2n] with 2"/2 complexity. This shows that Lemma 8 is tight when
t =1, i.e., with 3 rounds. The adversary choose q queries (W, A}||B), ..., (W, A}||B), i..,
the right halves of these plaintexts are same while the left halves are distinct, and ask these
queries to 2-round TGF"[w, 2n]. The ¢ left halves of the corresponding ciphertexts would
be distinct since P is a permutation for a fixed tweak W||B. However, in the ideal world,
when the adversary interacting with an 2n-bit random tweakable permutation, the chance
that there exists a pair of ciphertexts having the same left half among these outputs is
about ¢?/2". Hence the distinguishing advantage is ~ 1 when ¢ ~ on/2,

7 Conclusion

We present (refined) coupling arguments for various generalized Feistel networks: for
unbalanced, alternating, type-1, type-2, and type-3 Feistel networks, we substantially
improved existing bounds; for a tweakable blockcipher-based domain extension scheme of
Coron et al., we present the first 2n-bits security proof.

Unsurprisingly, coupling only reaches 2n-bits (or n-bits) security with a large number
of rounds. It’s unclear if the recently introduced promising x? method [DHT17] could
yield this result for any of the GFNs at a relatively small number of rounds r, and we
leave this as an open question.
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A Proof for Alternating Feistel

We generalize the operator B in NALF"[M, N] to any two group operators in Zy, and Zy,
and regard ALF"[m, n] as a special case. We now prove the NCPA-security of NALF"[M, N].
We shall use a similar strategy as in the case of UBF"[m,n]. Fix an integer ¢ < q — 1.
We denote p the distribution of the (¢ + 1) outputs of the NALF"[M, N] when it receives
inputs (X1, ..., X, X¢i1), and peqq the distribution of (£4 1) outputs of the NALF"[M, N]
when it receives inputs (Xi,..., X, Uss1), where Upyq is chosen uniformly at random
from Zpsn \ {X1,...,Xe}. Our goal is to describe a coupling of p; and pg41.

The Coupling. To avoid the bound falling short with min(M, N') which has been pointed
out in [HR10a], we use the same expanding round functions at each even round for these
two ciphers, and show how to couple them at odd round. For 1 < j < ¢+ 1, let A} and
Bg denote respectively the Zjy; part and Zy of X; and for 1 < ¢ < r, let Az and Bg
recursively be defined as AZ = Fi(Bf;l) 23] ALI and Bg = szq when ¢ is odd, and defined
as A{ = A{_l and Bf = FZ-(A{_l) & Bf_l when 7 is even. For any 1 < j < / and odd
1€{1,3,...,7 — 1}, we simply set F{(Bg_l) = Fi(Bg_l). Since the first £ queries to the
second cipher are the same as to the first one, this leads to the first £ outputs of both
ciphers being identical. Let Cg“ and Dg+1 denote the Zy; part and Zy of Upyi. We then
explain how the (¢ + 1)-th queries are coupled. For the first two rounds, we couple the
random outputs in the processing of X,y and Upyq arbitrarily. For i € {2,4,...,r — 2},
we define a bad event which may occur in each Feistel cipher. We say that coll; occurs if
Bf“ is equal to B] for some 1 < j < ¢, namely the input value to the (i + 1)-th round
function at the (¢ + 1)-th query collides with the input value for some previous query
X ;. Similarly, we say that coll; occurs if Df+1 is equal to B/ for some 1 < j < {. Define
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COLL; = coll; Ucoll; for any i € {2,4,...,7}. Let b = 3[log,, N|. Fori € {2,4,...,r—2b},
let BCOLL; be the event such that at least one of COLL;, COLL;y5,...,COLL; 9, happens.
Then

Pr[BCOLL;] < Pr[COLL; U... U COLL;4 ). (8)

We first upper bound the probability of the event BCOLL;, and then show how to efficiently
couple conditioned on BCOLL,;.

Lemma 10. Consider a numeric alternating Feistel cipher NALF"[M, N| with even r
rounds. For any i € {2,4,...,r} and any subset S C {2,4,...,i— 2}, one has

2
Pr[COLL; | NyesCOLL,] < NE

where £ is the number of queries that has made to the cipher before the coupling.
Proof. Event coll; happens if B/ = Bg for some j € [1;¢]. This is equivalent to
F(AT)) BB = Fi(A_) BB,

If Afﬂ #+ Ag;l, then this happens with probability at most % since F; is uniformly random
and independent of NgcgCOLL,. If Aff% = Agfp then necessarily Bf“ =+ Bf otherwise
this would contradict the hypothesis that X,,; and X; are distinct queries. Summing over
j € [1; 4], the probability of coll; is at most % By similar reasoning, we can obtain the
probability of coll, happens is at most % The result then follows by the union bound. [

For X,y1 and i € {2,4,...,r—2b}, let G; = (Fi12, Fit4,..., Fita2s) be a sequence of ex-
panding round functions at rounds 42, i+4, . .., i+2b, let C; be a random vector denoting a
sequence of Zys parts at rounds i+1,i+3,...,i+2b—1,1ie., C; = (Af_ti, Afié, cee Afiéb_l).
Let G7(Cl) denote Fz_;,_g(Af::__ll) H E+4(Afi§) B -H Fi+2b(Afj-_%b—1)' Denote by xT; the
output of X1 at i-th round, and if y; is the output of Xy1 at (i + ¢)-th round, then it is

easy to obtain
y; (mod N) = (z; (mod N)) H G;(C;).

by induction on c. Denote C} = (C{},Cff3,...,C, ) and G4(C}) = Fio(CH) B
Fipa(C{1) B B Fiya(CLy, ) similarly for Ugy1. We shall use the following lemma
by Hoang and Rogaway [HR10a, Lemma 23].

Lemma 11. For an integer a > 0, let G ﬁ Func®(Zyr,Zn). Then for any z,z* € Zy,
there exist a random permutation ¢ on Z$;, which is deterministic if given G, such that

for any independent C & Z5;, the probability of zB G(C) # z* B G(¢(C)) is at most
N/Me.

We will extend the coupling strategy in [HR10a, Appendix B] to reduce the total number

of rounds in the coupling procedure. Fix some even integer i € {2,4,...,7 —2b—2}. We
let Cf = ¢;(C;) and C’fi‘zlb = Af-:-_21b 41 Whenever BCOLL; does not occur and where ¢;

is the permutation given by Lemma 11, otherwise we couple it arbitrarily. We show this
coupling strategy is sound since when BCOLL; failed, C; is a tuple of n-bit uniformly

random values and so does CF = ¢;(C;), and Aﬁ;b 41 is @ n-bit uniformly random string

0+1
and so does Cz‘+2b+1'

Hence conditioned on BCOLL; and from Lemma 11, the chance that X,y; and Uy
disagree on their outputs at round ¢ + 2b + 2 is at most % From Lemma 11 and by the
union bound, the probability that BCOLL; occurs is at most 2(b+ 1)¢/N conditioned on
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NsesCOLL, for any subset S C {2,4,...,i — 2}. Denote by Fail; the event that we fail to
couple these two ciphers at round ¢ + 2b + 2, then we have

. 2b+ 1) 1
1Y I S A, —
Pr[Fail;] < N + v

Let Fail denote the event that we fail to couple these two Feistel ciphers at the end.
We then bound the NCPA-security of NALF"[M, N].

Lemma 12. Let NALF"[M, N] be a numeric alternating Feistel cipher with r rounds,
wherer =24 (2b+ 1)t +1 and M < N. Then

n q 2bq + 3¢ ¢
AdvyTer v (@) < g 1 <N ) .
Proof. Using Lemma 1 and from the above coupling analysis, for any £ < ¢ — 1, one has

Fall]

Pr]
[ Fa||2+ 2b+1) ]
-1

H PI' Fa||2+(2b+1)i]
=0

20 +20  1\'
< = +=),
= N N

where the last inequality is due to Lemma 10. Hence, by hybrid argument, we have

e — poga|l <
<

IN

q—1
1o = presall

W +20  1\°
(25 3)
N N
b bora
7]:; 3) /0 ztdx

B q 2bq + 3q k
t+1 N ’

which concludes the proof. O

IN

AdVRICAEFT[M N]( q)

N
= O

(]

~

INA
ol

Following the similar arguments as in the case of unbalanced Feistel cipers, we obtain
the CCA-security of NALF"[M, N] and subsequently the CCA-security of ALF"[m,n].

B Proof for Multi-line Feistels

B.1 Type-1 Feistel

We now prove the NCPA-security of Feistell”[k,n]. Fix an integer £ < ¢ — 1. We denote
e the distribution of the (¢ 4+ 1) outputs of the Feistell"[k,n] when it receives inputs
(X1,...,Xe, X¢y1), and ppyq the distribution of the (£ + 1) outputs of the Feistell” [k, n]
when it receives (Xi,...,Xp,Upy1) where Upyq is chosen uniformly at random from
{0,137\ {X1,..., X,}. Our goal is to describe a coupling of p, and gy1.
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The Coupling. For 1 <i</+1and 1<j<k,let A}[j] denote the j-th n bits of X;
and for 1 < s <7, let A'[1],..., AL[k] be recursively defined as Ai[1] = F (4% _{[1]) @
Al 2], AL[2] = AL [3],..., Allk — 1] = AL_,[k], ALlk] = AL_;[1]. For any 1 <i < ¢ and
1 < s <7, wesimply let F/(A%L[1]) = F;(A%[1]). Since the first £ queries to the second Feistel
are the same as those to the first one, this leads to the £ first outputs of both ciphers being
identical. For 1 < j <k, let Bg“[j] denote the j-th n bits of Uyy; and for 1 < s < 7, let
B[], ..., B K] be recursively defined as BEH[1] = F/(BY411)) @ B+1[2), BH[2) =
B3], Bk —1] = BY[k], B¢ [k] = BF1[1]. We then explain how the (£+ 1)-th
queries are coupled. For the first £ — 2 rounds, we couple the random outputs in the
processing of X,y and U, arbitrarily. For round 7 > k — 1, we define a bad event which
may happen in each Feistel cipher. We say that coll; occurs if Af'“[l} is equal to A7[1] for
some 1 < j < £. Similarly, we say that coll; occurs if BS![1] collides with A7[1] for some

1<j</{ Then fori=0,1,...,7r — 1, we define F{H(Bfﬂ[l]) as follows:

e if coll; occurs, then F! (Bf“) is defined so as to ensure consistency with the earlier
queries;

e if coll! does not occur while coll; occurs, then F{H(Bfﬂ) is chosen uniformly at
random from {0, 1}";

e if neither coll; nor coll; occurs, then we define F/,,(B:™'[1]) so that B/ {[1] =

i+1
AT
Fl (BT 1)) = Foa (A7 1) © A7 2] @ BiF[2].
If neither coll; nor coll; occurs for k consecutive rounds i,...,i + k — 1 then X, ; and
Uyy1 will have the same first n bits output at rounds ¢ + 1,...,7 + k, and thus have

identical outputs at round ¢ + k£ and so any subsequent rounds, namely the coupling will
be successful. Denote COLL; = coll; U collg for any k — 1 < i < r. Let Fail be the event
that the coupling does not succeed. Then

Pr[Fail] < Pr[n[Zf_, (U= COLL)).
We upper bound the term on the right hand side by the following lemma.

Lemma 13. In the blockcipher Feistell"[k,n], for any i € [k — 1;7] and any subset
S Clk—1;i—k+1], one has

2k — 1)¢

Pr{COLL; | NuesCOLL,] < =,

where £ is the number of queries that has made to the cipher before the coupling.

Proof. We first consider the event coll;. Event coll; occurs if A“F[1] = A7[1] for some
J € [1;£]. This is equivalent to

Fy(A ) © A (2] = Fy(AL 1) @ A]_,[2].

If Afﬂ [1] and Az_l[l] differs, then this equation occurs with probability at most 27",
because F; is uniformly random and independent of NyesCOLL,. If A“T1[1] = A7_ [1], this
implies A*1[2] = Ag_1[2]. Repeating this argument leads us to examine the outputs at
round 7 — 2 should agree at the first 3n bits, and then the outputs at round i — 3 should
agree at the first 4n bits, and so on. Finally when this argument arrive at round i — k + 1,
the outputs at this round must be identical which contradicts the hypothesis that X, 1
and X are two distinct queries. Hence by the union bound and summing over j € [1; 4],
the event coll; holds with probability at most (k — 1)¢/2™.

O
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This allows us to upper bound the probability that the coupling fails and thus the
NCPA-security of Feistell” [k, n].

Lemma 14. Let Feistell” [k, n] be a type-1 Feistel cipher with v rounds, where r = 2t(k —
1)+ 1. Then

2k (k — 1)q)t

n q
AdVF::ipsatem[k,n] (q) < ( on

“t+1

Proof. Using Lemma 1 and Lemma 13, for any £ < ¢ — 1, one has

< PrlnZf  (USEATTCOLLy))
2i(k—1
< Pr[mgzl(Uj:((2i_)1)(k_1)COLLj)]

<2k(k2: 1)€>t '

Hence by hybrid argument, we have

[

q

> e = pesal]

Advrll(e::)satellT [k,n] (Q) <
£=0
= <2k(l<: - 1)e>f
< - 7
< on
=0
2k(k—1)\" [?
< <( )> / ztdz
t
< 4 (2k(k—1)q
- t+1 AL
as claimed. O

As pointed out in [HR10b], type-1 Feisel is not symmetric, and the inverse of type-1
Feistel has worse NCPA-security than its forward version. So we need another lemma rather
than directly applying Lemma 13 to prove the NCPA-security of its inverse. We follow a
similar strategy as in [HR10b], but bound the collision probability in a different way. We
define another cipher called type-4 Feistel. Let F : {0,1}" — {0,1}" define a permutation
@5 over {0,1}*" by way of ®p(A[l],..., A[k]) = (A[k], A[1], A[2]®@ F(A[1]), A[3], ..., Alk—
1]), where |A[i]| = n. A type-4 Feistel cipher with r rounds is specified by the r-fold
composition of ®x permutations, and will be denoted as Feistel4” [k, n] : K x {0, 1} —
{0,1}*". It has key space K = (Func(n,n))” and message space {0, 1}*".

Let Feistell”[k,n]~! be the inverse of type-1 Feistel, we can see there exists a relation
between Feistell” [k, n]~! and Feistel4” [k, n]. Let Rot denote the right rotational shift by n
bits. Then Rot ™' o Feistel1" [k, n] ! o Rot is a Feistel4” [k, n]. It is clear Rot does not change
the distinguishing advantage since it is a public operation. So it is suffices to bound the
NCPA-security of Feisteld” [k, n].

With the same notations as in the NCPA-security proof of Feistell” [k, n], we say coll;
occurs if A“F1[1] is equal to A7[1] for some 1 < j < £, and say coll; occurs if BS1[1] collides
with Ag[l] for some 1 < j < £. Denote COLL; = coll; Ucoll; for any (k —1)? <4 < r. Then
the NCPA-security proof for Feistel4"[k, n] is similar to that of Feistell" [k, n], but Lemma
13 is replaced by the following result.
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Lemma 15. In the blockcipher Feisteld” [k,n|, for any i € [(k — 1)%;r] and any subset
SCl(k—1)%i—(k—1)2], one has

2k — 1)t

Pr[COLL; | NuesCOLL,] < =—rmr,

where £ is the number of queries that has made to the cipher before the coupling.

Proof. We consider the event coll; first. The reasoning is similar for the probability that
coll} happens. Event coll; occurs if AST1[1] = A7[1] for some j € [1;4]. This is equivalent to

Fioro(A 1) @ AT (2] = Fiopra(A]_ 4 1) @ A [2):

If Aff,i 1] # AL k41, then the prior equation holds with probability at most 27" since
F;_ )19 is uniformly random and independent of NgegCOLL,. If Afi‘iﬂ[l] = Ag—k+1[1]v
this implies that A{} | [2] = A]_, . [2]. Repeating this argument lead us to examine the
outputs at round i — 2(k — 1) should agree at the first 2n bits, and the outputs at round
1 — 3(k — 1) should agree at the first 3n bits, and so on. Eventually when this argument
arrive at round i — (k — 1), the outputs must be identical which contradicts the hypothesis
that X, and X; are two distinct queries. Hence by the union bound and summing over
J € [1; 4], the event coll; holds with probability at most (k — 1)¢/2™. O

By similar proof as that of Lemma 14, we can obtain the NCPA-security of Feistel4" [k, n].

Lemma 16. Let Feisteld"[k,n] be a type-4 Feistel cipher with r rounds, where r = (k? —

k)t + 1. Then
t
Advncpa (q) < q <2k(k B 1)Q> )

Feistel4” [k,n] —t41 on

From Lemma 5 and combining Lemma 14 and Lemma 16, we can get the CCA-security
bound of Feistell” [k, n].

B.2 Type-2 Feistel

We now prove the NCPA-security of Feistel2" [k, n]. We shall use a similar strategy as in the
proof of Theorem 1. We consider two Feistel2” [k, n] in parallel. The round functions of the
first Feistel2"[k, n] are denoted as (F1,...,F,.), where Fj = (fi1,..., fig2) for 1 <i <r,
while the round functions of the second one are (Fy, ..., F)), where F{ = (f]1,..., fi o) for
1 <4 < r. Fix an integer £ < g—1. We denote py the distribution of the (/41) outputs of the
Feistel2" [k, n] when fed with inputs (X7, ..., Xy, Xs41), and denote pp4q the distribution
of the (¢ + 1) outputs of the Feistel2" [k, n] when fed with inputs (X1, ..., X, Uss1), where
Upy1 is chosen uniformly at random from the set {0,1}%"\ {X7,..., X,}. We then show a
coupling of py and ppyq.

The Coupling. For 1 <i</+1and1<j<k, let Aj[j] denote the j-th n bits of X
and for 1 < s <r, let AL[1],..., AL[k] be recursively defined as AL[1] = fs1(AL_{[1]) ®
A2 A2 = A3, AL =1] = foyp (A [k=1])@ AL [K], AL[K] = AL [1]. For
any 1 <i </(,1<s<r, wesimply define f{ (A5 1[1]) = fo1(Ai_1[1]), -, f5 1 o (As 1 [B—
1]) = fS,k/z(Ai_l[k — 1]). Because the first ¢ queries to these two ciphers are the
same, this turns the ¢ first outputs of both ciphers to be identical. For 1 < j < k,
let B{T'[j] be the j-th n bits of Uy and for 1 < s < 7, let BE[1],..., BEU[K]
be defined as B[] = f7,(BH[1]) @ BEFL[2], B 2] = BEH[3],..., Bk — 1] =

L eja(BEAk —1]) @ BIE{[K], BEFY K] = BL¥{[1]. We then describe how the (£ + 1)-th
queries are coupled. For the first £ — 1 rounds, we couple the random outputs in the
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processing of Xy and Uyy; arbitrarily. For round ¢ > k — 1, we define a bad event that
may occurs in each cipher. We say coll; occurs if there exists some s < k/2 such that
A1 25 — 1) = AJ[2s — 1] for some 1 < j < £, that is, the input value to the (i 4 1)-th
round function f;;1 s collides with the previous input values. Similarly, we say that coll;
occurs if B{F1[2s — 1] collides with A7[2s — 1] for some 1 < j < £ and 1 < s < k/2. Then
fori=0,...,r—1and 1 < s < k/2, we define fi’+17s(Bf+1[2s —1]) as follows:

e if coll} occurs, then fi’+17s(BfH[25 —1]) is defined so as to ensure consistency with
the previous query;

e if coll; does not occur while coll; occurs, then f/,; (B 125 —1]) is chosen uniformly
at random from {0,1}" for 1 < s < k/2;

e if neither coll; nor coll} occurs, then we will define f/,, ,(B™[2s — 1]) so that

i+1,s
ij{ll[Qs -1 = Afi%[?s —1]for 1 <s<k/2:

K3

Fhon s(BE (25 — 1)) = fipn (AT 25 — 1) @ BE 2] @ A [25] for 1< s < k/2.

If neither coll; nor collg occurs for two consecutive rounds 4,7 + 1 then X,11 and Upyq will
have identical outputs at round ¢ + 2 then so are their outputs at any subsequent rounds,
namely the coupling succeeds. Denote COLL; = coll; U coll'i for any k — 1 < i < r. Let Fail
denote the event that the coupling does not succeed. Then

Pr(Fail] < Pr[n/—7_, (U{£COLL;)].
We bound the probability of failure of coupling by the following lemma.

Lemma 17. In the blockcipher Feistel2"[k,n], for any i € [k — 1;7] and any subset
SClk—1,i—k+1], one has

k(k — 1)
on

where £ is the number of queries that has made to the cipher before the coupling.

Pr[COLL; | NyesCOLL,] <

Proof. We begin to analyze the event coll;. The proof for coll; is similar. We will show
that the chance two queries have the same input to f;y1 s is at most (k —1)/2" for any
1 < s < k/2. Hence by the union bound and summing over j € [1;£], the chance that coll;
happens is as most k(k — 1)¢/27+1, 4
Suppose that X,11 and X; have the same input to fi+1 s, i.e., Af“[Qs— 1] = Al[2s—1].
This implies that f; (A1 [2s —1)) @ A“F1[2s] = fi.. (AT [2s—1]) @ AT [2s]. Tf AF1[25—
1] # A{_l[Qs — 1], then the prior equation occurs with probability at most 2=™ since f; s
is uniformly random and independent of NycgCOLL,. If Aff% [2s — 1] and Agil[Zs —1]
equal, then A*1[2s] = A7 |[2s] must hold. Repeating this argument leads us to examine
at round i — ¢ for ¢ < k, it should hold that A“T[2s — 1] = A]_[2s — 1], AT} [2s] =
ALC[25], .. ,Aff;[@s —14¢) mod k] = ALC[(QS — 14 ¢) mod k]. Finally when this
argument arrive at round 7 — k + 1, then the outputs of these two queries must be identical
which is a contradiction. Hence by the union bound, the chance that X, and X; have
the same input to f; i1 s is at most (k —1)/2™. O

We then use the above lemma to bound the probability of coupling fails and therewith
the NCPA-security of Feistel2" [k, n].

Lemma 18. Let Feistel2" [k, n] be a type-2 Feistel cipher with v rounds, where r = kt + 1.

Then .
Advncpa (q) < q <2]€(/€ — ]_)q) '

Feistel2” [k,n] —t+1 on
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Proof. From Lemma 1 and Lemma 17, for any ¢ < ¢ — 1, one has

e = peall < [Fa”]
< PriniZ7_ (USEICOLL)]
< Pr[ni_y (U1 COLLy)]
t
< <2k( )E)
< T on
By hybrid argument, we can get
qg—1
AdVER 0 (0 S D Nl — e
£=0
q—1 t
< <2k(k )6)
< —on
£=0
2k(k —1)\" [9
< (M) / ztdx
2n 0
t
< 4 (2k(k=1)g
| 2n
as claimed. O

Using the similar arguments as in the proof of Theorem 1, we can obtain the CCA-
security of Feistel2" [k, n] by composing two NCPA-secure ciphers.

B.3 Type-3 Feistel

We now prove the NCPA-security of Feistel3"[k, n]. We use the similar notations as those
in type-2 case. For i > k — 1, we say coll; occurs if there exists some s < k£ — 1 such that
Al [s] = Al[s] for some 1 < j < £. Similarly, we say that coll; occurs if B! *[s] collides
with A{[s] for some 1 < j < /fand 1 < s <k — 1. Define COLL; = coll; U coll; for any
k—1 < i <. The proof of Feistel3"[k, n] is similar to that of type-2 Feistel, except Lemma
17 is replaced by the following one.

Lemma 19. In the blockcipher Feistel3"[k,n], for any i € [k — 1;7] and any subset
S C [k,i— k+ 1], one has

2(k — 1)2¢

Pr{COLL; | MesCOLL,] < =,

where £ is the number of queries that has made to the cipher before the coupling.

Proof. We first analyze the event coll; and the proof for coll; is similar. We will show taht
the probability that two queries have the same input to fi+1, is at most (k — 1)/2™ for
any 1 < s < k — 1. Hence by the union bound and summing over j € [1;¢], the chance
that coll; happens is at most (k — 1)2¢/2™.

Fix s < k —1. Suppose that X, and X; have the same input to fiy1 s, i.e. Af+1[s] =
Al[s]. This is equivalent to f; (A 1[s]) @ AM[S +1] = fis(A_|[s) @ AL |[s+1]. If
A1s] # A?_[s], then the prior equation holds with probability at most 27" since f;
is uniformly random and independent of NgecgCOLL,. If Afﬂ [s] and A{_l equal, then
Als + 1) = A7 |[s + 1] must hold. Repeating this argument leads us to examine
at round i — ¢ for every ¢ < k, it should hold that A“T![s] = A7 [s], A"*1[s + 1] =



Yaobin Shen, Chun Guo, Lei Wang 455

Al [s41],..., A (s+¢) mod k] = AJ__[(s+c) mod k]. Eventually when this argument
arrive at round ¢ — k + 1, the outputs of these two queries at this round must be equal
which contradicts the hypothesis that X, and X, are two distinct queries. Hence by
the union bound the chance that X,;; and X; have the same input to fj41 s is at most

(k —1)/2". 0

We proceed to prove the NCPA-security of the inverse of Feistel3" [k, n], denoted by
Feistel3"[k,n]~!. Using Lemma 5 then yields the result. We follow a similar strategy as in
[HR10b], but bound the collision probability in a different way. Given f; : {0,1}"™ — {0,1}"
for every i < k— 1, let F = (f1,..., fr_1) define a permutation ®x over {0, 1}*" by
q)F(Al[l], ey Al[k]) = (142[].}7 N ,Ag[k]), where ‘Al[l]‘ =n, AQ[Q] = Al[l], and AQ[]] =
fi—2(Azlj —1]) ® A1[j — 1] for any 3 < j <k, and Ax[1] = fr_1(A2[k]) ® A1[k]. A type-5
Feistel cipher with r rounds is obtained by the r-fold composition of ®r permutations,
and will be denoted as Feistel5"[k,n] : K x {0,1}*" — {0,1}*". It has key space K =
(Func(n,n))*=D" and message space {0,1}*". We can see there exists a relation between
Feistel3"[k,n] ' and Feistel5”[k,n] : Rot™' o Feistel3" [k, n] o Rot is a Feistel5" [k, n] where
Rot denotes the right rotational shift by n bits. Since Rot is a public operation, it suffices
to bound the NCPA-security of Feistel5" [k, n].

We use the similar notations as in type-2 case. We say coll; occurs if there exists some
1 < j < ¢ such that A“™![1] = AJ[1], namely the first block of outputs at round i collides
with some previous block. Similarly we define the event coll; that B{t1[1] = A7 for some
1 < j <4, and let COLL; = coll; U coll;. For the first round, we couple the internal outputs
in processing of X, and Uyyq arbitrarily. For 2 <i <r and 1 < s <k — 1, we define

{7S(Bf+1[s + 1]) as follows:

e if B{![s 4 1] has appeared in the set {A}[s +1],..., A{[s + 1]} (namely B{™[s + 1]
is not fresh), then fi”s(BfH[s + 1]) is defined according to previous queries;

o if A“![s4 1] has appeared in the set {A}[s+1],..., A¢[s+1]} (namely A" [s+1] is
not fresh) while Bf™! does not, then fi’Vs(BfH[s +1]) is chosen uniformly at random
from {0,1}";

e neither A“"[s 4 1] nor BS![s + 1] has appeared in the set {Al[s +1],..., A[s +1]},
then fi’ﬁs(Bf‘H[s +1]) is defined so that B [s +2 mod k] = A [s +2 mod kJ:

fl'/,s(BfH[S +1]) = fi,s(Af+1[s +1)) @ Affi [s+1] @ Bffll[s +1].

To bound the probability that this coupling method fails, we first prove the following
lemma.

Lemma 20. In the blockcipher Feistel5” [k, n], for any i € [1;7] and any subset S C [1,i—1],
one has
2(k - 1)t

2n

where £ is the number of queries that has made to the cipher before the coupling.

Pr[COLL; | NyesCOLL,] <

Proof. We first consider the event coll;. The event coll; says that A“*[1] = A7[1], namely
Fir—1 (AT [K]) © AT (K] = finn (A][K]) © A]_ k).

Since Xy41 # X, there must exist some 1 < ¢ < k such that Afﬁ [c] # A{_l[c]. If
Al = A7 |[d for 1 < ¢ < k—1and A 1[k] # AJ_|[K], then apparently the above
equation cannot hold. So there must exist some 1 < ¢ < k — 1 such that A 1[c] # A7 [c].
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We will prove the above equation holds with probability at most (k — 1)/2™ by induction
on k. For k = 2, the equation

Fin (AT [2]) @ ATE(2) = fin(Al[2]) @ A, [2)
is equivalent to 4 ,
Fin(AZ D) @ A2 = fin (Al 1) @ Al [2]

which holds with probability at most 1 /2™ since there exist some 1 < ¢ < 2 such that
A1 [e] # A?_|[c]. Suppose the assumption holds for k = x — 1, we will prove that it is
also true when k = z. For k = z, the equation is

fia—1 (A7 a]) ® AT [2] = fiom1(A][2]) ® AL [2].
Since the assumption is ture when & = x — 1, namely the equation
A a] = A[2]

holds with probability at most (z — 2)/2". Thus for k = z, the targeted equation holds

with probability at most
z—2 1 z—1

on +2n_ on

since conditioned on A“"[z] # A?[x], the equation holds with probability 1/2" regardless
of the conditioned set NgegCOLLs. Hence the event coll; holds with probability at most
(k —1)/2". The analysis for the event coll; is similar and by the union bound, the event
COLL; holds with probability at most 2(k —1)/2™. O

We now bound the probability that the coupling fails and thus the NCPA-security of
type-5 Feistel. If at rounds i and i 4 1, for any 1 < s < k — 1, A“"'[s + 1] and B[54 1]
are both fresh, namely both never appeared in the set {Al[s + 1],..., A%[s + 1]}, and
Afi% [s + 1] and Bfill [s + 1] are also both fresh, namely both never appeared in the set
{AL  [s+1],..., A% | [s + 1]}, then according to above coupling rules, X, and Upyq will
share the same output at round 7 + 1 and thus any subsequent rounds. For 2 < ¢ < r
and 1 <s <k — 1, denote by BAD1, ; the event that Af"’l[s + 1] is not fresh. Note that

BAD1; ; is exactly the event coll;. Then we have

PI‘[BADIZ‘J \Y BADli’Q V...V BADlLk,ﬂ

k—1
< ) Pr[BADI;, | BADI;; A ... ABADI, .1
s=1
k—2)¢
< prap1, ]+ F 2
(k—1)¢ (k—2)¢
S T TR

where the third inequality is due to Lemma 20, and the second inequality is because
conditioned on BAD1,, 1, f;s(A“"[s]) is uniformly distributed in the set {0,1}" and
thus the probability that A [s + 1] = f; ;(AS1[s]) @ A1 [s] is not fresh is at most £/2".
Similarly for 2 <i <rand 1 < s < k—1, we denote by BAD2; , the event that Bf“[s +1]
is not fresh. For any ¢ > 2, by coupling these two ciphers at rounds 7 and i + 1, the
probability that X,,, and Uy41 do not share the same outputs at round ¢ + 1 is at most

Bk —12)¢
)=

(k=1 , (k=2

4
( 2n 2n
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Denote by Fail; the event that we fail to couple these two ciphers at round ¢ for ¢ > 3, so

thus we have
(8k — 12)¢

2TL

Pr[FaiIi] <

according to above analysis. Denote by Fail the probability that we fail to couple these
two ciphers at the end. Then following a similar procedure in the proof of type-1 Feistel,
we can obtain the NCPA-security result of type-5 Feistel, and thus the CCA-security of
type-3 Feistel.

Lemma 21. Let Feistel5" [k, n] be a type-5 Feistel cipher with r rounds, where r = 2t + 1.

Then .
n q ((8k—12)q
AdvF(e:ipsateIST[k,n](q) = t+1 ( on

Proof. From Lemma 1 and above analysis, for any £ < ¢ — 1, one has

e = pesal] < PriFaill

< Pr[ﬂ{zg,Faili]
< Pl‘[ﬂgzl Fai|2i+1]
t
< (8k — 12)¢ '
< Ton
By hybrid argument, we can get
qg—1
Adv;z:)sate|5r[k7n](Q) < ||M€ |
£=0
1

IN
=}
|
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E
|
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IN

((Skz—nu)y /qutdx
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as claimed. O
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