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The Functional Graph of Random Mappings (FG)

Letf & Fn. FGy is a directed graph, whose nodes are
0...N — 1 and edges are (x,f(x))
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Statistical Properties of Functional Graph [FO89]

U

Seen from node zg:
zo I T6 X7
“> -7*e @ tail length of xg is A(zo) =7

7 T14

# Components = 3
{®@}: 13 cyclic nodes

{®}: 20 terminal nodes

{®, @}: 44 image nodes
Max. cycle length p™%" =8
Max. tail length A" =11
Max. rho-length p™** =19

xg ’ggl cycle length of z¢ is p(zg) =8

rho-length of xq is p(z¢) = AMxo) + p(zo) = 15

. . . on
+ # Components: 0.5 - # Image notes: 0.62 - 2
* # k-th iterate image notes: (1 — 7% )N

« # Cyclic nodes: 1.2 - 2/2 )
ye 1.c rodes where the 74 satisfies the recurrence
* # Terminal nodes: 0.37 - 2" 70 =0, Tepq = e 1T,
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Statistical Properties of Functional Graph [FO89]

PR

Seen from node zg:
Zo 1 Te T7
“> -7*e @ tail length of g is A(zo) =7

7 T14

# Components = 3
{®@}: 13 cyclic nodes

{®}: 20 terminal nodes

{®, ®}: 44 image nodes
Max. cycle length ™% =8
Max. tail length A" =11
Max. rho-length p™** =19

xg ’1’11 cycle length of zg is pu(zg) =8

rho-length of xq is p(z¢) = Mxo) + p(zo) = 15

* Tail length (\): 0.62 - 2/2
* Cycle length (1): 0.62 - 2/2
* Rho-length (p): 1.2 - 2"/2

* Tree size: 0.34 - 2"
* Component size: 0.67 - 2"

« Predecessors size: 0.62 - 27/2
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Statistical Properties of Functional Graph [FO89]

PO S

Seen from node zg:

- Ty I Te T7
f.f"gpsnce;fs e o > --3e—e tail length of zy is A(zo) = 7
: yclic n 3 Tr T
{@}: 20 terminal nodes g
{®, ®}: 44 image nodes Tg y14 A
Tax. ¢ mar _ g| 2
Max. cycle length 1 8| o0 13 zg "g'Zfl cycle length of zq is p(zg) =8

Max. tail length \™** =11 wl%r

Max. rho-length p™® =19 rho-length of z is p(zg) = A(mo) + p(xo) = 15

* r-nodes: N -e~1/r!
« r-predecessor trees: N - t.e~!/r!

« r-cycle trees: \/7N/2 - t,e”!/r!

* r-cycles: 1/r
* r-components: ¢,e” " /r!
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Statistical Properties of Functional Graph [FO89]

PO S

Seen from node zg:
Ty T

6 7
0 ~> -~ 2@ @ tail length of zg is A(zo) =7

L7 Ti14

# Components = 3
{®}: 13 cyclic nodes
{@}: 20 terminal nodes g
{®, ®}: 44 image nodes Tg
Max. cycle length p™%* =8| Z10
Max. tail length A" =11 w“x
Max. rho-length p™** =19

U14 )

Ts "g'Zfl cycle length of zq is p(zg) =8

rho-length of z is p(xo) = A(wo) + pu(xo) = 15

« E{u"* | Fy} =0.78 - 2/2 )
. E{)\max ’ ]:N} 174 . o0/ . E{treela gest | ]:N} —0.48 - 2"

E{p" | Fy} 2'41 on/2 « E{component’®2! | F} = 0.76 - 2"
° N = . .
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Cryptographic Hash Functions

* A hash function # : {0, 1}* — {0, 1}"" maps a message of
arbitrary length to a digest of fixed length n-bit.

Collision Resistance Preimage Resistance Second-Preimage Resistance
] woos
H H H
HM) = HM) H(M) =V HM) = HUM)
on/2 on on

Credit: Bart Preneel
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Underlying Construction - Iterative Hash Functions

* The Merkle-Damgérd construction (MD) [Mer89; Dam89]:
Padding and dividing M = my ||mz|| ... [|mz, my, is encoded with
|M| (length padding or Merkle-Damgard strengthening):

\;\.h \\‘>"h"ﬂ(M)

ZCL 1 L

8
=

Zo
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Hash-based MACs

* Message Authentication Codes (MACs): symmetric method to
provide authenticity

* One approach: Use hash functions with key K

my ma mr_1 mr,

I l l

l
o h T h

T = MACy (M)

Credit: [LPW13]
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Hash-based MACs - Two Classical Designs
* NMAC:

NMAC (K0M17 Kin 9 M) = HKout (HKM (M) ) °
« HMAC:

HMAC(K, M) = H(K & opad || H(K & ipad||M)).

K @ ipad my mo mr,

LTr-1

Kip K & opad

HMAC ¢ (M)

HMAC with a Merkle-Damgérd hash function

Credit: [Guo+14]
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Security Requirement for Hash-based MACs

+ Key recovery resistance: recover the key > 2%

« State recovery resistance: recover the state > min(2¥, 2/)

« Forgery resistance: forge a valid tag of M > min(2*, 2)
+ Existential forgery: M is chosen by the adversary

* Selective forgery: M is committed on by the adversary
 Universal forgery: M is given to the adversary as a challenge
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Summary and Open Pro
000000

Security Requirement for Hash-based MACs

* Distinguishing-R:
e.g. distinguish HMAC from a PRF
* Distinguishing-H:
e.g. distinguish HMAC-SHA1 from HMAC-PRF
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Distinguishing-H (recall)

* Distinguishing-H:
e.g. distinguish HMAC-SHA1 from HMAC-PRF

Adv(A) = ‘Pr [A(MAcﬁg) - 1] ~ PrAMAcy) =1]|.
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Distinguishing-H (recall)

* Distinguishing-H:
e.g. distinguish HMAC-SHA1 from HMAC-PRF

Adv(A) = ‘Pr [A(MAcﬁg) - 1] ~ Pr[A(MACK) = 1]‘ .
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Statistical Properties of Functional Graph [FO89] (recall)

PO S

Seen from node zg:
Ty T

# Components = 3
{®}: 13 cyclic nodes
{@}: 20 terminal nodes g
{®, ®}: 44 image nodes Tg
Max. cycle length p™%* =8| Z10
Max. tail length A" =11 w“x
Max. rho-length p™** =19

T T7
> -~ 2@ @ tail length of zg is A(zg) =7
L7, Z14

Ts "g'Zfl cycle length of zq is p(zg) =8

rho-length of zq is p(z¢) = AM(xo) + p(zo) = 15

* Tail length (\): 0.62 - 2/2
* Cycle length (1): 0.62 - 2/2
« Rho-length (p): 1.2 - 2"/?

« E{u"* | Fy} =0.78 - 2"/2
« E{treese! | Fy} = 0.48 - 2"
« E{component/®#e | Fy} = 0.76 - 2"
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Statistical Properties of Functional Graph [FO89] (recall)

PO S

Seen from node zg:
Ty T

# Components = 3
{®}: 13 cyclic nodes
{@}: 20 terminal nodes g
{®, ®}: 44 image nodes Tg
Max. cycle length p™%* =8| Z10
Max. tail length A" =11 w“x
Max. rho-length p™** =19

T T7
“> -~ @ tail length of z¢ is A(zg) =7
L7, Z14

Ts _-aél cycle length of zq is p(zg) =8

rho-length of zq is p(z¢) = AM(xo) + p(zo) = 15

* Tail length (\): 0.62 - 2/2
* Cycle length (1): 0.62 - 2/2
« Rho-length (p): 1.2 - 2"/2

« E{u" | Fy} =0.78 - 2"/?
« E{treese! | Fy} = 0.48 - 2"
« E{component'®#e | Fy} = 0.76 - 2"
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Cycle-based Distinguishing-H Attack [LPW13]
O—>O offline of hjq) p
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Cycle-based Distinguishing-H Attack [LPW13]
O_>O offline of /) p

O_)O online M7 = mH[O]zl/2
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Cycle-based Distinguishing-H Attack [LPW13]
O_>O offline of /) p

O_)O online M7 = mH[O]zl/2
O—)O online My = mH[0]2I/2+”
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Cycle-based Distinguishing-H Attack [LPW13]
O_>O offline of /) p

O_)O online M7 = mH[O]zl/2
O—)O online My = mH[0]2I/2+”

0.76 X 1/2
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O_>O offline of /) p

O_)O online M7 = mH[O]zl/2
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0.76 X 1/2
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Cycle-based Distinguishing-H Attack [LPW13]
O_>O offline of /) p

OO online My = m|[0]2"*||[1]]|[0]2"*+#
O—>O online My = m|[0}2"*+4|[1])/[0)2">

0.76 X 1/2

X0.76 X 1/2 =~ 0.14
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Cycle-based Distinguishing-H Attack [LPW13]
O_>O offline of /) p

OO online My = m|[0]2"*||[1]]|[0]2"*+#
O—>O online My = m|[0}2"*+4|[1])/[0)2">

0.76 X 1/2

X0.76 X 1/2 =~ 0.14
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Cycle-based Distinguishing-H Attack [LPW13]
O_>O offline of /) p

OO online My = m|[0]2"*||[1]]|[0]2"*+#
O—>O online My = m|[0}2"*+4|[1])/[0)2">

0.76 X 1/2

X0.76 X 1/2 =~ 0.14

Adv(A) = (0.14 — 27//?| = 0.14
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Statistical Properties of Functional Graph [FO89] (recall)

PO S

Seen from node zg:
Ty T

# Components = 3
{®}: 13 cyclic nodes
{@}: 20 terminal nodes g
{®, ®}: 44 image nodes Tg
Max. cycle length p™%* =8| Z10
Max. tail length A" =11 w“x
Max. rho-length p™** =19

T T7
> -~ 2@ @ tail length of zg is A(zg) =7
L7, Z14

Ts "g'Zfl cycle length of zq is p(zg) =8

rho-length of zq is p(z¢) = AM(xo) + p(zo) = 15

* Tail length (\): 0.62 - 2/2
* Cycle length (1): 0.62 - 2/2
« Rho-length (p): 1.2 - 2"/2

« E{u"* | Fy} =0.78 - 2"/2
« E{treese! | Fy} = 0.48 - 2"
« E{component/®#e | Fy} = 0.76 - 2"
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Cycle-based State Recovery Attack [LPW13]

O_>O offline of kg p
O—>O online M1 = m|[0]2"* |I[1][[0]2"*+»
O—O ontine M5 = m|[0]2>+4|[1]j|[0]2"*
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Cycle-based State Recovery Attack [LPW13]

O—»O offline of hjg) p

O—O online My = m|[o]X||[i]]}[0]27*+# 2. X' + (X1 + X2)/2, query with M) and M

Binary Search: . X7 < 0, Xo + 2!/2

O—O online My = ml|[o]¥'+#||[]]|[0]2"% 3. X2 + X' if collide, X; X" other, go to 2.
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Entropy Loss of Chain Evaluation

Lemma 1 ([DL17], Lemma 1)

Let s < 1/2 be a non-negative integer. Let f be a random function
over the set of 2! elements. Then, the images of two arbitrary inputs to
f? collide with probability of about 27!, i.e.,

P, [f? (x) = /7 (v)] = ©(2°7).
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Statistical Properties of Functional Graph [FO89] (recall)

e e

# 6-th iterate image nodes {@}: 20
Theoretical value: 27~1082(k)+1 — 96-log:(6)+1 ~ 97 33

A k-th iterate image node in the . .
functional graph of a random mapping # k-thiiterate image nodes (1 — 7¢)N,

£ € Fy is an image of the k-th iterate where the 7, satisfies the recurrence
N - _
Tk off T0 =0, Thp1 = e 117k,
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The Expected Number of k-th Iterate Image Nodes in FG

Lemma 2
Let f be a random mapping in Fy. Denote N = 2". For k < 2"/2, the
expectation of number of k-th iterate image nodes in the functional

graph of f is

It suggests that limy_, oo k - (1 — 74) = 2. Thus,

lim (1—74) N~ on—logy () +1
N—00,k—00,k</N

where Ty, satisfies the recurrence 1o = 0, Tyy1 = e 7 and cis a
certain constant.
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State Recovery Attack Based on Reduction of Image-set

2t

Size [DL17]

[0}25 {2* known images} )
: [0 {2% unkown images}
s : o % :
: - AL :
} 20 ! 1 9s {
Offline structure Online structure

We detect (off-line) a match between 2! off-line known states () with 2%

on-line unknown states (#) using the diamond filter built on-line.
Step 1: 20+s — 9l—u Step 2: QuFSs 1y 2s+u/2+l/2
Step 3: 2/1%.y =2/~ .y Total complexity: O(2/=*) for s < 1/5;
Optimal complexity 4//5 when s = 1/5.
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Entropy Loss of Collision Search [LPW13; DL17]

25-length 25-length
$ o_o_o_o_/- $ H_o_o_/
2W iw
2t § 2t S
e SREREE
$ $
' Same-offset collision ; Free-offset collision

Suppose the iteration functions are all identical, and 2125 < 2/

* For same-offset collisions: * For free-offset collisions:
« Expected number: 22+5~/ « Expected number: 22(+5)~/
» Complexity to get 2¢: 2//2+5/2+¢/2 « Complexity to get 2¢: 2//2+¢/2
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Entropy Loss of Collision Search [LPW13; DL17]

2%-length 2%-length
$ iy $ s
$ o—o—o—o—/. $ n—o—o—o—r/-
el o
$ $
2t ot
$ $
$ al $ ol
$ .—0—/- $ 0—0—0/'
$ $
Same-offset collision Free-offset collision

Lemma 3 ([DL17], Lemma 3)

Let x and y be two random collisions found by a collision search
algorithm using 2' chains of length 2°, with a fixed I-bit random
function f such that 2s +t < I. Then Pr[x = y] = ©(2%~/).
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The Expected Number of k-th Iterate Collision Nodes

e e

# 4-th iterate collision nodes {@}: 4
Theoretical value: ~ 2725 = 26-4 = 4

Definition 4 (k-th iterate collision node)

A k-th iterate collision node in the functional graph of a random
mapping f* € Fy, is an r-node (a node of in-degree r), where r > 2
and at least two of its pre-images are k-th iterate image nodes.
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The Expected Number of k-th Iterate Collision Nodes

Theorem 5 ([FO89))

The expected number of r-nodes (a node of in-degree r) is N - e=' /7.
The expected total number of collision nodes (0-th iterate collision
nodes) in the functional graph of a random mapping f € Fy is
(1-2-e1)-N=0.2642-N.

Lemma 6

Denote N =2". For N = oo, k — oo and k < 2”/2, the expected
number of k-th iterate collision nodes in the functional graph of a
random mapping f € Fy is O(k=2 - N).
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000@000

State Recovery Attack Based on Collisions [DL17]

[0]2°  {2¢=!=2s collisions} ) [0]2° {1 collisions}
s > [2] ; o
e o / I gk
2l725 $ g—/ §>C> 2t /T ":
" : : o
———— I . : 9k
f 2% { 1t 2% + {
Offline structure Online structuré
Step 1: 275 4 2(c+D)/2 5 9l—s . l
Step 2: 2tts 4 g.25 = 20+s)/2 4 5.9 2C{Ik é §
I |
T

Step 3: 2¢ts = ol—s
Total complexity: O(2!=%) if s < 1/3
Optimal complexity: O(31/4) when s = 1/8.

14 2% {
Matching (online)
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Universal Forgery Attacks Based on Cycles and
Height [PW14; Guo+14]

Online structure

Y = { 2/=% nodes in FGhy }

Only match elements in X and elements in Y at same height (same color impling same height).
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Universal Forgery Attacks Based on Chain and
Collisions [DL14; DL17]

{227S points}

{2[725 images (Q)}

C A T
S \k Teegee —
Jv= Q@L
” X

= 22 —

— 22 —
Online structure Offline structure

We efficiently detect a match between the challenge points () and the offline structure,
by first matching X () and Y (e).

Total complexity: O(2/~*) for any s < /7.
Optimal complexity: 26//7, obtained when s = //7.
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Universal Forgery Attacks Based on Chain and
Collisions [DL14; DL17]

(0"
rad
28 C.r"l o*
T L—c .
A L {2 pomts}
Ik Wad T —
= 2% i 2° | ; - — {25 “images (a)}
* {2¢ colllslons}

m% Ee Dl N

2o — 14— 2°—

F— 28 — F— 2% —
Online structure Offline structure

We match the known points in X () and Y (e) in order to detect a match between
the challenge points (s) and the offline structure.

Total complexity: O(2/~%/?) for any s < 21/5.
Optimal complexity: 24/°, when s = 21/5.
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Outline

Attacks on Hash Combiners Based on FG
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Hash Combiners

An approach to construct a secure hash function

* Security amplification
the combiner is more secure than its underlying hash functions;

* Security robustness
the combiner is secure as long as any one of its underlying hash

functions is secure
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Hash Combiners - Parallel

o 1:|i )

mq mao cee m;
Ho (M)
A% e .
Yo Y1 cee Yi—1 Yr—1

* XOR combiner:

Yi
vy 4,::1,0 hy = h1|>—>”‘ v h1|>—>mi R ) b\?’tl(M)
mr,
h |>—> hzl.—yyl cee

« Concatenation combiner:

D> H(M)

_Lhy

my mo

vs Yo )hz Y1 2 Yi—1
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Expected Security of Hash Combiners Before 2004

Digest Collision Preimage Second Preimage
Size Resistance Resistance Resistance
Ideal H n 2n/2 2" 2"
Ideal
2n on 22n 22n
Hil|H2
Ideal
n 2n/2 2" 2"
H1DH2
T
birthday bound

T
half of digest size full digest size
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Second-Preimage Attack on Concatenation Combiner

Goal:

vy o haj o ha f— o hy
vy —
g T
m/ my mhma
AN )
2 Yo L_zj Y1 L_U e Yi—1 2
A ha h2l ha
" 2J) v, 2 v,
my me

My, E

Tr-41 7'[1(M)
mL — — H(M)
H2 (M)
Yi Yr—-1
My Mpi1

oo ()
ar

- Step 1
- Step 2
- Step 3
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The k-th Iterate Image Nodes (deep iterates) in FG (recall)

e

# 6-th iterate image nodes {@}: 20
Theoretical value: 27~'082(k)+1 — 96-log:(6)+1 91 33

The expectation of number of k-th iterate image nodes is & 2"~ °¢2(F)+1

Lemma 7

Let f be an n-bit random mapping, and x{, an arbitrary point. Let D < 2"2 and
define the chain x; = f(x|_1) fori € {1,...,D}. Let xo be a randomly chosen point,
and define x; = f(xq—1). Then, foranyd € {1,...,D}, Prix; = xp] = O(d - 27").
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Second-Preimage Attack Based on Deep Iterates [Dinl6]

m - Step 1- Phase 1
- Step 2
ﬁ \ fee»—2-{ )t - Step 3}Phase 2
- Step 4
MH[]*d*Z - Step 5
N - Step 6}Phase 3
m
Nz
ag ap a ap—1 ap ar—1 &
m m m, m
Vs 1 2 p L %
bo br—1

Vs
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Second-Preimage Attack Based on Deep Iterates [Dinl6]

m - Step 1- Phase 1
- Step 2
ﬁ \ fee»—2-{ )t - Step 3}Phase2
- Step 4
MH[I*d*Z - Step 5
1w - Step 6}Phase 3
my,
1
ap a as ap_1 ap, a1 %
m m m, m
1V, 1 2 4 L
bo br—1

Vs

Phase 1: 2/ + 12 -2"/2 Phase2: 2"¢~/ Phase 3: 2%/2-3¢/2
(use 2¢-deep iterates, set g = n/5 + 21/5. Total: 267/5=3!/5if | < 3n/4)
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Preimage Attack on XOR Combiner Based on Deep
Iterates [Din16]

- Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Optimal complexity: 22%/3_ obtained when / = n/2.
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Preimage Attack on XOR Combiner Based on
Multi-Cycles [Bao+17]

- Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Optimal complexity: 25/ obtained when / = 5n/8.
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Second-Preimage Attack on Zipper Hash Based on
Multi-Cycles [Bao+17]

- Step 1
- Step 2
- Step 4 Mq
- Step 5
- Step 6 —
- Step 7 ~ 8 2
- Step 9 1S
Il
Il

“.—73‘ =2t

Optimal complexity: 23/, obtained when / > 2n/5 and I’ = 3n/5.
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Relations Between Properties Utilized in Various Attacks
and Properties of Functional Graphs

* Cycle search algorithm
+ output the cycle length and cyclic nodes
* two outputs collide with constant probability

* entropy loss is about / bits

* Chain evaluation algorithm

* output deep (2°) iterate nodes
* two outputs collide with probability 25~/

* entropy loss is about s bits
* Collision search algorithm

* output deep (2°) collision nodes
* two outputs collide with probability 225~/
* entropy loss is about 2s bits
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Summary on Generic Attacks against Hash-based MACs

o=

ool

[Nogicrconotd] o]

o
{xe

R

«« o+« Attack 1. Use the largest cycle [PW14]

—— Attack 2. Use shorter cycles [DL17]

~ = Attack 3. Use reduction of image-set size [DL17]

=« 9+« Attack 4. Use same-offset collision [LPW13]

—— Attack 5. Use free-offset collision + off-line filter [DL17]
= €= Attack 6. Use free-offset collision + on-line filter [DL17]

Complexity (logy (C) /1)

e e

IN W=
wie 5 B e o 5 e B8 o o B ER

o=

++ o+ Attack 1. Based on height [PW14]
—s#— Attack 2. Based on height [Guo-+14]

~ 4- Attack 3. Based on image-set reduction [DL17]
—— Attack 4. Based on collisions [DL17]

Limited maximum length of messages (logy (L) /1)

1

2

i 7
21

35
21

11

21

vl -

e

3
8

ool -
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wl

Limited maximum length of messages (log, (L) /1)

Summary and Open Pro
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00®000

Summary on Generic Attacks against Hash Combiners

Complexity (logy (C)/n)

[

W=

1 Az 1)
23 |
2
11 |
1 3.2

i
(33

3 5 5
P L s s

W= _.
wim 18 B oo oo BT stes ElS oren oo SIS El

—s¢— [LW15] Preimage on HAIFA H1 (M) & Ho (M), Tech. IS

—4— [Dinl6] 2nd preimage on MD H 1 (M) || Hz (M), Tech. SEM+FGDI

—— [Din16] Preimage on MD H 1 (M) & H2 (M), Tech. SEM+FGDI

—— [Bao+17] Preimage on MD H.1 (M) & H.2 (M), Tech. SEM+FGMC

= %= [Bao+17] 2nd-preimage on Zipper, Limit on L: 2"/2, Tech. SEM+MC+FGDI
—@— [Bao+17] 2nd-preimage on Zipper, No limit on L, Tech. SEM+MC+EGMC

+ e+« [And+09] 2nd-preimage on Hash-Twice, Tech. EM+MC+DS

L 111517 135111137 5 2173 195 7 1123

2472 8 6244243 81224224128 3244246 8 1224

Length of the preimage messages (logy (L) /n)
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Remarks on Approaches from Analytic Combinatorics

* Approaches from analytic combinatorics — the symbolic method,
generating functions, and asymptotic analysis

* Is it possible to use analytic combinatorics to directly get
asymptotic formulas for more special parameters (e.g., the
expected number of k-th iterate collision nodes)?

* Is it possible to build combinatorial models for other concerned
objects in cryptanalysis (e.g., the partial functional graph
restored by some probabilistic algorithm)?
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Thanks for your attention!
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