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The Functional Graph of Random Mappings (FG)

Let f
$←− FN . FG f is a directed graph, whose nodes are

0 . . .N − 1 and edges are 〈x, f (x)〉
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Statistical Properties of Functional Graph [FO89]

x1
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x9

x10
x11

x12

x13

x14

x0

# Components = 3
{ }: 13 cyclic nodes
{ }: 20 terminal nodes
{ , }: 44 image nodes
Max. cycle length µmax = 8
Max. tail length λmax = 11
Max. rho-length ρmax = 19

Seen from node x0:
x0 x1 x6 x7

tail length of x0 is λ(x0) = 7
x7x7

x8 x11

x14

cycle length of x0 is µ(x0) = 8

rho-length of x0 is ρ(x0) = λ(x0) + µ(x0) = 15

• # Components: 0.5 · n
• # Cyclic nodes: 1.2 · 2n/2

• # Terminal nodes: 0.37 · 2n

• # Image notes: 0.62 · 2n

• # k-th iterate image notes: (1− τk)N
where the τk satisfies the recurrence
τ0 = 0, τk+1 = e−1+τk .
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Statistical Properties of Functional Graph [FO89]
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x12

x13

x14

x0

# Components = 3
{ }: 13 cyclic nodes
{ }: 20 terminal nodes
{ , }: 44 image nodes
Max. cycle length µmax = 8
Max. tail length λmax = 11
Max. rho-length ρmax = 19

Seen from node x0:
x0 x1 x6 x7

tail length of x0 is λ(x0) = 7
x7x7

x8 x11

x14

cycle length of x0 is µ(x0) = 8

rho-length of x0 is ρ(x0) = λ(x0) + µ(x0) = 15

• Tail length (λ): 0.62 · 2n/2

• Cycle length (µ): 0.62 · 2n/2

• Rho-length (ρ): 1.2 · 2n/2

• Tree size: 0.34 · 2n

• Component size: 0.67 · 2n

• Predecessors size: 0.62 · 2n/2
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Statistical Properties of Functional Graph [FO89]
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x0

# Components = 3
{ }: 13 cyclic nodes
{ }: 20 terminal nodes
{ , }: 44 image nodes
Max. cycle length µmax = 8
Max. tail length λmax = 11
Max. rho-length ρmax = 19

Seen from node x0:
x0 x1 x6 x7

tail length of x0 is λ(x0) = 7
x7x7

x8 x11

x14

cycle length of x0 is µ(x0) = 8

rho-length of x0 is ρ(x0) = λ(x0) + µ(x0) = 15

• r-nodes: N · e−1/r!
• r-predecessor trees: N · tre−1/r!
• r-cycle trees:

√
πN/2 · tre−1/r!

• r-cycles: 1/r

• r-components: cre
−r/r!
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Statistical Properties of Functional Graph [FO89]
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# Components = 3
{ }: 13 cyclic nodes
{ }: 20 terminal nodes
{ , }: 44 image nodes
Max. cycle length µmax = 8
Max. tail length λmax = 11
Max. rho-length ρmax = 19

Seen from node x0:
x0 x1 x6 x7

tail length of x0 is λ(x0) = 7
x7x7

x8 x11

x14

cycle length of x0 is µ(x0) = 8

rho-length of x0 is ρ(x0) = λ(x0) + µ(x0) = 15

• E{µmax | FN} = 0.78 · 2n/2

• E{λmax | FN} = 1.74 · 2n/2

• E{ρmax | FN} = 2.41 · 2n/2

• E{treelargest | FN} = 0.48 · 2n

• E{componentlargest | FN} = 0.76 · 2n
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Cryptographic Hash Functions

• A hash functionH : {0, 1}∗ → {0, 1}n maps a message of

arbitrary length to a digest of fixed length n-bit.

Collision Resistance

? ?6=

H H

H(M) = H(M ′)

2n/2

Preimage Resistance

?

H

H(M) = V

2n

Second-Preimage Resistance

M ?6=

H H

H(M) = H(M ′)

2n

Credit:Bart Preneel
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Underlying Construction - Iterative Hash Functions

• The Merkle-Damgård construction (MD) [Mer89; Dam89]:

Padding and dividing M = m1‖m2‖ . . . ‖mL, mL is encoded with

|M | (length padding or Merkle-Damgård strengthening):

IV hx0

n
/

m1

/ b

hx1

n
/

m2

/ b

· · ·· · ·
n
/

· · ·

hxL−2

n
/

mL−1

/ b

hxL−1

n
/

mL

/ b

H(M)
xL

n
/
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Hash-based MACs

• Message Authentication Codes (MACs): symmetric method to

provide authenticity

• One approach: Use hash functions with key K

IK hx0

l
/

m1

/ b

hx1

l
/

m2

/ b

· · ·· · ·
l
/

· · ·

hxL−2

l
/

mL−1

/ b

gK
xL−1

l
/

mL

/ b

T = MACK(M)
xL

n
/

Credit: [LPW13]
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Hash-based MACs - Two Classical Designs

• NMAC:

NMAC(Kout,Kin,M) = HKout(HKin(M)).

• HMAC:

HMAC(K,M) = H(K ⊕ opad‖H(K ⊕ ipad‖M)).

IV h
l
/

K ⊕ ipad

/ b

hx0

l
/

m1

/ b

hx1

l
/

m2

/ b

Kin

=

· · ·· · ·
l
/

· · ·

hxL−2

l
/

mL

/ b

g
xL−1

l
/

IV h
l
/

K ⊕ opad

/ b

h
l

Kout

=

/

/

n

/

b

pad

gl
/ HMACK(M)

T

n
/

HMAC with a Merkle-Damgård hash function Credit: [Guo+14]
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Security Requirement for Hash-based MACs

• Key recovery resistance: recover the key ≥ 2k

• State recovery resistance: recover the state ≥ min(2k , 2l)

• Forgery resistance: forge a valid tag of M ≥ min(2k , 2n)
• Existential forgery: M is chosen by the adversary

• Selective forgery: M is committed on by the adversary

• Universal forgery: M is given to the adversary as a challenge
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Security Requirement for Hash-based MACs

• Distinguishing-R:

e.g. distinguish HMAC from a PRF

• Distinguishing-H:

e.g. distinguish HMAC-SHA1 from HMAC-PRF
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Distinguishing-H (recall)

• Distinguishing-H:

e.g. distinguish HMAC-SHA1 from HMAC-PRF

Adv(A) =
∣∣∣Pr [A(MAChK) = 1

]
− Pr [A(MACrK) = 1]

∣∣∣ .

hxi

l
/

[0]

/ b

xi+1

l
/ h[0]

f

xi

l
/

xi+1

l
/
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Statistical Properties of Functional Graph [FO89] (recall)

x1
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x4

x5

x6

x7

x8

x9

x10
x11

x12

x13

x14

x0

# Components = 3
{ }: 13 cyclic nodes
{ }: 20 terminal nodes
{ , }: 44 image nodes
Max. cycle length µmax = 8
Max. tail length λmax = 11
Max. rho-length ρmax = 19

Seen from node x0:
x0 x1 x6 x7

tail length of x0 is λ(x0) = 7
x7x7

x8 x11

x14

cycle length of x0 is µ(x0) = 8

rho-length of x0 is ρ(x0) = λ(x0) + µ(x0) = 15

• Tail length (λ): 0.62 · 2n/2

• Cycle length (µ): 0.62 · 2n/2

• Rho-length (ρ): 1.2 · 2n/2

• E{µmax | FN} = 0.78 · 2n/2

• E{treelargest | FN} = 0.48 · 2n

• E{componentlargest | FN} = 0.76 · 2n
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Cycle-based Distinguishing-H Attack [LPW13]

αf

m
αoαo

pad1

pad2

[1] pad

offline of h[0] µ

online M1 = m‖[0]2l/2

online M2 = m‖[0]2l/2+µ

online M1 = m‖[0]2l/2‖[1]‖[0]2l/2+µ

online M2 = m‖[0]2l/2+µ‖[1]‖[0]2l/2

0.76 × 1/2 ×0.76 × 1/2 ≈ 0.14

Adv(A) = |0.14− 2−l/2| ≈ 0.14
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Statistical Properties of Functional Graph [FO89] (recall)
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Cycle-based State Recovery Attack [LPW13]

α0

αo

αo

[1] pad

offline of h[0] µ

online M1 = m‖[0]2l/2‖[1]‖[0]2l/2+µ

online M2 = m‖[0]2l/2+µ‖[1]‖[0]2l/2

online M1 = m‖[0]X ′‖[i]‖[0]2l/2+µ

online M2 = m‖[0]X ′+µ‖[i]‖[0]2l/2

0.48
0.76

≈ 0.63

Binary Search: 1. X1 ← 0, X2 ← 2l/2

2. X ′ ← (X1 + X2)/2, query with M1 and M2

3. X2 ← X ′ if collide, X1 ← X ′ other, go to 2.



21/53

Functional Graph Preliminaries Attacks on Hash-based MAC Based on FG Attacks on Hash Combiners Based on FG Summary and Open Problems

Cycle-based State Recovery Attack [LPW13]

α0

αo

αo

[1] pad

offline of h[0] µ

online M1 = m‖[0]2l/2‖[1]‖[0]2l/2+µ

online M2 = m‖[0]2l/2+µ‖[1]‖[0]2l/2

online M1 = m‖[0]X ′‖[i]‖[0]2l/2+µ

online M2 = m‖[0]X ′+µ‖[i]‖[0]2l/2

0.48
0.76

≈ 0.63

Binary Search: 1. X1 ← 0, X2 ← 2l/2

2. X ′ ← (X1 + X2)/2, query with M1 and M2

3. X2 ← X ′ if collide, X1 ← X ′ other, go to 2.
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Entropy Loss of Chain Evaluation

Lemma 1 ([DL17], Lemma 1)

Let s ≤ l/2 be a non-negative integer. Let f be a random function

over the set of 2l elements. Then, the images of two arbitrary inputs to
f 2

s
collide with probability of about 2s−l, i.e.,

Prx,y[f
2s(x) = f 2

s
(y)] = Θ(2s−l).

$
f f f f f f f f

2s
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Statistical Properties of Functional Graph [FO89] (recall)

# 6-th iterate image nodes { }: 20
Theoretical value: 2n−log2(k)+1 = 26−log2(6)+1 ≈ 21.33

A k-th iterate image node in the

functional graph of a random mapping

f ∈ FN is an image of the k-th iterate

f k of f .

# k-th iterate image nodes (1− τk)N ,

where the τk satisfies the recurrence
τ0 = 0, τk+1 = e−1+τk .
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The Expected Number of k-th Iterate Image Nodes in FG

Lemma 2
Let f be a random mapping in FN . Denote N = 2n. For k ≤ 2n/2, the
expectation of number of k-th iterate image nodes in the functional

graph of f is

(1− τk) · N ≈ (
2

k
− 2

3

log k

k2
− c

k2
− · · · ) · N .

It suggests that limk→∞ k · (1− τk) = 2. Thus,

lim
N→∞,k→∞,k≤

√
N

(1− τk) · N ≈ 2n−log2(k)+1,

where τk satisfies the recurrence τ0 = 0, τk+1 = e−1+τk , and c is a

certain constant.
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State Recovery Attack Based on Reduction of Image-set

Size [DL17]

$
2t

2s

Offline structure

[0]2
s {2t known images}

Ik

[i]

2u

1 2s

Online structure

[0]2
s {2u unkown images}

t+ u = l − s

We detect (off-line) a match between 2t off-line known states ( ) with 2u

on-line unknown states ( ) using the diamond filter built on-line.

Step 1: 2t+s = 2l−u Step 2: 2u+s + u · 2s+u/2+l/2

Step 3: 2t+u · u = 2l−s · u Total complexity: Õ(2l−s) for s ≤ l/5;
Optimal complexity 4l/5 when s = l/5.
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Entropy Loss of Collision Search [LPW13; DL17]

2s-length

2t

$

$

$

$

$

$

$

$

Same-offset collision

2t

$

$

$

$

$

$

$

$

2s-length

Free-offset collision

Suppose the iteration functions are all identical, and 2t+2s ≤ 2l

• For same-offset collisions:

• Expected number: 22t+s−l

• Complexity to get 2c: 2l/2+s/2+c/2

• For free-offset collisions:

• Expected number: 22(t+s)−l

• Complexity to get 2c: 2l/2+c/2
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Entropy Loss of Collision Search [LPW13; DL17]

2s-length

2t

$

$

$

$

$

$

$

$

Same-offset collision

2t

$

$

$

$

$

$

$

$

2s-length

Free-offset collision

Lemma 3 ([DL17], Lemma 3)

Let x̂ and ŷ be two random collisions found by a collision search

algorithm using 2t chains of length 2s, with a fixed l-bit random
function f such that 2s+ t ≤ l. Then Pr[x̂ = ŷ] = Θ(22s−l).
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The Expected Number of k-th Iterate Collision Nodes

# 4-th iterate collision nodes { }: 4
Theoretical value: ≈ 2n−2s = 26−4 = 4

Definition 4 (k-th iterate collision node)

A k-th iterate collision node in the functional graph of a random

mapping f ∈ FN , is an r-node (a node of in-degree r), where r ≥ 2
and at least two of its pre-images are k-th iterate image nodes.
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The Expected Number of k-th Iterate Collision Nodes

Theorem 5 ([FO89])

The expected number of r-nodes (a node of in-degree r) is N · e−1/r!.
The expected total number of collision nodes (0-th iterate collision
nodes) in the functional graph of a random mapping f ∈ FN is

(1− 2 · e−1) · N = 0.2642 · N.

Lemma 6
Denote N = 2n. For N →∞, k →∞ and k ≤ 2n/2, the expected
number of k-th iterate collision nodes in the functional graph of a

random mapping f ∈ FN is Θ(k−2 · N).
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State Recovery Attack Based on Collisions [DL17]

$2l−2s

2s

Offline structure

[0]2
s {2c=l−2s collisions}

Ik

gk
gk
gk
gk

gk
gk
gk
gk
gk

[i]

2t

1 2s

Online structure

[0]2
s {1 collisions}

Step 1: 2l−s + 2(c+l)/2 ≈ 2l−s

Step 2: 2t+s + s · 2s = 2(l+s)/2 + s · 2s
Step 3: 2c+s = 2l−s

Total complexity: O(2l−s) if s ≤ l/3

Optimal complexity: Õ(3l/4) when s = l/8.

Ik2c

1 + 2s

Matching (online)
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Universal Forgery Attacks Based on Cycles and

Height [PW14; Guo+14]

x1

x2

x2s−1

x2s

αf

αo

[1] block

padded

block

αf

αo

[1] block

padded

block

αf

αo

[1] block

padded

block

αf

αo

[1] block

padded

block

λ(x1)

λ(x2)

λ(x2s−1)

λ(x2s )
X = {2s internal states}

xi
filter pair for xi

Online structure

Offline structure

Y = { 2l−s nodes in FGh[0]
}

Only match elements in X and elements in Y at same height (same color impling same height).
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Universal Forgery Attacks Based on Chain and

Collisions [DL14; DL17]

Improved Generic Attacks Against Hash-based MACs and HAIFA 25

1. (online) Query the oracle with 2s messages Mi = C|i ‖ [0]2
2s−i. Denote

the set of (unknown) final states of the chains by Y . Build an online
diamond filter for all states in Y .

2. (offline) Compute a structure of chains containing a total of 2`−s points.
Each chain is extended until it cycles or collides with a previous chain.
Consider the set X of the 22s-iterates of f (namely images of f2

2s

in the structure). According to Lemma 2, this set contains (no more
than) about 2`−2s distinct points. Build an online diamond filter for
X.

3. (offline) Match all the points x ∈ X with the 2s points in Y .
4. (offline) For each match between x ∈ X and an online state in Y

(obtained using Mi), use an additional matching algorithm to test
the actual message C|i: call the binary search matching algorithm
(Algorithm 1) with:

• input message Mi = C|i ‖ [0]2
2s−i;

• the tree rooted at x (obtained by disconnecting the edge between x
and f(x) from the graph and considering all the points that merge
into x);

• and distance 22s − i.
If the algorithm returns a match y′, then with high probability the
state obtained after processing C|i is equal to y′.

Ik
2s 22s−2s

2s
C

Online structure Offline structure

22s22s

{2`−s points}
{2`−2simages ( )}

We efficiently detect a match between the challenge points ( ) and the offline structure,
by first matching X ( ) and Y ( ).

Algorithm 1: Binary search matching
Inputs: distance d, message M of length d′ > d whose last d blocks are
zero, tree of chains computed with the zero block that merge into the
root x
Output: node y in the tree with distance d to x that is equal to the state
reached after evaluating M|d′−d (NULL if y does not exist)

1. Denote by Size(u) the number of nodes in the tree whose root is u.
Traverse the tree rooted at x (backwards) for at most d steps until a
leaf or a collision is encountered:

Total complexity: Õ(2l−s) for any s ≤ l/7.

Optimal complexity: 26l/7, obtained when s = l/7.
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Universal Forgery Attacks Based on Chain and

Collisions [DL14; DL17]

28 Itai Dinur, Gaëtan Leurent

state reached after Mi is known, because the state reached after W is
already known. We denote the set of those states as X.

4. (offline) Compute a structure of chains containing a total of 2`−c points.
Each chain is extended until it cycles or collides with a previous chain.

5. (online) For each offline point in the structure y which matches a point
in X (corresponding to Mi), call the binary search matching algorithm
(Algorithm 1) with inputs:
• message Mi;
• the tree rooted at y (obtained by disconnecting the edge between y

and f(y) from the graph and considering all the points that merge
into y);

• and distance 2s+1 − i.
If the algorithm returns a match y′, then with high probability the
state obtained after processing C|i is equal to y′.

Ik
2s 2s

2s
C

[0]∗

Ik

2v

2s 1 2s−1

W

[i] [0]∗

Online structure

{2c collisions}

Offline structure

2s2s

{2`−c points}
{2`−simages ( )}

We match the known points in X ( ) and Y ( ) in order to detect a match between
the challenge points ( ) and the offline structure.

a In case s > `/3, we first recover the last computed state of a message of size 2`/3,
and then complement it arbitrarily to a length of 2s.

Analysis. In Step 3 of the attack, we find 2c collisions between pairs of chains,
where the prefix of one chain in each pair is some challenge prefix C|i. Thus,
the 2c collisions cover 2c such challenge prefixes, and moreover, the offline
structure computed in Step 4 contains 2`−c points. Thus, according to the
birthday paradox, with high probability the offline structure covers one of the
states obtained after the computation of such a prefix C|i. Since iterate 2s+1− i
of C|i is also covered by the offline structure,6 then the state corresponding to
C|i will be recovered in Step 5.

In order to calculate the value of c, note that the online structure computed
in Step 1 contains 2s chains, each of length at least 2s, and thus another
arbitrary chain of length 2s collides with one of the chains in this structure
at the same offset with probability of about 22s−` (see Lemma 1). Since the

6 This occurs with high probability, and can be shown by analyzing the cycle structure of
the graph as in the previous attack.

Total complexity: Õ(2l−s/2) for any s ≤ 2l/5.

Optimal complexity: 24l/5, when s = 2l/5.
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Outline

Functional Graph

Preliminaries

Attacks on Hash-based MAC Based on FG

Attacks on Hash Combiners Based on FG

Summary and Open Problems
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Hash Combiners

An approach to construct a secure hash function

• Security amplification

the combiner is more secure than its underlying hash functions;

• Security robustness

the combiner is secure as long as any one of its underlying hash

functions is secure
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Hash Combiners - Parallel

• Concatenation combiner:

IV1

IV2

h1x0

h2y0

m1

h1x1

h2y1

m2

· · ·· · ·

· · ·· · ·

· · ·

h1xi−1

h2yi−1

mi

· · ·
xi

· · ·
yi

· · ·

h1xL−1

h2yL−1

mL ‖

H1(M)

H2(M)

H(M)

• XOR combiner:

IV1

IV2

h1x0

h2y0

m1

h1x1

h2y1

m2

· · ·· · ·

· · ·· · ·

· · ·

h1xi−1

h2yi−1

mi

· · ·
xi

· · ·
yi

· · ·

h1xL−1

h2yL−1

mL ⊕

H1(M)

H2(M)

H(M)
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Expected Security of Hash Combiners Before 2004

Digest

Size

Collision

Resistance

Preimage

Resistance

Second Preimage

Resistance

IdealH n 2n/2 2n 2n

Ideal

H1‖H2
2n 2n 22n 22n

Ideal

H1⊕H2
n 2n/2 2n 2n

⇑
birthday bound

half of digest size

︸ ︷︷ ︸
⇑

full digest size
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Second-Preimage Attack on Concatenation Combiner
Goal:

IV1

IV2

H1

H2

h1x0

h2y0

m1

h1x1

h2y1

m2

· · ·· · ·

· · ·· · ·

· · ·

h1xi−1

h2yi−1

mi

· · ·
xi

· · ·
yi

· · ·

h1xL−1

h2yL−1

mL ‖

H1(M)

H2(M)

H(M)

IV1

IV2

h1
x′
0

h2
y′
0

m′
1

h1
x′
1

h2
y′
1

m′
2

· · ·· · ·

· · ·· · ·

· · ·

h1
x′
i−1

h2
y′
i−1

m′
i

IV

IV

a1

m1

a2

m2

ap

mp

x

m′

M‖p−1

MEM

mp+1

aL
H(M)

mL

- Step 1

- Step 2

- Step 3
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The k-th Iterate Image Nodes (deep iterates) in FG (recall)

# 6-th iterate image nodes { }: 20
Theoretical value: 2n−log2(k)+1 = 26−log2(6)+1 ≈ 21.33

The expectation of number of k-th iterate image nodes is ≈ 2n−log2(k)+1

Lemma 7
Let f be an n-bit random mapping, and x′0 an arbitrary point. Let D ≤ 2n/2 and

define the chain x′i = f (x′i−1) for i ∈ {1, . . . ,D}. Let x0 be a randomly chosen point,
and define xd = f (xd−1). Then, for any d ∈ {1, . . . ,D}, Pr[xd = x′D] = Θ(d · 2−n).
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Second-Preimage Attack Based on Deep Iterates [Din16]
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/
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/
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M‖p−d−2

M‖p−d−2

- Step 1 Phase 1

- Step 2

- Step 3

- Step 4

Phase 2

- Step 5

- Step 6
Phase 3

Phase 1: 2l + n2 · 2n/2 Phase 2: 2n+g−l Phase 3: 23n/2−3g/2

(use 2g-deep iterates, set g = n/5 + 2l/5. Total: 26n/5−3l/5 if l < 3n/4)
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Second-Preimage Attack Based on Deep Iterates [Din16]
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Phase 2

- Step 5

- Step 6
Phase 3

Phase 1: 2l + n2 · 2n/2 Phase 2: 2n+g−l Phase 3: 23n/2−3g/2

(use 2g-deep iterates, set g = n/5 + 2l/5. Total: 26n/5−3l/5 if l < 3n/4)
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Preimage Attack on XOR Combiner Based on Deep

Iterates [Din16]

IV1
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Optimal complexity: 22n/3, obtained when l = n/2.
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Preimage Attack on XOR Combiner Based on

Multi-Cycles [Bao+17]
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Optimal complexity: 25n/8, obtained when l = 5n/8.
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Second-Preimage Attack on Zipper Hash Based on

Multi-Cycles [Bao+17]

a0 = IV

H(M) = a0

H1

H2

a1

m1

b1

m1

ap−1

bp−1

ap

mp

bp

mp

aL−2

bL−2

aL−1

mL−1

bL−1

mL−1

aL

mL

bL = xL

mL

x̃
m̄

ŷ
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Optimal complexity: 23n/5, obtained when l ≥ 2n/5 and l′ = 3n/5.
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Relations Between Properties Utilized in Various Attacks

and Properties of Functional Graphs

• Cycle search algorithm

• output the cycle length and cyclic nodes

• two outputs collide with constant probability

• entropy loss is about l bits

• Chain evaluation algorithm

• output deep (2s) iterate nodes
• two outputs collide with probability 2s−l

• entropy loss is about s bits

• Collision search algorithm

• output deep (2s) collision nodes
• two outputs collide with probability 22s−l

• entropy loss is about 2s bits
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Summary on Generic Attacks against Hash-based MACs
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Attack 6. Use free-offset collision + on-line filter [DL17]
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Summary on Generic Attacks against Hash Combiners
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[LW15] Preimage on HAIFAH1(M) ⊕ H2(M), Tech. IS

[Din16] 2nd preimage on MDH1(M)‖H2(M), Tech. SEM+FGDI

[Din16] Preimage on MDH1(M) ⊕ H2(M), Tech. SEM+FGDI

[Bao+17] Preimage on MDH1(M) ⊕ H2(M), Tech. SEM+FGMC

[Bao+17] 2nd-preimage on Zipper, Limit on L: 2n/2 , Tech. SEM+MC+FGDI

[Bao+17] 2nd-preimage on Zipper, No limit on L, Tech. SEM+MC+FGMC

[And+09] 2nd-preimage on Hash-Twice, Tech. EM+MC+DS
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Remarks on Approaches from Analytic Combinatorics

• Approaches from analytic combinatorics – the symbolic method,

generating functions, and asymptotic analysis

• Is it possible to use analytic combinatorics to directly get

asymptotic formulas for more special parameters (e.g., the

expected number of k-th iterate collision nodes)?

• Is it possible to build combinatorial models for other concerned

objects in cryptanalysis (e.g., the partial functional graph

restored by some probabilistic algorithm)?
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Thanks for your attention!
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