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Abstract. Butterfly structure was proposed in CRYPTO 2016 [PUB16], and it can
generate permutations over F2. from power permutations over Fon for odd n. After
that, a generalized butterfly structure was proposed in IEEE IT [CDP17], which can
generate permutations over Fa. from any permutation over Fon. There is also another
generalization which was given in [FFW17]. Up to now, three constructions based on
butterfly structure and Gold type permutations are proposed. In the present paper,
we give a construction which contains the three previous constructions as special cases
and also generates new permutations with good cryptographic properties. Moreover,
we give a characterization of the number of solutions of a special system of linear
equations in a more general way, which is useful to investigate the cryptographic
properties of quadratic functions obtained with butterfly construction based on Gold
exponents.
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1 Introduction

S(ubstitution)-boxes play an important role in symmetric ciphers since they serve as the
confusion part and in most cases are the only nonlinear components of round functions.
These boxes should possess low differential uniformity and high nonlinearity to resist differ-
ential cryptanalysis and linear cryptanalysis respectively. For efficiency of implementations,
S-boxes are often designed as permutations over Fom in practice, especially over Fozm in
most cases. Then, constructing permutations with low differential uniformity and high
nonlinearity is of particular interest in the study of cryptographic functions.

The functions with lower differential uniformity provide better resistance to differential
attack. The lower bound for functions on Fs» is 2, and the functions that achieve this
bound are called almost perfect nonlinear (APN) functions. So, APN permutations over
Fo2m would be good choices for S-boxes in cryptography. Hou proved that there are no
APN permutations over Fo4 and there are no APN permutations over Fo2» with coefficients
in Fom [HouO6]. Then, the existence of APN permutations over Fozm is a long-term open
problem on vectorial Boolean functions.

The breakthrough is the discovery of an APN permutation over Fos [BDMW10], which
is still the only known example of an APN permutation over Fo2m so far. It was constructed
by using CCZ-equivalence to the Kim function, which is 2% + 21 + g2?* and g is a root of
2% + 24 4+ 22 + z + 1. Following this approach, Yu et al. gave a matrix representation of
quadratic APN functions and got 8157 new quadratic APN functions over Fos [YWL14],
but none of them are CCZ-equivalent to permutations. The existence of APN permutations
over Foz2m with m > 4 remains open.
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In Crypto 2016, Perrin et. al. investigated the only known APN permutation over Fas
by the method of reverse-engineering. They found that the APN permutation over Fos has
a simple decomposition relying on 23 over Fos. Based on power permutations z¢ over Fan,
the open butterfly structure and the closed butterfly structure were proposed respectively
[PUB16]. They are functions over F3, and the open butterfly structure is a permutation
over F3, which is CCZ-equivalent to the closed butterfly structure [PUB16].

As a particular construction, the case of e = 3 - 2! was discussed in [PUB16]. It was
shown that when n is odd, the following quadratic function

V§ = ((z+ay)® +v°, (y + ax)® + 2°)

where o € F3,., has differential uniformity at most 4. Furthermore, the open butterfly
structure is the case of three round Feistel structure with round functions z3, z!/3 and
22 respectively when o = 1[PUB16]. The cryptographic properties of 3-round Feistel
structures with round functions 22 1, z1/('+1)  22'+1 was also presented in [LW14].
The case of e = 3 was generalized to e = 2° + 1 with ged(i,n) = 1 in [FFW17], and the

differential uniformity and nonlinearity of the following function
Vi = ((x +ay)? T4y (y +ax)? l’ﬂl)

are characterized.

Canteaut et al. generalized the power permutation z¢ to any permutation over Fan.
They demonstrated that the open butterfly structure and the closed butterfly structure
can be defined via R(z,y), where R(z,y) is a bivariate polynomial over Fan such that
Ry : z — R(xz,y) is a permutation over Fon for all y in Fon [CDP17]. The case of

R(z,y) = (z + ay)® + By’
was studied in [CDP17], and it was proved that the following functions
Vie(z,y) = ((z +ay)® + By’ (y + ax)* + a?) ,

has differential uniformity at most 4 and possesses the best known nonlinearity over Fozx
for n > 3 and odd, where a, 3 € F3, with 3 # (a+1)3. Also, it was proved that there is no
new APN functions from the above structure except for the quadratic APN function which
is CCZ-equivalent to a permutation over Fos. The algebraic degree of the corresponding
open butterfly structure was also given.

The core part of the proof of previous constructions relies on the determination of the
number of roots of a system of linear equations of the following type

a1x21: + a2 + b1y21i + boy = 0,
asz?’ + asx + byy® + by =0,

where a;,b; € Fan,1 < j < 4 are some particular elements derived from the differences of
special quadratic functions. This system was studied case by case in previous constructions
[LW14, PUB16, CDP17, FFW17].

In this paper, we investigate the number of solutions of the system of linear equations
above in a general way. For a;,b; € Fon with {a; : 1 < j <4} # {0} and {b; : 1 < j <
4} #+ {0}, we give a sufficient and necessary condition on the coefficients such that the
above system of equations has at most 22* solutions over F2,, where k = ged(i,n).

With this characterization, we discuss the case of

R(z,y) = (z +ay)* T+ By* T,
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which covers the previous constructions as special cases. We show that the functions over
F2,. of the following type

V%+1((£,y) _ ((IE + ay)gurl Jrﬁyzwrl’ (y+ax)21+1 +ﬂ:ﬂ21+1> ’

where «, 5 € F%,., has differential uniformity at most 4 and also possesses the best known
nonlinearity over F3, when n is odd, ged(i,n) = 1 and 8 # (a + 1)?> . The algebraic
degree of the corresponding permutation H%H is also calculated. The case when 7 and n
that are not coprime is also considered, and we show that differentially 4-uniform functions
V%‘H can be constructed for even n.

The paper is organized as follows. In Sect. 2, some preliminaries are recalled. In Sect.
3, several results concerning the number of solutions of a special system of linear equations
are given, which are very helpful to characterize the properties of quadratic functions
obtained with butterfly construction based on Gold exponents. In Sect. 4, the differential
uniformity, nonlinearity and algebraic degree of our constructions are investigated and the
corresponding experiment results are also demonstrated. In Sect. 5, the case when 7 and n
are not coprime is studied. A short conclusion is given in Sect. 6.

2 Preliminaries

Let F' € Fon[z], F is called differentially d-uniform if for any a € F5, and b € Fan,
F(z) + F(x +a) = b has at most ¢ solutions in Fon [Nyb93]. The Walsh transform of F' is

defined as
Ar(uw) = 37 (C1)EER@ ),

xEFon

where u,v € Fan. The linearity of F' is the highest magnitude of its Walsh coefficients:

L(F)= max_ |[Ap(u,v)|.

vEF,, ,u€Fan

The nonlinearity of F, which is defined as the minimum distance of the components of F’
to all affine Boolean functions of n variables, is related to the Walsh transform through
the following equality
1
NL(F)=2"""1— S L(F).

For F € Fan[z], NL(F) < 27~ — 2"%" [CV94]. Functions reaching this bound are called
AB (Almost Bent) functions and they only exist in Fan with odd n. For even n, the upper
bound is not tight. Finding the optimal upper bound in this case is still an open problem
and the best known nonlinearity is 2"~! — 2% [Dob98].

Let wy(j) denotes the Hamming weight of the binary expansion of j. The algebraic

n—1
degree of F(z) = ) cja? € Fon[z] is defined as the maximum Hamming weight of the
=0

binary expansion of j with ¢; # 0 [CCZ98], i.e., d°(F) = max; ., 20{w2(j)}. The functions
with algebraic degree 2 are called quadratic functions.

Fy, Fy € Fon[x] are called EA-equivalent, if there exist affine permutations A;, A €
Fan [z] and an affine function A3 € Fan[z], such that

Fi(z) = A1 (F2(A2(z))) + As(w).

A more general framework is introduced by considering graphs of functions [CCZ98]. Two
functions Fy, Fy € Fan 2] are called CCZ-equivalent if there exists an affine permutation
A over F3,, such that A(Gr,) = Gf,, where Gg, = {(z,F;(2)) | # € Fan},i = 1,2.
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Differential uniformity, nonlinearity and Walsh spectrum are invariants of both EA-
equivalence and CCZ-equivalence. However, algebraic degree is only preserved by EA-
equivalence.

Let F € Fan[z], the extended code C'r of F' is the linear code with parity check matrix

F(z)

For admissible maps Fy, Fy € Fan[x], F} and Fy are CCZ-equivalent if and only if C’Fl and
C'r, are equivalent [BDKMO09].

Definition 1. [PUBI16] Let o € Fan, e be an integer such that x¢ is a permutation over
Fon and Rgle, a be the keyed permutation

Rile,o](x) = (x + ak)® + k°.
The following functions

H (z,y) = (Réi[e’a](gg)(y),Ry[e,a](x)),
Vi(z,y) = (Ryle,al(z), Rele, al(y))

are called the Open Butterfly Structure and Closed Butterfly Structure respectively.

It was shown in [PUB16] that HY is a permutation over F3, and HY is CCZ-equivalent
to V&

Definition 2. [CDP17] Let R be a bivariate polynomial of Fan such that R, :  — R(z,y)
is a permutation of Fan for all y in Fan. The closed butterfly Vg is the function of F3,
defined by

VR(xv y) = (R(xu y)? R(y7 :E))

and the open butterfly Hg is the permutation of F2, defined by
Hi(e.) = (Rp1 ) (), By (2)),
where Ry (z) = R(z,y) and R, (Ry(x)) = « for any x,y.

Also, it was proved in [CDP17] that Hp is a permutation over F2,., and Hp is CCZ-
equivalent to Vg.

To discuss the nonlinearity of quadratic functions we recall a well-known result in
[CDP17] below.

Lemma 1. [CDP17] Let f be a quadratic Boolean function of n variables. Let LS(f)
denote the linear space of f, i.e.

LS(f) ={a € Fan : D, f(x) = ¢,V € Fan },

where ¢ € {0,1}. Then, s = dimLS(f) has the same parity as n and L(f) = 27"
Moreover, the Walsh coefficients of f take 2™~° times the value +2"° and (2™ —2n7s)
times the value 0.
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3 On the number of solutions to a special system of linear
equations
The following result is important in the present paper.

Theorem 1. [Blu0j] Let a,b € Fon, f(z) = 22t + az + b, and i be an integer with
ged(i,n) = k. Then N(f) € {0,1,2,2% + 1}, where N(f) is the number of roots of f in
Fon.

Lemma 2. Let a,b,c € Fan with {a,b,c} # {0}, i be an integer with ged(i,n) = k,
L(z) = az? +b2? + cx. Then the following statements hold.

1. Ifa # 0, then L(x) = 0 has at most 2%* solutions in F3.
2. Ifa=0,b#0, then L(z) = 0 has at most 2% solutions in Fy.
3. Ifa=0,b=0,c#0, then L(xz) = 0 has exactly 1 solution in F}.

Proof. 1. a # 0. Then az? +ba? +ex =0is equivalent to

24 b i
0 = 22 + =22 +Ex
a
_ aj(xzzl—l_i_bxz‘—l_’_c)
a a
2i_1y2iq1 D 9 €
= a|(z7) + -z T+ - .
a a

Let y = 22 ~'. According to Theorem 1, equation
v b ary + by =0
has at most 2% + 1 solutions in Fyn for any a1, b, € Fon. Note that, ged(i,n) = k. Then,
ged(28 — 1,27 — 1) = 28dm) 1 — ok

and hence J:_Qi_l = d has at most 2¥ — 1 solutions in Fan for any d € Fon. Therefore,
equation (z2 ~1)2+1 4 232 ~1 4 £ — 0 has at most (28 — 1)(2% + 1) = 22¥ — 1 solutions in
Fon. Thus, az?” +b2? 4 cx = 0 has at most 22k golutions in Fan.

2. a=0,b#0. Then az?® + ba? + cx = 0 is equivalent to

0=2a"+ %x =z (in_l + %) ,
which has at most 2% solutions in Fan, due to ged(i,n) = k.
3.a=0,b=0,c# 0. Then az?”’ +b2? + cz = 0 if and only if x = 0. O

According to the result above, we have the following theorem, which is helpful in the
characterizations of differential uniformity and nonlinearity of quadratic functions obtained
with the butterfly construction based on Gold exponents.

Theorem 2. Let A= “* % ,B = b b be two nonzero matrices over Fon,
az a4 bg b4

and i be an integer with ged(i,n) = k. Let

son=a( 2 oY)
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be a linear mapping from F2. to F3,. Then,
| ker(L(z,y))| < 2%

if and only if the following conditions hold.

1. When rank(A) = 1, and rank a1 az byoby =2.
az Qa4 b3 b4

2. When rank(A) = 2, and there does not exist A € F3,., such that
al)\QZ: asA |\ ( b1 bo )
a3)\21 a4)\ b3 b4 '

Proof. Let Li(z,y) = a1 + asa + biy® + bay, La(z,y) = azz® + asx + bay® + bay, we
need to characterize the number of solutions to the system of linear equations below

{ Ly(z,y) =0,
LQ(xvy) = O

Note that A is not a zero matrix, we divide the discussion into the following cases.
CASE 1. rank(A) = 1. Then without loss of generality, we suppose {a1, a2} # {0} and
there exists w € Fan, such that

1 0 ay az \ _ [ a1 a2
w 1 az ag )]\ 0 0 J°
By adding wLi(x,y) to La(x,y), the system of linear equations above is equivalent to
{ a1 + ayz + biy? + boy = 0, (1)
(b3 +wbi)y” + (bs + wha)y = 0. (2)
Then, L(zo,y0) = (0,0) if and only if y, satisfies Eq. (2) and z is a solution of
2

a1xr ' + asx + bly(Q)I + b2y0 =0.

According to Lemma 2, the equation above has at most 2* solutions in Fy» since {a1,as} #
{0} and gcd(i,n) = k. Therefore,

| ker(L(z, y))| < 2no,
where ng is the number of solutions to Eq. (2). Again, by Lemma 2, ng < 2* if and only if
{bs + wb1, by + why} # {0}.
Thus, |ker(L(z,y))| < 2%* if and only if there does not exist w € Fon such that

WLl(x,y) + LZ(‘rvy) = 07

rank @ ez bioby = 2.
a3 Qa4 b3 b4
CASE 2. rank(A) = 2. This means that A4 is non-singular. By multiplying A~! to the
following system of linear equations

() (5)-(0)

which is equivalent to
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(7))

we get

Let A7/'B=C = ( 21 22 ) Then we have
3 C4
o =y + ey and o= ey + ey, (3)
from which we obtain L o
Ay* +(a+c3)y® +ey=0. (4)

Thus, L(zg,y0) = (0,0) if and only if yg is a solution to Eq. (4) and g can be derived
uniquely by yo with Eq. (3). Therefore,

| ker(L(z,y))| = no,

where ng is the number of solutions to Eq. (4). According to Lemma 2, ny < 22* if and
only if _
{es,c1+cf e} # {0}

Therefore, |ker(L(x,y))| > 2%* if and only if
cs=ca=0,c1 =0},
which is equivalent to the existence of A € 3., such that
ar  az A2 0 b1 b2
. = AC =B = .
( as ag ) < 0 A ) ( by by >
We complete the proof. O

Lemma 3. Let A= | ‘1 * ) ,B = < b by ) be two matrices over Fon, and ¢ be
as Q4 b3 b4

an integer with ged(i,n) = k. Let

son=a(£ ) (¢

be a linear mapping from F3, to F3.. If
(a1bs + azby) # 0 or (agby + asbs) # 0,
then | ker(L(z,y))| < 22~.
Proof. Firstly, it should be noticed that A and B cannot be zero matrix. Suppose

a1bs + azby # 0.
al b1 _
rank (( as bs )) =2, (5)
Therefore, it always holds

a1 az bi by o
rank(( as ay by by ))—2.

Furthermore, equality (5) indicates that there does not exist A € F5,., such that

Then we have

a2 = by, and azA? = bs.
According to Theorem 2, we have
[ ker(L(z,y))| < 2%*.

The case of asby + a4bs # 0 can be proved similarly, and we complete the proof. O
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4 Cryptographic properties of Vf,:gl

Throughout this section, we always suppose that n is odd and ¢ is an integer with
ged(i,m) = 1. We focus on the cryptographic properties of butterfly structures

V2 @, y) = (R2 3 (2,y), RE F (y. 7)),

and _
H;El(xa y) = (Réi[2i+1,a75]@)(y)v Ry[QZ + 170575]@)),

where jogl(ac,y) = (z+ay)? ! + By2 1 and R,[2°+1,a, 8] (x) = Riigl(:my).
We only characterize the differential uniformity, nonlinearity of Vg;l and the algebraic

degree of szgl in this section since nggl and Hiizgl are CCZ-equivalent. Before the

discussion, we should notice that z2 +! is a permutation over Fyn when ged(i,n) =1 and

n is odd. Therefore, for any fixed y, Rii'gl is a permutation. Firstly, we have the following
useful lemma.

Lemma 4. Let n be odd and i be an integer with ged(i,n) = 1, o, € F5.. Let v =
2143, D=7va% +a, E=(a+ 1>+t + 8, F=a® +~ya. Suppose E # 0. Then the
equations

Dx* + E*x+D =0

and
2i+1

Fe? L B2 L F =0

do not have common solutions in Faon.
Proof. Firstly, we claim that D and F' cannot both be equal to zero. Otherwise, from

2

70<i—i—cy:O:oz2

i—l—’ya

we have v = a2l = a_(g_i_l). Then o2 ~! = 1 and hence a = 1 since ged(i,n) =1 and n
is odd. Therefore, v = a* ~! =1 and

B=a?t 4 y=14+1=0.

This contradicts 8 € F5.. Thus, the claim holds.
Assume z € Fgn is a common solution to the above equations and we have

(=2}
=

Dz? +E*2+ D=0 (
F27 4 B2 P =0 (

~
~—

Note that E # 0, then Eq. (6) is equivalent to

D\? o 5 (D\*

Dividing Eq. (7) by E? and adding to the equation above, we get

D\* F\ yu (D\® F
When (%)21 + % # 0, we have z = 1. But z = 1 does not satisfy Eq. (6) and Eq. (7),

since F # 0. This means that the theorem holds when (%)21 + % # 0.
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i

Now, suppose (%) + % = 0, which is equivalent to

D*E*+E* ' F=0. (8)
Substitute z + « to Eq. (6) and Eq. (7), we get

D(z—i—a)Qv—i—EQ(z—}—a)+D+Da2+E2a:O, _ )
Fiz+a)? +E2(z+a)? + F+ Fa*" + E2a* =0.

Note that v = a2 *! + 3, then

E>=3+ @+ 1) =24 a®" 4241

Hence,
D+ Do? + E*a = 'yazi + o+ 7012”“2 +a’ + 720+ o2 +ad+a
= ¥ (y+a® ) +ya(@® ! +9)
= (@ +ra)(y+a¥ T
= Fp,
and

= Aa+7a®)+ ¥ (v +a)
= (ya¥ +a)(y+a¥th
= Dp.

Therefore, Egs. (9) become

D(z+a)? +E*(z2+a)+FB=0, (10)
Fz+a)?" +E2(z+a)? + DB =0. (11)
Eq. (10) is equivalent to
it

D (z+ ) +E¥ (24 a)¥ + (FB)* =0.

Multiplying it by F' and adding to Eq. (11) multiplied by Dzi, we get

i+1

(E2 F—s—DQiEQ)(z—i—a)Qi _ D2i+1,6’+F2i+152i.

According to Eq. (8), we deduce that the previous expression is zero, implying that
D2i+1 _ F2i+1/82’é1

which is equivalent to
201

D = Fp>=,

201
due to ged(i,n) = 1 and n being odd. Then, F' # 0. Otherwise, D = Ff2*+1 = 0. A
contradiction, since we have proved that D and F' cannot both be equal to zero. Substitute
it to Eq. (8) and obtain

2 -
E? = F37.
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Plugging the above two equalities into Eq. (10), we have
FB2+1(z+a)* + FBz+i (2 +a)+ FB =0,
which is equivalent to
1 2
(z4a)> + 7 (z 4+ a) + 7+ = 0.

Dividing by 8%/ '+ we get

2+« 2 24+« 1
51/(2%1) + 51/(2i+1) -

2
24+« 24+«
Tr(l) = Tr ((ﬁl/@i“)) + /31/(241)) = 0.

This contradicts Tr(1) = 1 for odd n. O

which indicates

4.1 Differential uniformity of Vii‘gl
Theorem 3. Let n be odd, i be an integer with ged(i,n) = 1, a,B € F3. and B #
(a+ 1)%*t. Then the differential uniformity of
V2 (2, y) = (R2 3 (x,y), RS 5 (. 2))
is at most 4, where Rz:gl(a:,y) = (z+ay)? 1 4 By +L.
Proof. We need to prove that for any (a,b), (c,d) € F3. and (a,b) # (0,0), the equation
VI @) + V2 @+ ay +b) = (c,d)

has at most 4 solutions in F3,. For any fixed (a,b) # (0,0) € F3., denote L, ;(z,y) =
Vii;gl(x, y) + Vigl(:c +a,y +b). It is clear that L, is a linear mapping over F3, and
L, y(z,y) = (c,d) has no solutions or the same number of solutions as L, ,(z,y) = (0,0).
We demonstrate that L, ,(z,y) = (0,0) has at most 4 solutions in F3,., which is equivalent
to prove that the following system of linear equations

R2H (@, y) + B2 5 (@ + a,y +b) + R2 5 (a,b) = 0
RZ’F (y,z) + Ri‘gl(y +bx+4a)+ Ril"gl(b, a)=0

has at most 4 solutions in F3,. Let v = a2+l 4 B. Then the system of linear equations
above equals

{ (a+ ab)xT + (a+ ab)Qix + (aQia + 'yb)yzi Jr_(aazi + fybzi)_y =0 (12)

(va+ o2 b)x? + (va® + ab? )z + (ca+ b)y? + (aa +b)2'y =0.
Firstly, we claim that

(a+ab)(aa+b) = (ya+ a2ib)(o¢2ia + b)

(a+ ab)Qi (aa + b)2i (’ya2i + abZi)(aaQi + fbei)
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cannot hold simultaneously. By a simple computation, the above equalities become

(ya? —|—a)a + (7 +a? 2 +a? 4+ 1)ab + (7a2i +a)b? =0
(ya + a? ) 2 + (2 +a? 24 a2 + 1)a? b2 (’yonrazl)bTH =0.
When b = 0. Then a # 0, implying that the above equalities cannot hold simultaneously
since we have proved that 7042 + a and ya + o2’ cannot both be zero in Lemma 4.

When b # 0. Let y = 3 and divide the above two equalities by b2 and b2 respectively,
then we get

(10 + @)y’ +(7* + 07 +a? + Dy + (yo? +a) =0,
(va+a? )y + (12 + a2 + a2+ 1)y + (va+a?) =0.

According to Lemma 4, the above two equalities do not have common solutions in Fon.
Then the claim holds, and hence Eq. (12) has at most 4 solutions in F3, by Lemma 3.
Thus, L, s(z,y) = (¢, d) has at most 4 solutions in F3,. O

4.2 Nonlinearity of V2 1

Theorem 4. Let n be odd, i be an integer with ged(i,n) = 1, a, € F5. and B #
(a+ 1)+ Let R(z;gl(x,y) = (z+ay)? ' + By T1. Then the nonlinearity of
V2 (@) = (R2 3 (=), R2 5 (y, )

227171 _9n

s equal to , which is the best known nonlinearity over F3,.

Proof. We only need to prove that for (a,b), (c,d) € F3, with (a,b) # (0,0), it holds
Av((e,d), (a,b))] < 27+,

where

MW(le,d), (@) = 5 (~1)FEOVes et
z,y€Fn . o . . . .
= (—1)Tletb@ e (aatba®)e y (a0 tha)ay® H(a(@? F48) 1)y e tdy),
z,y€Fan

Let v = a2 *1 + 3, and
A:a+bfy,B:aa+ba2i’,C’:aa2i’+ba,D:a'y+b,

and _ _ , _
f(z,y) = Tr(Az* ' + B2y + Cay® + Dy> ).

Then, Av((c,d), (a,b)) < L(f). From Lemma 1, we consider the linear space of f and
determine dim LS(f). Let (u,v) € F3. , then

Dt = T U 0o+ 30
i <(B“27' +(Cu)?"" + Do? + (Dv)Q”_l)y) +e

for some ¢ € Fy. This implies that D, . f(z,y) is constant if and only if (u,v) satisfies

Au2i_ + (AU)QW%_ + Cv2i' + (Bv)Qnii_ =0,
Bu? + (Cu)?" "+ Dv* + (Dv)?" " =0.
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which is equivalent to

21' 22i 2L 22'i _
{A u® + Au+ C*v® + Bv=0, (13)

B2 2" + Cu + D2 2" + Dv =0.

Firstly, we prove that A = 0, B = 0,C = 0 cannot hold simultaneously. Suppose that
B = C =0, then there exists (a,b) € F3. with (a,b) # (0,0), such that

aa+a?'b= 0,
a?'a+ab=0.

2* .
det(( O;Z @ >>:(o<+oz2)2=O,
a?,  «

i.e. @ =1 and a = b since ged(i,n) = 1. Note that (a,bd) # (0,0), we have b # 0. Thus,

We deduce that

A=D=(y+1)b=pb#0.

This means A = B = C' = 0 cannot hold. Also, we can deduce that B=0,C=0,D =0
cannot hold at the same time. Then we have the following cases:
CASE 1. A=0. Then B =0 and C = 0 cannot hold simultaneously. Therefore,

A A 0 0
rank(( B2 C))rank<< B C >)1,
A A c? B 0 0 C* B
rank s s = rank s s = 2.
B> C D?¥ D B> C D?* D

According to Theorem 2, Eq.(13) has at most 4 solutions in F3, since n is odd and
ged(2i,n) = ged(i,n) = 1. It follows that dim LS(f) = 2.
CASE 2. A+ 0 and A2 C + B A = 0. Then,

2i
rank A i A =1.
B C
In this case, we claim that
2 2!
rank A ; A C ’ B =2. (14)
B> C D¥ D

A2 A ¥ B
B2 ¢ D¥ D

This means that there exists w € 3., such that

and

Otherwise, we assume

B? = A%y, C = Aw,D* = 0% w, D = Bu,
which is equivalent to

B=Aw?"" C=Aw,D = Aw?" L.
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This implies that there exists (0,0) # (a,b) € F., such that

W

s a)a+ (w2n7i7 + a2i)b 0

(w+ a2i)a + (wy+a)b=0
@ e+ @y + )b =0,
Therefore, the following matrix

W2y a, w2nﬂfy 1o
w + azl, wy + o
w2 T oy w2 T Ly ]

are not of full rank and hence the determinants of its sub-matrices of order 2 are all equal
to zero. By computing the determinants of the sub-matrices formed by the first two rows
and the first and last rows respectively, we have

1

2y ay)w + a® + o? =0,

(a + a217)w2nii + («
(oni + oz’y)wwfu'l + (v + 1)w2n7i fa+a¥y=0.
With the above two equations, we deduce

0 = ¥ ((a +a? )+ + a2i+1> + (P 4+ D Fatay

gn—i+1l

= (a+ayw F P+ +a® + 1) Fa+ay.

Similarly, from C = Aw and D = Bw, we also obtain

(a2i +ay)w? + (2 + oyt Dw + o + ay =0.
Let w = §2i. Then, ( satisfies
(a+a” )+ +a?+a?” +1(+at+a’y = 0
(@ +ay)? + (P +a?+a? + 1)+ +ay = 0.

Note that /2 +a2" +a2+1 = (B+(a+1)2+1)2 £ 0, then according to Lemma 4, the above
system of equations does not have solutions in Fan, a contradiction. Therefore, equality
(14) holds and by Theorem 2, Eq. (13) has at most 4 solutions in F3., i.e., dim LS(f) = 2.

CASE 3. A # 0 and A>C + B¥ A # 0. According to Theorem 2, we only need to
prove that there does not exist x € 5., such that

A¥ A\ _(C¢* B
B¥ k2" Ck D> D )’

C = Ax* B = Ak, D = Ck.

which is equivalent to

Assume that there exists k € Fy,. satisfying the above equalities, we have
A2 C 4 BY A= A2+ 4 A2+ =,

which contradicts the case condition that A2 C + B2 A # 0. Again, by Theorem 2, Eq. (13)
has at most 4 solutions in F3,, i.e., dim LS(f) = 2.

From the discussions on all the cases above, we always have dim LS(f) = 2. Thus,
2n+42

£(f) = 2%

= 2"+ by Lemma 1. We complete the proof. O
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4.3 Algebraic Degree of H2 +1

Note that Hil’gl is CCZ-equivalent to Vi zgl, then H2 “ is a differentially 4-uniform

permutation over F2, with the best known nonlinearity. In this subsection, we characterize
the algebraic degree of H2 ?3-1 The inverse of 3 modulo (2" — 1) and its Hamming weight
have been determined in [Nyb93] and [KS12], as recalled in the following lemma.

Lemma 5. [Nyb93, KS12] Let n be odd, i be a non-negative integer such that ged(i,n) = 1.

Then the compositional inverse of x> t1 over Fon is also a power function x%,

n—1
=

algebraic degree is ", where d = . 2%/"mod (2" — 1).
§=0

and its

We apply a similar method as that in [CDP17] to investigate the algebraic degree and
deduce the following result.

Theorem 5. Let n be odd, i be an integer with ged(i,n) = 1 and «, 8 € F5.. The algebraic
degree of the open butterfly

H2i+1($ ) _ 2i+1 2%“ 2i+1 2’i+1 2%“ 2i+l
op @y = y+a((z+ By” ) + ay) +B((@+ B8y ) +ay :

i 1
o 8 )

is equal to n or n+ 1. It is equal to n if and only if

ﬁ2i_1 (a2i_1 n O[2i+1 n 5) 2941 _ (1 I a2¢+1 I Ba2i_1)2i+1 .

The closed butterfly Vii;gl has algebraic degree 2.

Proof. The algebraic degree of Vigl is obviously 2. We only discuss the algebraic degree

of H2 (2, y) = (Fi(x,y), Fa(z,)).
Firstly, we consider the right side of the output

Fy(z,y) = (x4 py* 17+ + ay.
Its algebraic degree is mainly determined by
i 1
t(z,y) = (z + By* )=,

According to Lemma 5, we have

t(x,y) = Z H 522” (21 41)22%71 H x22ji ’

JC[0,(n—1)/2] jEJ jeT

——
deg<2|J]| deg=(n+1)/2—|J]|

where J is the complement of J in [0, (n — 1)/2]. The algebraic degree of each term is at
most equal to |J| + (n +1)/2. Thus, if [J] < (n — 1)/2, then the degree of corresponding
term is smaller than n. We focus on the case when |J| = (n —1)/2 or (n+1)/2, i.e., J =0
or {j} for some j.

CASE 1. z = (), the corresponding term is equal to Bﬁy and has degree 1.
CASE 2. J = {j} for some j € [0, (n — 1)/2], the term is equal to

T — xzw % ﬂﬁy « (5y277+1)2"71722ﬁ

2Jl . .
_ ﬁ21+1 « 1‘2211 % y(zn_l)_(z(2]+l)1+22jz_1).
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If j #0,(n—1)/2, we have
241 Z 0 ( mod n), (27 4+ 1)i Z 0( mod n),2ji #Z (2§ + 1)i ( mod n),

since n is odd and ged(i,n) = 1. Denote [ the unique integer r,0 < r < n such that
Il =qn+r with ¢ € Z. Then T has algebraic degree

n — 2ji, (2j +1)i > 2ji
n—(27+ 1), (25 +1)i < 2ji,

1+ n —wy (29D 4 9270 _ 1) = {

which is smaller than n.
If j =0,(n —1)/2, the corresponding terms equal to

i — i
mo(z,y) = BFA ay? 7

1 _on=1)%¢ _(n_1)i on_q1_o(n—1)i
ml(xay) = 621+1 .’1,'2 y2 12 )

and both with degree n. Note that 2(»~1% 2 1 (mod 2" — 1), since ged(i,n) = 1. Thus, F;
has degree n.

Then consider the left side of the output

Fi(z,y) = (y+altlz,y) +ay)” T + 8w y) +ay)”
Har, )2 (@24 4 8) g2 (L 4a2)2 4 o

i) (o2 (1+02) + Ba) + 32 tay) (1402 a+ ga?).
The degree of terms on the first line is at most 2. Denote the sum of second line by F’(x, ),

then F’( )
Z, i i
Y~ Coyt(a,y)® + Cry® t(x, y),

where ) v . _
Co=a? '+’ 4+ Band Cy =1+ +pa® L

Since t(z,y) has degree n, then Hiigl has degree at most n + 1 and at least n. We discuss

the terms in F; which may have dégree n + 1, (omitting the constant factors):
i i n_1y_ (92i__ i n_
ymo(z,y)* = 2* y@ DTNy m (2, y) = ay® !

on_1 x2(n—1)iy(2n71)7(2(7—;—1)1‘7211)

yma(w,y)? =y 7y ma(e,y) =
Note that 2i # 0 (modn) and (n — 1)i # i(modn), since n is odd and ged(i,n) = 1. Then
the term of degree n + 1 in F} is

n 2t 1
zy? 1 <Coﬁ2"+1 e Es 1)

g gyt 1 -1
= Yy [2i+1 CoB2+ +(C4 ).

Coymi (z,y)* + Cry? mo(z,y)

201

Thus, Hg’gl has degree n if and only if Cy2°+1 = C4, which is equivalent to
Ogi+162t1 _ CfiH.
Then we have
521'—1 <a2i—1 L a2t +5)

and we complete the proof. O

2i+1 . R 277+1
gi+! 2t 1
= (1 + « + Ba ) ,
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Similar to [CDP17], we also have the following remark to simplify the condition above.

Remark 1. Let 62'+1 = 3 then 6 is uniquely determined by 3 and the condition

2'+1 ; i\ 201
= (1 +a2" + Ba? 71)

521 (a2u1 12! Jrﬂ)

is equivalent to Z(«, 68) = 0, where
Z(a,0) = o 4 a2 "L(E7 1 4 7 4 g2 1a2 4 g2 4,

Moreover, Z can be rewritten as

Z(,0) = Q+a+0>" +(1+a+0)” (a92“1 + 7"21_1;921“)
+(1462) (a02i‘1 + —92i_1+02i+1)
= (1+a+06)? ((1+a+9)2i+1’2 -~ (é)a)?"’*l).

Hence, if 1 + a+ 60 #0, ie., (1+ oz)Q‘i'H # 8, Z(a,0) = 0 if and only if

(14 a+0) 1 = (6a)” .

Since ged(i,n) = 1, we obtain 6% + fa + a? + 1 = 0 which holds when Tr(a™!) = 1 and
each « is linked to two corresponding ¢ (or ). Therefore, the condition in Theorem 5
holds when (14 a)?*! = g or Tr(a~') = 1 for two additional £.

4.4 Experimental results

In this subsection, we give the list of all CCZ-equivalent classes of V2 +1 and H2 'H in the
case of n =5 as found with Magma. To classify our constructions and compare them with
previous ones, we consider the result for n = 5. Indeed, for n = 3, i = 1 is the unique
possible exponent and then our constructions are included in the previous ones.

Again, we focus on the CCZ-equivalent classes of Vigl Let L;(z,y) = (in , yQi), which
is a linear permutation over F2,. It holds that

n-i(Va it (z,y)) = ((Ri‘,gl(x,y))””, (B 5 o)™ ) = V2 L (),

which means Vijgl is EA-equivalent to V2" Therefore, we only give the result for

2” i
i =1,2 in the case of n = 5. o
Since Fas is a subfield of Fauo, V2 H can be represented by polynomials over Fsio
using Lagrange interpolation. This is convement for tebtmg the CCZ equivalence between
functions. In our experiment, we use p(x) = x'% + 2% + 2° + 23 + 22 + 2 + 1 to define the
finite field Fy10. Let g be a root of p(z), then g is a primitive element of Fyio and ¢33 is a
primitive element of Fos.

Let
S={V¥il a, B eFy, % (a+1)2Hi=1,2}.

For f € S, we can construct the extended code C’f with Magma. Also, we can determine
whether two linear codes are equivalent by using the command "IsEquivalent" in Magma.
Then, for a given function h € S, we can obtain the following set

Sy = {f € S : IsEquivalent(C}, C},) = true},
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which contains all the functions in S that are CCZ-equivalent to h. We store S;, and let
S := 5\ Sp. Repeat this process until S = (), then we get all CCZ-equivalent classes of
Vi

Our results are summarized in Table 1, where we list representative elements of CCZ-
equivalent classes of Vf;“. The table shows that 7 classes of functions can be constructed
from the work of [PUB16] (i = 1,3 = 1), and 6 new classes can be constructed from the
works of [FFW17] (i = 1,2,5 = 1) and [CDP17] (i = 1,8 # 0) respectively. All of the
previous constructions are covered by our work, and 7 new classes can be found by our
constructions.

Table 1: CCZ-inequivalence functions/permutations over F2; constructed with butterfly
structure

R

( (ia Y) )2i+1 iy 2ig1 Representative elements Number
T+ ay Yy

i=1,8=1 a=1,g%, g%, glo5, g231 363 ;495

i=2 =1 o =1,g%, g%, gl65 4363 4495 6
1B 41 (e, 8) = (1,9%),(1,4'%), (9%, ¢%), 6
=4 (933, g195), (33, g593), (¢33, g72)

0. B 41 (. B) = (1,4, (1, ¢°%), (1,4"), (4°%, %), .
t=4 (g3, 9"32), (473, g19%), (g%, g1%9)

5 The case of gcd(i,n) = k

In this subsection, we discuss a more general case of ged(i,n) = k. Firstly, for a,b € F3..,
the equation

ax?4+bx+a=0

is equivalent to
2 2
2V (9
< b/ a) b/a b ’
has solutions in Fo» if and only if Tr($) = 0.

Theorem 6. Let n, i be integers with ged(i,n) =k, a, B € F5. and 8 # (a + 1)2i+1, Let
RN (z,y) = (v + ay)? + + By* 1 and

Vil:gl (Z’, y) = (Riigl (.’I}, y)a Ril_gl (y, l‘))
If Tr (m) =1, then the following statements hold.

1. The differential uniformity of Viigl is at most 22F.

2. The nonlinearity of Vz:Jﬁrl is at least 2271 — 2ntki=1l “yhere ky = ged(2i,n).
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Proof. Note that

ata® (a*'+14) ( i )
T Gererpr | T s
_ ata? 414802 1
= Tr B2+ (a241)2"+1
=y (@D e D) (BT
- ﬂ2+(a2+1)21+1

20 20

_ a” +1 a” +1 2
= (ﬁ+(a+1)2"“ + (G are ) )
= O7

then the condition

B _
Tr <52 F(a? + 1)2i+1> =1 (15)

o (a +a? (a2i+1 +ﬂ)> L 16)

is equivalent to

B2 1 (a2 + 1)2

1. As in the proof of Theorem 3, determining the differential uniformity is equivalent
to finding the number of solutions of the following system of linear equations:

(a+ ab)in + (a+ ab)Qix + (aQia + Vb)yzi +‘(oza2i + 'bei)y =0
(ya+a?'b)x? + (va® + ab® )z + (aa + b)y* + (aa +b)?'y =0,

where (0,0) # (a,b) € F3, and v = a?+1 4 3. We claim that the following matrix

a+ab o a+ b
va+a?b  aa+b
is always of full rank. Otherwise, the determinant of the above matrix equals 0, i.e.,
(a+a2y)a+ B+ (a+1)¥T)%ab + (a + a2 )b = 0.

Suppose b = 0. From equality (16), we get that o + aQi*y # 0. Hence we have ¢ = 0 from
the equation above. This contradicts (a,b) # (0,0). Thus b # 0, we divide both sides of
the equation above by b? and get

(a+ o 7)(a/b)? + (B + (o + 1) TH2(a/b) + (o + o) =0,

which cannot hold for any a/b € Fan by hypothesis (16), a contradiction. Therefore, the
differential uniformity of Viﬁgl(x, y) is at most 22* according to Lemma 3,.
2. As the proof of Theorem 4, calculating the nonlinearity is reduced to characterizing

the number of the solutions to the following system of linear equations

(a+by)? u22‘i + (a4 by)u+ (ac? + boz)zivf_i + (ac + ba? v =0,
(ac + ba2 )2 u + (a0? + ba)u + (ay + b)2 v + (ay + b)v = 0,

where (0,0) # (a,b) € F2, and v = o2 ™' + 4. Similarly, we claim that the matrix below

at+by aa+ ba?
ac® +ba  ay+b



178 On the Generalization of Butterfly Structure

is always of full rank. Otherwise, the determinant of the above matrix equals 0, i.e.,
Ba® + (B + (a+ 1)21)2ab + Bb2 = 0.

If b = 0, then the above equation have non-trivial solutions if and only if 5 = 0. However,
B # 0 according to the equality (15). Then we have b # 0 and divide both sides of the
above equation by b2, it follows that

Bla/b)? + (B + (a+ 1)**1)2(a/b) + § = 0.

which has no solutions in Fan by equality (15), a contradiction. From Lemma 3, the
system of equations have at most 22** solutions in F3,., where k; = gcd(2i,n). Thus, the

nonlinearity of Vilgl is at least 22n—1 — onthi—1, 0

Remark 2. According to the theorem above, we can get differentially 4-uniform functions
Vil,;l over F2, for any even n with ged(i,n) = 1. However, the permutation Hg"gl does
not exist in this case since 22t is not a permutation over Fon when n is even. So, we
cannot get a differentially 4-uniform permutation by this means.

6 Conclusion

In the present paper, we give a more general construction based on butterfly structure,
which covers the three previous constructions as special cases. Our construction can
generate more new permutations over IF‘%MH with differential uniformity 4, the best
known nonlinearity, and algebraic degree 2m + 1 or 2m + 2. We also give a complete
characterization of the number of solutions to a special system of linear equations, and
this characterization is useful for investigating the cryptographic properties of quadratic
functions obtained with the butterfly construction based on Gold exponents.
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