
New Techniques for Searching Differential Trails in Keccak

Guozhen Liu, Weidong Qiu, Yi Tu

Nanyang Technological University, Singapore
Shanghai Jiao Tong University, China

3-Round Differential Trail Core Search of Keccak Permutation 1 / 21



Overview

1 Introduction
Brief Description of Keccak-f[1600]
Previous Works on Differential Trail Search

2 New 3-Round Trial Core Search Strategy
Classification of Search Space
Ideal Improvement Assumption
General Search Algorithm
Summary of Search Result

3-Round Differential Trail Core Search of Keccak Permutation 2 / 21



Introduction Brief Description of Keccak-f[1600]

Keccak-f[1600] - the SHA3 Permutation

Keccak-f[1600] permutation uses XOR, AND and NOT operations in its round function.

The state size is 1600 bits, organized as a 5× 5 array of 64-bit lanes with (x, y, z) coordinates.

Each round consists of 5 steps, i.e., the linear θ, ρ, π, ι operation, and the nonlinear χ.

R = ι ◦ χ ◦ π ◦ ρ ◦ θ

24 rounds.
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Introduction Brief Description of Keccak-f[1600]

Round Function of Keccak-f[1600]

R = ι ◦ χ ◦ π ◦ ρ ◦ θ

x

y z z

θ step adds two columns to current bit position (x,y,z).

column sum c[x][z] =
!4

y=0 a[x][y][z]

a[x][y][z] = c[x− 1][z]⊕ a[x][y][z]⊕ c[x+ 1][z − 1]
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Introduction Brief Description of Keccak-f[1600]

Round Function of Keccak-f[1600]

R = ι ◦ χ ◦ π ◦ ρ ◦ θ

ρ step: lane-level rotation. It rotates the 64 bits of each lane by a specific offset, which is
determined by the coordinates [x,y] of the lane.
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Introduction Brief Description of Keccak-f[1600]

Round Function of Keccak-f[1600]

R = ι ◦ χ ◦ π ◦ ρ ◦ θ

π step: permutation on lanes. It rearranges the 25 bits of each slice.

a[y][2x+ 3y][z] = a[x][y][z].
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Introduction Brief Description of Keccak-f[1600]

Round Function of Keccak-f[1600]

R = ι ◦ χ ◦ π ◦ ρ ◦ θ

χ is the only nonlinear component. It is a row wise 5-bit Sbox.
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Introduction Brief Description of Keccak-f[1600]

Round Function of Keccak-f[1600]

R = ι ◦ χ ◦ π ◦ ρ ◦ θ

ι step: add a round constant to the state

Add a round-dependent constant to the first lane to destroy the symmetry.

Since it has no effect on this kind of differential trail search, we ignore it.
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Introduction Previous Works on Differential Trail Search

Previous Results on Exhaustive Trail Search of Keccak-f[1600]

Differential Propagation Analysis from [DVA12]

3-round trails with propagation weight below T3 = 36 are searched completely.

Lower bound of 6-round trails is 74.

New techniques for trail search [MDVA17]

3-round trail cores with threshold propagation weight T3 = 45 are searched exhaustively.

Lower bound on propagation weight of 4/5/6-round trails are improved accordingly.

Our results

We set T3 = 53 for our search strategy. There is no theoretical proof for a satisfactory lower bound, but
we indeed found many new trail cores.
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New 3-Round Trial Core Search Strategy Classification of Search Space

θ Property and 3-Round Trail Core
Column Parity p of state α is the parity of all columns, i.e.,
p = P (α).

In CP Kernel and out CP Kernel. If p = 0, θ has no effect on α,
α is called in CP Kernel denoted as |K|, otherwise, it’s out CP
Kernel, denoted as |N |.
We use parity and Kernel to represent column parity and column
parity kernel.

x

y z z

3-round trail core

β0 !!" α1
λ−→ β1

χ−→ α2
λ−→ β2

A 3-round trail core is denoted by (α1,α2) or (β1,β2).

Target 3-round trail cores

The 3-round trail core (β1,β2) with propagation weight wrev(α1)
a +w(β1) + w(β2) ≤ T3.

awrev(α1) refers to the optimal weight of β0 which can propagate to α1
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New 3-Round Trial Core Search Strategy Classification of Search Space

Classification of 3-Round Trail Core
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1 According to whether α1 and α2 are in Kernel, 3-round trail cores can be classified into 4
categories.

|K|K| trail cores, both α1 and α2 are in Kernel.
|N |K| and |N |N | trail cores, with always α1 out Kernel. (In our work, trail cores with either of the
features are covered by the same strategy.)
|K|N | trail cores with only α2 in Kernel.

2 For the last two cases, the search strategy are quite similar. But for |N |K| and |N |N | trails, the
trail core search starts from out Kernel α1, and from out Kernel α2 for |K|N | trails.
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New 3-Round Trial Core Search Strategy Classification of Search Space

Search strategy for |K|K| trail cores

1 First prepare all the theoretical candidate β1 structures for in Kernel α1 with m orbitals1. Store
them in a look up table.

2 According to β1 can propagate to α1 which is in Kernel through λ−1 = ρ−1 ◦ π−1, construct the
possible α1

3 Based on the relationship between α1 and β1, filter α1, and extend forward by one round to obtain
the target three round trails

1A group of 2 active bits in the same column is called an orbital
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New 3-Round Trial Core Search Strategy Classification of Search Space

An Example - |K|K| Trail Search Algorithm

4 orbitals at α1 propagate to 3 slices at β1 with {3,3,2} pattern

From the look up table, we enumerate all the possible valid slice for z′1 to obtain p′′1 , p
′′
2 and p′′3 .

Through λ−1 = θ−1 ◦ ρ−1 ◦ π−1, p1, p2, and p3 are determined. Then q1, q2, q3 can be
enumerated according to the orbital relation.

Through π ◦ ρ ◦ θ, q′′3 is determined. According to the valid 2-bit slices stored in the look up table,
p′′4 can be obtained, so p4 is fixed, after that, q4 can be enumerated according to the orbital
relation.

Until now, all the four orbitals with 8 bits are determined. Then we filter α1 by checking q′′1 , q
′′
2

and q′′4 are all at slice z′2 or not and they result in in kernel slice at α2 or not.

Extend one round to get the target three round trail cores.
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New 3-Round Trial Core Search Strategy Classification of Search Space

Parity-Bare State and Subspace

1 Enumerating out Kernel α

A group of out Kernel states α share the same parity p, i.e., each parity stands for a subspace of α,
denoted by Vp.
Under each parity p, there are a group of states called parity-bare states that can represent all other
states in Vp. Other states can be generated by adding orbitals to the parity-bare states.
Thus, out Kernel states in Vp can be covered by enumerating parity-bare states.

2 The space and subspace of out Kernel states

Any out Kernel state α can represent a set of states simply through adding orbitals to it. The
subspace represented by α is denoted as Vα.
The space of out Kernel states can be divided into subspaces represented by out Kernel α, i.e.,

Vp : = Vα1

!
Vα2

!
· · ·

!
Vαn
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New 3-Round Trial Core Search Strategy Ideal Improvement Assumption

How to cover the search space

The search space is all the out Kernel states α.

The ideal representative of subspace Vα

For each subspace Vα of Vp, an ideal representative state α′ is generated based on α.

The ideal representative state generally does not exist in reality.

It represents the optimal number of active rows of 3-round trail cores, of all states in Vp, indicating
the lower bound of the whole subpace.

Thus, if the ideal representative of a subspace cannot meet the weight requirement T3, the whole
subspace can be safely discarded.
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New 3-Round Trial Core Search Strategy Ideal Improvement Assumption

Viability Check and Ideal Improvement Assumption

Ideal Improvement Assumption

The ideal improvement assumption on out Kernel states α assumes that

for |N |K| and |N |N | trails, α1 can be optimally improved at β2 in terms of number of active rows
with least number of orbitals added to it;

for |K|N | trails, α2 can be optimally compensated with an in Kernel α1 with the least number of
orbitals added to it.

Basically, the ideal representative of subspace Vα is obtained when α is ideally improved.

Viability Check

The process of generating the ideal representative state of a subspace and deciding whether to delete it
is called viability check. The out Kernel state α that passes the viability check is called viable. Thus
searching 3-round trail cores equals to generating all viable out Kernel states.
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New 3-Round Trial Core Search Strategy General Search Algorithm

The Complete Process of 3-Round Trail Core Search

A general strategy to efficiently cover the search space:

1 All candidate parities are prepared. For each candidate parity, the
corresponding parity-bare states are enumerated.

2 For each parity-bare state, conduct viability check on it and
generate the viable states.

3 For all viable α, add one orbital to it and conduct viability check on
the newly generated α′. Repeat the process until there is no viable
states anymore.

4 For all the viable α, extend them forward or backward and collect
the target 3-round trail cores.

Parity-bare States

Viability 
Check

Viable Add 
one 

orbital

Extend forward or backward by 
one round & obtain 3-round trail 

cores

Viable
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<latexit sha1_base64="KwEnz1EEGJV4MK9AbZtjX6mFFHI=">AAAB7nicbZBNSwMxEIZn61etX1WPXoJF9FR2RdBj0YvHCvYD2qXMptk2NJsNSVYopT/CiwdFvPp7vPlvTNs9aOsLgYd3ZsjMGynBjfX9b6+wtr6xuVXcLu3s7u0flA+PmibNNGUNmopUtyM0THDJGpZbwdpKM0wiwVrR6G5Wbz0xbXgqH+1YsTDBgeQxp2id1eqiUEM875UrftWfi6xCkEMFctV75a9uP6VZwqSlAo3pBL6y4QS15VSwaambGaaQjnDAOg4lJsyEk/m6U3LmnD6JU+2etGTu/p6YYGLMOIlcZ4J2aJZrM/O/Wiez8U044VJllkm6+CjOBLEpmd1O+lwzasXYAVLN3a6EDlEjtS6hkgshWD55FZqX1cDxw1WldpvHUYQTOIULCOAaanAPdWgAhRE8wyu8ecp78d69j0VrwctnjuGPvM8f7e+PSQ==</latexit><latexit sha1_base64="KwEnz1EEGJV4MK9AbZtjX6mFFHI=">AAAB7nicbZBNSwMxEIZn61etX1WPXoJF9FR2RdBj0YvHCvYD2qXMptk2NJsNSVYopT/CiwdFvPp7vPlvTNs9aOsLgYd3ZsjMGynBjfX9b6+wtr6xuVXcLu3s7u0flA+PmibNNGUNmopUtyM0THDJGpZbwdpKM0wiwVrR6G5Wbz0xbXgqH+1YsTDBgeQxp2id1eqiUEM875UrftWfi6xCkEMFctV75a9uP6VZwqSlAo3pBL6y4QS15VSwaambGaaQjnDAOg4lJsyEk/m6U3LmnD6JU+2etGTu/p6YYGLMOIlcZ4J2aJZrM/O/Wiez8U044VJllkm6+CjOBLEpmd1O+lwzasXYAVLN3a6EDlEjtS6hkgshWD55FZqX1cDxw1WldpvHUYQTOIULCOAaanAPdWgAhRE8wyu8ecp78d69j0VrwctnjuGPvM8f7e+PSQ==</latexit><latexit sha1_base64="KwEnz1EEGJV4MK9AbZtjX6mFFHI=">AAAB7nicbZBNSwMxEIZn61etX1WPXoJF9FR2RdBj0YvHCvYD2qXMptk2NJsNSVYopT/CiwdFvPp7vPlvTNs9aOsLgYd3ZsjMGynBjfX9b6+wtr6xuVXcLu3s7u0flA+PmibNNGUNmopUtyM0THDJGpZbwdpKM0wiwVrR6G5Wbz0xbXgqH+1YsTDBgeQxp2id1eqiUEM875UrftWfi6xCkEMFctV75a9uP6VZwqSlAo3pBL6y4QS15VSwaambGaaQjnDAOg4lJsyEk/m6U3LmnD6JU+2etGTu/p6YYGLMOIlcZ4J2aJZrM/O/Wiez8U044VJllkm6+CjOBLEpmd1O+lwzasXYAVLN3a6EDlEjtS6hkgshWD55FZqX1cDxw1WldpvHUYQTOIULCOAaanAPdWgAhRE8wyu8ecp78d69j0VrwctnjuGPvM8f7e+PSQ==</latexit><latexit sha1_base64="KwEnz1EEGJV4MK9AbZtjX6mFFHI=">AAAB7nicbZBNSwMxEIZn61etX1WPXoJF9FR2RdBj0YvHCvYD2qXMptk2NJsNSVYopT/CiwdFvPp7vPlvTNs9aOsLgYd3ZsjMGynBjfX9b6+wtr6xuVXcLu3s7u0flA+PmibNNGUNmopUtyM0THDJGpZbwdpKM0wiwVrR6G5Wbz0xbXgqH+1YsTDBgeQxp2id1eqiUEM875UrftWfi6xCkEMFctV75a9uP6VZwqSlAo3pBL6y4QS15VSwaambGaaQjnDAOg4lJsyEk/m6U3LmnD6JU+2etGTu/p6YYGLMOIlcZ4J2aJZrM/O/Wiez8U044VJllkm6+CjOBLEpmd1O+lwzasXYAVLN3a6EDlEjtS6hkgshWD55FZqX1cDxw1WldpvHUYQTOIULCOAaanAPdWgAhRE8wyu8ecp78d69j0VrwctnjuGPvM8f7e+PSQ==</latexit>
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New 3-Round Trial Core Search Strategy General Search Algorithm

An Example - |K|N | Trail Search Algorithm

α1
λ−1

←−− β1
χ−1

←−− α2
λ−→ β2

1 The search starts from out Kernel α2.
2 The ideal improvement assumption states that

for each active rows at α2, rather than consider only the compatible
β1, it assumes all the 31 patterns are legal;
for any α2, with the superset of β1, it assumes that α2 always have
in Kernel α1. If its original active rows cannot make α1 in Kernel, it
can be improved to be in Kernel by adding orbitals to α2;
when adding orbitals to α2, it assumes the least number of row
increase on α2 and β2.

3 Conduct the viability check and add one orbital to viable α2.
Repeat the process on viable α2.

4 Extend all the collected viable α2 backward to in Kernel α1 by one
round.

↵2
<latexit sha1_base64="b1xFsenLbtfce7euTgLQLeB0mTY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8FSSIuix6MVjBfsBbSiT7aZdutmkuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSUvHqaKsSWMRq06AmgkuWdNwI1gnUQyjQLB2ML6b19tPTGkey0czTZgf4VDykFM01ur0UCQj7Nf65YpbdRci6+DlUIFcjX75qzeIaRoxaahArbuemxg/Q2U4FWxW6qWaJUjHOGRdixIjpv1sse+MXFhnQMJY2ScNWbi/JzKMtJ5Gge2M0Iz0am1u/lfrpia88TMuk9QwSZcfhakgJibz48mAK0aNmFpAqrjdldARKqTGRlSyIXirJ69Dq1b1LD9cVeq3eRxFOINzuAQPrqEO99CAJlAQ8Ayv8OZMnBfn3flYthacfOYU/sj5/AG2V4+9</latexit><latexit sha1_base64="b1xFsenLbtfce7euTgLQLeB0mTY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8FSSIuix6MVjBfsBbSiT7aZdutmkuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSUvHqaKsSWMRq06AmgkuWdNwI1gnUQyjQLB2ML6b19tPTGkey0czTZgf4VDykFM01ur0UCQj7Nf65YpbdRci6+DlUIFcjX75qzeIaRoxaahArbuemxg/Q2U4FWxW6qWaJUjHOGRdixIjpv1sse+MXFhnQMJY2ScNWbi/JzKMtJ5Gge2M0Iz0am1u/lfrpia88TMuk9QwSZcfhakgJibz48mAK0aNmFpAqrjdldARKqTGRlSyIXirJ69Dq1b1LD9cVeq3eRxFOINzuAQPrqEO99CAJlAQ8Ayv8OZMnBfn3flYthacfOYU/sj5/AG2V4+9</latexit><latexit sha1_base64="b1xFsenLbtfce7euTgLQLeB0mTY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8FSSIuix6MVjBfsBbSiT7aZdutmkuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSUvHqaKsSWMRq06AmgkuWdNwI1gnUQyjQLB2ML6b19tPTGkey0czTZgf4VDykFM01ur0UCQj7Nf65YpbdRci6+DlUIFcjX75qzeIaRoxaahArbuemxg/Q2U4FWxW6qWaJUjHOGRdixIjpv1sse+MXFhnQMJY2ScNWbi/JzKMtJ5Gge2M0Iz0am1u/lfrpia88TMuk9QwSZcfhakgJibz48mAK0aNmFpAqrjdldARKqTGRlSyIXirJ69Dq1b1LD9cVeq3eRxFOINzuAQPrqEO99CAJlAQ8Ayv8OZMnBfn3flYthacfOYU/sj5/AG2V4+9</latexit><latexit sha1_base64="b1xFsenLbtfce7euTgLQLeB0mTY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8FSSIuix6MVjBfsBbSiT7aZdutmkuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSUvHqaKsSWMRq06AmgkuWdNwI1gnUQyjQLB2ML6b19tPTGkey0czTZgf4VDykFM01ur0UCQj7Nf65YpbdRci6+DlUIFcjX75qzeIaRoxaahArbuemxg/Q2U4FWxW6qWaJUjHOGRdixIjpv1sse+MXFhnQMJY2ScNWbi/JzKMtJ5Gge2M0Iz0am1u/lfrpia88TMuk9QwSZcfhakgJibz48mAK0aNmFpAqrjdldARKqTGRlSyIXirJ69Dq1b1LD9cVeq3eRxFOINzuAQPrqEO99CAJlAQ8Ayv8OZMnBfn3flYthacfOYU/sj5/AG2V4+9</latexit>

Parity-bare States

Viability 
Check

Viable Add 
one 

orbital

Extend backward by one round 
& obtain 3-round trail cores

Viable

↵0
2

<latexit sha1_base64="rfQ/D8DVedMXMPd7IkqlUb7HdGU=">AAAB8HicbZBNS8NAEIYn9avWr6pHL4tF9FSSIuix6MVjBfshbSiT7aZdupuE3Y1QQn+FFw+KePXnePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVFHWpLGIVSdAzQSPWNNwI1gnUQxlIFg7GN/O6u0npjSPowczSZgvcRjxkFM01nrsoUhG2K+d98sVt+rORVbBy6ECuRr98ldvENNUsshQgVp3PTcxfobKcCrYtNRLNUuQjnHIuhYjlEz72XzhKTmzzoCEsbIvMmTu/p7IUGo9kYHtlGhGerk2M/+rdVMTXvsZj5LUsIguPgpTQUxMZteTAVeMGjGxgFRxuyuhI1RIjc2oZEPwlk9ehVat6lm+v6zUb/I4inACp3ABHlxBHe6gAU2gIOEZXuHNUc6L8+58LFoLTj5zDH/kfP4AGWeP7g==</latexit><latexit sha1_base64="rfQ/D8DVedMXMPd7IkqlUb7HdGU=">AAAB8HicbZBNS8NAEIYn9avWr6pHL4tF9FSSIuix6MVjBfshbSiT7aZdupuE3Y1QQn+FFw+KePXnePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVFHWpLGIVSdAzQSPWNNwI1gnUQxlIFg7GN/O6u0npjSPowczSZgvcRjxkFM01nrsoUhG2K+d98sVt+rORVbBy6ECuRr98ldvENNUsshQgVp3PTcxfobKcCrYtNRLNUuQjnHIuhYjlEz72XzhKTmzzoCEsbIvMmTu/p7IUGo9kYHtlGhGerk2M/+rdVMTXvsZj5LUsIguPgpTQUxMZteTAVeMGjGxgFRxuyuhI1RIjc2oZEPwlk9ehVat6lm+v6zUb/I4inACp3ABHlxBHe6gAU2gIOEZXuHNUc6L8+58LFoLTj5zDH/kfP4AGWeP7g==</latexit><latexit sha1_base64="rfQ/D8DVedMXMPd7IkqlUb7HdGU=">AAAB8HicbZBNS8NAEIYn9avWr6pHL4tF9FSSIuix6MVjBfshbSiT7aZdupuE3Y1QQn+FFw+KePXnePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVFHWpLGIVSdAzQSPWNNwI1gnUQxlIFg7GN/O6u0npjSPowczSZgvcRjxkFM01nrsoUhG2K+d98sVt+rORVbBy6ECuRr98ldvENNUsshQgVp3PTcxfobKcCrYtNRLNUuQjnHIuhYjlEz72XzhKTmzzoCEsbIvMmTu/p7IUGo9kYHtlGhGerk2M/+rdVMTXvsZj5LUsIguPgpTQUxMZteTAVeMGjGxgFRxuyuhI1RIjc2oZEPwlk9ehVat6lm+v6zUb/I4inACp3ABHlxBHe6gAU2gIOEZXuHNUc6L8+58LFoLTj5zDH/kfP4AGWeP7g==</latexit><latexit sha1_base64="rfQ/D8DVedMXMPd7IkqlUb7HdGU=">AAAB8HicbZBNS8NAEIYn9avWr6pHL4tF9FSSIuix6MVjBfshbSiT7aZdupuE3Y1QQn+FFw+KePXnePPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVFHWpLGIVSdAzQSPWNNwI1gnUQxlIFg7GN/O6u0npjSPowczSZgvcRjxkFM01nrsoUhG2K+d98sVt+rORVbBy6ECuRr98ldvENNUsshQgVp3PTcxfobKcCrYtNRLNUuQjnHIuhYjlEz72XzhKTmzzoCEsbIvMmTu/p7IUGo9kYHtlGhGerk2M/+rdVMTXvsZj5LUsIguPgpTQUxMZteTAVeMGjGxgFRxuyuhI1RIjc2oZEPwlk9ehVat6lm+v6zUb/I4inACp3ABHlxBHe6gAU2gIOEZXuHNUc6L8+58LFoLTj5zDH/kfP4AGWeP7g==</latexit>
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New 3-Round Trial Core Search Strategy Summary of Search Result

Brief Summary of Result

|K|K| |N |K| |N |N | |K|N |
T3 in [DVA12] 40 36 36 36
T3 in [MDVA17] 45 45 45 45
our T3 53 53 53 53
Minimal Weight 35 46 48 32
Time Complexity 242 240 240 245
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New 3-Round Trial Core Search Strategy Summary of Search Result

Thanks for your attention!
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New 3-Round Trial Core Search Strategy Summary of Search Result
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