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Abstract. CRAFT is a lightweight block cipher, designed to provide efficient protection
against differential fault attacks. It is a tweakable cipher that includes 32 rounds to
produce a ciphertext from a 64-bit plaintext using a 128-bit key and 64-bit public
tweak. In this paper, compared to the designers’ analysis, we provide a more detailed
analysis of CRAFT against differential and zero-correlation cryptanalysis, aiming to
provide better distinguishers for the reduced rounds of the cipher. Our distinguishers
for reduced-round CRAFT cover a higher number of rounds compared to the designers
analysis. In our analysis, we observed that, for any number of rounds, the differential
effect of CRAFT has an extremely higher probability compared to any differential trail.
As an example, while the best trail for 11 rounds of the cipher has a probability
of at least 273, we present a differential with probability 274°7°, containing 22°-¢¢
optimal trails, all with the same optimum probability of 275°. Next, we use a
partitioning technique, based on optimal expandable truncated trails to provide a
better estimation of the differential effect on CRAFT. Thanks to this technique, we
are able to find differential distinguishers for 9, 10, 11, 12, 13, and 14 rounds of the
cipher in single tweak model with the probabilities of at least 2740-20, 9=45:12 9—49.79
Q75449 9=59.13 " and 276389 respectively. These probabilities should be compared
with the best distinguishers provided by the designers in the same model for 9 and 10
rounds of the cipher with the probabilities of at least 27457 and 276261 respectively.

)

)

In addition, we consider the security of CRAFT against the new concept of related
tweak zero-correlation (ZC) linear cryptanalysis and present a new distinguisher
which covers 14 rounds of the cipher, while the best previous ZC distinguisher covered
13 rounds. Thanks to the related tweak ZC distinguisher for 14 rounds of the cipher,
we also present 14 rounds integral distinguishers in related tweak mode of the cipher.

Although the provided analysis does not compromise the cipher, we think it provides
a better insight into the designing of CRAFT.
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1 Introduction

Lightweight cryptography received extensive attention over the last decade, motivated by
the emergent growth of resource-constrained devices such as RFID tags and IoT edge devices.
To address this demand, several lightweight primitives have been proposed by researchers,
to just name some, SKINNY [BJK ™ 16], PRESENT [BKLT07], MIBS [ISSK09], SIMON [BSS*15],
SPECK [BSS™15], Quark [AHMN13] and PHOTON [GPP11]. In this direction, recently, the
NIST lightweight cryptography competition also announced its second-round candidates.
Among lightweight primitives, (tweakable) block ciphers received more attention and many
nice designs have already been proposed, each of which targets different applications.

On the other hand, Side-Channel Analysis (SCA) attacks, such as power/time analysis
and fault analysis, target implementation of ciphers and protecting a cipher against
them requires extra cost, e.g., extra area. Given the constraints of target applications
of lightweight block ciphers, it may not be possible to protect them using conventional
approaches, e.g., protecting using hardware redundancy for fault analysis which commonly
requires double area compared to the unprotected cipher. Hence, several researches have
aimed to provide efficient protection against SCA from design. More precisely, they
selected a component to design cipher such that they can provide efficient protection
against a specific attack,e.g., LS-Designs [GLSV14], FRIT [SBD"18], ZORRO [GGNS13]
and Fides [BBKT13].

In this direction, to provide efficient protection against differential fault analysis,
Beierle et al. proposed CRAFT [BLMR19], which is a tweakable lightweight block cipher (A
tweakable block cipher maps a n-bit plaintext to a n-bit ciphertext using a k-bit secret
key and a t-bit tweak). In addition, they supported their design by extensive analysis
against known attacks, e.g., differential cryptanalysis, impossible differential cryptanalysis,
linear cryptanalysis, zero-correlation cryptanalysis, and so on. Their analysis shows that
the cipher provides desired security against these attacks. However, there is still room
for third-party analysis. In addition, related tweak zero-correlation [ADG'19] is a new
concept which has been proposed after the publication of CRAFT, hence, the security of
the cipher against this attack is worth an investigation. Moreover, due to the nature of
differential cryptanalysis, which requires to search over a very large space of all possible
trails, it should be always possible to improve the previous analysis by using advanced
search approaches. Hence, in this paper, we tackle the detailed security analysis of CRAFT
against the above-mentioned analyses. The paper’s contribution is summarized as follows
(also, Table 1 shows a comparison of our results with previous ones for CRAFT):

1. We present 14 rounds zero-correlation distinguishers for the cipher in the related
tweak mode. It should be compared with the 13-round distinguisher proposed by
the designers, however, in the single tweak mode.

2. Given the related tweak ZC distinguisher for 14 rounds of the cipher and following
the connection between zero-correlation and integral distinguisher [SLR*15], we also
present 14 rounds integral distinguishers in the related tweak mode of the cipher.

3. Thanks to the advanced automated search models based on CryptoSMT [K6119]
and MILP [MWGP11, SHWT14b, SHWT14a], we are able to improve the designers’
lower bounds for differential cryptanalysis. More precisely, while the designers’
lower bound on the probability of differential for 9 and 10 rounds of the cipher
are least 27°467 and 276261 respectively, we are able to present 9, 10, 11, 12, 13,
and 14 rounds of the differential in single-tweak model with the probabilities of
at least 274020 9—44.89  9—49.79  9—5448 9-59.13 = and 276380  respectively, that
improve the previous lower bounds significantly . We make our implementations of
the attacks and our modeling of algorithms in MILP and SAT freely available at:
https://github.com/hadipourh/craftanalysis.
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Table 1: Summary of the main results of attacks on CRAFT. Where ST , RT and RK
denotes single tweak mode, related tweak mode and related key mode respectively and RT;
denotes RT mode that is started with TK;. In addition, D, TD, LH, ID, INT and ZC
denote differential effect, truncated differential, linear hull, impossible differential, integral,
and zero-correlation cryptanalysis, respectively. For example, RTy-D denotes differential
effect of CRAFT in related tweak mode, starting with T K.

Attack | f Rounds | Probability | Reference
10 2~62.61 [BLMR19]
10 2744‘89
11 2—49.79
ST-D 12 Q5448 this paper
13 2—59.13
14 2763.80
ST-TD 12 236 [MA19]
ST-LH 14 2-62.12 [BLMR19]
RTy-D 15 2-95-14
RTy-D 16 25718
RT»-D 17 2-60.14 [BLMR19]
RT3-D 16 275514
ST-1D 13 -
ST-INT 13 -
ST-ZC 13 -
RT-ZC 14 - this paper
RT-INT 14 - this paper
RK-D 32 2732 [EY19]

4. We also show some typos in the designers’ analysis which could be useful for later
studies. For example, we show that two out of 12 zero-correlation masks for 13
rounds of CRAFT, that are provided by the designers, are not valid. We also provide
exact trails, with non zero-correlation, for those masks. A similar result is also
presented for their proposed impossible differential trails.

The rest of the paper is organized as follows: in Section 2, we present the required
preliminaries and also briefly describe CRAFT. In Section 3, we present the zero-correlation
analysis in related tweak mode. Differential effect analysis of the cipher is described in
Section 4. Section 5 presents our investigation results on some of the designers security
claims and points out some of their typos. Finally, we conclude the paper in Section 6.

2 Preliminaries
In this section, we present the required preliminaries and a brief description of CRAFT.

2.1 Notations

The notation used in the paper is summarized in Table 2.

2.2 A brief description of CRAFT

CRAFT is a 64-bit lightweight block cipher which supports 128-bit key and 64-bit tweak and
its round function is composed of involutory building blocks. It takes a 64-bit plaintext
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Table 2: Notation.

Symbol Meaning
(S3) XOR operation.
I Concatenation of bits.

% modulo operation.

T The 64-bit tweak input.

K The 128-bit master key.

TK; The main tweaks that are made based on the T"and K (i =0,1,2,3).

TKly, The 64-bit round tweakey which is used in round R; (i =0,...,31) and
TK}y,[j] represents the j-th cell (j =0,...,15) of TK}y,.

Xt The internal state before the Mix-Columns (MC) at round R; (i =
0,...,31) and X'[j] represents the j-th cell (j =0,...,15) of X*.

Yt The internal state before the PermuteNibbles (PN) at round R; (i =
0,...,31) and Y*[j] represents the j-th cell ( =0,...,15) of Y.

A The internal state before the S-boxes (SB) at round R; (i =0,...,31)
and Z'[j] represents the j-th cell (j =0,...,15) of Z°.

rs The linear mask of state S and I'S[j] represents the j-th cell (§ = 0,...,15)

of I'S. When the state S is X, Y or Z¢ we denote I'S with I X?, T'Y?
or I'Z? respectively.

S The differential in state S.

) Inner product.
Zero vector.
An arbitrary value from Fj3.
Hexadecimal representation of arbitrary value Y € Fi, where we are
using typewriter style.

m = mgl||my|| - - ||mia||m1s to initiate a 4 x 4 internal state I.S = Iy||I1] - - - || 14|/ 15 as
follows, where I;, m; € F3:

Iy, I I I3 mg M1 Mg M3
IS — Iy Is Ie Ir | _ | ma ms mg my
Is Iy Lo In mg Mg Mig M1
I Iz Ty Iis miz M1z M4 M35

Then, the internal state is going through 32 rounds R;,7 € 0,---,31, to generate
a 64-bit ciphertext. As is depicted in Figure 1, each round, excluding the last round,
includes five functions, i.e., a binary MixColumn (MC), the round dependent combining
with round constant AddRoundConstants (ARC), the round dependent mixing with the
sub-tweakey AddTweakey (ATK), a nibble-based permutation PermuteNibbles (PN), and
the substitution layer S-box (SB). The last round only includes MC, ARC and ATK, i.e.,
R31 = ATK310ARC310MC', while for any 0 < ¢ < 30, R; = SBoPNoATK;0ARC;oMC.

MC is a multiplication of internal state by the following binary matrix:

MC =

O O O
o O = O
o= O -
_ O = =

After MC, in each round i two round dependent constant nibbles a; = (a, ab, al, a})
and b; = (bb, b}, b)) are XOR-ed with I, and I respectively (aj and b are the least
significant bits). A 4-bit LFSR and a 3-bit LFSR are used to update a and b for each round.
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Table 3: The S-box used in CRAFT in hexadecimal form.

r |0]1]|2|3|4|5(6|7|8|9|a|b|c|d|e]|f
S)|cla|d|3|e|b|f|7]|8]|9]|1|5]0|2]|4]|6

0l1]2]3
4|5]6|7
gl9]10]11
12131415
M ('aD
01|23 0|1)2]3 15|12 | 13| 14 —{SB}|
405|617 405067 (Shuffie }— 10 | 9 | 8 | 11 —(SB)—
8191011 819 (10|11 6547 —~(EB)
1213|1415 1213 (14|15 12|30 (B}

Figure 1: A round of CRAFT

Those LFSRs are initialized by values (0001) and (001), respectively and are updated to
aiv1 = (ai ®af,al,ab,al), and b1 = (b4 @ b, bh, b)) from i-th round to i + 1-th round.

After AddRoundConstants (ARC), a 64-bit round tweakey is XOR-ed with IS. The
tweakey schedule of CRAFT is rather simple. Given the secret key K = Ky||K; and the tweak
T € {0,1}5*, where K; € {0,1}5*, four round tweakeys TKo = Ko ® T, TK; = K1 ® T,
TKy = Ko®Q(T) and TK3 = K1 @ Q(T) are generated, where given T' = To|| Ty || - - - | T4
1T15, Q(T) = Thal|Tro||Ts || T5 || T1al| T8 To || Tl T11 | 75| T7 | Tal| T6 | To || 71| 13- Then at the
round R;, T K}y, is XOR-ed with the IS, where the rounds start from i = 0.

The next function is PermuteNibbles (PN) which is applying an involutory permutation P
over nibbles of IS, where given 15 = IO”IlH A H114||Il57 P(IS) = 115||112||113H114H110||19
[ L8[l 11116 ]| L5 [ 4[| L7 | 11| L2 || I3[ Lo

The final function is a non-linear 4 x 4-bit S-box which has been borrowed from
MIDORI [BBI*15]. The table representation of the S-box is given in Table 3.

3 Related tweak zero-correlation and integral cryptanalysis

In this section, we apply the related tweak zero-correlation attack [ADGT19] to a reduced-
round version of CRAFT. In the zero-correlation cryptanalysis of a tweakable block cipher
Ex(P,T), e.g. CRAFT, tweak bits can also be involved into the linear combination of input
bits. Hence, in this case, when one looks for a linear hull with zero correlation, input mask
consists of two components, one for plaintext, and another one for (master)-tweak. The
correlation of a linear approximation with input mask (a1, as), and output mask g, is
calculated as follows:

corr((aq,asz),8) = 2Pr ({a1, P) ® {ao, T) ® (B, Ex (P, T)) = 0) — 1,

where the probability is taken over the all values of P, and T.
CRAFT has a linear twekey-scheduling Lx : F§* — (15‘34)32, to map the tweak to the sub-
tweakeys. The generated sub-tweakeys are then XORed to the internal states of the cipher

as depicted in Figure 2. For a linear trail with input-output masks ((a1,a2), 3), and inter-
nal linear masks I' = (DX°,TY?,I'Z°,TX!, TY!,TZY,... TX ', TY "1, T2 -1, TX"),
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K
|

L : T4 — (F3)"
(K,T)— (TK§, TK},...,TK!" ], )

| | |
TKY TK} TK!~{,

X() MC ‘ YU Z() Xl MC
L KD e e L,

Figure 2: r rounds of CRAFT when r < 32

covering r rounds of CRAFT, correlation can be calculated as follows:

r—1
Cr =[] corr(PX", TTK}y,), T X,
=0

According to the rule of propagation of linear masks through XOR, linear mask 'Y’
must be the same as the linear mask FTK3%4, for all 0 < i < r — 1. According to the
tweakey-scheduling of CRAFT, which is a linear mapping, the linear masks I'Y", for all
0 <1 <r—1, should satisfy the following relation:

=L(IY°,... . TY"™ 1) @ Iy’ @ EB Q' (ry?)
=0,
z%4<2 i%4>2

In other words, there is a linear relation between nibbles of linear masks I'Y?, for
0<i<r—1, as follows:

= @ 1v'ljle @FYZ (j)], forall 0 < j < 15.
i%4<2 1%422

The correlation of a linear hull, with the input linear masks (a1, as) and the output
linear mask (3, can be calculated as follows:

corr((a1, a2), B) = E Cr.
Irx%=a;,I'X"=4,
(TXx?!,.. DX "~ He@§h) =t
a=L(TY",...,TY"" 1)

The additional constraint as = L(I'Y?,... , TY""!) which is induced by the tweakey-
scheduling, introduces additional restriction on linear trails that are included in a linear
hull. Hence, the probability of achieving a zero-correlation is higher than the single tweak
zero-correlation cryptanalysis, where the tweakey-scheduling is not considered.

In the related tweak cases, the zero-correlation linear hull behavior of CRAFT is dependent
on the starting round, i.e., the index of RT;, (i = 0,1,2,3). Hence, we investigated the
security of CRAFT against the related tweak zero-correlation attack in RTy, RTy, RT5 and
RT5 modes. To find the related tweak zero-correlation trails, we modeled CRAFT in MILP
to find a zero-correlation mask for RT; and proved it manually. As a result, in the case
of RTy, we found a 14-round zero-correlation linear hull for CRAFT, where the number of
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forward and backward rounds are both 7. With respect to Figure 3, active linear masks are
applied to two cells X°[4] and X°[12] at the input, and the active linear mask is applied
to cell X14[4] in the state at the output. Then, we focus on the tweak cell labeled 11,
where it is depicted by using a red frame in Figure 3. In the following section, based on
the given active linear mask in the master tweak T', we present a 14-round related tweak
zero-correlation for CRAFT:

* ok ok ok
r—1 r—1
_ 7 —1 i _ * * * k
IT= @ ITKjyuo @ Q' (ITKiw)=| , . ., &
i=0, i=0,
i%4<2 i%4>2 Xk ok %

Note that the permutation ) operated on TKE%AL, when ¢ = 2,3,6,7,10,11. Based on
Figure 3, we have I'T'[11] = TTK}[11] ® TTKS[8] (the XOR of red frames) and so,

ITK{[11] @ TTKS[8] = 8. (1)

We denote the Linear Approximation Table of CRAFT S-box by LAT and LAT[i][j] is the
element of i-th row and j-th column of it and LATYi] is defined as the set LAT[i| = {j €
F3|LAT[i][j] # 0} (see Table 4). Now, based on the properties of PN and SB operations
of 5-th round, we have

rx%[0] € LAT[TY®[15]], (2)

Due to the MC operation on the active cells of column 3 of state X° in the input of 5-th
round, we have

LY®[15] = TY?[11]
and so, based on (Equation 2), we have
I'X°0] eLAT[TY®[11]] = LAT[TTK;[11]]. (3)
Now, due to the MC operation on the active cells of column 0 of state X%, we have

I'TKS[8] = X°[0]

(Equation 3) 5
e VLATITTK[11]]. (4)

Therefore, based on (Equation 1) and (Equation 4), TTK?[11] and TTKS§[8] must satisfy
the following conditions:

I'TK?[11] & TTKS[8] = 8,
I'TKS[8] € LAT[TTK?[11]].

These conditions are equivalent to finding an input mask z (z = TTK}7[11]) and an output
mask y (y = TTKS$[8]), such that:

{ TPy =38,
LATYz][y] # 0.

Note that, by referring to linear approximation table of CRAFT S-box, we observe there is
no input/output mask that satisfies these conditions (see Table 4).

We also searched the zero-correlation linear hulls for each cases RT}, RT», and RT5.
For RT;y, we could not find a zero-correlation linear hull covering more than 13 rounds,
but for both RT5, and RT3, we found new zero-correlation linear hulls covering 14 rounds
of CRAFT.
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H 1 2|3 0| 1]2 3 12110 [15] 5
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Figure 3: Related tweak zero-correlation of 14-round CRAFT in T Ky mode
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Table 4: Linear approximation table of CRAFT S-box.

z/y|0 1 2 3 4 5 6 7T 8 9 A B C D E F
0 8 0 0 0 0O 0O OO O O O O O o0 o0 O
1 o 2 4 2 -2 0 2 0 -2 0 2 0 4 -2 0 -2
2 o 4 0 0 4 0 0 O -4 0 0O O 0 4 o0 O
3 o 2 o0 2 -2 0 2 4 2 4 -2 0 0 2 0 2
4 0o -2 4 -2 2 0 -2 0 -2 4 -2 0 0 -2 0 2
5 o 0 0 0 o o o o0 o o -4 -4 0 0 4 -4
6 o 2 o0 2 -2 0 2 4 -2 0 -2 0 4 -2 0 2
7 0o o 0o 4 0 0 -4 0 0 0 0 -4 0 -4 0
8 0o -2 4 2 -2 0 -2 0 4 -2 0 2 2 0 2 0
9 o 0o o0 4 4 0 0 0 -2 2 -2 -2 2 -2 2
A o 2 o0 -2 -2 4 -2 0 0 -2 4 -2 -2 0 2 0
B o o0 o o o 4 0 4 2 -2 -2 2 2 2 -2 -2
C o 4 0 o0 0 O 4 0 2 2 -2 2 2 -2 2 2
D 0o -2 4 2 -2 0 -2 0 0 2 0 2 -2 4 2 0
E|O O O O o 4 0 4 2 -2 2 -2 2 2 2 2
F o -2 0 2 2 4 2 0 0 2 0 -2 2 0 2 4

The activity patterns of linear masks, for the obtained zero-correlation linear hulls in
cases R15, and RT3 are as follows:

0000 7000 0000 0000 T2, 5560 0500 0000 0000,

0000 0700 0000 0000 ~UHTs, 5560 5000 0000 0000,
where in both cases, I'T' = s« %% x*%% xx %0 xx %, and 7, and 0 are non-zero elements
in F3.

3.1 Linking zero-correlation linear hull to integral

The following theorems show how to convert a zero-correlation linear hull to an integral
distinguisher.

Theorem 1. [SLRT15] Let F : FY — F% be a function, and A be a subspace of Fy and
B € Fy\ {0}. Suppose that («, B) is a zero-correlation linear approzimation for any «a € A,
then for any A € Fy, (8, F(x + X)) is balanced on the following set

At ={z e F}|{a,z) = 0,00 € A}.

The following theorem shows that the input masks should not necessarily form a
subspace.

Theorem 2. [SLRT15] A nontrivial zero-correlation linear hull of a block cipher always
implies the existence of an integral distinguisher.

The number of the required data to verify whether (8, F(z + A) in Theorem 1, and
Theorem 2, is balanced over AL, is equal to the cardinality of AL which is 24im(45),
Therefore, if the input-size of F' is n bits, and the dimension of the subspace A is m,
the data complexity of the corresponding integral distinguisher is 2"~™. Considering the
tweak in the zero-correlation linear hull on a general tweakable block cipher may expand
the domain space form n to n + ¢, when n, and t, are data-size and tweak-size respectively
[ADG™19], but considering tweak in our related-tweak zero-correlation linear hulls for
CRAFT increases the domain space n only by 4.

The CRAFT’s tweakey scheduling algorithm never mixes the different nibbles, and as
mentioned above, the tweak, excluding the nibble T'[11], is independent of the obtained
linear hull in our zero-correlation linear hulls for all cases RTy, R1>, and RT3, and it
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actually can take any (arbitrary) constants. Therefore, the domain space of our zero-
correlation linear hulls is 64 + 4 = 68 bits instead of 128 bits. In other words, to evaluate
the correlation of the obtained linear hull in the online phase, an arbitrary constant is
taken for those nibbles labeled by *, and the inputs are chosen so that the vector consisting
of 17 remaining nibbles, take all the possible values, since the correlation of our linear
hulls is equal to zero, independent of those nibble labeled by .

Suppose that we denote the 14 rounds of CRFAT starting with RTj, as follows:

Eg :F§* x F§* — F3*
(P, T) = Ex(P,T),

where P and T denote plaintext and tweak, respectively. We also denote the function
obtained by fixing 15 nibbles of tweak, excluding the cell 11, by an arbitrary value from
FS$0 in function Ej, by F, which is actually a function from F§* x F3 to F$*. Let M be the
set of all input masks in our zero-correlation linear hull in case RTj, as follows:

M = {(y0,..-,715,7) € (F3) 7|74 = 712 # 0,7 = 8,7; = 0 for all i # 4,12},

where (7o, . ..,715) corresponds to input mask for plaintext, and + corresponds to the input
mask for T'[11]. Although, M is not a subspace of F$®, for each a = (7o, - ..,715,7) € M, if
A =1{0,a}, then A is a subspace of dimension 1 of F$®. Suppose that 3 is chosen from the
set of output masks of our zero-correlation linear hull for 14 rounds of CRAFT in case RTy
which is depicted in Figure 3. Thus, based on Theorem 1, for each A € F$3, (8, F(z +\)) is
balanced over A+. Since dim(A') = 67, the data complexity of the integral distinguisher
corresponding to the zero-correlation linear hull covering 14 rounds, in case RTj is equal
to 267, For more details, A, A+ can be displayed as follows:

A= {6,(0,...,0,04,0,...,0,012,0,0,0,8)}7
where ¢4 = ¢12 are non-zero constants from F247 and,
At = {(z0,...,215,t11) € (F3)"|{ca,24) ® (c12,T12) ® (8,t11) = O}.

The required data for our integral distinguisher must be taken form A<+, such that
(zo,...,215) corresponds to the plaintext and ¢;; corresponds to cell 11 of tweak. To
generate the vectors of A1, we can choose an arbitrary value for t; at first, and then
choose a suitable value for (xo, ..., 215), such that vector (xo, ..., T1s5,%11) is in A+, Since,
there are 2% possible values for ¢1, and for each of them there are 23 plaintexts, the total
data complexity is 267.

The zero-correlation linear hulls covering 14 rounds of CRAFT in the related-tweak model
for cases RT,, and RT3 can also be converted to the integral distinguishers in a similar
manner. In case RT», we apply any same linear mask to two cells 4, and 12, and apply
zero linear masks to the remaining 14 nibbles. We also apply linear mask 0 to the cell 11
of tweak. In contrast to case RTj, the set of all input masks in case RT5 is a subspace
of F$® with dimension 4 which is again denoted by A. Thereby, dim(A1) = 68 — 4 = 64,
and the data complexity of the corresponding integral distinguisher is equal to 24, or
equivalently, 2% tweaks, and for each of them 260, plainetexts are required. The integral
distinguishers share the same input linear mask, and the cell 5 of the output is balanced.
Due to the high similarity between zero-correlation linear hulls for cases R715, and RT3,
the data complexity of the related-tweak integral distinguisher corresponding to case RT3
is exactly the same as the case RT5, and has the same input, and output linear masks as
the zero-correlation linear hulls obtained for 14 rounds in case RT3.
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4 Differential effect cryptanalysis

The designers of CRAFT provided extensive security analysis against differential and linear
cryptanalysis [BLMR19, See Table 5]. They have provided the minimum number of active
S-boxes for differential/linear cryptanalysis in single and differential related tweak mode. In
addition, they have provided their analysis for differential effect (resp. linear hull) of round
reduced CRAFT. In single tweak mode (ST-mode), they presented a differential distinguisher
for 9 and 10 rounds of the cipher with the lower bounds of probabilities 272467 and 2-62:61
respectively. For related tweak mode (RT-mode), depending on the starting round based
on the TK value, they have presented 15, 16, 17, and 16 rounds differential distinguisher
when the cipher is started from round 0, 1, 2, and 3, respectively (denoted as RTp, RT1,
RT, and RT3 respectively). The probability of the presented distinguisher are 27°5-14,
278718 9=60.14 "and 279514 respectively.

Table 5: Optimum differential/linear trails for reduced CRAFT in different model, where
for each model, the upper row determines the minimum number of active S-boxes and the
lower row shows the —log, P, and also P denotes the probability of the best-found trail.

Model 123 4 5 6 7 8 9 10 11 12 13 14 15 16 17
Linear 1 2 4 6 10 14 20 26 32 36 40 44 48 52 56 60 64
—log, 2 4 8 12 20 28 40 52 64 72 80 8 96 104 112 120 128
STDiff. |1 2 4 6 10 14 20 26 32 36 40 44 48 52 56 60 64
—log, 2 4 8 12 20 28 40 52 64 72 80 8 96 104 112 120 128
R, Diff. |0 1 2 4 6 12 14 19 22 25 27 32 36 38 40 46 49
—log, 1 2 4 8 12 24 28 38 44 50 54 64 72 76 80 92 98
RTyDiff. |0 1 2 5 7 10 15 18 22 24 28 32 35 38 43 45 46
—log, 1 2 4 10 14 20 30 36 44 48 56 64 70 76 8 90 92
RILDiff. |0 1 2 4 6 12 16 19 21 24 27 30 34 39 41 42 44
— log, 1 2 4 8 12 24 32 38 42 48 54 60 68 78 82 8 88
RT3 Diff. |0 1 2 5 7 10 15 18 21 24 28 31 34 38 39 41 47
—log, 1 2 4 10 14 20 30 36 42 48 56 62 68 76 78 82 94

To verify their results, first, we developed an automated tool, based on MILP and
CryptoSMT. In the ST-mode, we reached the same number of active S-boxes, but an
interesting observation was finding trails with optimum probability for any number of
round and in any analysis mode, i.e., all S-boxes are activated by the maximum possible
probability, i.e., 272 in differential /linear cryptanalysis (we only found a typo for their
report of 17 rounds of RTj, which was reported to be 44 S-boxes, while it should be
46). Table 5 represents the minimum number of active S-boxes and also the maximum
probability of a single trail for the different number of rounds in different mode of analysis.

Next, we evaluated the differential effect of the cipher in ST-mode. To enumerate the
differential trails in a differential effect of CRAFT, similar to previous works [LWR16, KLT15],
we used the following approach to enumerate all the solutions in a SAT solver:

1. Build the CNF model for the problem, ask the solver to give one solution x if it
exists.

2. Add a new condition to the current CNF model in order to remove x.

3. Ask the solver to give a solution, repeat step 2 until the solver returns unsatisfiable.

4.1 Differential effect

In this section, we evaluated the differential effect behavior of CRAFT, by fixing the input
and output difference and try to find a better differential probability. We observed that
for input/output differences that satisfies a trail with minimum number of active S-boxes,
there are many trails with optimum probability and all of them have an identical truncated
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pattern. While finding an estimation of the real differential behavior of a cipher could be
a very time consuming task in general, this observation motivated us to use the following
steps to provide a lower bound on the differential probability of CRAFT for different number
of rounds:

1. Using MILP, find a truncated differential trail with the minimum number of active
S-boxes.

2. Verify the correctness of the truncated differential trail by finding at least one trail
that matches the found truncated patterns.

3. Based on the found trail, develop the constraints for CryptoSMT, to limit the search
to the truncated pattern with fixed input/output in the previous step.

CryptoSMT, supports primitives with S-boxes [AK18], but it uses a naive approach to
encode S-boxes. In the SMT model generated by CryptoSMT, input and output differences
of each n-bit S-box, are represented by n binary variables x = (zg,...,zp—1), and y =
(Yo, - - Yn—1), respectively. It also introduces additional variables p = (po, ..., pn—1) for
each S-box S, representing the probability of the transition x 5, y, which are linked to

the Pr{z ER y}, by the following relation:

S
wt(po, -, pn—1) = —logy (Pr{z = y}),

where wt(pg, ..., pn—1) denotes the Hamming weight of binary code py . .. ps, and is called
the weight of the transition x — y. For example, the entries of {273,272, 271 1} can be
encoded as follows:

Pr | 273 | 272 | 27t | 1
popip2ps | 0111 | 0011 | 0001 | 0000

In order to generate the constraints of each S-box, CryptoSMT first finds the set of

all 3n-tuple (ag, .-, an—1,b0,---,bn_1,C0,---,Cn_1) € F3" corresponding to the non-zero
entries of DDT. Therefore, each 3n-tuple out of the obtained set corresponds to an invalid
assignment for (o, ..., Tn-1,Y0,---sYn—1,P0,« -, Pn—1)-

Then CryptoSMT generates a CNF for each S-box, as a constraint which is sat-
isfiable if and only if the assignment corresponds to a valid trail. In order to gen-
erate the CNF of each S-box, it considers all invalid assignments. If an assignment
(agy---yapn—1,b0,--,bn_1,Co,-..,Ccn_1) is an impossible one, then the following clause is
added to the CNF:

C :L(ao,fﬂo) VeV L(an_l,xn_l)\/
L(banO) VeV L(bn—lvyn—l)v
L(co,po) V-V L(cn—1,Pn—1),

L(si,t;) = {ﬁt‘ if s =1

where

to exclude the invalid assignment (a,b,c), from the solution space. For example, if
(1,0,1,1,0,0,0,0,0,0,0,0), is an invalid assignment for the variables (zg, ..., Z3,Y0, -, Y3,P0; - - -, P3),
then the following clause is added to the CNF of the S-box in the SMT model.

(mzo Vo V-oza Vo3 Vyo Vyr Vya Vys Vo Vpr Vs Vps).
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By considering all invalid assignments, the CNF modeling the differential behaviour of a
n-bit S-box is as follows:

m n—1
/\ \/ Lj(szatz)
i=1 \ j=0

The entries in the DDT of a 4-bit S-box with differential uniformity 4, including
CRAFT’s S-box, only take four possible values, which are 0, 2, 4, and 16; therefore, the
possible differential probabilities are 0, 273, 272, and 1, respectively. In contrast to the
CryptoSMT’s encoding, which always uses four variables to encode the probabilities of a
given 4-bit S-box, the CRAFT’s S-box probabilities can be encoded via only three binary
variables denoted as pg, p1, p2, such that wit(po,p1,p2) = —logs(p).

With the aim of optimizing the CryptoSMT’s method for encoding the differential
behavior of the CRAFT’s S-box, we use a different method than the CryptoSMT’s original
method, which can be easily generalized for an arbitrary n-bit S-box. We first generate
the truth table of the following 11-bit boolean function [SWW18]:

f(z,y,p) =0 if Pr{z —y} =0,
1 p=(1,1,1) . _
flay.p) = A if Prie gy =272,
0 ow
I p=(0,1,1) . _
fwyp) = LD if Prfe gy =272,
0 ow
1 p=(0,0,0) .
f@y.p) = 000 if Pria gy =1,
0 ow
where z = (x¢,...,23), and y = (yo,...ys) denote the input and the output differences,

and p = (po, p1,p2) is used to encode Pr{z — y} = 27“*P). To generate the constraints
that model the differential behavior of S-box, we use the minimized product-of-sum
representation of the above boolean function, which can be obtained via the Quine-
McCluskey[Quib2, Qui55, MJ56], and Espresso algorithm [BHMSV84] implemented at the
off-the-shelf program Logic Friday[Log19]. The minimized product-of-sum representation
of the above boolean function for the CRAFT’s S-box is represented in Appendix A.

Following the above steps, we were able to accelerate the time of differential search for
reduced rounds CRAFT. For instance, using the un-opimized CryptoSMT, finding a bound
for differential of 11 rounds of CRAFT costed 86379s on a personal computer (Intel Core
(TM)i-5, 8 Gig RAM, running Ubuntu 18.04 LTS), were we reached 27°877%4 based on
2458966 trails (all with optimum probability of 278%). After optimizing CryptoSMT as
above, we reached the identical probability much faster. A comparison of the search time
to find the best single differential characteristic for reduced rounds variants of CRAFT is
provided in Table 8, and Table 9 of Appendix A. Based on this approach, for 9 rounds of
CRAFT, we find the following input/output difference with the differential probability of
274437 where the least significant nibble appears in the left most position:

9-round; Pr > 274437

TFOF 7FO00 0000 7FO00 0AOO 0000 0000 OODF.

The above differential contains 810592 trails, all with probability 2764 that have been
found in 5417s on the above mentioned PC. It has an advantage of 2'°3 compared to the
distinguisher provided by the designers for the same number of rounds. It should be noted
that the presented bound is only the lower bound, given that we limited our searches to
optimum trails and a specific truncated differential pattern. In addition, given a truncated
differential pattern that minimizes the number of active S-boxes for a specific number
of rounds, different trails with different input/output can be presented that satisfy the
optimum probability. In the above search, we randomly selected one of them (the first
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optimum trail which is found by the tool) and bounded its lower-bound of differential.
However, it may be possible to find a better bound for that number of rounds using another
input/output difference or considering other possibilities too, e.g., non-optimum patterns.
For example, for 9 rounds, we changed all active nibbles of the input and the output
differences of the above-mentioned trail to A (it is represented in hexadecimal format) and
observed a considerable improvement. To be more precise, for the bellow difference we
found 2024500 optimum trails, before interrupting the run due to the RAM limitation:

9-round; Pr > 2743051

AAOA AAOO 0000 AAOO 0AOO 0000 0000 OOAA.

In the case of 10 rounds, with the input difference “OAAA 00AA 0000 O0O0AA” and the output
difference “0A00 0000 0000 OOAA", using a G9 Hp server with 32 Gig RAM and Windows
10 x64 as the operating system, we were able to observe 3513898 optimal trails in 4 days,
before interrupting the run, which provides the probability of the 10-round distinguisher
to be at least 2750:2554,

Although the above mentioned approach provides advantage over naive search, using
the same computer system, to extend this approach to more number of rounds, e.g., 12
rounds and more, it was very time consuming. Hence, we used another approach. We
observed that it is possible to come up with expendable truncated trails for even ( started
from 8) and odd (started from 9) rounds of the cipher. Interestingly, this trails match the
optimum number of active S-boxes for 9 < r < 17, we did not check for » > 17. Figure 4
and Figure 5 represent the details of the construction of those trails. Moreover, setting
active nibbles of input and output differences of each trail to A, provides us with a valid
optimum trail. Hence, denoting the probability of an optimum trail for r-round of the
cipher by pro", the trail bellow is valid for any even round-r > 8:

r-round; Pro" = o —(56+8(r—8))

OAAA OOAA 0000 00AA 0AOO 0000 0000 OOAA.

For an odd round-r > 8, the differential trail will be as follows:

r-round; Pro7 = 27 (64+8(r=9))

AAOA AAOO 0000 AAOO 0OAOO 0000 0000 OOAA.

Any of Figure 4 and Figure 5 includes three partitions, denoted by E;y .., Em. r,, and
Eout,r,.., Where r; is an integer which is used to indicate the number of rounds in a partition.
From now on, EZS" | EXPC" and EGFT - and Epdd podd and Fodd denote partitions of

N, Tin out,"out m out
. . . . . . even/odd even/odd even/odd
the cipher in Figure 4 and Figure 5 respectively, while £, . * ™", Em ! and E, 0

denote the their partitions. Hence, to design 10-round and 12-round trails, we respectively
3 even even even even even even even 1 <1

can use the structures E¢ /¢ o EXPS o BEVG" and Egyi o EVS o EXYS o EEVG" while to design

: odd odd odd odd odd

9-round and 11-round trails, we can use the structures Egyi’ s o E5™) and EQi4 s o EXVS o EZTG

respectively. It is also possible to use other combinations. For example, we can construct

even even even even even even even

other 12-round trails as ngifﬁo m,4 o in,4 out,Go m,2 0 in,4 and out,GO in,6
also, where ES'" = ESVS o BEVs", By = EQS o BV and Exiin = BCT o BSS
It is worth noting, for the trails presented in Figure 4 and Figure 5, the output
differences (nibbles) of E<¢" and E%%¢ are identical and the input differences (nibbles) of
E£vem can be matched to the input of E2% by two nibbles rotation to right in each row.
On the other hand, from the DDT of the CRAFT’s S-box (Table 6), one can observe
that if « € {5,7,A,D,F}, then we can find at least one entry y € {5,7,A,D,F} such that
s(x) = y with probability 272 and for any z ¢ {5,7,A,D,F} the probability of s(z) = 2
will be upper-bounded by 273. Moreover, we observed that any differential includes trails,
where each active S-box is activated with the probability 272, and we were not even able
to count all of them using our computational resources, in the previous approach. These

properties motivated us to do semi-truncated differential search for the different parts of
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5960@ 060060

(C) Eout

Figure 4: An expendable truncated trail for even rounds, where FE;, and E,,; denote the
first 4 and the last 4 rounds, respectively and F,, is a repeatable 2-round truncated trail
that can be used as much as required. For example, to design a 10-round trail, this stage is
repeated once in the current trail. The Cyan-colored cells are inactive due to cancellation
after MC step, white-colored cells are inactive, and {Gray, Orange, Green} colors are active
cells in different stages of the cipher.

. dd dd dd . 1
our models for even and odd rounds, i.e., Efser% o Ef,fi?n/ 2% and ESZ:% Zt in Figure 4
and Figure 5. For semi-truncated differential search, we programmed a model with the

constraints bellow:

1. We set any active nibbles in the input of Ef:c;fx °dd and any active nibbles in the
dd
output of EZ’Z:% Zt to be A.

2. We limited any active intermediate nibble at the output of Eeven/ Odd, the in-

N5, Tin
even/odd even/odd

put/output of Ep, /""" and input of E,,; /™" to be in the set {5,7,A,D,F}.

3. We find the differential probability of all possible outputs of Eeven/ Odd, all possible

WM, Tin
inputs and outputs of Eﬁfi?n/ odd and all possible inputs of peven/odd

out,ro,, » Concerns the
above constraints up to where our programs could compute.
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23440 45000

Figure 5: An expendable truncated trail for odd rounds, where F;, and E,,; denote the
first 4 and the last 5 rounds, respectively and F,, is a repeatable 2-round truncated trail
that can be used as much as required. For example, to design a 9-round trail, this stage is
omitted.

For those constrains, it is trivial that we have only one possible difference for the input

of Ef::er”: °44 and one possible difference for the output of ESZ:% °¥ T determine possible

output-differences of E;7", we should consider the pattern before the last MC, i.e., X 4
and after the last MC, i.e., Y%. It can be seen that to satisfy the truncated differential
pattern, we should have X*[14] = X*[10] # X*[6]. Hence, there are only 5 x 5 x 4 = 100

possible values for Y* or outputs of Ef)G". A similar argument can be provided for the
even/odd

input/output differences of Ey, ./ ", and the input differences of E;’jf’;ﬁ Z‘jd. Therefore,

there are only 100 x 100 possible values for input/output differences of Eeven/odd and

m7rm
100 possible values for input/output differences of EjZ:T:,(/) z:ld. In the next step, we need

to determine the differential probability of any possible input/output differences for any
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Table 6: Differential distribution table (DDT) of CRAFT S-box.

z/y|l 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 66 0 0 0O 0OOO O OO0OOO0OO0OO0OTO0O0
1 0 2 4 0 2 2 2 0 2 0 0 0 0 0 2 0
2 0 4 0 0 4 0 0 0 0 4 0 0 4 0 00
3 o 0 0 0 2 0 4 2 2 2 0 0 0 2 0 2
4 0 2 4 2 2 2 0 0 2 00 2 0 0 0 O
5 0o 2 0 0 2 0 0 4 0 2 4 0 2 0 0 O
6 o 2 0 4 0 0 0 2 2 0 0 0 2 2 0 2
7 o o0 0 2 0 4 2 0 0 0 0 2 0 4 2 0
8 0o 2 0 2 2 0 2 0 0 2 0 2 2 0 2 0
9 o 0 4 2 0 2 0 0 2 2 0 2 2 0 00
A o 0 0 0 0 4 0 0 O 0O 4 0 0 4 0 4
B o 0 o0 0 2 0 0 2 2 2 0 4 0 2 0 2
C o 0 4 0 0 2 2 0 2 2 00 2 0 2 0
D o 0 0 2 0 0 2 4 0 0 4 2 00 2 0
E 0o 2 0 0 0 OO0 2 2 0 0 0 2 2 4 2
F o 0 0 2 0 0 2 0 0 0 4 2 0 0 2 4

partition of the cipher. We provide a horizontal vector containing 100 probabilities for

fna’» @ matrix containing 100 x 100 probabilities for Efrfer?n/ °dd and a vertical vector

containing 100 probabilities for E;Z?f{) °¥ Given those probabilities, we can calculate the
differential probability of any trail, it will be just multiplication of those joint probability
vectors/matrices, which can be done very efficiently. To this end, we determined the joint
probabilities vectors/matrices of all cipher’s partitions of Figure 4 and Figure 5. The joint
probability horizontal vector of Ef;" includes 76 non-zero entries (out of 100) and it is
identical to the joint probability vector derived for E2% . The joint probability vertical

in,4
odd
out,

even

vectors of both E¢i¢" and Egf 5 include 92 non-zero entries (each out of 100) and the joint

probability matrices derived for E7S" and E,‘;Ld,‘é also include 2734 non-zero entries (each

out of 100 x 100). For each possible intermediate entry, e.g., an entry in the Ef" vector,

we counted all the possible trails from the fixed input difference of E¢V9" to that possible

in,4
difference of E", which can be directly used to determine the probability related to that

entry. Next, we used those joint probabilities vectors/matrices to determine the differential

effect of different round reduced variants of CRAFT; in all cases we extended the number of
even/odd
m,2

rounds by repeating E as many times as required:

round: Pr —40.20
AAOA AAOO 0000 AAQQ roundi Pr=2 0A00 0000 0000 0O0AA,

10-round; Pr > 9—45.12

OAAA OOAA 0000 00AA 0AOO 0000 0000 OOAA,

11-round; Pr > 274979

AAOA AAOO 0000 AAOO OAOO 0000 0000 OOAA,

g . _54.72
OAAA 00AA 0000 00AA —Zrounds Pr=2 0A00 0000 0000 OOAA,

~ . —59.39
AAOA AAOO 0000 AAQQ ~2roundi Pr=2 0A00 0000 0000 0OAA,

_ . —64.32
OAAA 00AA 0000 00AA —rromwnds Pr=2 0A00 0000 0000 OOAA,

. . —68.99
AAOA AAOO 0000 AAQQ —orouwnds Pr=2 0A00 0000 0000 OOAA.

Through our analysis we also investigated the truncated differential behavior of optimum
trails of fixed input/output differences. Interestingly, we observed that for any input/output
differences with the optimum trails that we have checked (including the input/output
differences of Figure 4 and Figure 5) the truncated pattern of all optimum trails of a fixed
input/output difference is fixed. To verify this, for a given input/output difference for
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which there is an optimum trail, we forced the MILP and also SAT tools to finding an
optimum trail with different truncated patterns. However, for all input/output differences
that we checked, the programs returned infeasible. Hence, for any trail driven from Figure 4
or Figure 5, using our partitioning approach and the way that we have used to determine
the probabilities of intermediate entries, we are able to count the exact number of the
optimum trails for any number of rounds of CRAFT, starting from 9 and for the given
differences; also, we can determine a lower bound of non-optimum trails. In the last column
of Table 7, we reported the values of the optimum trails for the several numbers of the
rounds.

On the other hand, for a fixed input/output difference, changing r;,, 7., and 74y, has
an influence on the number of non-optimum trails that are considered in the final differential
effect. Hence, although the presented distinguishers are the best known distinguishers for
the round reduced CRAFT in ST-mode, to improve the results more, we also evaluated other
values for 7, 7, and 7o, (it is clear that extending the number of rounds of a partition
increases the computational cost of producing the related joint probabilities matrix/vector).
As a result, for r,, = 4 (for even/odd rounds) and ry,; = 6 (for even rounds) we could
improve the above bounds as follows:

- . —44.89
OAAA 00AA 0000 00AA —2rouwnds Pr=2 0A00 0000 0000 0OAA,

g . —54.48
OAAA 00AA 0000 00AA —2rouwnds Pr=2 0A00 0000 0000 OOAA,

~ . —59.13
AAOA AAOO 0000 AAQQ ~2oundi Pr=2 0A00 0000 0000 0OAA,

—round: Pr —63.80
OAAA O0AA 0000 00AA rroundi Pr=2 0A00 0000 0000 0OAA,

~ . —68.75
AAOA AAOO 0000 AAQQ —orouwnds Pr=2 0A00 0000 0000 0OAA,

where, as it is also depicted in Table 7, for the 14 rounds trail we used the combination
Eguits o ERY o ESY'. The above distinguishers, to the best of our knowledge, are the
best-known differential distinguishers for CRAFT in ST-model.

It should be noted that we also evaluated the differential effect when r;, = 6. However,

it did not give better results.

Table 7: The values of r;,, r,,, and 7., of the best differential trails of CRAFT that we
have found. Pr denotes the probability of the related trail.

# Rounds | riyn  7m  Tout Pr f optimum trails
9 4 _ 5 2740.20 223‘32
10 4 _ 6 2744.89 226.49
11 4 2 5 2—49.79 229.66
12 4 2 6 2—54.48 232.83
13 4 4 5 2—59.13 236.00
14 4 4 6 2763.80 239‘18

5 Discussion

Through our analysis, we observed some typos in the designers’ analysis which reporting
them could be useful for later analysis. We already mentioned one of them in Subsection 4.1,
i.e., the minimum number of active S-boxes for 17 rounds in the case of RT1. In addition,
the designers reported 12 zero-correlation masks for 13 rounds of the cipher. Although we
found twelve zero-correlation linear hulls, based on our analysis with both MILP and SAT
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approaches, 2 of the reported masks are not valid, which are as follows, where v and ¢ are
non-zero masks in Fj:

0000 0070 0000 0070 ~2*"% 5000 5000 0000 0000,

0000 4000 0000 ~000 2% 5600 0050 0000 0000.
In order to verify this claim, for each one of the above linear hulls, a valid linear trail
is displayed in Appendix B. We also found the following new zero-correlation linear hulls
for 13 rounds of CRAFT, in ST-mode:

13-round

0000 000 0000 00y0 ———— 0000 0050 0000 0000,

0000 4000 0000 ~000 22" 5600 §000 0000 0000.

We also checked the validity of the reported input/output patterns for the impossible
differential covering 13 rounds of CRAFT. We observed that two of the input/output patterns
are not valid in this case too, which are as follows, where v and § are non-zero difference
in F3:

0070 0000 0070 0000 2%, 5000 0000 5000 0000,

~000 0000 7000 0000 ~2°™ 5000 0000 0050 0000.

For each one of the input/output patterns above, one possible differential trail is
displayed in Appendix C, which proves our claim. We also found the following two new
valid impossible differential input/outputs for 13 rounds of CRAFT, in ST-mode:

0070 0000 0070 0000 "% 5000 0000 0050 0000,

~000 0000 7000 0000 ~2°"% 5000 0000 §000 0000.

In the case of RT-model of differential, designers reported the masks bellow:

~ ) . —55.14
0000 A000 0000 0000 —>rownd-fTo; Pr=2 0000 0000 00AO A0OO

_ _ . —57.18
OAOA 00AA 0000 0QQA ~oround-fTy; Pr =2 0000 000A A000 0000,

~ ~ . —60.14
0000 0000 0000 0000 —rround-fTa; Pr =2 0000 0000 00A0 A00O,

- ~ . Pr —55.14
0000 0000 0000 AAQQ ~oround-fTs; Pr =2 0000 0000 00AO A00O,

where in all cases, AT = 0000 0000 00A0 0000. However, for the provided difference for
RTy, RT5 and RT3, there are no trails for those differences with a reasonable number of
active S-boxes. In addition, if the difference bellow is valid:

. —60.14
0000 0000 0000 0000 —rround-fTz; Pr =2 0000 0000 00AO A00O,

then, given that the input difference has no active nibble and in backward direction it first
goes through S-box layers at the first, with probability 1. It is possible to present an 18
round trail for RT} with the same probability, i.e., 276014, Hence, we also reevaluated
the differential effect of CRAFT in RT-model, with the same AT = 0000 0000 00AO 0000.
Our best results are as follows:

= R . —55.14
0000 A000 0000 0000 ~>round-fTo; Pr =2 0000 0000 00AO A00O,

_round-RTy; Pr > 26268
000A 000A OAAQ 000A ~&round-FTy; Pr=2 0000 0000 0000 0000,
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~ _ . —60.14
A000 0AOO 0000 AAQQ Tround-fTe; Pr =2 0000 0000 00AO A00O,

. _ . —55.14
0AAO 0000 00AQ 0000 ~&round-ATs; Pr =2 0000 0000 00AO AOOO.

It can be seen that we could find other input/output differences for RT» and RT3 that
have identical probabilities as the probabilities reported by the designers. In the case of
RTjy, we received identical differential effect probability as the designers probability, for
the same input/output differences. However, in the case of RT; we could not find such
differences. This distinction between our result, and those of the designers, in the case of
RTy, motivated us to evaluate the differential effects for 15 and 17 rounds of this mode as
follows :

_ . . —56.31
AAAO OAAO O00A 0AAQ >round-fTy Pr=?2 0000 0000 0000 000A,

where AT = 0000 0000 000A 0000, and,

~ _ . —65.34
050A 000A OAAQ 0QQA —rround-fTy; Pr =2 0000 A000 0000 0000,

where AT = 0000 0000 00A0 0000.

It should be noted we also evaluated the security of CRAFT against linear hull, following
the same approach as the differential effect. However, we could not beat the designers’
claim, which is 27212 for 14- rounds of CRAFT in ST-model.

6 Conclusion

In this work, we provided a detailed analysis of CRAFT against differential and related
tweak zero-correlation and integral cryptanalysis. Our related tweak zero-correlation and
integral cryptanalysis, which cover 14 rounds, are the first analysis of CRAFT against this
attack, given that the designers analyzed its security against single tweak zero-correlation
and integral cryptanalysis. While we found 14-round distinguishers in the related tweak
zero-correlation/integral cryptanalysis for cases RTy, RT,, and RT3, we could not find
any related tweak zero-correlation/integral distinguisher for case RT} for 14-rounds of the
cipher.

Our differential analysis improved the designers’ results significantly. For example,
the designers’ report include the lower bound of probability of differential effect for 10
rounds of the cipher in single tweak model to be 27%2:61 while we improved this bound
and presented a differential distinguisher for the same number of rounds with probability
274489 and a differential distinguisher for up to 14 rounds, with the probabilities beyond
2764 This analysis shows that there is a huge gap between the differential effect and
any differential trails in the round reduced CRAFT, similar to some other lightweight block
ciphers already mentioned in [AK18].

Through our differential analysis, we observed that for many fixed input/output
differentials, CRAFT included very strong clusters of high-probable trails that helped us to
improve the probability of our differential distinguishers significantly.

In our differential effect analysis of the even/odd number of rounds, we fixed the
input/output masks for even/odd number of rounds, and provided extendable truncated
differential trails for the cipher and then partitioned those trails to estimate the differential
effect of the whole target rounds. This approach helped us estimate the differential effect
of the cipher more efficiently (in term of time and the used resources), compared to naive
approaches based on counting trails. Thanks to the fixed truncated differential pattern
of CRAFT for all optimum trails of a fixed input/output mask, partitioning works well to
bound its differential effect and we were able to provide the exact number of optimum
trails for a given fixed input/output difference; and for any number of rounds, larger
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than 9, it can be done for any other input/output mask. As a future work, it is worth
investigating whether there is any other cipher with the same differential behavior, i.e.,
fixed truncated differential for dominant trails. If there is, then it should be possible to use
the partitioning approach to evaluate its security against differential effect. In addition,
while our bound for the number of optimal trails for any fixed input/output mask is tight,
we were not able to bound the exact number of non-optimum trails for the used masks.
Hence, as another future work, it is possible to improve the reported differential effects
considering some missing non-optimum trails in our analysis.

The designer stated [BLMR19, Sec. 5.4] "For the key recovery the number of rounds
that can be appended for an RT; differential is at most 4 + i rounds before and 7 rounds
after the differential”. However, given that the focus of this paper was to provide better
distinguishers for CRAFT, we have not investigated the key recovery in this paper. Hence,
as a future work, it worth to see how many rounds can be attacked based on the provided
distinguishers in this paper.
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A Supplementary information for optimized CryptoSMT

Let a = (as,...,a0), and b = (bs,...,by) denote the input and output differences respec-
tively, where ag, and by are the least significant bits, and p = (p2,p1,p0) is also used
to encode the probability of transition a — b. We use the following CNF to model the
differential behavior of CRAFT’s S-box in the SMT model:

(—\al \/ao\/bg\/—\bl \/—\pg)/\(ag\/—\al \/—\bl \/bgv—|p2)/\(a3\/a2\/a1 \/"b3\/—\b0)/\(—\&3\/—\a0\/
bg\/bg\/bl)/\(ag\/al\/ao\/—'bg\/_‘bg)/\(_‘ag\/—\ag\/b:;\/bl \/bg)/\(ag\/—\al\/b2\/—|b1\/ﬂp2)/\
(—'(11 Vag Vb Vb \/—|p2) A (—\ag V =ag V —bg V —bg Vﬁpg) A (al V —b3V —by \/—|b0) /\(—|a3 V
—asV=ag Vb)) A(p1V=po) A(—p2 Vo) A(—b1 Vo) AaaV—ag Vb1 Vpa) A(ar V—ba Vo Vpa) A
(ﬁbg\/p())/\(bg\/ﬁbl \/bo\/ﬁpg)/\(al Vby \/ﬁbo\/pg)/\(ﬁag\/ao\/bl \/pg)/\<ﬁa3\/b1 \/b()\/pz)/\
(—\ag\/—\ao\/bg\/bovpg)/\(_'al \/po)/\(ag\/(lo\/bg\/bl \/bo\/_'pl)/\(ag\/al VagVp2 \/_‘p())/\
(—\CLQ\/ao\/_'bQ\/_'bo\/pg)/\(al \/bg\/"bo\/pg)/\(CLQ\/CLQ\/—\bg\/—\bo\/—\pg)/\(_‘GQ\/—‘QO\/bQ\/
—|b() \/p2)/\(—‘ag\/ao\/bz\/—‘bo\/pz)/\(ag V-aq \/—|b3\/—|b1 \/pz)/\(ag\/—‘ao\/—‘bg \/—|b0 \/pg)/\
("Cll\/bg\/_‘bg\/_'bl \/—|b0\/p2)/\(a2\/—|a1 \/bg\/bg\/"bl)/\(_'al \/ao\/bg\/_'bg\/bl \/_|p2)/\
(ag\/ﬁal Vbs Vb \/ﬁbo\/ﬁpg)/\(al V =bg Vb \/ﬁbo\/ﬁpg)/\(bg \/bg\/b()\/ﬁpg) N (a3Va2\/
ao\/_\pg)/\ (—\ag\/—\al V=ag Vb \/_\pg)/\(—\ag\/ag\/_\ao\/_\bg\/_\bl \/bo)/\(ag\/ao\/_‘bg vV
—\bl \/bo\/pg)A(_'ag V-aq \/ao\/b3\/b0)/\(_|a2 \/CLO\/—\bg\/bg\/pg)A(CLQ \/—\U,O\/—\bg\/bo\/p2)/\
(—|a1 \/ao\/—\bg\/bg\/—|b0\/—|p2)/\(a2\/ﬂa1 \/—\bg\/—\bQ\/bo\/—|p2)/\(—'ao\/—'bg\/—'bg\/bo\/pg)/\
(ag\/—wzg\/al \/_‘bl \/bo\/_'pQ)/\((lg\/al \/_|a0Vb2\/_\b1Vﬁpg)/\(_‘ag\/_'ao\/bg\/bl \/bo)/\
(ag\/(lg\/ﬁbg\/ﬁbovpg)/\(ﬁa‘g\/ﬁag\/al \/ao\/b3\/bg\/ﬁpg)/\(ag\/al\/ao\/ﬁb;g\/bl \/ﬁbo)/\
(a3\/a2\/a1 \/ﬁb3\/ﬁb2\/b1)/\(ﬁa3\/a1 V-agVb3Vby Vbo)/\(ﬁ@g\/ﬁag\/ao\/bg\/ﬁbl \/ﬁbo)

Similar to the Boolean function which is used to model the differential behaviour of an
Sbox, another Boolean function can be constructed to model the linear behaviour of the
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given Sbox, according to the related table of squared correlations. If a = (as,...,ap), and
b= (bs,...,by) denote the input and output linear masks respectively, where ag, and by are
the least significant bits, and p = (ps, p2, p1,po) is used to encode the squared correlation
of transition a — b, we use the following CNF to model the linear behavior of CRAFT’s
S-box in the SMT model:

(p3Vp2)/\(p1\/ po)/\(pg\/ pg)/\(pg\/po)/\( bl \/po)/\(bg\/bg\/bl \/bo\/ pl)/\( bg\/po)/\
(a3VQ2\/a1 VagV po)/\(ag\/al \/bg\/ bo\/pg)/\(al\/ao\/ bQ\/bleQ)/\( a1Vpo)/\(a3\/
b3V by Vb1V bo)/\( azV (11\/1)2\/1)1\/102)/\(@0\/1)2\/ b1V bo\/pg)/\( azV agV b3\/b0\/p2)/\
(ao\/ b3V baV b1\/p2)/\( ao\/bg\/b1\/b0\/p2)/\(a2\/ agV b3V b1Vp2)/\(a2\/a1\/b1\/ boV
pg)/\(ag\/po)/\(a3\/ a1 VbyV b1\/b0\/p2)/\(a3\/ a1V agV bg\/bl\/pg)/\(ag\/ a1V
bg\/bo\/p2)/\((12\/ al\/bg\/ bl\/bo\/pg)/\(ag\/ (12\/ ao\/ pg)/\(az\/ao\/ b2\/ bl\/pg)/\
(ag\/ azV a1 VbV bo\/p2)/\( azV GQVGO\/bQ\/bO\/pg)/\( agVaiV agV by V bl\/pg)/\
(a3\/a1\/b3\/ bg\/pz)/\(ag\/ bg\/ bg\/b()\/ pg)/\( asV CL()\/bQ\/bO\/ pg)/\( azVasV agV
b3V pg)/\( azV asVagVbsV pg)/\( asV a1V b3\/b1\/p2)/\( asV b3VbyV bo\/pg)/\( asV
bg\/bl\/bovpg)/\(ag\/ b3VbaV byV pg)/\(ag\/ao\/bg\/bo\/ pg)/\( asV agV baV bgV pg)/\
(CLQ\/CLO\/ bg\/ bo\/ pz)/\(a;g\/ a2Va0vb3\/ bg\/bo\/pg)/\(bg,\/bg\/bo\/ pg)/\
(ag\/ asV a1V agVbsV bl\/pg)/\(ag\/al\/ aOVb3Vb1\/p2)A(a2V a1V agVbsVbyV
pg)/\(bg\/ bz\/ bo\/ pg)/\(ag\/ ag\/ ao\/b1>/\(a2\/al\/b3\/ bl\/ bo\/pg)/\(ag\/ag\/
apV p2)A(a1VaoV b3V by Vpa)A(azV azV a1V agV baV bo)A(asV azV agVbsVbaV
bo)/\( azVasV agV bl\/bo\/pg)/\(ag\/aov b3V bQ\/bQ\/pg)/\( ai1VagV b3VbyV bo\/pg)

CryptoSMT, uses STP[HMS], as the default SMT solver to solve the obtained SMT
problem, but it also supports another SMT solver, called Boolector[NPB15]. Table 8 shows
that, our optimization improves the speed of solving the obtained SMT problem, for both
SMT solvers used in CryptoSMT. Table 9, also shows the impact of our optimization on
the solvers’ run-time for finding an optimum differential trail for r rounds of CRAFT, where
the input, and output differences corresponding to the optimum trail are fixed.

Table 8: The impact of the CRAFT’s S-box optimization on the solvers’ run-time, where
SW and MW respectively denote start-weight and minimum found weight through the
search for the best single differential characteristic of r» rounds of CRAFT in the single tweak

model

Optimized Unoptimized
r|SW MW gTP Boolector STpP Boolector
1[0 2(272) 0.36 s 0.52 s 34.2s 13.53 s
2 2 4(27%) 0.80 s 1.07 s 75.07 s 29.69 s
3] 4 8(279) 2.25 s 2.79 s 195.67s | T74.78s
4 8 [12(271%) | 3255 4.18 s 313.44s | 100.83 s
5[ 12 [20(2720) | 10.84s | 13.92s | 831.86s | 234.95s
6 20 | 28(272%) | 20.55s | 20.14s | 1249.29s | 296.06 s
71 28 [40(27%) | 69.03 s 58.7s | 2703255 | 512.25 s
8 40 | 52(27°2) [ 179.63 s | 100.07s | 5526.63 s | 664.21 s
9] 52 | 64(27%%) [ 501.68 s | 190.35s | 9739.49s | 831.22s
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Table 9: The impact of the CRAFT’s S-box optimization on the solvers’ run-time, to find an
optimum differential trail with fixed input, and output differences for r» rounds of CRAFT

. Optimized Unoptimized
STP | Boolector STP Boolector

8 | 0.40 s 0.11s 34.2 s 15.53 s
9 | 1.44s 0.66 s 116.56 s 4291 s
10 | 1.61 s 1.44 s 130.38 s 49.3 s
11 | 2.11 s 1.84 s 147.54 s 55.32 s
12 | 2.53 s 2.07 s 204.66 s 60.55 s
13 | 2.76 s 2.53 s 266.03 s 68.30 s
14 | 3.99 s 3.75s 319.30 s 74.72 s
15 | 4.13 s 3.78 s 313.45 s 81.16 s

B Valid linear trails

Table 10: A valid linear trail with weight 124, corresponding to the linear hull

0000 0070 0000 0070 ~°™% 6000 §000 0000 0000

rx:

ry?

rzt

) w
0 0000 0050 0000 0050 0000 0050 0000 0000 0000 0000 5000 0000 -2
1 0000 0000 AOOO 0000 0000 0000 AOOO 0000 0000 00AO 0000 0000 -2
2 0000 00AO 0000 0000 0000 OOAO 0000 OOAO 00OA 0000 AOOO 0000 -4
3 0005 0000 AOOO 0000 0005 0000 AOO5 0005 5000 00A5 0000 0050 -8
4  AOOO OOAA 0000 OOAO AOOO OOAA AOOO AOOA  AAOO OOAO AOOA 000A -12
5  AB0OO 0O0AO 500A 0005 A500 0O0AO F50A ABA5  5ABA O5FA A000 500A -20
6  ABA5 OAGA AOOO FOO5 A5A5 OABA O5A5 BFFA  ABFF Ab05 HAOA HA5A  -28
7  AA55 GAOF AAO5 F5AA  AAB5 5AOF 0050 O5F0  OO5F 5000 OASF AB5A  -20
8 00A5 AOOO OAF5 AAA5 00A5 AOOO OA50 OAOO OOAO 5A00 OOAO 0OA50  -12
9  00AO A500 OOAO O5A0 00AO A500 0000 AOOO OA0O 0000 O5A0 OAOO -8
10 0AOO 0000 OAAO OAOO 0OAOO 0000 OOAO 0000 0000 AOOO 0000 AOOO -4
11 0000 AOOO 0000 AOOO 0000 AOOO 0000 0000 0000 0000 O0AO 0000 -2
12 0000 0000 O0AO 0000 0000 0000 00AO 0000 0000 AOOO 0000 0000 -2

—
w

0000 5000 0000 0000

none

none
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Table 11: A wvalid linear trail with weight 124, corresponding to the linear hull
13-round

0000 000 0000 Y000 ———— 0000 0060 0000 0000

i rx ry’ rz w
0 0000 5000 0000 5000 0000 5000 0000 0000 0000 0000 0050 0000 -2
1 0000 0000 0OF0 0000 0000 0000 00FO 0000 0000 FOOO 0000 0000 -2
2 0000 FOOO 0000 0000 0000 FOOO 0000 FOOO OF00 0000 OOFO 0000 -4
3 0500 0000 0050 0000 0500 0000 0550 0500 0050 5500 0000 5000 -8
4  00AO AFO0 0000 AOOO 00AO AFOO OOAO OFAO OOFA AOOO OFAO 0AO0 -12
5 005A 5000 05A0 0500 005A 5000 O5FA 555A  A555 F50A 0050 05A0 -20
6  AFBF FAOA O0BO OA50 AFBF FAOA AFQOF 5FES5 G5FE OFAF OAFA FBFA -28
7  AAF5 OFA5 OAF5 555A AAF5 OFA5 A00O FOOA  AFO0 00AO AFO5 AF5A  -20
8  A500 O0AO 550F ABAA  A500 00AO FOOF O00A AOOO OOFF AOOO 500A -12
9  A000 0055 A0O0O AOO5  AOO0O 0055 0000 0050 0005 0000 5005 000A -8
10 000A 0000 AOOA OOOA  00OA 0000 AOOO 0000 0000 OOAO 0000 00AO -4
11 0000 0050 0000 0050 0000 0050 0000 0000 0000 0000 5000 0000 -2
12 0000 0000 A0OO 0000 0000 0000 AOOO 0000 0000 OOAO 0000 0000 -2
13 0000 0050 0000 0000

C Possible differential trails

Table 12: A possible differential trail with weight 124, corresponding to the input/output

13-round

pattern 0040 0000 00v0 0000 ———— 0000 0000 J000 0000

AX?

AY?

AZ?

) w
0  O0O0AO 0000 OOAO 0000 0000 0000 OOAO 0000 0000 AOOO 0000 0000 -2
1 0000 FOOO 0000 0000 0000 FOOO 0000 0000 0000 0000 OOFO 0000 -2
2 0000 0000 OOFO 0000 OOFO 0000 OOFO 0000 0000 FOOO 0000 OFO0 -4
3 0000 FOOO 0000 OFOO OF0O FFOO 0000 OFOO OOF0 0000 OFFO FOOO -8
4  OOFO0 0000 OAFO AOOO AAOO AOOO OAFO AOOO OAO0O FAOO OOAO AOOA -12
5 OF00 FDOO OOAO 500F 5FAF ADOF 00AO 500F F500 AOOO ODAF FAF5 -20
6 AAOO FOOO OABF FDFA 5DA5 ODFA OASF FDFA  AFDF 5AOF FDOA DA55 -28
7  BFAA A50A FAOA A57A OODA 0070 FAOA A57A  AA57 OAFA 7000 ODAO -20
8  DAAD OAFA DOOO OAAO0 000D 005A DOOO OAAO OOAA 00DO 500A 00DO -12
9  O0OAA OOAO AOOA OOAO0 A0OO 0000 AOOA OOAO OOOA OOAA 0000 000A -8
10 0005 00A5 0000 0005 0000 0O0AO 0000 0005 5000 0000 A0OO 0000 -4
11 AOOO 0000 AOOO 0000 0000 0000 AOOO 0000 0000 O0AO 0000 0000 -2
12 0000 0050 0000 0000 0000 0050 0000 0000 0000 0000 5000 0000 -2

—
w

0000 0000 AOO0O 0000
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Table 13: A possible differential trail with weight 124, corresponding to the input/output

13-round

pattern 4000 0000 ~000 0000 ———— 0000 0000 0040 0000

.

AX?

AY?

AZ?

0O Tt Wi~ O

—_ = =
o~ o ©

A000 0000 AOOO 0000
0000 00AO 0000 0000
0000 0000 DOOO 0000
0000 0070 0000 000A
DOOO 0000 DOOA 00AO
000OA 007A AOOO 05A0
007D 00DO 770D ADDA
AA7TT O5DA OAAD F5DA
AAAA DAOA OOAO AOOA
5D00 5000 ODDO 5000
0700 A700 0000 0700
0050 0000 0050 0000
0000 A0O0O 0000 0000
0000 0000 00AO 0000

0000 0000 AOOO 0000
0000 00AO 0000 0000
D000 0000 DOOO 0000
000A 007A 0000 000A
OOAA OOAO DOOA 00AO
AS5AA O5DA AOOO 05A0
DAAA ADOA 770D ADDA
5500 FOOO OAAD F5DA
0AOO 7AOO OOAO AOOA
00DO 0000 ODDO 5000
0000 AO0O 0000 0700
0000 0000 0050 0000
0000 A0OOO 0000 0000

0000 00AO 0000 0000
0000 0000 AOOO 0000
0000 00DO 0000 000D
AOOO 0000 700A 00AO
00OA OODA AOOO OAAO
005A O0AO D50A 5AAA
AADD 077D ODAA AAAD
AF5D AAOD OOFO 5005
AAOO AOOO OA70 A00O
0500 DDOO 0000 ODOO
0070 0000 00AO 0000
0000 5000 0000 0000
0000 0000 00AO 0000
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