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Abstract. We consider a problem of constructing a secure block cipher from a
tweakable block cipher (TBC) with long tweaks. Given a TBC with n-bit blocks and
τn-bit tweaks for τ ≥ 1, one of the constructions by Minematsu in DCC 2015 shows
that a simple iteration of the TBC for 3d rounds yields a block cipher with dn-bit
blocks that is secure up to 2dn/2 queries, where d = τ + 1. In this paper, we show
three results.

1. Iteration of 3d − 2 rounds is enough for the security up to 2dn/2 queries, i.e.,
the security remains the same even if we reduce the number of rounds by two.

2. When the number of queries is limited to 2n, d+ 1 rounds are enough, and with
d+ ` rounds for 1 ≤ ` ≤ d− 1, the security bound improves as ` grows.

3. A d-round construction gives a block cipher secure up to 2n/2 queries, i.e., it
achieves the classical birthday-bound security.

Our results show that a block cipher with beyond-birthday-bound (BBB) security
(with respect to n) is obtained as low as d + 1 rounds, and we draw the security
spectrum of d+ ` round version in the range of 1 ≤ ` ≤ d− 1 and ` = 2d− 2 for BBB
security, and ` = 0 for birthday-bound security.
Keywords: Beyond-birthday-bound security · Tweakable block cipher · Coefficient-
H technique · Provable security

1 Introduction
Construction of a secure block cipher is a classical problem in symmetric cryptography.
Many practical constructions follow the concept of confusion and diffusion, and for instance
we see the examples of DES, Camellia, and AES that follow this approach. Another
approach was initiated by Luby and Rackoff [LR88], where they proved that a simple
iterative construction based on a pseudorandom function (PRF) is a pseudorandom permu-
tation (PRP) or a strong pseudorandom permutation (SPRP), depending on the number
of rounds. This approach yields a block cipher that is secure against any computationally-
bounded adversaries, and the construction is often referred to as the Luby-Rackoff cipher.
For instance, they proved that a 2n-bit 4-round Feistel permutation based on an n-bit
PRF is computationally indistinguishable from a 2n-bit random permutation with chosen-
ciphertext attacks (CCAs). The security bound of CCA-adversaries that make at most q
queries is O(q2/2n), and this is often called the birthday-bound security (with respect to
n). This result implies that if q � 2n/2, then it is computationally infeasible to distinguish
the Luby-Rackoff cipher from a truly random permutation.

When higher security is required, the birthday-bound security, O(q2/2n), does not
offer sufficiently strong security. It is known that the Luby-Rackoff cipher can be broken
with q ≈ 2n/2 queries, and higher security is achieved by increasing the number of rounds.
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Patarin [Pat04] proved that with 5 or 6 rounds, the Feistel permutation offers higher security
than the birthday-bound security in an asymptotic sense. See also [MP03, MRS09, NR99].
The security bound that guarantees beyond q ≈ 2n/2 queries is often called beyond-
birthday-bound security (BBB security).

Using TBCs. For the problem of obtaining a BBB secure block cipher, Minematsu [Min09]
initiated the use of a tweakable block cipher (TBC) instead of a PRF. A TBC, intro-
duced by Liskov et al. [LRW02, LRW11], is an extension of a block cipher that has an
auxiliary input called a tweak. TBCs have wide applications, and many efficient crypto-
graphic constructions such as (authenticated) encryption or authentication can be obtained,
see e.g. [BGIM19, CLS17, GLN19, IMPS17, JNP14a, LN17, Min14, Nai15, NS20, PS16,
Rog04]. Conventionally, TBCs are constructed from a block cipher as a mode of operation,
such as XEX [Rog04]. However, after introduction of TWEAKEY framework [JNP14c],
we see an increasing number of dedicated designs, including KIASU-BC [JNP14b], Deoxys-
BC [JNP14a], SKINNY [BJK+16], QARMA [Ava17], and CRAFT [BLMR19]. There are
also TBCs in the proposals for the NIST Lightweight Cryptography project [NIS]. These
dedicated TBCs can be used to obtain a secure block cipher.

In [Min09], a construction of a 2n-bit block cipher by combining an n-bit TBC with
m-bit tweaks for some 1 ≤ m ≤ n and some hash functions is proposed, and it was proved
that its security bound is O(q2/2n+m), i.e., it achieves BBB security, as the security bound
remains small even q ≈ 2n/2. Later, Minematsu and Iwata [MI11] constructed block
ciphers of larger and smaller block lengths by using the same TBC as [Min09] and some
hash functions.

Suppose that we have a TBC of block length n bits and tweak length τn bits for some
τ ≥ 1, say τ = 2 or 3, i.e., the tweak length is larger than the block length. With such a
TBC, Minematsu [Min15] constructed a dn-bit block cipher, where d = τ + 1, and proved
that its security bound is O(q2/2dn) (described in Fig. 1(a)). The construction requires d
TBC calls and 2d2 GF(2n) multiplications to instantiate G1 and G2 in Fig. 1(a). There
are several ways to instantiate G1 and G2, and instead of GF(2n) multiplications, the
d-round iterative construction with the TBC can be used, i.e., we obtain a construction
with a total of 3d rounds, which is shown in Fig. 1(b). The entire construction is based
only on a TBC, and it consists of 3d rounds in total. This construction can be seen as the
generalization of the result by Coron et al. [CDMS10], where a block cipher based only on
a TBC (described in Fig. 1(c)) is analyzed. Their 2n-bit block cipher is based on an n-bit
TBC with n-bit tweaks and requires 3 rounds.1 They also considered the indifferentiability
framework, where an n-bit ideal cipher with n-bit keys is used to obtain a 2n-bit public
random permutation. See also [GL15] for the indifferentiability analysis where the ideal
cipher has a large key space.

Our Results. We continue studying a problem of constructing a block cipher from a TBC
in the provable security paradigm, where we assume that the TBC is secure and has long
tweaks. The assumption is relevant as there are practical designs with long tweaks, e.g.,
SKINNY [BJK+16], and there are also known tweak length extension schemes [MI15].

Our target construction is illustrated in Fig. 1(d), which is the r-round version of the
construction in [Min15] (Fig. 1(b)). Given an n-bit TBC with τn-bit tweaks, this gives a
dn-bit block cipher for d = τ + 1. We show the following three results.

1. In Sect. 5, we show that r = 3d− 2 rounds are enough for the security up to 2dn/2

queries, i.e., the security remains the same as the 3d-round construction of Minematsu
even if we reduce the number of rounds by two.

1[CDMS10] shows a construction of a 2n-bit TBC from n-bit TBCs with longer tweaks. The argument
here considers the special case where the tweak length of the 2n-bit TBC is zero. See [CDMS10] for details.
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2. In Sect. 6, we consider the case where the number of queries made by an adversary is
limited. Seeing a lot of practical constructions of a TBC with n = 128, guaranteeing
the security up to 2dn/2 queries can be overkill even for a small d like d = 3. When
the number of queries is limited to 2n, which is still sufficiently large in practice
when n = 128, we show that d+ 1 rounds are enough to achieve the security bound
of O(q2/22n).
Furthermore, with r = d+ ` rounds for 1 ≤ ` ≤ d− 1, we obtain the security bound
of O(q2/2(1+`)n), i.e., the security bound improves as ` grows.

3. In Sect. 7, we prove that with r = d rounds, the security bound is the classical
birthday-bound of O(q2/2n). This can be regard as the case ` = 0 of the second
result.

We also show that the birthday-bound O(q2/2n) of r = d round version is tight by
presenting a matching attack in Sect. 8, while the tightness of the security bounds of
r = d+ ` round versions for ` ≥ 1 is left as an open question.

Table 1 summaries these results. Our results show that a block cipher with BBB
security (with respect to n) is obtained as low as d+ 1 rounds, and we draw the security
spectrum of d + ` round version in the range of 1 ≤ ` ≤ d − 1 and ` = 2d − 2 for BBB
security, and ` = 0 for birthday-bound security. Note that, in this paper, we use BBB
security to mean that the construction remains secure beyond q ≈ 2n/2 queries with respect
n, the block length of the underlying primitive, which is the output length and not the
input length. When we let d = 2, then we obtain the result of Coron et al. [CDMS10], and
hence our result can be considered as the generalization.

We clarify that our work is a domain extension of TBCs, rather than constructing a
stronger block cipher from a weaker TBC, i.e., our results assume that underlying TBCs
are secure as a tweakable strong pseudorandom permutation (TSPRP) [LRW02, LRW11].

Implication. Our results can be used to obtain a BBB secure block cipher by instantiating
the TBC with any secure practical design. For instance if we use a version of SKINNY
with n = 128 bit blocks, t = 256 bit tweaks, and 128-bit keys (or 384-bit “tweakey”), which
corresponds to τ = 2 and d = 3, we obtain a 384-bit block cipher with 128r-bit keys for r
rounds. The result in [Min15] shows that with 9 rounds, the distinguishing probability is
O(q2/2384) for q queries, while we show that with only 7 rounds, it is already O(q2/2384).
If we consider adversaries that make at most q ≤ 2128 queries, then the distinguishing
probability is O(q2/2384) with 5 rounds, it is O(q2/2256) with 4 rounds, and it is O(q2/2128)
with 3 rounds. We show the relationship between the number of rounds and the security
in Fig. 2.

We comment that as the construction is iterative, this could be seen as the soundness
proof of the structure. That is, the results of Luby and Rackoff can be interpreted that
the Feistel permutation is a sound structure to obtain an SPRP from a PRF. In practical
designs, however, we do not use a PRF but instantiate it with an imperfect round function
and increase the number of rounds to meet efficiency requirements. Our result could be
seen as an alternative way to obtain an SPRP, where the TBC could be instantiated with
an “imperfect TBC,” and we could build a practically efficient block cipher by using the
structure as a starting point of dedicated designs.

Related Work. As related works, Chen et al. [CLMP17, CMN18] studied constructions
of enciphering schemes, that can be considered as a block cipher that takes any bit strings
of length from n bits to 2n − 1 bits. The result can be seen as the generalization of
the results in [CDMS10] to handle flexible input lengths. Unlike their work, this paper
considers a fixed input length that is determined by the block and tweak lengths of the
underlying TBC. Related to the enciphering scheme using a TBC, Bhaumik et al. [BLN18]
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Table 1: Summary of our results and other related block ciphers based only on a TBC.
(n, t) in TBC denotes an n-bit TBC with t-bit tweaks. Note that d = τ + 1, and the
bounds neglect constants. For the TBC calls of the result in Sect. 6, ` = 1, . . . , d− 1.

Construction Block (bit) TBC TBC Calls Bound (Limit on q)

Coron et al. [CDMS10] 2n (n, n) 3 q2/22n

Minematsu [Min15] dn, d = 2, 3, . . . (n, τn) 3d q2/2dn

Section 5 dn, d = 2, 3, . . . (n, τn) 3d− 2 q2/2dn

Section 6 dn, d = 2, 3, . . . (n, τn) d+ ` q2/2(1+`)n (q ≤ 2n)

Section 7 dn, d = 2, 3, . . . (n, τn) d q2/2n

also studied a variable-input-length SPRP which has high efficiency and BBB security.
The primal purpose is to construct a highly secure block cipher with the minimal number
of TBC calls. Related to [BLN18], Dutta and Nandi [DN18] presented a construction of
a tweakable enciphering scheme which also has BBB security. The work of [DN18] can
be seen as a construction of a variable-input-length TBC from a fixed-input-length TBC.
Shrimpton and Terashima proposed a construction of a variable-input-length TBC called
PIV by combining a fixed-input-TBC and a variable-input-length TBC [ST13]. It consists
of 3 rounds and is similar to [CDMS10] when the input-length is fixed. The construction
we consider in this paper is simpler but is not flexible in the input length, and does not
take a tweak as input. However, since the construction is iterative, it is flexible in that it
gives trade-off between the security and number of rounds.

In addition to these (tweakable) enciphering schemes, there is a long history of con-
structions of (tweakable) enciphering schemes from block ciphers (rather than TBCs),
including NR-mode [NR99], CMC [HR03], EME [HR04], EME* [Hal04], HCTR [WFW05],
PEP [CS06a], HCH [CS06b], TET [Hal07], HEH [Sar07], and XCB [MF07]. See also [Sar09,
BN15].

2 Preliminaries
Notation. For a positive integer n, {0, 1}n is the set of bit strings of length n bits. We
write x ‖ y for the concatenation of two bit strings x and y. For two integers a and b
with a ≤ b, we let [a..b] = {a, a + 1, . . . , b}. For (possibly negative) integers a, b, c and
a positive integer d with c + 1 ≤ a ≤ b ≤ c + d, and d strings Xc+1, . . . , Xc+d ∈ {0, 1}n
of length n bits, we write X [a..b] = Xa ‖Xa+1 ‖ · · · ‖Xb, i.e., X [a..b] is a substring of
Xc+1 ‖ · · · ‖Xc+d starting from Xa and ending with Xb, inclusive.

For a finite set S, s $← S denotes the process of uniformly random selection of an
element from S, and assigning it to s.

For a keyed function F : K ×X → Y, where K is the key space, X is the domain, and
Y is the range, we interchangeably write Y = F (K,X), Y = FK(X), or Y = F [K](X).
If for any K ∈ K, FK(·) is a permutation over X , then we write F−1(K, ·), F−1

K (·), or
F−1[K](·) for its inverse function.

Block Ciphers and Tweakable Block Ciphers. A block cipher (BC) is a keyed permuta-
tion E : K × {0, 1}n → {0, 1}n, where n is the block length and K is the key space, and
for any key K ∈ K, EK(·) is a permutation over {0, 1}n. The ciphertext C ∈ {0, 1}n for
a key K ∈ K and a plaintext M ∈ {0, 1}n is C = EK(M). The decryption function is
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Figure 1: The constructions of previous works and the construction we study in this paper.
(a) and (b) are Minematsu’s constructions [Min15] and (c) is Coron et al.’s construction
[CDMS10]. We prove the security of (d) for various values of r.
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Figure 2: Comparison of security bounds with d = 3 and n = 128. The orange dashed line
( ) shows the upper bound on the distinguishing probability of 3 rounds, the blue chain
line ( ) shows 4 rounds, the red solid line ( ) shows 5 rounds, and the red solid line
and violet dotted line ( ) together show 7 rounds (and they also show the result of 9
rounds in [Min15]). Note that the security bound of the 5-round version is only proved in
the range of q ≤ 2128.

E−1
K (·), and the plaintext M for a key K and a ciphertext C is M = E−1

K (C). We say that
E : K × {0, 1}n → {0, 1}n is an n-bit BC.

A tweakable block cipher (TBC), introduced by Liskov, Rivest, and Wagner [LRW02,
LRW11], is a keyed permutation with an auxiliary input called a tweak, i.e., a TBC is
a family of keyed permutations indexed by the tweak. Let n and t be positive integers,
where n is the block length and t is the tweak length. A TBC with key space K is
Ẽ : K × {0, 1}n × {0, 1}t → {0, 1}n, and we call it an (n, t)-bit TBC. A ciphertext
C ∈ {0, 1}n of the TBC for a key K ∈ K, a plaintext M ∈ {0, 1}n, and a tweak T ∈ {0, 1}t
is C = Ẽ(K,M, T ) = ẼK(M,T ). We require that for any K ∈ K and T ∈ {0, 1}t,
ẼK(·, T ) is a permutation over {0, 1}n, and we write the decryption function of the TBC
as M = Ẽ−1

K (C, T ).
Let Perm(n) denote the set of all permutations on {0, 1}n, and we say that π $← Perm(n)

is a random permutation on {0, 1}n. Let P̃erm(n, t) denote the set of all functions
P̃ : {0, 1}n × {0, 1}t → {0, 1}n such that for every T ∈ {0, 1}t, P̃ (·, T ) ∈ Perm(n), and we
say that P̃ $← P̃erm(n, t) is an (n, t)-bit random tweakable permutation. We see that for
any T ∈ {0, 1}t, P̃ (·, T ) is a random permutation on {0, 1}n, and we write P̃−1(·, T ) for
the inverse function of P̃ (·, T ).

3 dn-bit BC from (n, τn)-bit TBC with d = τ + 1
Let r ≥ 1 be the number of rounds, and suppose that we have r independent (n, τn)-bit
TBCs P̃1, . . . , P̃r. We consider a construction of a dn-bit BC from P̃1, . . . , P̃r, where
d = τ + 1.

We first define one encryption round ε. It takes (X1 ‖ · · · ‖Xd) ∈ {0, 1}dn as input
and P̃x ∈ Perm(n, τn) for some x ∈ [1..r] as a key, and works as follows (see Fig. 3(a)).

ε[P̃x](X1 ‖ · · · ‖Xd) = (X2 ‖ · · · ‖Xd ‖V ) ,

where V = P̃x(X1, X2 ‖ · · · ‖Xd). Note that one encryption round is a permutation on
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Figure 3: (a) ε[P̃x](X1 ‖ · · · ‖Xd) = (X2 ‖ · · · ‖Xd ‖V ) (b) ε−1[P̃x](X1 ‖ · · · ‖Xd) =
(W ‖X1 ‖ · · · ‖Xd−1)

{0, 1}dn, and one decryption round ε−1 is naturally defined by using the decryption of P̃x,
which we write as P̃−1

x , as follows (see Fig. 3(b)).

ε−1[P̃x](X1 ‖ · · · ‖Xd) = (W ‖X1 ‖ · · · ‖Xd−1) ,

where W = P̃−1
x (Xd, X1 ‖ · · · ‖Xd−1).

We now define the r-round encryption algorithm Er of the dn-bit BC. It takes M ∈
{0, 1}dn as input and P̃1, . . . , P̃r as a key, and successively applies ε[P̃1], . . . , ε[P̃r] on M ,
i.e.,

Er[P̃1, . . . , P̃r](M) = ε[P̃r] ◦ ε[P̃r−1] ◦ · · · ◦ ε[P̃1](M) .

We will omit P̃1, . . . , P̃r and write Er if P̃1, . . . , P̃r are clear from the context. The r-round
decryption algorithm E−1

r takes C ∈ {0, 1}dn as input and P̃1, . . . , P̃r as a key, and is
defined as

E−1
r [P̃1, . . . , P̃r](C) = ε−1[P̃1] ◦ ε−1[P̃2] ◦ · · · ◦ ε−1[P̃r](C) .

We note that the original definition by Minematsu in [Min15] uses an (n, dn)-bit
TBC to define the dn-bit BC, where one of the d tweak inputs is used for the domain
separation. The above formulation is the same as the original one by assuming that we
have r independently keyed (n, (d− 1)n)-bit TBCs.

4 Security Definitions and Coefficient-H Technique
Let Er and E−1

r be the encryption and decryption algorithms of the dn-bit BC, π $←
Perm(dn) be a random permutation, and π−1 be the inverse function of π.

We consider the security of Er as a strong pseudorandom permutation (SPRP) [LR88].
For an adversary A that makes at most q queries, we define

Advsprp
Er

(A) =
∣∣Pr[AEr(·),E−1

r (·) = 1]− Pr[Aπ(·),π−1(·) = 1]
∣∣ ,

where the first probability is taken over the randomness of A and the key P̃1, . . . , P̃r of Er
and E−1

r , and the last probability is taken over A and π.
As the security of an (n, t)-bit TBC Ẽ, we consider a tweakable SPRP (TSPRP) [LRW02,

LRW11]. For an adversary A that makes at most q queries, we define

Advtsprp
Ẽ

(A) =
∣∣Pr[AẼK(·,·),Ẽ−1

K
(·,·) = 1]− Pr[AP̃ (·,·),P̃−1(·,·) = 1]

∣∣ ,
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where the first probability is taken over A and the key K, and the last probability is taken
over A and P̃ $← P̃erm(n, t).

Our security proofs rely on the Coefficient-H technique by Patarin [Pat08] and its
refinement by Chen and Steinberger [CS14]. We follow [CS14] and we leak some of the
internal variables to A during the computation of Er(·) and E−1

r (·), and we make necessary
modifications to π(·) and π−1(·) to eliminate the obvious discrepancy. Let R(·) and R−1(·)
be the oracles that implement the real world (i.e., oracles to compute Er(·) and E−1

r (·)),
and I(·) and I−1(·) be the oracles that implement the ideal world (π(·) and π−1(·)).

Since A makes at most q queries, we can define a transcript θ that summarizes all
query-response tuples seen by A during its interaction with R(·) and R−1(·), or I(·) and
I−1(·). We denote by ΘR (resp. ΘI) the probability distribution of transcripts when A
interacts with R(·) and R−1(·) (resp. I(·) and I−1(·)). We call a transcript θ attainable if
Pr[ΘI = θ] > 0, i.e., if θ can be obtained with interacting I(·) and I−1(·). Let Tall be the
set of all attainable transcripts. Then, the Coefficient-H technique is the following lemma.

Lemma 1. Consider a deterministic adversary A. Let Tbad be the subset of Tall with all
“bad” transcripts, and Tgood = Tall \ Tbad. Suppose that there exists 0 ≤ ε ≤ 1 such that

Pr[ΘR = θ]
Pr[ΘI = θ] = 1− ε

holds for all θ ∈ Tgood. Then we have Advsprp
Er

(A) ≤ ε+ Pr[ΘI ∈ Tbad].

5 Security of E3d−2 for q ≤ 2dn/2

In this section, we prove that the dn-bit BC E3d−2 is BBB secure.

Theorem 1. Fix d ≥ 2. For x ∈ [1..3d− 2], let P̃x : {0, 1}n × {0, 1}(d−1)n → {0, 1}n be a
random tweakable permutation, and consider E3d−2 = E3d−2[P̃1, . . . , P̃3d−2]. Then for any
A that makes at most q ≤ 2dn/2 queries, it holds that

Advsprp
E3d−2

(A) ≤ 0.5dq2

2dn .

Proof. Without loss of generality, we assume that A is deterministic, makes exactly q
queries, does not repeat a query, and does not make a redundant query, i.e., if A makes an
encryption query M and obtains C, then it does not make a decryption query C, and vice
versa. We start with defining the oracles (R,R−1) and (I, I−1).

Oracle R represents E3d−2 and R−1 is its inverse, and we call (R,R−1) the real world.
Oracle I represents a random permutation π $← Perm(dn) and I−1 is its inverse, and we
call (I, I−1) the ideal world.

Procedures of the Oracles. In the real world, the definitions of R and R−1 are in
Algorithms 1 and 2 in Fig. 4. For the i-th query M [1..d]

i ∈ {0, 1}dn to R, we compute
C

[1..d]
i ∈ {0, 1}dn by following the definition of E3d−2, and return it to A. We also save

S
[1..2d−2]
i ∈ {0, 1}(2d−2)n that is maintained through S in Fig. 4, which is the 2d − 2

output bit strings of the internal random tweakable permutations in R, and return it to A
after making all the q queries and before A returns the decision bit. If d = 3, then this
corresponds to S[1..4]

i in Fig. 5. R−1 is similarly defined, and for a decryption query C [1..d]
i ,

A obtains M [1..d]
i during the interaction and S[1..2d−2]

i after making all the queries.
In the ideal world, we define I and I−1 as in Algorithms 3 and 4 in Fig. 6. I and I−1

internally maintain P̃1, . . . , P̃d−1 and P̃2d, . . . , P̃3d−2, generate “dummy” internal variable
S

[1..2d−2]
i , and return it to A after making all the q queries but before it outputs 0/1. More
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precisely, S1
i , . . . , S

d−1
i are generated by random tweakable permutations P̃1, . . . , P̃d−1,

and Sdi , . . . , S2d−2
i are generated by P̃−1

2d , . . . , P̃
−1
3d−2.

The adversary A is deterministic and makes q queries to its oracles, and it also receives
S

[1..2d−2]
i for i ∈ [1..q]. Therefore, these queries and responses are summarized in a

transcript

θ = {(M1
i , . . . ,M

d
i , C

1
i , . . . , C

d
i , S

1
i , . . . , S

2d−2
i ) | i = 1, . . . , q} .

Since A does not repeat a query, M [1..d]
i 6= M

[1..d]
j and C

[1..d]
i 6= C

[1..d]
j hold for any

1 ≤ j < i ≤ q.

Bad Transcript. In the real world, for x ∈ [1..3d− 2], each encryption round ε[P̃x] is a
permutation over {0, 1}dn. Then, each output of ε[P̃x] is not repeated since A does not
repeat a query. Therefore, the following (3d− 3)×

(
q
2
)
collisions cannot appear in θ.

Bad1


1 ≤ ∃j < ∃i ≤ q,M [2..d]

i ‖S1
i = M

[2..d]
j ‖S1

j

...

1 ≤ ∃j < ∃i ≤ q,Md
i ‖S

[1..d−1]
i = Md

j ‖S
[1..d−1]
j

Bad2


1 ≤ ∃j < ∃i ≤ q, S[1..d]

i = S
[1..d]
j

...

1 ≤ ∃j < ∃i ≤ q, S[d−1..2d−2]
i = S

[d−1..2d−2]
j

Bad3


1 ≤ ∃j < ∃i ≤ q, S[d..2d−2]

i ‖C1
i = S

[d..2d−2]
j ‖C1

j

...

1 ≤ ∃j < ∃i ≤ q, S2d−2
i ‖C [1..d−1]

i = S2d−2
j ‖C [1..d−1]

j

Here, each of Bad1, Bad2, and Bad3 is the set of (d− 1)×
(
q
2
)
collisions. As an example, if

d = 3 (see Fig. 5), they can be described as

Bad1 = {1 ≤ ∃j < ∃i ≤ q, M2
i ‖M3

i ‖S1
i = M2

j ‖M3
j ‖S1

j }
∪ {1 ≤ ∃j < ∃i ≤ q, M3

i ‖S1
i ‖S2

i = M3
j ‖S1

j ‖S2
j } ,

Bad2 = {1 ≤ ∃j < ∃i ≤ q, S1
i ‖S2

i ‖S3
i = S1

j ‖S2
j ‖S3

j }
∪ {1 ≤ ∃j < ∃i ≤ q, S2

i ‖S3
i ‖S4

i = S2
j ‖S3

j ‖S4
j } ,

Bad3 = {1 ≤ ∃j < ∃i ≤ q, S3
i ‖S4

i ‖C1
i = S3

j ‖S4
j ‖C1

j }
∪ {1 ≤ ∃j < ∃i ≤ q, S4

i ‖C1
i ‖C2

i = S4
j ‖C1

j ‖C2
j } .

Since one encryption round is a permutation over {0, 1}dn and A does not repeat a
query, the six internal states (M2

i ‖M3
i ‖S1

i ), (M3
i ‖S1

i ‖S2
i ), (S1

i ‖S2
i ‖S3

i ), (S2
i ‖S3

i ‖S4
i ),

(S3
i ‖S4

i ‖C1
i ), and (S4

i ‖C1
i ‖C2

i ) are not repeated. This means that no collision in
Bad1 ∪ Bad2 ∪ Bad3 can happen in the real world.

On the other hand, in the ideal world, S1
i , . . . , S

d−1
i are generated to avoid collisions in

Bad1, and Sdi , . . . , S2d−2
i are generated to avoid collisions in Bad3 in both query directions.

Only collisions in Bad2 can happen in both query directions. We define the set of bad
transcripts as

Tbad = {θ | a collision in Bad2 occurs} .

Note that Bad1 and Bad3 cannot happen in both worlds.
We now prove the following lemma.
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Algorithm 1: Procedure of R for the i-th query

Input: M [1..d]
i ∈ {0, 1}dn

Output: C [1..d]
i ∈ {0, 1}dn

1. (S1−d
i , . . . , S0

i )← (M1
i , . . . ,M

d
i )

2. for x = 1, . . . , 3d− 2 do
Sxi ← P̃x(Sx−di , S

[x−d+1..x−1]
i )

3. (C1
i , . . . , C

d
i )← (S2d−1

i , . . . , S3d−2
i )

4. return C
[1..d]
i

5. S← S ‖S[1..2d−2]
i

Algorithm 2: Procedure of R−1 for the i-th query

Input: C [1..d]
i ∈ {0, 1}dn

Output: M [1..d]
i ∈ {0, 1}dn

1. (S2d−1
i , . . . , S3d−2

i )← (C1
i , . . . , C

d
i )

2. for x = 3d− 2, . . . , 1 do
Sx−di ← P̃−1

x (Sxi , S
[x−d+1..x−1]
i )

3. (M1
i , . . . ,M

d
i )← (S1−d

i , . . . , S0
i )

4. return M
[1..d]
i

5. S← S ‖S[1..2d−2]
i

Figure 4: Oracles R and R−1. After q queries, S is given
to A.
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P1

P3
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P2
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S2

S3 S4

S2

S3S2

S3 S4

C1

C1 C2S4

Figure 5: E3d−2 with d = 3
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Algorithm 3: Procedure of I for the i-th
query

Input: M [1..d]
i ∈ {0, 1}dn

Output: C [1..d]
i ∈ {0, 1}dn

1. C [1..d]
i ← π(M [1..d]

i )

2. S1
i ← P̃1(M1

i ,M
[2..d]
i )

3. for x = 2, . . . , d− 1 do
Sxi ← P̃x(Mx

i ,M
[x+1..d]
i ‖S[1..x−1]

i )
4. (S2d−1

i , . . . , S3d−2
i )← (C1

i , . . . , C
d
i )

5. for x = 3d− 2, . . . , 2d do
Sx−di ← P̃−1

x (Sxi , S
[x−d+1..x−1]
i )

6. return C
[1..d]
i

7. S← S ‖S[1..2d−2]
i

Algorithm 4: Procedure of I−1 for the
i-th query

Input: C [1..d]
i ∈ {0, 1}dn

Output: M [1..d]
i ∈ {0, 1}dn

1. M [1..d]
i ← π−1(C [1..d]

i )

2. S1
i ← P̃1(M1

i ,M
[2..d]
i )

3. for x = 2, . . . , d− 1 do
Sxi ← P̃x(Mx

i ,M
[x+1..d]
i ‖S[1..x−1]

i )
4. (S2d−1

i , . . . , S3d−2
i )← (C1

i , . . . , C
d
i )

5. for x = 3d− 2, . . . , 2d do
Sx−di ← P̃−1

x (Sxi , S
[x−d+1..x−1]
i )

6. return M
[1..d]
i

7. S← S ‖S[1..2d−2]
i

Figure 6: Oracles I and I−1. After q queries, S is given to A.

Lemma 2. Pr[ΘI ∈ Tbad] ≤ 0.5(d− 1)q2

2dn .

Proof. We consider θ ∈ Tbad in the ideal world. For x ∈ [1..d− 1] and 1 ≤ j < i ≤ q, we
have

Pr[S[x..x+d−1]
i = S

[x..x+d−1]
j ] ≤ Pr[Sxi = Sxj ] · · ·Pr[Sx+d−1

i = Sx+d−1
j ] ≤ 1

2n · · ·
1
2n = 1

2dn .

Note that S[1..2d−2]
1 , . . . , S

[1..2d−2]
q are given to A simultaneously after making all the q

queries, and hence for any x ∈ [1..2d− 2], Sxi is a random variable from the randomness of
P̃1, . . . , P̃d−1 and P̃2d, . . . , P̃3d−2, and from the fact that they take distinct inputs during
the computation. That is, if the i-th query and j-th query have the same tweak, then we
have Pr[Sxi = Sxj ] = 0, and Pr[Sxi = Sxj ] = 1/2n when the tweaks are different.

Therefore, we have

Pr[ΘI ∈ Tbad] ≤
∑

x∈[1..d−1]

∑
i∈[2..q]

∑
j∈[1..i−1]

Pr[S[x..x+d−1]
i = S

[x..x+d−1]
j ]

≤
∑

i∈[2..q]

(d− 1)(i− 1)
2dn

≤ 0.5(d− 1)q2

2dn .

Pr[ΘR = θ]/Pr[ΘI = θ]. We consider θ ∈ Tgood. In the real world, for 1 ≤ x ≤ 3d−2,
we define T x1 = ∅ and for 2 ≤ i ≤ q,

T xi = {j | j < i and (i-th tweak of P̃x) = (j-th tweak of P̃x)} .

T xi is the set of all indices 1 ≤ j < i such that the i-th tweak of P̃x is the same as the j-th
tweak of P̃x.
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Then we have

Pr[ΘR = θ] =
∏

x∈[1..3d−2]

∏
i∈[1..q]

1
2n − |T xi |

≥ 1
2dnq ·

 ∏
x∈[1..d−1]

∏
i∈[1..q]

1
2n − |T xi |

 ·
 ∏
x∈[2d..3d−2]

∏
i∈[1..q]

1
2n − |T xi |

 .

In the ideal world, for 1 ≤ x ≤ d− 1 and 2d ≤ x ≤ 3d− 2 and for 1 ≤ i ≤ q, we define
T xi as in the real world. Then we have

Pr[ΘI = θ] =

 ∏
i∈[1..q]

1
2dn − (i− 1)

 ·
 ∏
x∈[1..d−1]

∏
i∈[1..q]

1
2n − |T xi |


·

 ∏
x∈[2d..3d−2]

∏
i∈[1..q]

1
2n − |T xi |

 .

Then, from q ≤ 2dn/2, we have

Pr[ΘR = θ]
Pr[ΘI = θ] ≥

∏
i∈[1..q]

2dn − (i− 1)
2dn =

∏
i∈[1..q]

(
1− i− 1

2dn

)
≥ 1− 0.5q2

2dn .

From Lemma 1 and Lemma 2, we have Theorem 1.

We note that the tightness of the security bound of Theorem 1 is left as an open
question. We also note that if we use a tweakable strong pseudorandom permutation
(TSPRP) [LRW02, LRW11] as the underlying TBC, then the corresponding computational
security bound is obtained as in [Min15].

6 Security of Ed+1, . . . , E2d−1 for q ≤ 2n

In this section, we prove that the dn-bit BC Ed+` for 1 ≤ ` ≤ d− 1 is BBB secure under
the assumption of q ≤ 2n.

Theorem 2. Fix d ≥ 2 and ` ∈ [1..d−1]. For x ∈ [1..d+`], let P̃x : {0, 1}n×{0, 1}(d−1)n →
{0, 1}n be a random tweakable permutation, and consider Ed+` = Ed+`[P̃1, . . . , P̃d+`]. Then
for any A that makes at most q ≤ 2n queries, it holds that

Advsprp
Ed+`

(A) ≤ dq2

2(1+`)n .

Proof. We assume without loss of generality that A is deterministic, makes exactly q
queries, does not repeat a query, and does not make a redundant query. We first define
the oracles (R,R−1) and (I, I−1).

Procedures of the Oracles. The oracles R and R−1 represent the real world and imple-
ment Ed+` and E−1

d+`, and the oracles I and I−1 represent the ideal world and implement
π and π−1.

In the real world, the definitions of R and R−1 are in Algorithms 5 and 6 in Fig. 7.
For the i-th query M [1..d]

i ∈ {0, 1}dn to R, we compute C [1..d]
i ∈ {0, 1}dn by following the

definition of Ed+`, and return it to A. We also compute S[1..`]
i ∈ {0, 1}`n, which is the

` output bit strings of internal random tweakable permutations in R, and return it to
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A. If d = 3, then this corresponds to S1
i in Fig. 9. R−1 is similarly defined, and for a

decryption query C [1..d]
i , A obtains M [1..d]

i and S[1..`]
i during the interaction. Note that

this is different from the proof of Theorem 1, where the additional information is given to
the adversary after making all the queries but before it outputs the decision bit.

In the ideal world, we define I and I−1 as in Algorithms 7 and 8 in Fig. 8. For
each query, I and I−1 generate “dummy” internal variables S[1..`]

i , and give them to A.
Intuitively, if the i-th query is an encryption query, then we generate Sxi for x ∈ [1..`] by
simulating P̃x. We use Sxi as the record of the output values that share the same tweak in
the first i− 1 queries. If the i-th query is a decryption query, then we use P̃−1

d+x instead of
P̃x.

We remark that we used dummy permutations in Algorithms 3 and 4 in Fig. 6, while
we use the so-called lazy-sampling in Algorithms 7 and 8 in Fig. 8. This is because in the
latter case, the randomness to generate certain Sxi changes depending on the direction of
the query. For instance, S1 in Fig. 9, when interpreted in the ideal world, is generated
with P̃1 in encryption, but this is generated with P̃4 in decryption. This type of switching
does not happen in Algorithms 3 and 4, and hence lazy-sampling is not necessary and
dummy permutations work fine.

We see that as long as I and I−1 simulate P̃x and P̃−1
d+x as in Algorithms 7 and 8 in Fig. 8

(that is, if θ /∈ Tbad holds defined below), the probability distribution of S[1..`]
1 , . . . , S

[1..`]
q

is equal to the one in the real world.
The adversary A is deterministic and makes q queries to its oracles, and it also receives

S
[1..`]
i for i ∈ [1..q]. These queries and responses are summarized in a transcript

θ = {(M1
i , . . . ,M

d
i , C

1
i , . . . , C

d
i , S

1
i , . . . , S

`
i ) | i = 1, . . . , q} .

Since A does not repeat any query, M [1..d]
i 6= M

[1..d]
j and C

[1..d]
i 6= C

[1..d]
j hold for any

1 ≤ j < i ≤ q.

Bad Transcript. In the real world, for x ∈ [1..d + `], each encryption round ε[P̃x] is a
permutation over {0, 1}dn, and hence each output of ε[P̃x] is not repeated as we assume
that A does not repeat a query. It follows that the following (d+ `− 1)×

(
q
2
)
collisions

cannot appear in θ.

Bad1


1 ≤ ∃j < ∃i ≤ q,M [2..d]

i ‖S1
i = M

[2..d]
j ‖S1

j

...

1 ≤ ∃j < ∃i ≤ q,M [`+1..d]
i ‖S[1..`]

i = M
[`+1..d]
j ‖S[1..`]

j

Bad2


1 ≤ ∃j < ∃i ≤ q,M [`+2..d]

i ‖S[1..`]
i ‖C1

i = M
[`+2..d]
j ‖S[1..`]

j ‖C1
j

...

1 ≤ ∃j < ∃i ≤ q,Md
i ‖S

[1..`]
i ‖C [1..d−`−1]

i = Md
j ‖S

[1..`]
j ‖C [1..d−`−1]

j

Bad3


1 ≤ ∃j < ∃i ≤ q, S[1..`]

i ‖C [1..d−`]
i = S

[1..`]
j ‖C [1..d−`]

j

...

1 ≤ ∃j < ∃i ≤ q, S`i ‖C
[1..d−1]
i = S`j ‖C

[1..d−1]
j

Here, each of Bad1 and Bad3 is the set of `×
(
q
2
)
collisions and Bad2 is the set of (d−`−1)×

(
q
2
)

collisions. As an example, if d = 3 and ` = 1 (see Fig. 9), they can be described as

Bad1 = {1 ≤ ∃j < ∃i ≤ q, M2
i ‖M3

i ‖S1
i = M2

j ‖M3
j ‖S1

j } ,
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Algorithm 5: Procedure of R for the i-th
query

Input: M [1..d]
i ∈ {0, 1}dn

Output: (C [1..d]
i , S

[1..`]
i ) ∈ {0, 1}dn+`n

1. (S1−d
i , . . . , S0

i )← (M1
i , . . . ,M

d
i )

2. for x = 1, . . . , d+ ` do
Sxi ← P̃x(Sx−di , S

[x−d+1..x−1]
i )

3. (C1
i , . . . , C

d
i )← (S1+`

i , . . . , Sd+`
i )

4. return (C [1..d]
i , S

[1..`]
i )

Algorithm 6: Procedure of R−1 for the
i-th query

Input: C [1..d]
i ∈ {0, 1}dn

Output: (M [1..d]
i , S

[1..`]
i ) ∈ {0, 1}dn+`n

1. (S1+`
i , . . . , Sd+`

i )← (C1, . . . , Cd)
2. for x = d+ `, . . . , 1 do
Sx−di ← P̃−1

x (Sxi , S
[x−d+1..x−1]
i )

3. (M1
i , . . . ,M

d
i )← (S1−d

i , . . . , S0
i )

4. return (M [1..d]
i , S

[1..`]
i )

Figure 7: Oracles R and R−1

Algorithm 7: Procedure of I for the i-th query

Input: M [1..d]
i ∈ {0, 1}dn

Output: (C [1..d]
i , S

[1..`]
i ) ∈ {0, 1}dn+`n

1. C [1..d]
i ← π(M [1..d]

i )

2. S1
i ← {S1

j | j < i ∧M [2..d]
i = M

[2..d]
j }

3. S1
i

$← {0, 1}n \ S1
i

4. for x = 2, . . . , ` do (` ≥ 2)
Sxi ← {Sxj | j < i ∧M [x+1..d]

i ‖S[1..x−1]
i = M

[x+1..d]
j ‖S[1..x−1]

j }
Sxi

$← {0, 1}n \ Sxi
5. return (C [1..d]

i , S
[1..`]
i )

Algorithm 8: Procedure of I−1 for the i-th query

Input: C [1..d]
i ∈ {0, 1}dn

Output: (M [1..d]
i , S

[1..`]
i ) ∈ {0, 1}dn+`n

1. M [1..d]
i ← π−1(C [1..d]

i )

2. S`i ← {S`j | j < i ∧ C [1..d−1]
i = C

[1..d−1]
j }

3. S`i
$← {0, 1}n \ S`i

4. for x = `− 1, . . . , 1 do (` ≥ 2)
Sxi ← {Sxj | j < i ∧ S[x+1..`]

i ‖C [1..x+d−1−`]
i = S

[x+1..`]
j ‖C [1..x+d−1−`]

j }
Sxi

$← {0, 1}n \ Sxi
5. return (M [1..d]

i , S
[1..`]
i )

Figure 8: Oracles I and I−1
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M1 M2 M3

S1

C1 C2 C3

P1

P3

P4

M2 M3

M3 S1

S1

C1

C2C1

P2

Figure 9: 3n-bit construction with 4 rounds

Bad2 = {1 ≤ ∃j < ∃i ≤ q, M3
i ‖S1

i ‖C1
i = M3

j ‖S1
j ‖C1

j } ,
Bad3 = {1 ≤ ∃j < ∃i ≤ q, S1

i ‖C1
i ‖C2

i = S1
j ‖C1

j ‖C2
j } .

Since one encryption round is a permutation over {0, 1}dn and A does not repeat a
query, the three internal states (M2

i ‖M3
i ‖S1

i ), (M3
i ‖S1

i ‖C1
i ), and (S1

i ‖C1
i ‖C2

i ) are not
repeated. This means that no collisions in Bad1 ∪ Bad2 ∪ Bad3 can happen in the real
world.

On the other hand, in the ideal world, S1
i , . . . , S

`
i are generated to avoid collisions in

Bad1 when A’s i-th query is an encryption query and collisions in Bad3 when A’s i-th
query is a decryption query. However, collisions in Bad1 can happen when A’s i-th query is
a decryption query, and collisions in Bad3 can happen when A’s i-th query is an encryption
query. Collisions in Bad2 can happen if d ≥ 3 and 1 ≤ ` ≤ d− 2, in both query directions.
We define the set of bad transcripts as

Tbad = {θ | a collision in Bad1 ∪ Bad2 ∪ Bad3 occurs} .

We now prove the following lemma.

Lemma 3. Pr[ΘI ∈ Tbad] ≤ (d− 1)q2

2(`+1)n .

Proof. We consider θ ∈ Tbad in the ideal world. Let p1
i be the probability that adversary

A’s i-th query causes one of the collisions in Bad1 for the first time (Therefore, for all
1 ≤ j ≤ i − 1, the j-th query does not cause any collisions in Bad1 ∪ Bad2 ∪ Bad3). Let
p2
i and p3

i be the probabilities analogously defined for Bad2 and Bad3. Then we have
Pr[ΘI ∈ Tbad] ≤

∑
i∈[2..q](p1

i + p2
i + p3

i ).
First, let us assume that A’s i-th query is a decryption query, in which case we have

p3
i = 0.
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With respect to p1
i , M1

i , . . . ,M
d
i are generated by the random permutation, and this

implies that we have

p1
i ≤

∑
x∈[1..`]

∑
j∈[1..i−1]

Pr[M [x+1..d]
i ‖S[1..x]

i = M
[x+1..d]
j ‖S[1..x]

j ]

≤
∑

x∈[1..`]

∑
j∈[1..i−1]

Pr[M [x+1..d]
i = M

[x+1..d]
j ] · Pr[S[1..x]

i = S
[1..x]
j ]

≤
∑

x∈[1..`]

 ∑
j∈[1..i−1]

Pr[S[1..x]
i = S

[1..x]
j ]

 · 2xn
2dn − (i− 1)

 .

Note that S[1..`]
j is given to A along with M

[1..d]
j as the reply to the query C

[1..d]
j , so

S
[1..`]
1 , . . . , S

[1..`]
i−1 are fixed strings. From Algorithms 7 and 8, S[1..x]

i is chosen uniformly at
random from the set of size exactly

∏
y∈[1..x](2n − |S

y
i |). Therefore, we have

Pr[S[1..x]
i = S

[1..x]
j ] ≤ 1∏

y∈[1..x]

(2n − |Syi |)
.

If Syj ∈ S
y
i for some j ∈ [1..i − 1] and y ∈ [1..x], then Syi 6= Syj holds. This implies

that Pr[S[1..x]
i = S

[1..x]
j ] = 0. Furthermore, for every z ∈ [y + 1..x], we see that Szj /∈ Szi

holds. In other words, if the tweaks of the j-th and i-th queries for P̃d+y are the same,
then the j-th and i-th tweaks of P̃d+y+1, . . . , P̃d+x are all distinct. Since this holds true
for all y ∈ [1..x], the sets {j | S1

j ∈ S1
i }, . . . , {j | Sxj ∈ Sxi } do not contain common

elements. It follows that the number of j satisfying Pr[S[1..x]
i = S

[1..x]
j ] = 0 is at least∑

y∈[1..x] |{j | S
y
j ∈ S

y
i }| =

∑
y∈[1..x] |S

y
i |. Therefore, we have

∑
j∈[1..i−1]

Pr[S[1..x]
i = S

[1..x]
j ] ≤

(i− 1)−

 ∑
y∈[1..x]

|Syi |


∏

y∈[1..x]

(2n − |Syi |)
.

Also, we can prove the following inequality by using the assumption of q ≤ 2n. The proof
is elementary, and is presented in Appendix A.2

(i− 1)−

 ∑
y∈[1..x]

|Syi |


∏

y∈[1..x]

(2n − |Syi |)
· 1

2dn − (i− 1) ≤
2(i− 1)
2(d+x)n . (1)

Then, for q ≤ 2n, we have

p1
i ≤

∑
x∈[1..`]

 ∑
j∈[1..i−1]

Pr[S[1..x]
i = S

[1..x]
j ]

 · 2xn
2dn − (i− 1)



≤
∑

x∈[1..`]


(i− 1)−

 ∑
y∈[1..x]

|Syi |


∏

y∈[1..x]

(2n − |Syi |)
· 2xn

2dn − (i− 1)


2This is the only case where we rely on the assumption of q ≤ 2n.
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≤
∑

x∈[1..`]

2(i− 1)
2(d+x)n · 2

xn = 2`(i− 1)
2dn .

We next consider p2
i . For ` = d− 1, we have p2

i = 0. For 1 ≤ ` ≤ d− 2, C [1..d−`−1]
i is

chosen by A. Then, we have

p2
i ≤

∑
j∈[1..i−1]

Pr[Md
i ‖S

[1..`]
i = Md

j ‖S
[1..`]
j ]

≤
∑

j∈[1..i−1]

(Pr[Md
i = Md

j ] · Pr[(S[1..`]
i = S

[1..`]
j ])

≤

(i− 1)−

 ∑
x∈[1..`]

|Sxi |


∏

x∈[1..`]

(2n − |Sxi |)
· 2(d−1)n

2dn − (i− 1)

≤ 2(i− 1)
2(d+`)n · 2

(d−1)n = 2(i− 1)
2(`+1)n .

By following the same analysis, when A’s i-th query is an encryption query, we have
p1
i = 0, p2

i ≤
2(i−1)
2(`+1)n for 1 ≤ ` ≤ d− 2, p2

i = 0 for ` = d− 1, and p3
i ≤

2`(i−1)
2dn .

Then, regardless of the direction of the i-th query, we have

p1
i + p2

i + p3
i ≤


2(i− 1)
2(`+1)n + 2`(i− 1)

2dn for 1 ≤ ` ≤ d− 2
2(d− 1)(i− 1)

2dn for ` = d− 1

≤ 2(d− 1)(i− 1)
2(`+1)n for 1 ≤ ` ≤ d− 1 .

Therefore, we have

Pr[ΘI ∈ Tbad] ≤
∑

i∈[2..q]

(p1
i + p2

i + p3
i ) ≤

∑
i∈[2..q]

2(d− 1)(i− 1)
2(`+1)n ≤ (d− 1)q2

2(`+1)n .

Pr[ΘR = θ]/Pr[ΘI = θ]. We next consider θ ∈ Tgood. In the real world, for all
1 ≤ j < i ≤ q and 1 ≤ x ≤ d+ `, we define

T xi = {j-th output of P̃x | (i-th tweak of P̃x) = (j-th tweak of P̃x)} .

We also define T x1 = ∅ for all x. Then we have

Pr[ΘR = θ] =
∏

x∈[1..d+`]

∏
i∈[1..q]

1
2n − |T xi |

.

We have Sxi = T xi for all 1 ≤ x ≤ ` when A’s i-th query is an encryption query, and
Sxi = T d+x

i for all 1 ≤ x ≤ ` when A’s i-th query is a decryption query. Therefore, we
have

Pr[ΘR = θ] =
∏

x∈[1..d+`]

∏
i∈[1..q]

1
2n − |T xi |

≥ 1
2dnq ·

 ∏
x∈[1..`]

∏
i∈[1..q]

1
2n − |Sxi |

 .



Ryota Nakamichi and Tetsu Iwata 71

In the ideal world, we have

Pr[ΘI = θ] =

 ∏
i∈[1..q]

1
2dn − (i− 1)

 ·
 ∏
x∈[1..`]

∏
i∈[1..q]

1
2n − |Sxi |

 .

Then, for q ≤ 2dn/2, which is true from the assumption, we have

Pr[ΘR = θ]
Pr[ΘI = θ] ≥

∏
i∈[1..q]

2dn − (i− 1)
2dn =

∏
i∈[1..q]

(
1− i− 1

2dn

)
≥ 1− 0.5q2

2dn .

From Lemma 1 and Lemma 3, we have Theorem 2.

The tightness of the security bound of Theorem 2 is not known and is left as an open
question. The computational security bound where we use a TSPRP [LRW02, LRW11] as
the underlying TBC can be obtained as in [Min15].

7 Security of Ed for q ≤ 2n/2

In this section, we prove that the dn-bit BC Ed is birthday-bound secure. This implies
that the security bound O(q2/2(`+1)n) of the BC Ed+` in Sect. 6 also holds for the case
` = 0. We describe the tightness of this security bound in Sect. 8.

Theorem 3. Fix d ≥ 2. For x ∈ [1..d], let P̃x : {0, 1}n × {0, 1}(d−1)n → {0, 1}n be a
random tweakable permutation, and consider Ed = Ed[P̃1, . . . , P̃d]. Then for any A that
makes at most q ≤ 2n/2 queries, it holds that

Advsprp
Ed

(A) ≤ dq2

2n .

Proof. As in the previous cases, we assume that A is deterministic, makes exactly q queries,
does not repeat a query, and does not make a redundant query.

Procedures of the Oracles. The oracles R and R−1 are for the real world to implement
Ed and E−1

d , and the oracles I and I−1 are for the ideal world to implement π and π−1.
In the real world, we define R and R−1 as in Algorithms 9 and 10 in Fig. 10. In the ideal
world, we define I and I−1 as in Algorithms 11 and 12 in Fig. 11.

A transcript is defined as

θ = {(M1
i , . . . ,M

d
i , C

1
i , . . . , C

d
i ) | i = 1, . . . , q} .

Since A does not repeat a query, M [1..d]
i 6= M

[1..d]
j and C

[1..d]
i 6= C

[1..d]
j hold for any

1 ≤ j < i ≤ q.

Bad Transcript. In the real world, we see that the following (d−1)×
(
q
2
)
collisions cannot

appear in θ.

Bad


M

[2..d]
i ‖C1

i = M
[2..d]
j ‖C1

j

...

Md
i ‖C

[1..d−1]
i = Md

j ‖C
[1..d−1]
j

Here, Bad is the set of (d− 1)×
(
q
2
)
collisions. Since one encryption round is a permutation

over {0, 1}dn and A does not repeat a query, no collision in Bad can happen in the real
world.
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Algorithm 9: Procedure of R for the i-th
query

Input: M [1..d]
i ∈ {0, 1}dn

Output: C [1..d]
i ∈ {0, 1}dn

1. C1
i ← P̃1(M1

i ,M
[2..d]
i )

2. for x = 2, . . . , d− 1 do
Cxi ← P̃x(Mx

i ,M
[x+1..d]
i ‖C [1..x−1]

i )

3. Cdi ← P̃d(Md
i , C

[1..d−1]
i )

4. return C
[1..d]
i

Algorithm 10: Procedure of R−1 for the
i-th query

Input: C [1..d]
i ∈ {0, 1}dn

Output: M [1..d]
i ∈ {0, 1}dn

1. Md
i ← P̃−1

d (Cdi , C
[1..d−1]
i )

2. for x = d− 1, . . . , 2 do
Mx
i ← P̃−1

x (Cxi ,M
[x+1..d]
i ‖C [1..x−1]

i )

3. M1
i ← P̃−1

1 (C1
i ,M

[2..d]
i )

4. return M
[1..d]
i

Figure 10: Oracles R and R−1

Algorithm 11: Procedure of I for the
i-th query

Input: M [1..d]
i ∈ {0, 1}dn

Output: C [1..d]
i ∈ {0, 1}dn

1. C [1..d]
i ← π(M [1..d]

i )

2. return C
[1..d]
i

Algorithm 12: Procedure of I−1 for the
i-th query

Input: C [1..d]
i ∈ {0, 1}dn

Output: M [1..d]
i ∈ {0, 1}dn

1. M [1..d]
i ← π−1(C [1..d]

i )

2. return M
[1..d]
i

Figure 11: Oracles I and I−1

On the other hand, collisions in Bad can happen in the ideal world. We define the set
of bad transcripts as

Tbad = {θ | a collision in Bad occurs} .

Then we prove the following lemma.

Lemma 4. Pr[ΘI ∈ Tbad] ≤ q2

2n .

Proof. We consider θ ∈ Tbad in the ideal world. When A’s i-th query is an encryption
query, M [1..d]

i are chosen by A and Pr[C1
i = C1

j ] ≤ 2(d−1)n

2dn−(i−1) . When A’s i-th query is a
decryption query, C [1..d]

i are chosen by A and Pr[Md
i = Md

j ] ≤ 2(d−1)n

2dn−(i−1) . Therefore, for
q ≤ 2n/2, we have

Pr[ΘI ∈ Tbad] ≤
∏

i∈[2..q]

∏
j∈[1..i−1]

2(d−1)n

2dn − (i− 1)

≤
∏

i∈[2..q]

(i− 1) · 2(d−1)n

2dn − (i− 1)

≤
∏

i∈[2..q]

2(i− 1)
2n ≤ q2

2n .
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Pr[ΘR = θ]/Pr[ΘI = θ]. We consider θ ∈ Tgood. In the real world, for all 1 ≤ j <
i ≤ q and 1 ≤ x ≤ d, we define

T xi = {j-th output of P̃x | (i-th tweak of P̃x) = (j-th tweak of P̃x)}

as before. We also define T x1 = ∅ for all x. Then we have

Pr[ΘR = θ] =
∏

x∈[1..d]

∏
i∈[1..q]

1
2n − |T xi |

≥
∏

x∈[1..d]

∏
i∈[1..q]

1
2n =

∏
i∈[1..q]

1
2dn .

In the ideal world, we have

Pr[ΘI = θ] =
∏

i∈[1..q]

1
2dn − (i− 1) .

Then we have

Pr[ΘR = θ]
Pr[ΘI = θ] ≥

∏
i∈[1..q]

2dn − (i− 1)
2dn =

∏
i∈[1..q]

(
1− i− 1

2dn

)
≥ 1− 0.5q2

2dn .

From Lemma 1 and Lemma 4, we have Theorem 3.

The computational security bound with TSPRPs [LRW02, LRW11] instead of random
tweakable permutations can be obtained as in [Min15].

8 An Attack against Ed
In this section, we show an attack against Ed with q = O(2n/2) queries. This means that
our security bound in Theorem 3 is tight.

Let P̃1, . . . , P̃d be (n, (d − 1)n)-bit random tweakable permutations and we consider
Ed[P̃1, . . . , P̃d]. Our attack is a chosen plaintext attack, so the adversary can choose any
plaintexts M [1..d]

i ∈ {0, 1}dn for i = 1, . . . , q and send them to oracle O ∈ {Ed, π}, and it is
given q ciphertexts C [1..d]

i ∈ {0, 1}dn encrypted by O.
The adversary fixes M [2..d] during its attack (i.e., M [2..d]

1 = · · · = M
[2..d]
q ), and chooses

distinct M1 (that is M1
1 , . . . ,M

1
q are different from each other). If O = Ed, then C1

i =
P̃1(M1

i ,M
[2..d]
i ) for 1 ≤ i ≤ q are also different from each other since P̃1(·, T ) is a

permutation on {0, 1}n when T is fixed. Otherwise, if O = π, then there is a possibility
that C1

i = C1
j holds for some 1 ≤ j < i ≤ q. Therefore, the adversary looks for one of the

collisions C1
i = C1

j for some 1 ≤ j < i ≤ q after its interaction with O. If the adversary
finds a collision, it guesses O = π and else, it guesses O = Ed. When O = Ed the guess is
correct with probability 1 and it is wrong if and only if O = π and the collision C1

i = C1
j

does not happen for all 1 ≤ j < i ≤ q. From the birthday bound, the attack succeeds with
an overwhelming probability.

9 Conclusions
In this paper, we analyzed the iterative construction of a block cipher that is constructed
from a TBC that have long tweaks. In particular, we showed the relationship between the
number rounds of Minematsu’s dn-bit block cipher [Min15] and its security. We showed
that with 3d − 2 rounds, it achieves BBB security O(q2/2dn), saving two rounds. Also,
we proved that if q ≤ 2n, then d + ` rounds for 1 ≤ ` ≤ d − 1 achieve BBB security
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O(q2/2(1+`)n). We also considered the d round version, which is tightly birthday-bound
secure.

There are various interesting open questions. The first question is whether the security
bounds can be improved. In particular, we do not know if the assumption of q ≤ 2n can
be removed from Theorem 2, and tightness of the security bounds in Theorems 1 and 2
are left as an open question. Generalization to enciphering schemes [CLMP17, CMN18] is
an interesting question, and the analysis in the indifferentiability framework to obtain a
public random permutation, following [GL15], is also left as an interesting open question.
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A Proof of Equation (1)
For 1 ≤ i ≤ q and q ≤ 2n, we prove that

(i− 1)−

 ∑
y∈[1..x]

|Syi |


∏

y∈[1..x]

(2n − |Syi |)
· 1

2dn − (i− 1) ≤
2(i− 1)
2(d+x)n .

Here, d ≥ 2, ` ∈ [1..d− 1], x ∈ [1..`], and 0 ≤
∑
y∈[1..x] |S

y
i | ≤ i− 1.

Proof. We subtract the left hand side from the right hand side:

2(i− 1)
2(d+x)n −

(i− 1)−

 ∑
y∈[1..x]

|Syi |


∏

y∈[1..x]

(2n − |Syi |)
· 1

2dn − (i− 1)

=

2(i− 1) ·
(
2dn − (i− 1)

)
·

 ∏
y∈[1..x]

(2n − |Syi |)

− 2(d+x)n

(i− 1)−

 ∑
y∈[1..x]

|Syi |


2(d+x)n (2dn − (i− 1)) ·

 ∏
y∈[1..x]

(2n − |Syi |)

 .

Here,
∑
y∈[1..x] |S

y
i | is equal to the number of j satisfying Pr[S[1..x]

i = S
[1..x]
j ] = 0, so we

have 0 ≤
∑
y∈[1..x] |S

y
i | ≤ i− 1 < 2n (This is the point where we rely on the assumption of

q ≤ 2n). Therefore, the denominator is positive. We define f(i) as the numerator and we
prove f(i) ≥ 0.

Since |Syi | ≤ 2n − 1 holds for all y, we have

∏
y∈[1..x]

(2n − |Syi |) ≥ 2xn −

 ∑
y∈[1..x]

|Syi |

 · 2(x−1)n .

Let sum =
∑
y∈[1..x] |S

y
i |. Then we have 0 ≤ sum ≤ i− 1 < 2n and

f(i) ≥ 2(i− 1) ·
(
2dn − (i− 1)

)
·
(

2xn − sum · 2(x−1)n
)
− 2(d+x)n ((i− 1)− sum)

≥ 2(i− 1) ·
(

2(d+x)n −
(

sum · 2(d+x−1)n + (i− 1) · 2xn
))

− (i− 1) · 2(d+x)n + sum · 2(d+x)n

= (i− 1) ·
((

2 · 2(d+x)n − 2 · sum · 2(d+x−1)n − 2(i− 1) · 2xn
)
− 2(d+x)n

)
+ sum · 2(d+x)n

= (i− 1) ·
((

2(d+x)n − sum · 2(d+x−1)n
)
− sum · 2(d+x−1)n − 2(i− 1) · 2xn

)
+ sum · 2(d+x)n
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= (i− 1) ·
(

2(d+x)n − sum · 2(d+x−1)n
)
− sum · (i− 1) · 2(d+x−1)n + sum · 2(d+x)n

− 2(i− 1)2 · 2xn

= (i− 1) ·
(

2(d+x)n − sum · 2(d+x−1)n
)

+ sum ·
(

2(d+x)n − (i− 1) · 2(d+x−1)n
)

− 2(i− 1)2 · 2xn

= (i− 1) · (2n − sum) · 2(d+x−1)n + sum · (2n − (i− 1)) · 2(d+x−1)n − 2(i− 1)2 · 2xn

≥ (i− 1) · (2n − sum) · 2(x+1)n + sum · (2n − (i− 1)) · 2(x+1)n − 2(i− 1)2 · 2xn

= (i− 1) · ((2n − sum) · 2n − 2(i− 1)) · 2xn + sum · (2n − (i− 1)) · 2(x+1)n

= g(i) + sum · (2n − (i− 1)) · 2(x+1)n ,

where g(i) = (i− 1) · ((2n − sum) · 2n − 2(i− 1)) · 2xn.
Recall that sum satisfies 0 ≤ sum ≤ i − 1 < 2n. We therefore consider the following

two cases depending on the value of sum.

• Case sum < 2n − 1. In this case, we have g(i) ≥ 0 from sum ≤ i − 1 < 2n, and
f(i) ≥ 0 follows.

• Case sum = 2n − 1. In this case, i = 2n holds and we have

f(2n) ≥ g(2n) + (2n − 1) · 2(x+1)n

≥ (2n − 1) · (2n − 2(2n − 1)) · 2xn + (2n − 1) · 2(x+1)n

≥ 2 · (2n − 1) · 2xn ≥ 0 .

Therefore, we always have f(i) ≥ 0.
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