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Message Authentication Codes

[ M}~ mac (— T ]

m Goal: Unforgeable authentication tags
m Stateful, randomized, nonce-based, or stateless deterministic (focus)
m Standards: CMAC [Dwo16], OMAC [IK03], f9 [ETSO01], ...
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Message Authentication Codes
MAC and PRF Security

MAC Security

Frx

VERIFY i

7

Eik List and Mridul Nandi
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Advire(a)

KI;rK [A forges]

March 2018  4/24



Message Authentication Codes
MAC and PRF Security

MAC Security PRF Security
Fx VERIFY g Fk $
A A
Advi*C(A) gef KPrIC [A forges] AdviT(A) def A(Fk;$)
“« A

AA(X;Y) = ‘Pr [AX = 1] — Pr [AY = 1] ‘ over random choice of keys, oracles X and Y,
and coins of A if any.
$ returns | Fx (M)| uniform random bits on any input M.
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Desirable Properties

Security

m High security
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Desirable Properties

Security Efficiency

m High security m High rate
m Parallelizability
m Single key

m Single primitive
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Desirable Properties

Security Efficiency Functionality
m High security m High rate m Variable output
m Parallelizability lengths
m Single key

m Single primitive
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Variable-output-length PRFs

IFI

Fi

—

Eik List and Mridul Nandi

[ U2 ]

AdV%OLPRF(A)

ZMACT

Fx

$

o, d)%ﬁ(m A

A

& A(Fx; $)
A
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Variable-output-length PRFs

e

Examples:

m SHAKE [Dwo15]
m Farfalle [BDP*16]

m (all stream ciphers)

Eik List and Mridul Nandi

AdV%OLPRF(A)

ZMACT

Fx

$

o, d)%ﬁ(m A

A

& A(Fx; $)
A
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Tweakable Block Ciphers (TBCs) for MACs

TBCs [LRW02):

m Keyed families of permutations
E:{0,1}* x {0,1}* x {0,1}" — {0,1}"

m Additional public input tweak T'
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Tweakable Block Ciphers (TBCs) for MACs

TBCs [LRW02):
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Security Improvement over BCs:

|I| m Tweak for domain separation

Eik List and Mridul Nandi zMACt March 2018 7/24



Tweakable Block Ciphers (TBCs) for MACs

TBCs [LRW02):

m Keyed families of permutations
E: {0,1}* x {0,1}* x {0,1}" — {0, 1}"

m Additional public input tweak T’

Security Improvement over BCs:

|I| m Tweak for domain separation

Efficiency Improvement over BCs:

4_. Bx m Tweak for message processing

Eik List and Mridul Nandi zMACt March 2018 7/24



Tweakable Block Ciphers (TBCs) for MACs

TBCs [LRW02):

m Keyed families of permutations
E: {0,1}* x {0,1}* x {0,1}" — {0, 1}"

m Additional public input tweak T’

Security Improvement over BCs:

|I| m Tweak for domain separation

Efficiency Improvement over BCs:

4_. Bx m Tweak for message processing

Recent existing TBC-based MACs w/ high se-
curity:

m PMAC_TBC1k/PMAC TBC3K
[Nai15]

m HAT [CLS17]
m ZMAC [IMPS17]
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Good Candidate: ZMAC

[IMPS17]

[Mels]]  [Mar[s]] [Melm]  [Mg[m]]

gm—1y —» R
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Good Candidate: ZMAC

[IMPS17]
[Mc[s]] [ Mgls]] [Mi[m] [ Mg[m]]
9s=11 —»@ . gm=1r — gm—1p
- v
0 0
t
[Xo] X ]
d 2
[Yo]—% :
Efficiency:

m Fully parallelizable
m High rate: (n+1t)/n
m TBC-based single-key, single-primitive
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Good Candidate: ZMAC

[IMPS17]
OLE] [Mebl]  [Meln]  [Mabn])
9s=11 —»@ . gm=1r — gm—1p
J
t
t
X0 ] X ]
Yt 2 2
Yo 14 :
Efficiency:

m Fully parallelizable
m High rate: (n+1t)/n
m TBC-based single-key, single-primitive

BBB-Security: e-almost-universal (AU) for ¢ <

4
ontmin(n,t)
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Good Candidate: ZMAC

[IMPS17]
OLE] [Mebl]  [Meln]  [Mabn])
9s=11 —»@ . gm=1r — gm—1p
J
t
t
X0 ] X ]
Yt 2 2
Yo 14 :
Efficiency:

m Fully parallelizable
m High rate: (n+1t)/n
m TBC-based single-key, single-primitive

BBB-Security: e-almost-universal (AU) for ¢ <

4
ontmin(n,t)

Functionality: Can we obtain a variable-output-length PRF?
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Section 2

Hash-then-TBC and ZMACT
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Hash-then-TBC (HTTBC)

[d =

HK’

—{ Y]

— X ]

m TBC-based VOLPRF

m Fully parallelizable

Input (Y, X) € {0,1}" x {0, 1}

Output of universal hash function H

Eik List and Mridul Nandi

Inputs: (M, d)
d = #Output blocks (Ui, ...,Uy)

ZMACT
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ZMACT = ZHAsH + HTTBC

@

[ d F—{zaasu[EY] X ]

m Injective encoding and padding of
message and output length:
M = M| 110" || {d)n
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ZMACT = ZHAsH + HTTBC

EF~

[ d —|zHasn[EY] X ]

m Injective encoding and padding of
message and output length:
M = M| 110" || {d)n

m Single keyed primitive Ex:
m EY in ZHasH
m Ej in HT'TBC
m E% to derive L and R
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ZMACT = ZHAsH + HTTBC

@

[ d —|zHasn[EY] X ]

m Injective encoding and padding of
message and output length:
M = M| 110" || {d)n

m Single keyed primitive Ex:
m EY in ZHasH
m Ej in HT'TBC
m E% to derive L and R

m Bound of O(¢/2" +q(q+ U)/2n+min(n,t))
Eliminates term O(g?2/2m+min(n.t))

(d-1) —»eF

LY I~ E)

q = #queries; 0 = sum of #blocks of all messages

Eik List and Mridul Nandi ZMACT
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VOLPRF Security of HTTBC

Proof Strategy

ZMACH

$

(M, d)W(Ul,...,U@

A

m H-coefficient technique [CS14, Pat08]

m ldeal world: U; uniformly independently at random

m 2 bad events = 2 requirements for H

Eik List and Mridul Nandi

ZMACT

Replace E?{/lﬂ by independent uniform random permutations 7%/1/2
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VOLPRF Security of Hash-then-TBC

bad;

X1

P P —
> V]
L] X
o By B ©
‘ 1

|
Dj

m bad;: Collision of tweaks and inputs to Ex of HTTBC:

I

&
=
=

H
S
§

Y Ex

3k, E (Y, XD (k— 1)) = (Y, X @ (K — 1)4).
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VOLPRF Security of Hash-then-TBC

bad;

X1

Y M B (0] Y M By U7 [
o] P
- B T {8 [ o
.

|
Dj

m bad;: Collision of tweaks and inputs to Ex of HTTBC:

I

&
=
=

H
S
§

Y Ex

3k, E (Y, XD (k— 1)) = (Y, X @ (K — 1)4).

m Pribadi] upper bounded by max. differential prob. of certain differences:

d+d' —1
Prlbadi] < > Pr_[Hic (M) & Hic (M') = (0, (k)0)] -
k=0
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DP Analysis of ZHash

(M) [Mel] [McIm] [ Malm]]
25—l —@ om=1r —»

2m-1R

0

:

T :
¥ ¥
Yo D

For distinct (M, d) and (M',d') with at most m and m’ (n + t)-bit blocks,
1<m <m' < 2min{m(H0/21=38 St holds that

HL2 2(d+d) if C1
! n 2n )
Z DP [M, M', (0", (k)e)] <9 o Fomist) | a(asd)) N
k=0 on+t Sntmin{n,zy OtN.

where C1 def M, M’ have equal length and differ in exactly 1 block
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Rationale

|ML[S]| | ME|s] | |ML[m] | MR[m]|

2mlL— gm-1p

m DPy [M, M’ (0", (k):)] is lengthy
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Rationale

[Mc[s]] [ Mgls]] [Mr[m] [ Mg[m]]
2mtp— gm-1p

= 14

4 t
t

T X ]

2
v

m DPy [M, M’ (0", (k):)] is lengthy
m Why not consider e-AXU of ZHASH?

= “not guaranteed to be small” in C1 [IMPS17]
(when M, M’ have equal length and differ in 1 block)
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Rationale

[Mc[s]] [ Mgls]] [Mr[m] [ Mg[m]]
2mlL— gm-1p

— Y

& ¢
t

[ X ]

2
v

m DPy [M, M’ (0", (k):)] is lengthy

m Why not consider e-AXU of ZHASH?
= “not guaranteed to be small” in C1 [IMPS17]
(when M, M’ have equal length and differ in 1 block)

m Why not abstract away EITg (S;) as a XT[w, Hz] permutation?
—> Would give g2/2" ™) term
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Truncated-AXU

M ]
;
X X
AX
U
Hg I—X—/—|

H is (n,t,e)-truncated AXU (tAXU) iff:

max »  Pr [Hx (M) @ Hi (M') = (AY,AX)] <e.
Y
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VOLPRF Security of Hash-then-TBC (Cont'd)

bads

B B T
Y
- e |
LLi A X
EK U, EK AX
=
K 7
X

m bads: Collision of tweaks and outputs from Ex of HTTBC:

def

bads = 3k, k" : (X @ (k — 1)¢, Ug) = (X' @ (k' — 1)1, Up).

Eik List and Mridul Nandi ZMACT
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VOLPRF Security of Hash-then-TBC (Cont'd)

bads

e o s
Y
o-{]
LLi A X
o T e
M
=
K 7
e

m bads: Collision of tweaks and outputs from Ex of HTTBC:

def

bads = 3k, k" : (X @ (k — 1)¢, Ug) = (X' @ (k' — 1)1, Up).

m Assume that H is (n,t,e)-tAXU:

dd'e . 20"%¢
AL AL

Pribads] <d-d'-c-Pr[Uy =Uy| <

o = 9 qt
i=1

Eik List and Mridul Nandi ZMACT
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Full Bound over ¢ Queries

Details in Paper

m (n,t,e)-tAXU:

< 2(m+m' +1) 4
—  9n+min{n,t} 9min{n,t} "
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Full Bound over ¢ Queries

Details in Paper

m (n,t,e)-tAXU:

< 2(m+m' +1) 4
—  9n+min{n,t} 9min{n,t} "

m DP:

20" 2(g— 1o +q*+4(qg— 1))
2_n + gn+min{n,t}
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Full Bound over ¢ Queries

Details in Paper

m (n,t,e)-tAXU:

< 2(m+m' +1) 4
—  9n+min{n,t} 9min{n,t} "

m DP:

20" 2(g— 1o +q*+4(qg— 1))
2_n + gn+min{n,t}

m VOLPRF bound for A with ¢ queries of at most m < 2min{nt}=3
(n +t)-bit blocks each and at most o blocks in total, and whose output
lengths d* sum up to at most o

N2
dvVOLPRE (A) < (o) ) ( Im + 2 4 )+

ZMACH [x] n 9n+min{n,t} 9omin{n,t}
20’ 2g—No+ @+ 4(qg—1)o’
n 2n+min{n,t}
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Full Bound over ¢ Queries

Details in Paper

m (n,t,e)-tAXU:

< 2(m+m' +1) 4
—  9n+min{n,t} 9min{n,t} "

m DP:

20" 2(g— 1o +q*+4(qg— 1))
2_n + gn+min{n,t}

m VOLPRF bound for A with ¢ queries of at most m < 2min{nt}=3
(n +t)-bit blocks each and at most o blocks in total, and whose output
lengths d* sum up to at most o

N2
dvVOLPRE (A) < (o) ) ( Im + 2 4 )+

ZMACH [x] n 9n+min{n,t} 9omin{n,t}
20’ 2g—No+ @+ 4(qg—1)o’
n 2n+min{n,t}

m No 02/2°" term
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Section 4

Potential Instantiations and Summary
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Suitable Instantiations

m Desirable:

m Efficient round function + efficient tweak schedule
mt>n
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Suitable Instantiations

m Desirable:

m Efficient round function + efficient tweak schedule
mt>n

m Deoxys-BC-256,/Deoxys-BC-384 [JNP14]: AES-NI

ART
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Suitable Instantiations

m Desirable:

m Efficient round function + efficient tweak schedule
mt>n

m Deoxys-BC-256,/Deoxys-BC-384 [JNP14]: AES-NI

ART

L

SB = MC|
K2
X3

m Skinny-64/128 and Skinny-128/256 [BJK™16]: Lighter

ART
sc AC j =

<32

<3
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Potential Instantiations

0)—%
OGN OGEE R [O6E

b .-
= ' = '

S -}

b v

: J
(d-1)—$

Output length

m n-bit outputs: Same performance

as ZMAC TBC Ex n bit |M| bit
™ Long outputs: +1 (parallelizable) DEoxys-BC-256 0.62 1.49
Call to TBC Deoxys-BC-384 0.61 1.60
. o SKINNY-128/256  2.08  6.20
= Ongoing work: optimized SKINNY-128/384  1.62  6.42

implementation

Estimated performance in cycles/byte on Intel
Skylake with AES-NI.
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Summary

m Proposed ZMAC™T = ZHAsH + HTTBC

m Variable-output-length PRF

m Eliminated 0/2%" in security bound with few domains in tweak
m ZHASH needed block index in tweak ¢ [IMPS17]

m Single primitive, single key
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VOLPRF Security of Hash-then-TBC

[CS14, Pat08]

Lemma 2 (H-coefficient Technique)

Assume, the set of attainable transcripts is partitioned into two disjoint sets
GooODT and BADT. Further assume, there exist €1, €2 > 0 such that for any
transcript 7 € GooDT, it holds that

Pr [Oreal = 7|
_— = >1- P ideal € BADT] < €3.
Pr [@ideal — 7_] > €1, and r[ed | € D ] < €2

Then, for all adversaries A, it holds that A a (Oreal; Oideal) < €1 + €2.

m Bad Transcripts: ez < Pr[bad;] + Pr[bad;]

m Good Transcripts: €1 =0

Eik List and Mridul Nandi zMACt March 2018  4/25



VOLPRF Security of Hash-then-TBC (Cont'd)

Theorem 3

Let H be (n,t,£)-tAXU and L « £ and H and 7 « Perm(7”,{0,1}")
independent. Then, for any VOLPRF adversary A on HTTBC|r, Hr] that
makes at most g queries whose output lengths d* sum up to at most o’ blocks

in total, it holds that Adv O™’ (A) is at most
HITBC([7, Hy]

(o')? 0 e

G R, D D P [M M0 ()]

i<j k=0
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VOLPRF Security of Hash-then-TBC (Cont'd)

Theorem 3

Let H be (n,t,£)-tAXU and L « £ and H and 7 « Perm(7”,{0,1}")
independent. Then, for any VOLPRF adversary A on HTTBC|r, Hr] that
makes at most g queries whose output lengths d* sum up to at most o’ blocks

in total, it holds that Adv O™’ (A) is at most
HITBC([7, Hy]

(o')%e @ —
S a0 Y DPwy [M M (07 (R))]
i<j k=0
For single-block outputs:

m e2-AU suffices instead of DP: Prlbad;] < (g)eg
A Ay < (1) (L
HTTBC[m, Hp =\92 on 2)-

Eik List and Mridul Nandi
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DP Analysis of ZHash (Cont'd)

Case 1 Case 2 Case 3 Case 4
M o[ AZ ] [ L] (1]
M [CTETTT] [CECIT LTI E L IE-I#
m/

S m T s m mm m

m Two scenarios with same four cases each

mt<n
mit>n

m Focus on t < n in the following

m Focus also on fixed (0, (k)+) and consider different k later

Eik List and Mridul Nandi zMACt March 2018  6/25



DP Analysis of ZHash (Cont'd)

Case 1
|ML [5” | Mpg|s] | lI\IL [m]] l JVIH[m]]
om—1p —» -

~ v

4 (
t

[ X ]

2

- [AXS = <k>t} P |:MSB,5(AYS ZB YAZ\:/[% [s]) = <k>t]

m AY, =0 = AMg[s] = (k)¢
milf k=0 — AY, =0 impossible
mIfk#£0 = Y; and Y/ independent:

Pr[(AY, AX) = (0, (1) < 5

Eik List and Mridul Nandi ZMACT
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DP Analysis of ZHash (Cont'd)

Case 2

[l ] [ Mal] | [Melsl | [ Malsl | [ Mulm]] [ Malm] ]

or=1p —»@ =17 —p»
2 L 21!:—1R 2 L 21!:—1R

t
{ x ]
2
m There exist (at least) two blocks r, s: M, # M/ and Ms # M
def
AX = AX, ® AXs ® Ay, A1 Sk @D i migrey DX

AY = A AV, 00 A 082, A FO0@, i N A

m Substitute Az = A1 @ AMRg[r] ® AMg[s]:

p AX = (k) _p MSBt (AYr @& AYs) = Ag
"I AY=0 | T 7 A AY, @ A, - AY, = As

)\'r — 2m+1—7" )\r — 2m+1—r



DP Analysis of ZHash (Cont'd)

Case 2

[ Ml ] [ Mal[] ]

m Over all n-bit A4 that yield ¢-bit differences As:

AX = (k)
Pr | < max Pr
R ET D SN

n
Asc{0,1}" A4€{0,1}
2€{0.1} MSB¢ (Ag)=A3

m Cannot assume AY; and AY; are independent

AY, & AY, = Ay,
CAY B A - AY = Ao

>\r — 2m+17r’ )\7‘ — 2m+17'r

Eik List and Mridul Nandi ZMACT
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DP Analysis of ZHash (Cont'd)

Case 2

ML [1'] MR[T] ML [3] MR[S]

or—lp—@® 251 —& g
" gr-1p S gs—1p
e T, A by T. A

l l

m Event STColl(r): 3 € {1,...,m},i #r: (S;,Ti) = (Sr,Tr) or
(S5, 1) = (Sr, Tr)

Pr [STColl(r)] < (m+1)+m+1) -1 < (m+m +1)

2n+t — 2n+t

m Similar for (Ss,T%)
m STColl(r,s) = STColl(r) V STColl(s):

2(m+m' +1)

Pr [STCO”(T7 5)] S 2n+min{n,t}

Eik List and Mridul Nandi ZMACT
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DP Analysis of ZHash (Cont'd)

Case 2

m If (S, T,) fresh = AY, sampled from 2" — (m +m/ + 1) values
m If (S,,T) fresh = AY; sampled from 2" — (m + m’ + 1) values

Pr[E] &f max Z Pr { AY, © AY, = Ay,

- t Ar'AYT@As'AYS:A2
ﬁ;g{{g”ﬁn A4e{0,1}"™
MSBt(Ag)=A3

1 4
- <ot <
Pr[E|-STColl(r,s)] < 2 T D) S

since we assume m, m’ < 272

m It follows

AX = (k)
Pr [ AY — 0 < Pr[E|-=STColl(r,s)] + Pr[STColl(r, s)]
4 2(m+m’' +1)
—_ 2n+t + 2n+t
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DP Analysis of ZHash (Cont'd)

Case 3

[Mein=1) [Maim-1]] [Meim]]| [ Malm] | [(AgimT] [ Mglm] | [MpmT] [ MainT |

b

ks r‘;

g . S

om2p —» omlp —» ogmotp—

m2p

R

b= ! a

m M’ is one block longer than M: m’ =m +1
m Padding and length encoding ensures m > 0

m The chaining indices are shifted

m+1

Y = Z gmtl-iy. whereas Y = Z gmt2-iy/
i=1 i=1

m Simply shift blocks by one? = factors of masks L, R not shifted:

S;=Mli)®2"'L  S;=Mpli®2" 'L

Eik List and Mridul Nandi zMACt March 2018
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DP Analysis of ZHash (Cont'd)

Case 3

[Milm=1) [Malm=1]]

[(Melm]] [ Malm] ]
P &

[(Meml] [ Mzl ]
om2p 2L —@ 2 )
i

[MeImT] [ MalnT ]
2" L — @

] L L@
:

n Az€{0,1}"
A2€{0,1} MSB?;(Ag):Al

m Substitute A=Y, 1 ®Yn, B=Y,:

Pr|:A€BB_A3:|

’ ’ _ AL
Pr[E] € nax Z py | Y1 ©Ym &V = As
Ay€{0,1}*

A®2B=A4
m Unique solution (A4, B) in Fan:
B=3"As®A) A=A3;®B

Eik List and Mridul Nandi
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DP Analysis of ZHash (Cont'd)

Case 3

[(MpmI] [ Mzl ] [MzmT] [ MalnT ]

[Milm=1) [Malm=1]] [(Melm]] [ Malm] ]
D 2" L—=

om2] =@ ol @

m Similar approach as in Case 2:
Boolean variable STColl’(m + 1) for M, is fresh:

ﬂSTColl'(m-l-l)] +Pr[STColl'(m+1)]

P AP B=As <p A®B=A3
Ag2B=A =" A 2B=A,

m It holds

m+m'+1
Pr [STColl'(m +1)] < g
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DP Analysis of ZHash (Cont'd)

Case 3

[Milm=1) [Malm=1]] [(Melm]] [ Malm] ] [(Meml] [ Mzl ] [MeImT] [ MalnT ]

2" L@ 27l —@ 2m L —

m Otherwise, Y, is randomly chosen from 2" — (m + m’ + 1) values
m Choice of Y,,,; (only in A) independent from Y;,, (only in B):

__9—1
PT{B_S (A3®A4)}< 1 1 SQ%

A=B®As =2 (m+m + 1)

m Summing over 2"~ ¢-bit values:
AX = (k
Pr [ AY —<o>t} < Pr [E|-STColl'(m +1)] + Pr [STColl'(m + 1)]

< 2 m+m' +1
— 2n+t 2n+t
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DP Analysis of ZHash (Cont'd)

Case 4
[ Melm]] [ Mrlm] | preim’ =1 [Mr[" 1] [ M) [ Mgl
om-ly —» gmig 2""/’2L —_— 2”"’*2R Zm,LlL —_— 2leR
-~ D -~ D -~ D
s wt s wt s wt

é UG

m M’ exceeds M by > 2 blocks
m Similar strategy as in Case 2, with block indices m + 1, m + 2:

[oRN]
=
v DD
E
I H

AX = (k
Pr [ AY :<0>t < Pr[E|-STColl'(m'—1,m/)] 4+ Pr [STColl'(m’—1,m/)]
!
< 4 n 2(m+m' +1)
— 2n+t 2n+t

m Note: same bound for all cases but C1

m We can handle C1 with care when bounding over g queries
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DP Analysis of ZHash (Cont'd)

From 2 to g queries: Case 1

m Same strategy for scenario t > n

m Case 1: For each MR[s] and fixed k, there is at most one M, [s] with

AMR[s] = (k)
q d+di-2
~ i J 47 n
LD D DR [ a) () 00 (k)]
=TT g k=0
Y ~2di 20
< max — < max Z < il
M., Mad 2n T M1, Ma 2n 2"
i=1 k=0 i=1 =

o = g 9 qt
i=1
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DP Analysis of ZHash (Cont'd)

From 2 to g queries: Cases 2-4

L omi e mi 4 1) AdE+ )
Z on+min{n,t} + on+min{n,t}
i<J
q . .

2(q — 1o 2 4(d* + d?)

< on+min{n,t} + Z on+min{n,t} + on+min{n,t}
1<j
2(q =)o +¢* +4(q — 1)o’

< -
- on+min{n,t}

Z;Lj(mi +m?) = (¢—1)o and Zj<j(di +d) = (q—1)o’

Eik List and Mridul Nandi ZMACT
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DP Analysis of ZHash (Cont'd)

Bound

Let 7 « %(7”, {0,1}™). Given ¢ pairwise distinct tuples

(M*,d") € M x D, where each M"* consists of less than omin{n,t} =3 hocks of

(n + t) bit each, and of at most o blocks in total, and whose output lengths
¢, d" < o’. Then, it holds that

q di4di—2 -
max Z Z DPLHASH[w [(Ml dl) (M]’d]) ’ (Onv <k>t)]
..... L
20" | 2(q - 1)a +¢®+4(qg— 1)’
= 2_" + 9n+min{n,t}
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(n,t,e)-tAXU Analysis of ZHash

3]
e
s X
AX
Hi :
X

o

m Goal: Fix any VX € {0, 1}, probability AX & X & X' £ vXx

m Same two scenarios (¢t < n and ¢t > n), same four cases each:

Case 1 Case 2 Case 3 Case 4
M [ AZ ] [ L] (1]
M [CTE T T [CECIT LTI E CIE-I#
S m T s m ’mm/ m m/
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(n,t,e)-tAXU Analysis of ZHash (Cont'd)

Case 1

Case 1 Case 2 Case 3 Case 4
; M [EATT] [EE] O] 0
I AX ,
I M [ETT] AT OI1THFE [LEFEE
! B B " sm o’ m om

m Consider block M # M.:

def AX =VX
Pr[E] = Z VXn;E{l(fl}t Pr [AY _ VY}
vy e{o,1}n

Pr[E] < Pr[E|=STColl(s)] + Pr[STColl(s)]

< 1 (m+m' +1)
— 2" —(m+m' +1) 2+t
’
<2 m+m +1
—2t 2n+t

m Case 3 similar: uses STColl'(m + 1)
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(n,t,e)-tAXU Analysis of ZHash (Cont'd)

Cases 2-4

]
)
Cdl Case 1 Case 2 Case 3 Case 4
§M M [(EIT] [EIAT [T 1
v [(ETT] A O00E IEEE

e ,

m At least two blocks r, s exist: M, # M,, Ms # M.
m We fix the smallest such 7, s:

def AX =VX
Prlp] S ) max  Pr {AY - VY]
vYe{0,1}"

Pr[E] < Pr[E|-=STColl(r, s)] + Pr [STColl(r, s)]
4 2(m+m' +1)

<2™.

— 2n+t 2n+t
!

< 4 n 2(m+m' +1)

— 2t 2n+t

m Case 4 similar: uses STColl'(m’ — 1,m’)

m Scenario t > n similar
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(n,t,e)-tAXU Analysis of ZHash (Cont'd)

Let 7 « Perm(7”,{0,1}™). For distinct inputs (M, d) and (M',d’) of at most
m and m' (n + t)-bit blocks, respectively, with 1 < m < m/ < 2min{nt}=3
ZHASH[7] is (n,t,e)-tAXU for

2(m+m' + 1) 4
SIS 9n+min{n,t} 9min{n,t}
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(n,t,e)-tAXU Analysis of ZHash (Cont'd)

Case 1

Case 1 Case 2 Case 3 Case 4
; M [EATT] [EE] O] 0
I AX ,
I M [ETT] AT OI1THFE [LEFEE
! B B " sm o’ m om

m Consider block M # M.:

def AX =VX
Pr[E] = Z VXn;E{l(fl}t Pr [AY _ VY}
vy e{o,1}n

Pr[E] < Pr[E|=STColl(s)] + Pr[STColl(s)]

< 1 (m+m' +1)
— 2" —(m+m' +1) 2+t
’
<2 m+m +1
—2t 2n+t

m Case 3 similar: uses STColl'(m + 1)
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(n,t,e)-tAXU Analysis of ZHash (Cont'd)

Cases 2-4

]
)
Cdl Case 1 Case 2 Case 3 Case 4
§M M [(EIT] [EIAT [T 1
v [(ETT] A O00E IEEE

e ,

m At least two blocks r, s exist: M, # M,, Ms # M.
m We fix the smallest such 7, s:

def AX =VX
Prlp] S ) max  Pr {AY - VY]
vYe{0,1}"

Pr[E] < Pr[E|-=STColl(r, s)] + Pr [STColl(r, s)]
4 2(m+m' +1)

<2™.

— 2n+t 2n+t
!

< 4 n 2(m+m' +1)

— 2t 2n+t

m Case 4 similar: uses STColl'(m’ — 1,m’)

m Scenario t > n similar
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