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Summary of the contribution

e we reconsider the security of the AEAD scheme AES-GCM-SIV
designed by Gueron, Langley, and Lindell

o we identify flaws in the designers’ security analysis and propose a
new security proof

e our findings leads to significantly reduced security claims,
especially for long messages

e we propose a simple modification to the scheme (key derivation
function) improving security without efficiency loss
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History of (AES)-GCM-(SIV) AEAD schemes

o GCM
e CTR encryption + Wegman-Carter MAC
e Encrypt-then-MAC composition
e widely deployed, not nonce-misuse resistant

GCM-SIV
e same components as GCM
e Synthetic IV (SIV) composition
® nonce-misuse resistant

AES-GCM-SIV
e # GCM-SIV instantiated with AES
e similar to GCM-SIV but three modifications:

e universal hash function (POLYVAL instead of GHASH)
e full-block counter
e nonce-based key derivation (K, N) — (Kpolyval, Kac)

e proposed for standardization at IETF CFRG
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Nonce-Based Authenticated Encryption (nAE)

Syntax

A nAE scheme I1 is a pair of algorithms (I.Enc, [1.Dec) where
e algorithm I1.Enc takes
o (a key K)
e anonce N
e associated data A
e a message M

and returns a ciphertext C.
e algorithm N.Dec takes K and (N, A, C) and returns M or L.

v
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Nonce-Based Authenticated Encryption (nAE)

[Enck(,-) | [Deex(n)] | | 8G) | [ L6 |
(N, A, M) (N, A, C) (N, A, M) (N, A, C)

0/1 0/1

Security (all-in-one definition)

e The scheme I is secure if adversary A cannot distinguish
(Enck, Deck) and ($,1).

e A cannot ask a decryption query (N, A, C) if it received C from
an encryption query (N, A, M)

o A is said nonce-respecting if it never repeats a nonce in
encryption queries.

T. Iwata and Y. Seurin Reconsidering AES-GCM-SIV's Security FSE 2018 7 /26



Background on AES-GCM-SIV Fixing the Security Bound Improving Key Derivation Final Remarks

Misuse-Resistant AE (MRAE)

Nonce-misuse resistance (informal)

A nAE scheme is said nonce-misuse resistant if repeating a nonce
in encryption queries:

e does not harm authenticity

e hurts confidentiality only insofar as repetitions of triplets
(N, A, M) are detectable
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Misuse-Resistant AE (MRAE)

Nonce-misuse resistance (informal)

A nAE scheme is said nonce-misuse resistant if repeating a nonce
in encryption queries:

e does not harm authenticity

e hurts confidentiality only insofar as repetitions of triplets
(N, A, M) are detectable

e ~ deterministic authenticated encryption

e MRAE schemes cannot be online (each ciphertext bit must
depend on each input bit)
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SIV composition method

|'|.EncK2

Fix,

e SIV (Synthetic IV) combines a PRF Fg, (N, A, M) and an
IV-based encryption scheme M.Enc, (/V, M)
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SIV composition method

-_» I-I.Er'ICK2
f | e

e SIV (Synthetic IV) combines a PRF Fg, (N, A, M) and an
IV-based encryption scheme M.Enc, (/V, M)

e provides nonce-misuse resistance: any change to N, A, or M
randomly modifies the tag and C
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Details of AES-GCM-SIV

Improving Key Derivation

N A M T
o b
Trunc,, -
K N |zero-pad| [POLYVAL |— K: U I iﬂl iﬂl
b ! '3, 19 '3
127 |Trunca, 1 Ex,
Ky K> 127 Mo —H M, Moy
'3 7 i f
Ex, Co Cy Co—1
T
e AES-GCM-SIV = KeyDer + GCM-SIV"
e same BC key K3 used in MAC and encryption
= 0/1 domain separation
T. Iwata and Y. Seurin Reconsidering AES-GCM-SIV's Security FSE 2018
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Outline

Fixing the Security Bound
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Designers' claims ( , Theorem 6)

Adymrae (.A) <

AES-GCM-SIV

RZEM R2 + 24gp
2126 2127 ’

+Q [ 2AdVRTE (A +

e /py = maximal message length of encryption queries

e ( = maximal number of distinct nonces in encryption queries

e R = maximal number of nonce repetitions in encryption queries
e gp = number of decryption queries per nonce, op = total length
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Adymrae (.A) <

AES-GCM-SIV

R2/¢ R2 42
rf M ap
+Q <2AdvaES(A') + 2136 + o127 > ,

GCM-SIVT MRAE-security

e /py = maximal message length of encryption queries

@ = maximal number of distinct nonces in encryption queries

R = maximal number of nonce repetitions in encryption queries
e gp = number of decryption queries per nonce, op = total length
o A’ makes at most Q(2R + 2qp + op) queries

e A" makes at most 6Q queries
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Problems in designers’ bound

mrae . 36Q2 6Q
Adv oS v siv(A) < Ad"zrllz)s (A") + min {21297 296}

Ry R*+2
rf M dD
+Q <2Advf\Es(A’) T om6 T T oia

o mixes PRP- and PRF-security of the underlying BC
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Problems in designers’ bound

mrae . 36@2 6Q
AdvEEE o (A) < AdVRES(A”) + min {21297 296}

, R20y R2+2
+Q<2Advf\gs(,4’)+ M + qD)

2126 2127

mixes PRP- and PRF-security of the underlying BC

AD'’s length not taken into account

number of queries Q(2R + 2qp + op) of A’ is flawed

Q@ = 0 (no encryption queries), gp > 0 = Advyicecav(A) =0
— impossible for MRAE security definition

(non-zero probability to forge a tag randomly)
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Corrected security bound (privacy only)

If gp = 0 (no decryption queries), then

v _[36Q% 6
AdvA'"E?ZCMS.V(A)SAdvggs(Af/Hm.n{ Q Q}

2129 7 996

QR%ly  QR?/4

f
+ QAdvies(A) + 3 7128
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Corrected security bound (privacy only)

If gp = 0 (no decryption queries), then

v _[36Q% 6
AdvAmE;azm.v(A)SAdvggs(Af/Hm.n{ Q Q}

2129 7 996

QR?ly  QR?/4
126 128

+ QAR (A) +

Main changes:
e takes into account 4 = maximal length of AD

o A’ makes R{); queries versus 2QR in
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Dominating term

mr " . [ 36Q% 6Q
AdVAESa—ECM—SIV(A) < AdVKI'E)S('AH) - min 2129 ’ 996
of QR?*lp QR4
+ QAdvies(A') + 5126 5128
o claimed the security bound is dominated by QQZM

(accounts for counter collision)
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+ QAdvjg(A') + 5126 5128
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Fixing the Security Bound

Dominating term

mr v . [ 36Q% 6Q
AdvEe s (A) < AdVZI'E)S(AH) min { 2129 ’ 996
of QR?*lp QR4
+ QAdvjg(A') + 5126 5128
o claimed the security bound is dominated by Q;ZM

(accounts for counter collision)

e but in fact the PRF term is ~ £y, larger (A’ makes Rl queries)

QR243,
2129

QAdV]Es (A) = QAdVRES(A') +
e the bound is tight and matched by a simple distinguishing attack
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Concrete security claims

Scheme ‘ Ng ‘ Q ‘ R ‘ Ly ‘ our bound ‘ claim
AES-GCM-SIV | 232 | 232 | 1 | 232 2-3 261
(nonce based) | 264 | 264 | 1 | 232 2= 2=

231 231 232 273 2732
231 231 216 2—35 2—48
239 1 239 216 2—19 2—32
242 242 210 2725 2732
250 242 28 232 2—7 2—36
250 242 28 216 2—39 2—51
250 246 24 232 2711 2740
AES-GCM-SIV | 2% | — | — | 2% 2= A=
(random 1V) 203 | — | — | 216 2= P2

Ne = QR = total number of encryption queries
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Taking decryption queries into account

o the adversary can choose nonces freely in decryption queries
(it could reuse the same nonce gp times)
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Taking decryption queries into account

e the adversary can choose nonces freely in decryption queries
(it could reuse the same nonce gp times)

e naive bound (Q + gp distinct nonces)

AdVTEr;ZCM-SN(A) < (Q + QD) (( .. ) + (R + qD)Z(EM + EA))

2!1

GCM-SIV* security
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Taking decryption queries into account

the adversary can choose nonces freely in decryption queries
(it could reuse the same nonce gp times)

e naive bound (Q + gp distinct nonces)
" (R+ap)*(fm + £a)
Adv e 6y (A) < (Q +ap) (( )+ on
GCM-SIV* security
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Taking decryption queries into account

e the adversary can choose nonces freely in decryption queries
(it could reuse the same nonce gp times)

e naive bound (Q + gp distinct nonces)

AdVTEr;ZCM-SN(A) < (Q + QD) (( .. ) + (R + qD);EEM + EA))

GCM-SIV* security

e loose bound (cubic in gp)

e with a more careful multi-user analysis we recover a bound
quadratic in gp
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Outline

Improving Key Derivation
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Key Derivation Function

o (K,N) — KeyDer, (K1, K2) constructed from E

e standard PRP-to-PRF conversion problem
e based on truncation

[Nl[1s2] [N1[0]s2]  [IVII[3]se] [N[2ls2]  [Nl[5ls2] [NlI4ls2] [N[3]s2] [NlI[2ls2]
i i ' ' ' ¢ '

el | [l | B JE [ [

Ki=[0]h]  Ke=[n]n] K[ TS

(if k1 = 128) (1f kl = 256)

T. Iwata and Y. Seurin Reconsidering AES-GCM-SIV's Security FSE 2018
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A Better Key Derivation Function

e security of truncation when dropping m bits: for g large enough,

prf q
AdVTru ncn—m[P] (q) < 2(m-|—n)/2
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e better construction: XOR of permutations
K1 = Ex(N||[0]s2) & Ex(N/[[1]32)

e two BC calls to obtain an n-bit key
e security up to 2" queries
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Outline

Final Remarks
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e Gueron and Lindell, Better Bounds for Block Cipher Modes of
Operation via Nonce-Based Key Derivation, CCS 2017
e security definition puts an upper bound on the number of
decryption queries per nonce
— complicated to enforce in practice (stateful decryption)
e Theorem 6.2 still has problems and can be falsified

e Bose, Hoang, and Tessaro, Revisiting AES-GCM-SIV: Multi-user
Security, Faster Key Derivation, and Better Bounds,
EUROCRYPT 2018

e shows that the security of AES-GCM-SIV does not degrade in the
multi-user setting
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Final Remarks

The end. ..

Thanks for your attention!

Comments or questions?
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