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Background

@ As a rule of thumb, the internal state size of modern stream ciphers is
at least twice as large as the key size, as seen from the European
eSTREAM project.

o Grain vl, 160-bit internal state + 160 initialization rounds — 80-bit
security

o Trivium, 288-bit internal state + 1152 initialization rounds — 80-bit
security

@ On the other hand, the most power consuming component is the
number of memory gates, corresponding to the internal state size of
the primitive.

@ How about other design paradigm ?

Bin Zhang™, Xinxin Gong™ and Willi Meier*’Fast Correlation Attacks on Grain-like Small ¢




Small State Stream Ciphers (1)
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Small State Stream Ciphers (1)

At FSE 2015,

@ Another design paradigm is proposed and instantiated by a new
design, called Sprout.

Property 1. the size of the internal state is reduced, and thus the
hardware area.

Property 2: the non-linear state updating is dependent on the secret
key.

o A key-dependent state update, in both initialization and keystream
generation phases, to resist the classical TMD tradeoff attacks.

o NFSR-based mechanisms to thwart (fast) correlation attacks and
algebraic attacks.
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Small State Stream Ciphers (2)

Cryptanalysis of Sprout
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Small State Stream Ciphers (2)

Cryptanalysis of Sprout

@ Many attacks on Sprout appeared after FSE 2015.

e V. Lallemand and M. Naya-Plasencia, Cryptanalysis of full Sprout,
Crypto 2015

e Esgin M. F. and Kara O., Practical cryptanalysis of full Sprout with
TMD tradeoff attack, SAC 2015

e B. Zhang. and X. Gong., Another tradeoff attack on Sprout-like stream
ciphers, Asiacrypt 2015

@ To remedy the situation, Fruit, Plantlet and Lizard are proposed.
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Small State Stream Ciphers (3)

@ The lack of a well-understood theoretical study in this domain
apparently restricts the confidence that people have on such
primitives.

@ It is expected that lower area, thus power consumption could be
achieved by using a fixed non-volatile secret key and the key
-dependent state updating in an adequate way.

@ This motivates us to study the security of these small primitives
against a new type of attacks that is well-tailored for them.
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Our Contributions

Study the security of these Grain-like small state stream ciphers by fast
correlation attacks, the classical cryptanalytic methods against LFSR
-based stream ciphers.

@ Define a generalized model, which adopts a cascaded structure to
connect several NFSRs and exploits the key-dependent state updating
in the keystream generation phase.

@ It is shown that if the non-linear combining function used to generate
the final keystream has some pseudo-linear properties, we could
restore the full internal state of the model in a divide-and-conquer
manner.

e For Fruit, it requires 2628 Fruit encryptions and 2223 keystream bits
for all the 80-bit secret keys, verified by experiments on a small-scale
version.
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The Fruit Stream Cipher: A Tweaked Version of Sprout

@ A bit-oriented stream cipher adopting a Grain-like structure and
utilizes an 80-bit secret key K = (ko, k1, ..., k79) and a 70-bit public
initial value IV = (ivg, tv1, ..., 1069).

key K =(ky.ky.....ks), counter C,

Round Key Function

Figure: The keystream generation of Fruit
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The Specification (1)

@ The 43-bit LFSR is updated independently by a linear function f as
St443 = f(S') = 5 ® 5148 ® 51418 D 5¢123 D St428 D 54137.

@ The NFSR is updated recursively by a non-linear feedback function g
defined as
/ 10 t
n3r =k & st B¢ @ g(NY)
/ 10
=k, @ s¢ D c;” D ng D ngy10 D neg20 D Ny p12n443 D Ny 14N4425
D nt48MNt+18 DB Ney5Nt423M¢+31 D Ne4-28Me+30M¢+327¢434,

where kj is the round key bit, and c%o, the 4-th LSB of C,, is the
counter bit generated at time .

Bin Zhang™, Xinxin Gong™ and Willi Meier*°Fast Correlation Attacks on Grain-like Small ¢



e Specification

Bin Zhang™

Two counter registers, a 7-bit C,. = (¢, ...,c%) and an 8-bit
C. = (cl,...,c}*), allocated for the round key function and for the
initialization /keystream generation, respectively.

¢S and c}* are the LSBs of the two counters respectively. These two
counters increase by 1 at each tick, and work continually, i.e., after
they become all ones, counting from zeros to all ones again.

Define the values of sv,y,u,p,q,r from the counter C, as

0.1.2.3 4 3.4.5 4.5 .6 — 0.1.2.3 4
sv = cicicicic?, y = clefe?, u—ctctct D = cicicicicy,

q = cicicictc} and r = c}ctc)cl, then the round key bit K is

generated by combining 6 bits of the key as

k'z = ksvky+64 @ kpku+72 @ kq+32 @ kr+64
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e Specification (3)

e Given the internal state (S*, N') at time ¢, the filter function & is
hi = M41181415D 844151422 DNt 4-3551427 DNy 3351411 D St4+65¢+3351+42-

@ The keystream bit is generated as z; = hy @ s¢4-38 B 1 D Nyr7 B Npy13
D419 D Niy24 D Ngq29 D Ney36-

@ The details of the initialization phase are omitted here, it is designed
in an invertible way to prevent the previous identified weaknesses.
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The Generalized Model (1)

@ The generalized model is depicted as follows, which is helpful in the
sense that we could study some special properties/choices more
clearly in a unified framework.

k,"=RKF(K, -), the round key bit
L& ¢,, counter bit generated by C.,
m-bit NFSR lin m’-bit FSR

keystream bit z,

Figure: The generic model for the Grain-like small state stream ciphers
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The Generalized model (2)

N' = (ng,ng41, ..., Nerm—1), the m-bit internal state of the cascaded
NFSR at time t.

St = (54,8441, -, St4m/—1), the m’-bit internal state of the FSR at
time ¢, which updates independently in a invertible way, with a either
linear or non-linear feedback function, in the keystream generation
phase.

K = (ko, k1, ..., k;—1), the I-bit secret key, which satisfies
[ <m+m <2l

ki = RKF(K,-), the round key bit generated at time ¢.
C¢, a round counter for the NFSR state updating.

¢¢, a counter bit generated by the counter C, at time t.
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The Generalized model (3)

There are five Boolean functions involved in the model

@ A (either linear or non-linear) Boolean function f.
@ A non-linear Boolean function g.

@ A linear Boolean function lin.

A linear Boolean function ¢: the linear part of the output function
Zt(').
@ A non-linear filter function h, z(-) = hi() ® ¢(-).
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The Generalized model (3)

There are five Boolean functions involved in the model

@ A (either linear or non-linear) Boolean function f.
@ A non-linear Boolean function g.

A linear Boolean function lin.

A linear Boolean function ¢: the linear part of the output function
Zt(').
@ A non-linear filter function h, z(-) = hi() ® ¢(-).

At each step, the FSR is updated independently by f, while the NFSR
is updated by g with the round key bit k}, the counter bit ¢, and
some bits of the FSR as inputs. The round key bit &} at time ¢ is
generated by the round key function RKF, which takes the secret key
K as part of the input.
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The Generalized model (4)

® Pgi = {St1ay, St+az, s Stt+ay, |, @ subset of St and the input
variables of the filter function h, from the FSR,
0<a <ag<..<aj <m —1

o Pyt = {np,, Nyp,, ...,ntngz}, a subset of N* and the input
variables of the filter function i from the NFSR,
0<B1 <P2a<...<Bj, <m—1

® Qgt = {St+01)St+0ay -+ St1o,, }, @ subset of S* and the input
variables of the linear Boolean function ¢, from the FSR,
0<o1<o02<..<0, <m —1.

® Qnt = {Mtgny> Mtnys s Ny, 1, @ Subset of N* and the input
variables of the linear Boolean function ¢ from the NFSR,
0<m<m<...<n, <m-—1..
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The Generalized model (5): Assumed Properties

@ Assume RKF is periodic, so are the round key bits. Let p be the least
positive integer such that k;, , = k; for any t > 0. Besides, our model
could also cover the case that the counter bits ¢; are unknown. In this
case, we only assume that ¢; is periodic, i.e., there exists a least
positive integer ¢ such that ¢4 = ¢; for any t > 0.

@ (Pseudo-linearity) For the filter function h : GF(2)71172 — GF(2),
hpy, (Pnt) for Ps: € GF(2)’t and Py € GF(2)72 is used to replace
h(-) for a fixed given value of Pg:. Assume hp,, to be a linear
Boolean function with respect to the inputs from Py:.

© FSR updates independently, thus for any possible value of the FSR
initial state SO, the outputs of the model depend linearly on the
NFSR bits. The degraded system can be interpreted as a linearly
filtered NFSR involving the secret round key bits, which have a known

cycle p.
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Concrete Targets

@ The NFSR in the model can be further decomposed into a series of
cascaded smaller NFSRs, which could also be treated by our
cryptanalysis.

@ Grain vl fits into the model with the parameters m = 80, m’ = 80
and [ = 80; Fruit fits into the model with the parameters m = 37,
m’ =43 and [ = &0.

@ Plantlet and Lizard do not so far, the reason is that the pseudo
-linearity of the corresponding combining functions do not hold in
these cases.
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Basic Observations and Ideas (1)

@ The FSR is updated independently without the influence of the
NFSR, the counter bits and the round key bits.

@ For small state stream ciphers, the internal state size of the FSR
cannot be too large, thus a suitable scale exhaustive search of all the
possible values of the independently updated FSR is often feasible.

@ Combined with the pseudo-linearity of the h function, we could derive
a random probabilistic linear system on the initial NFSR variables
with a rather high bias, which will facilitate the construction of
low-weight parity-checks to further reduce the dimension of the initial
NFSR variables.
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Basic Observations and Ideas (2)

@ Instead of solving the parity-checks directly: just construct a
distinguisher via the well-known FWT and the full Walsh spectrum of
some derived function. The FSR is restored independently of the
NFSR in the model. This results in a divide-and-conquer recovery of
the whole internal state in presence of unknown round key bits.

@ The internal state of the NFSR could be retrieved in a multi-pass

manner later with a complexity much lower than that of recovering
the FSR.

@ For the specific ciphers, one period of the round key bits and the
original secret key could be derived with a much lower complexity
according to the mechanism of the primitive and the definition of the
round key function employed.
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Outline of Our Attack

Algorithm 1 Fast correlation attack on the generic model
Parameters: m, m’, D

Input: A keystream segment z = (20, 21,...,2D—-1)

1st phase: Prepare the parity-checks

1: for each possible value of LFSR state S° do

2: use a method to derive the probabilistic system
3: construct the parity-checks
4: end for

2nd phase: Recover the full internal state matching with z
5: for each possible value of S° do

6: use a distinguisher to check it

7: for each passed candidate of S° do

8: recover the NFSR state part-by-part

9: for each candidate of the full internal state do

10:  check it and restore the secret key accordingly
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Degrading the System (1)

o If the adversary somehow knows the initial state SO = (sg, 51, ...,
Sm/—1) of the FSR and the Assumed Properties hold, then he can run
the FSR forwards and backwards to remove its protection over the
output keystream.

@ The resultant system becomes a linearly filtered NFSR, involving the
periodic round key bits.

e Given the NFSR state Nt = (n¢, n¢11, ..., ngrm—1) at time ¢, we
rewrite the keystream bit z; as

J2 T2
_ i 0
2= @wt TNt D @”Hm © Yy,
i=1 i=1

where the coefficients 1}, i = 0,1, ..., j2, depend on the FSR state at
time t.
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Degrading the System (2)

@ For Fruit, the keystream bit generated at time ¢ can be written as

2t :(3t+15nt+1 @D s¢+11M¢4-33 D 8t+27nt+35)

D (g ©nyg7 D Nig13 D Npp19 D Nyy24 D Nyg29 D Ny 36)

® (3t+38 D St+15t+22 D 3t+63t+333t+42)

which corresponds to 1/),? = St138 D Str15t422 D St165¢+335t+42,
1_ 2 3 _
¢ = Si415, Vi = Sgr11, V) = Spyo7-

@ Even though there is the masking of the secret information, any
internal state variable of the NFSR can be expressed as a linear
combination of the NFSR state variable at a fixed time instance 7
and of some keystream bits, given the FSR initial state S°.
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Degrading the System (3)

For Fruit we have
°

na7 =21 @ (s16n2 ® S12n34 D S28M36) © (N1 B Mg S N4 B N20 B M25 D N30)

@ (839 @ S2523 D 57534543).
@ Further, we have

n3g = (22 @ s2921) © (520516M2 D 51713 D S20512N34 D S13M35 D 529528736
D S29Mm1 D N2 D S29Nng D Ng D S29M14 D N15 D S29Ngp D No1 D S2g9Nos
D o B S29M30 B N31) D S29(S39 B 52523 B $7534543)
D 540 D 53524 D 58535544-
© The effects of the round key bits have been masked successfully.
@ If we carry on this recursive procedure continually, we can get the

desirable expressions for n372, N37+3,--N374(D—1) from the
keystream bits z1, 2o, ..., 2p, where D is a given parameter.
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Building the Parity-checks (1)

Assume there are R linearly independent linear approximations for g
having the same largest bias € > 0

o Consider the linear approximation with the sign b; of the NFSR
g(N') =2’ - (N") @ bj = al - (ng,neg1s oy Nigm—1)' @ by,

where a’ = (a),al, -+ ,al, ;) for j =1,2,..., R is the linear mask.

@ For the inverse process g~ ! of the NFSR updating function, the
corresponding linear approximation is

g ' (N = () < 1) (g s oo Negm—1) D by
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Building the Parity-checks (2)

@ We represent the derived expressions in matrix form as
(ng, 1, s Mmip-1) = N°GOxDv = (ng,n1, ..., nn_1)G B X D0,

where the m x (m + D) matrix G is formed as G = [I, g, - ,
Zm+D—1] with the first m columns corresponding to the identity
matrix I and g; (m <i <m+ D — 1) being the column vector,

X =1(0,0,---,0,Xm, *** Xm+D-1),

v=1(0,0,-+,0,Um, ,Umitp—1) are (m + D)-bit vectors
depending on the FSR initial state and the keystream bits 2, +
for0<i<D-—1.

@ Then for j =m,...m+ D — 1, we have
n; = NO. g DXj Dvj = (o, N1,y in—1) - 85 D Xj D vy,

where x; and v; are the jth coordinates of x and v, respectively.
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Building the Parity-checks (3)

@ For Fruit, the counter bit c%o is known and has the period ¢ = 32,
while the round key bit &} has the period p = 128.

@ By looking at the equations at an interval of 128, we could derive the
following equations.

@ For each possible LFSR state, we can obtain a linear system with
w' = 7 -w linear equations, all holding with the bias e = 2746 and
bj=0for1<j<T7andi=0,1,...,w—1,

/ 10 -
(no,na,- -+, nag) - W DL bvi;=kg®cy Pesj, 7=1,2,..,7,

Here Z; ; depends on the keystream and column vecors u; ; are determined
by the FSR initial state.
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Constructing the Parity-checks

@ For Fruit, we look for some k-tuple of (usually Kk =2 or k =4 to
cancel the secret information) column vectors (u;, j,, ..., Wi, j,.)
satisfying Lowy,—m, (Wi, j, @ ... ®w;,j,.) = (0, ...,0)".

@ Denote the ¢-th pair of columns by (u 51)11’ 1(2)]2) fort=1,2,...,Q.
Similarly we define the notations that
Z = AR ALY V= v gyt & = e @el  and

11,J1 12,J2° 11 J1 12,J27 11,J1 12,72
— ) () ; — 2 (m—my+1)
U = Highp, (1 ( g Bu, ), thus we derive Q = W' -2~
equations as follows,

(NOs M1y ey My —1) Ut B Zr DV =&, t=1,2,...,Q

Here Pr(é’t =0) =3 +26 £ (1 +e€p), where e = 2746 and
ep =4e2 =272 for k = 2.
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The Attack Profile

@ Make an independent guess/recovery of the FSR initial state S°.

@ Restore the NFSR state with the multi-pass strategy, given the
candidates of the FSR state.

@ Recover the secret information bits within one cycle.
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Restoring the Internal State of the FSR (1)

@ Denote by o the probability that the correct guess s. will be chosen
as a candidate, and by [ the probability that a wrong guess s,, would
be chosen as a candidate, then

a=Pr(F(s;) >T)=1—- T fer ,

Q1 —€2)

T /
B =Pr(F(sy)>T :1—@() £ 99
(Flsu) 2 7) 7
In cryptanalysis, we expect to choose a T such that « is very close to
1 to assure a high passing probability for the correct guess, meanwhile
B is very small to filter out all the wrong guesses, or to reduce the
passing number of wrong guesses as much as possible.
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Restoring the Internal State of the FSR (2)

Figure: Walsh Spectrum of derived function hs_ for the correct guess of S°

Figure: Walsh Spectrum of derived function hs,, for a random wrong guess of S°
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Restoring the Secret Information Bits within On

Algorithm 2

Input: a state candidate (S°, NY).

Output: a flag representing the correctness of the state candidate,
and output k! @ ¢;, i =0,1,...,d — 1, for the correct one.

1: Create a d-bit vector (;

2: fori=0,1,....,d—1do

3: compute 7, 4; from 2=ty s Bty 15 o5 Fm—ipy i

4:  compute k! ® ¢; = Nupii © Lin(SY) ® g(ni, niiy ooy Mim—144);

5: store k] @ ¢; at the i-th position of the vector (, i.e., ([i] = k! @ ¢;.
6: fori=0,1,....,d—1do

7: compute Nyidti frOM Zippd—n,., s Zmtd—npy+15 s Zm—n,, +d+i;

8:  compute v; = nyrari © Lin(S) B g(Masis Mivdriy o Mm—14d4i);
9: if v; = ([i] then continue for next

10: else output a flag that the state candidate is wrong and stop.
11: if v; = ¢[i] for all i = 0,1,...,d — 1
then output a flag that the state candidate is correct,
and output the d secret information bits, i.e., ([i], ¢ =0,1,...,d — 1.
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Restoring the Secret Information Bits within One Cycle (2)

The Fruit case

o For any state candidate, the average number of ticks for state
checking is d+(1-2%+2-%+3-2%+...+d-2d—1_1);::d+4.

o For Fruit, we plug in the corresponding parameters into Alg.2, and
obtain an algorithm for recovering the 128 round key bits, by
combining the fact that the counter bits c{" are known at any time .
The average number of ticks for state checking is 132.
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Complexity Analysis (1)

The Fruit case

@ Set m; = 21, i.e., we divide the NFSR into two parts of length 21 bits
and 37 — 21 = 16 bits, respectively.

Q Let w = 2935 number of linear equations, and data
D =128(w—1) + 1 = 2%:35,

© By using the 7 best linear approximations for g, we can construct
W' =T7-w = 2916 parity checks containing the full NFSR initial state
variables, from which we can construct another 22132 parity checks
containing only the first 21 variables of the NFSR initial state.

With suitable parameters, the time complexity for recovering the 80-bit
secret key of Fruit is 27055 equivalent to 26281 Fruit encryptions.
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Complexity Analysis (2): Two New Design Criteria

Based on the theoretical framework established, we have the following
design criteria on Grain-like small state stream ciphers.

@ The pseudo-linearity of the output function when combining the input
variables should be avoided.

@ For [-bit security, there should exist no linear approximation with the
bias € for the state updating function g of the NFSR such that the
resulting D < 2! and C' < 2!, where C is the time complexity and D
is the data complexity.
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Experimental results

A reduced version of Fruit:

@ A 19-bit LFSR whose state at time ¢ is denoted by
St = (8¢, 8441, -+, S¢118), a linked 18-bit NFSR whose state at time ¢
is denoted by Nt = (ngy Mgty .oy Ney17), @ 37-bit fixed key register,
and two counter registers: a 6-bit counter C,. = (¢, ...,¢}) and a
7-bit counter C,. = (%, ..., c}?).

@ The 19-bit LFSR is updated independently and recursively as
St4+19 = St D 5143 D St4.7 D Se417-

@ The 18-bit NFSR is updated recursively by a non-linear feedback
function g defined as ny 118 = k @ s; @ ¢ @ g(N?), where
g(NY) = ny & ness S nis1o S Nur12ni43 D NepaNi413M+15, and ¢ is
the 3-th LSB of the counter C..

The experiments match the theoretical results quite well in the simulations.
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Conclusions

@ We have studied the security of Grain-like small state stream ciphers
by fast correlation attacks, the classical cryptanalytic method against
LFSR-based stream ciphers. — traditional methods still work

@ A formal framework for fast correlation attacks utilizing the
divide-and-conquer strategy on the generic model is presented with a
thorough theoretical analysis.

@ If the non-linear combining function has some pseudo-linear property
when combining the input variables from the cascaded internal state,
then such an attack would be applicable in principle. — new general
design criteria

@ We break Fruit, a tweaked version of Sprout, in 2628 Fruit
encryptions, given 2223 keystream bits for all the keys, which clearly
violates the 80-bit security claim. Our results have been verified in
experiments on a small-scale version of Fruit.
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Thank you!

Q& A

* and Willi Meier*Fast Correlation Attacks on Grain-li
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