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Modes of operation
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ciphertext expansion: |C| > |M|
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Avoiding ciphertext expansion

1. CTR: turns block cipher into stream cipher
— not suitable for some applications

2. non-generic methods: EME, TET, HEH, HCTR, HCH, XCB
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» condition: C;’s need to be decrypted independently



Length doublers
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» |Mi| = |Cy| = n = block size
> [Me| = |Co| € [0,n —1]
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State of the art

length  security key  cryptographic  mixing
doubler  (log,) length primitive calls function

XLS n/2 2n 3BC e-good
DE n/2 5n 4 hash+BC -
HEM n/2 3n 4 hash+BC  e-good

» at least 4 cryptographic primitive calls needed?
» beyond 2"/? security?
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Our contribution
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» extension of conventional block cipher
» different tweak T — independent permutation
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LRW, CRYPTO 2002

XEX, ASIACRYPT 2004
TWEAKEY, ASIACRYPT 2014
SKINNY, CRYPTO 2016
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Pure mixing functions
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Pure mixing functions

» e-good mixing functions: smaller € is better
» e-good mixing functions = pure mixing functions
» easier to construct than e-good mixing functions

simplest example (not e-good)
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Security definition

adversary A
» adversary A makes q queries to oracle (Ex or p)
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Security definition

adversary A
» adversary A makes q queries to oracle (Ex or p)
» strong length-preserving pseudorandom permutation
<= A cannot determine which world it is interacting with
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Our length doubler LDT
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security lower bound: 2"/2

» Patarin’s H-coefficient Technique

PI'(X(Q :7')
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PriXp =) = €

AdV(A) <e+ Pf(Xp S ﬁ)ad)

» our case: Pr(Xp € T) = 0 and e = g?/2"
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Comparison

length  security key  cryptographic  mixing
doubler  (log,) length primitive calls function
XLS n/2 2n 3BC e-good
DE n/2 5n 4 hash+BC -
HEM n/2 3n 4 hash+BC  e-good
LDT n/2 2n 2TBC pure
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Scheme for arbitrary data

combine AE scheme for integral data + LDT
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Conclusion

new results
» birthday bound length doubler
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Thank you for your attention!
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