Cryptanalysis of Round Reduced SKINNY under
Related-Tweakey Settings

Guozhen Liu®!, Mohona Ghosh!:3, Ling Songl’4

INanyang Technological University
2Shanghai Jiao Tong University

3Indian Institute of Information Technology,
Design and Manufacturing (11ITDM)

4State Key Laboratory of Information Security,
Institute of Information Engineering, China

March 6, 2018

Cryptanalysis of Round Reduced SKINNY under Related-Tweakey Settings March 6, 2018 1/18



Overview

© Introduction
@ Brief Description of SKINNY

@ Properties of SKINNY

© Related-Tweakey Impossible Cryptanalysis of SKINNY
@ Impossible Differential Attacks
@ Related-Tweakey Impossible Differential Attack

© Related-Tweakey Rectangle Cryptanalysis of SKINNY
@ Rectangle Attack
@ Related-Tweakey Rectangle Distinguisher
@ Tweakey Recovery of Related-Tweakey Rectangle Attack

@ Conclusion
@ Cryptanalytic Results

Cryptanalysis of Round Reduced SKINNY under Related-Tweakey Settings March 6, 2018 2/18



Brief Description of SKINNY
SKINNY-A Lightweight Tweakable Block Cipher

SKINNY was introduced in CRYPTQ'16. The variants of SKINNY are
denoted as SKINNY-n-t, t € {n,2n,3n}(or TK1, TK2 and TK3).
@ Two main versions, SKINNY64 and SKINNY128, i.e.,
SKINNY-64-64/128/192 and SKINNY-128-128/256/384
@ Each state is represented by a 4 x 4 square array where each cell is

either a nibble or a byte

e Each round consists of 5 steps, i.e., SubCells(SC), AddConstants(AC),
AddRoundTweakey(ART), ShiftRows(SR), MixColumns(MC)
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Brief Descrption of SKINNY
Tweakey Schedule Algorithm

SR M
o|1(2]3 i c
4|5(6|7]|sC AC >G> @ \\ﬁ
819 (10|11 ATK >G> T

12|13 14|15 Nt 4,@&,

@ There is no key whitening operation before the first round
o Tweakey State: Computed as a XORed group of z (= £) 4 x 4 arrays
o For example, for SKINNY-n-3n, z = 3 and round tweakey (tk;) =
(TK—].),‘ ©® (TK—Q),' D (TK—3),
@ The tweakeys (TK-1);, (TK-2); and (TK-3); for each round i are
generated by a linear tweakey scheduling algorithm.
e The key is updated with a permutation and the tweak is updated with
a LFSR transformation additionally
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NI
Properties of the Tweakey Schedule Algorithm

Predictability of Subtweakey Difference
@ The linear tweakey schedule algorithm.

@ The tweakey cells involved in the it" round will next appear in
(i +2)® round and so on.

Subtweakey Difference Cancellation
e For a given active tweakey cell, only a single subtweakey difference
cancellation can happen every 30 rounds for TK2, and two
subtweakey difference cancellations for TK3.
@ There can be three and five rounds of fully inactive internal states for
TK2 and TK3.
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Properties of SKINNY
The Matrix used in MixColumns is not MDS

During the tweakey recovery phase, it is not enough to know the values of
only the active cells in the output column to determine the value of the
active cell in the input column. Usually more cells need to be guessed.

tk‘14

B Both the difference and the value are needed
The difference is zero, but the value is needed
FH  Additional key cell that need to be guessed

Cryptanalysis of Round Reduced SKINNY under Related-Tweakey Settings March 6, 2018 6 /18



The Impossible Differential Attack Model
@ Impossible Differential Distinguisher, i.e.,

Pr(Ax — Ay) =0, where related tweakey
differences are added to cancel state

differences. A
9 Key Recovery._ N - - (Cins kin)
o Cin(Cour) @ bit conditions need to be verified in
the ry(rf) rounds to ensure. Ax
Din — AX(Aoue — AY) A o
o kin, kout: subkey bits involved in the extended Contradiction
rounds. ra,
o Pr(lj, — AX) =2, Ay
Pr(Doye — AY) = 26,
° Krem — 2‘kin U kout| (1 — 2*(Cin+cout))N: the rr (Couta kout)
number of key candidates left in the key space Aout

after N trials where N is the number of
message pairs of input and output difference
(Aina Aout)-
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Related-Tweakey Impossible Differential Attack
Related-Tweakey Impossible Differential Attack

o Impossible Truncated Differential Distinguisher

e A 14-round impossible distinguisher for SKINNY-n-2n is constructed by
the MILP tool as follows:

(0050 | 0000 | 0000 | 0000)-£5(0000 | 0000 | OONO | 0000).

e The subtweakey difference cancellation property ensures 3 rounds full
non-active states.

e The position of the active cell at the beginning of the differential trail
is chosen so that

@ it covers more rounds at the distinguisher,
@ and extends to more rounds in the tweakey recovery phase.

o Tweakey Recovery

e The 14-round distinguisher is extended 4.5 rounds forward and 4.5
rounds backward(take SKINNY-n-2n as an example).
e The related tweakey difference is set as

A = (0040 | 0000 | 0000 | 0000).
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Related-Tweakey Impossible Differential Attack
A 23-round Attack on SKINNY-n-2n
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Related-Tweakey Impossible Differential Attack
A 23-round Attack on SKINNY-n-2n

Data Collection

@ Set a pair of structures S; and S, encrypted by related tweakey, and
store all the pairs such that A;, and A, are satisfied.

@ Generate 2% such structures until sufficient pairs are obtained.

Tweakey Recovery

@ For each remained pair, derive the associated subtweakeys at each
round according to the difference propagation.

@ Delete all the derived tweakeys.

Vers ‘ n ‘ Rounds ‘ Data ‘ Time ‘ Memory

64 | 19 26147
64 | 23 20247

26303
212591

256
2124

n-n

n-2n
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Related-Tweakey Rectangle Cryptanalysis of SKINNY Rectangle Attack

Related Tweakey Boomerang and Rectangle Attack

Boomerang attacks
o P(aw— B)=p, P(6 — v)=q.
o With probability p2q?, E~1(Z2") @ E-Y{(W") =
ZoW =a.
o If, (pq) > 2-1/2 3 valid distinguisher is
constructed.

Rectangle attacks
o Amplified boomerangs, a right quartet is of
probability 27" p?q2.
o Rectangle attacks, the probability of the right

quartet is increased to 27"p?§°.
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Related-Tweakey Rectangle Distinguisher
An Example Upper Trail of a SKINNY-64-128 Distinguisher

@ Four related tweakeys are used to
cancel state differences in upper P LT l
trail and lower trail. EEES HHH HHE B ‘

@ The probability of the upper trail v romdpommakael
a2 Bis Yy 5 Pla 2h e T T T e
Br) - Pl 25 o) Po(Br = o). LR |

@ The probability of the lower trail e e e e o™
¥ 22 5 me P (1 A s i ‘ N o
8) - Pr(72 <2 6) - Pr(1 = 7). oaniincefansalliceaniisca:

@ A 15-round distinguisher of usjuoeaiion T T L T s
probability 2—57.1 T et CEih BEEH BEr

[T Active tweakey position of the upper differential trail [N] Any non-zero difference
[ Active tweakey position of the lower differential trail [a] Fixed tweakey difference
Set of all output differences corresponding to a [7] Unknown difference
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Tweakey Recovery of Related-Tweakey Rectangle Attack
Related-Tweakey Recovery Algorithms

o Create y structures of 2> plaintexts each. K, Ky
Encrypt these y structures with K1, Ko Ké1 o iy E%VM
respectively. Similarly, create y structures of 5
2> plaintexts each and encrypt these y b)(,“/ ,V
structures with K3, Kj.

e Initialize a list of 2™+™ counters. Eo .

. . LY A

o Generate right quartes by using hash tables. Xéﬂ#}f

o For all right quartets, increment the counters of
(mp + my)-bit subtweakeys that satisfies the E; 5
differences. S i s

e Output the subtweakeys corresponding to top Efx g e
hits of counters. L
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Attack Complexities

Data complexity

D = 4M chosen plaintexts, where M = /s - 2”/2/ﬁ€] and s is the expected
number of right quartets.

Time complexity

4M + 2. MZ N LA I M2 . QtF—n + M2 . 22tf+2rb—2n(1 + 2tb—rb) + M2 .
2tpttr=2n+1(omottr 1 omi+th) memory accesses and 2K encryptions.

Memory complexity
4M + 2% 2t 4 2mbtmy,
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[NEELE R VRIS ST E R ENEIVS RGBS NNl  Tweakey Recovery of Related-Tweakey Rectangle Attack

A 22-Round Related-Tweakey Rectangle Attack on
SKINNY-64-128

a scAC SR MC ART
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B Any non-zero difference Difference is zero and value is needed [_] Zero difference

B Fixed difrerence [ Both difference and value are needed
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Tweakey Recovery of Related-Tweakey Rectangle Attack
Attack Settings for SKINNY-64-128

Parameters

rp = loga(15%) = 15.6, t, = logy(15%) + logx6 = 14.3, m, = 10c = 40,
re = logr(15%) = 31.3, tr = logr(157) + logs8 = 30.3 and my = 8¢ = 32.
As we have analyzed previously, the probability of the related-tweakey
rectangle distinguisher is 2> = (2739)7 . 2724 . (2739)6. =4 = 2571

v

Complexities

The total data complexity for 22-round SKINNY64-128 is
D=4-\/s-2"2/pg =4 /s 232.2%85 = /5.2625 e if we choose
s = 4, the data complexity would be 2035 The time complexity required

is 21109 memory access and 2198 encryptions, and the memory complexity
‘< 9635
is 272,
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Cryptanalytic Results
Summary of Cryptanalytic Results

Table: Summary of cryptanalytic results on SKINNY

Vers. | n | Rounds | Data Time | Memory | Attack
64 19 20147 | 263.03 250 Imposs.
n-n 128 19 7122.47 | 5124.60 112 Imposs.
o 64 23 76247 | 125.91 7124 Imposs.
128 23 0124.47 | 9251.47 248 Imposs.
64 27 2035 | 210655 280 Rect.
n-3n | 128 | 27 2121 | 2351 2160 Rect.
128 | 27 2112 | 233 2144 Rect.

@ 19, 23 and 27 rounds of SKINNY-n-n, SKINNY-n-2n and

SKINNY-n-3n can be attacked respectively.

Cryptanalysis of Round Reduced SKINNY under Related-Tweakey Settings

March 6, 2018 17 / 18



Thanks for your attention!
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