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Middle 4 bits of input

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

Outer

bits

00 0010 1100 0100 0001 0111 1010 1011 0110 1000 0101 0011 1111 1101 0000 1110 1001

01 1110 1011 0010 1100 0100 0111 1101 0001 0101 0000 1111 1010 0011 1001 1000 0110

10 0100 0010 0001 1011 1010 1101 0111 1000 1111 1001 1100 0101 0110 0011 0000 1110

11 1011 1000 1100 0111 0001 1110 0010 1101 0110 1111 0000 1001 1010 0100 0101 0011

This figure is modified from https://www.iacr.org/authors/tikz/

The old Shannon idea: sequential application of
Confusion and Diffusion
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P – a Platform for Evaluation, Implemention, and

GENeration of S-boxes

For n-bit S-boxes (3 ≤ n ≤ 8):

1 Evaluation: given a set of n-bit S-boxes, evaluate
security-related properties:

• DDT, LAT, BCT, ACT, ANF, LS, VS(u), (v,w)-linearity
• Equivalence relations: PXE, LE, AE

2 Implementation: given a set of n-bit S-boxes and the specific
implementation configuration, generate implementations which
are good in terms of

• BGC, GEC, MC, and Depth

3 Generation: given a set of criteria,

• if together with a set of S-boxes, filter out S-boxes fulfilling the

given criteria
• generate new S-boxes fulfilling the given criteria

Done efficiently: Only efficient for n = 3, 4: Not support yet:
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S-boxes

An S-box mapping n bits to m bits – a vectorial Boolean

function in n variables and with m output bits:

S : Fn
2 → Fm

2

Coordinates of an S-box S [Nyb94]

An S-box S in n variables and with m output bits has m coordinates:

Sei : Fn
2 → F2,

where {ei}i<m is the standard basis for Fm
2 for 1 ≤ i ≤ m.
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S-boxes

Table representation of an S-box S

x 0 1 2 3 4 5 6 7 8 9 A B C D E F

S(x) 3 8 F 1 A 6 5 B E D 4 2 7 0 9 C

Bit-sliced representation of an S-box S

S(x) 3 8 F 1 A 6 5 B E D 4 2 7 0 9 C Hex

Se4 0 1 1 0 1 0 0 1 1 1 0 0 0 0 1 1 C396

Se3 0 0 1 0 0 1 1 0 1 1 1 0 1 0 0 1 9764

Se2 1 0 1 0 1 1 0 1 1 0 0 1 1 0 0 0 19B5

Se1 1 0 1 1 0 0 1 1 0 1 0 0 1 0 1 0 52CD
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S-boxes

Algebraic Normal Form (ANF) of a Boolean function [Can16]

A Boolean function f : Fn
2 → F2 can be uniquely represented by an

n-variate polynomial over F2, named the algebraic normal form of f :

f (x1, . . . , xn) =
⊕
u∈Fn

2

αu

n∏
i=1

xuii , where αu ∈ F2.

From bit-sliced representation to ANF and vice versa:

αu =
⊕
x�u

f (x) and f (x) =
⊕
u�x

αu,

where x � u iff xi ≤ ui ∀ 1 ≤ i ≤ n.

Se4 = 1+ x0+ x1+ x2+ x3+ + + + x0x3+ + + + + +

Se3= 1 + + x1+ + x3+ x0x1+ x0x2+ + + x1x3+ + x0x1x2+ + + x1x2x3
Se2= + x0+ + + + + x0x2+ x1x2+ + x1x3+ + x0x1x2+ + x0x2x3+ x1x2x3
Se1= + x0+ + x2+ x3+ x0x1+ x0x2+ x1x2+ + + + x0x1x2+ + x0x2x3+ x1x2x3

In this example, we start from 0 to index input variables, different with the above definition
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S-boxes

Components of an S-box S [Nyb94]

An S-box S with n input bits and m output bits has 2m components,

which are the linear combinations of its m coordinates:

Sλ : Fn
2 → F2
x 7→ λ · S(x) λ ∈ Fm

2

where a · b is the inner product of a and b, i.e.,
⊕n

i=1 ai · bi.
An S-box S : Fn

2 → Fm
2 is said to be balanced if it takes every value of

Fm
2 the same number 2n−m of times

Balancedness characterized by components [Car10]

An S-box S : Fn
2 → Fm

2 is balanced if and only if all its non-trivial

component functions are balanced.

A balanced vectorial Boolean function mapping Fn
2 to itself is an n-bit

permutation.
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Resistance to Differential Cryptanalysis (DC)

Derivative of S [Nyb91]

For a vectorial Boolean function S : Fn
2 → Fm

2 , the derivative of S to
the direction a ∈ Fn

2 is defined as

DaS : Fn
2 → Fm

2

x 7→ S(x) ⊕ S(x ⊕ a)
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Difference Distribution Table (DDT)
δS(a, b) , #{x ∈ Fn

2 | S(x) ⊕ S(x ⊕ a) = b}

a\b 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 · · · · · · · · · · · · · · ·
1 · · · 4 · · · 4 · 4 · · · 4 · ·
2 · · · 2 · 4 2 · · · 2 · 2 2 2 ·
3 · 2 · 2 2 · 4 2 · · 2 2 · · · ·
4 · · · · · 4 2 2 · 2 2 · 2 · 2 ·
5 · 2 · · 2 · · · · 2 2 2 4 2 · ·
6 · · 2 · · · 2 · 2 · · 4 2 · · 4

7 · 4 2 · · · 2 · 2 · · · 2 · · 4

8 · · · 2 · · · 2 · 2 · 4 · 2 · 4

9 · · 2 · 4 · 2 · 2 · · · 2 · 4 ·
A · · 2 2 · 4 · · 2 · 2 · · 2 2 ·
B · 2 · · 2 · · · 4 2 2 2 · 2 · ·
C · · 2 · · 4 · 2 2 2 2 · · · 2 ·
D · 2 4 2 2 · · 2 · · 2 2 · · · ·
E · · 2 2 · · 2 2 2 2 · · 2 2 · ·
F · 4 · · 4 · · · · · · · · · 4 4
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Difference Distribution Table (DDT)

U(S) , maxa∈Fn
2
\{0},b∈Fm

2
δS(a, b)

a\b 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 · · · · · · · · · · · · · · ·
1 · · · 4 · · · 4 · 4 · · · 4 · ·
2 · · · 2 · 4 2 · · · 2 · 2 2 2 ·
3 · 2 · 2 2 · 4 2 · · 2 2 · · · ·
4 · · · · · 4 2 2 · 2 2 · 2 · 2 ·
5 · 2 · · 2 · · · · 2 2 2 4 2 · ·
6 · · 2 · · · 2 · 2 · · 4 2 · · 4

7 · 4 2 · · · 2 · 2 · · · 2 · · 4

8 · · · 2 · · · 2 · 2 · 4 · 2 · 4

9 · · 2 · 4 · 2 · 2 · · · 2 · 4 ·
A · · 2 2 · 4 · · 2 · 2 · · 2 2 ·
B · 2 · · 2 · · · 4 2 2 2 · 2 · ·
C · · 2 · · 4 · 2 2 2 2 · · · 2 ·
D · 2 4 2 2 · · 2 · · 2 2 · · · ·
E · · 2 2 · · 2 2 2 2 · · 2 2 · ·
F · 4 · · 4 · · · · · · · · · 4 4
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Difference Distribution Table (DDT)

Differential Uniformity of S [Nyb93]

U(S) , max
a∈Fn

2
\{0},b∈Fm

2

δS(a, b)

• U(S) ≥ 2 for any S-box.

• U(S) = 2 for Almost Perfect Nonlinear (APN) functions.

• If U(S) ≤ δ, S is called differentially δ-uniform.

• There is no APN Permutation on F42.
• Unknown if APN Permutations exist on Fn

2 if n is even and

n ≥ 8.

• Hence, differentially 4-uniform are of great interest when n is

even.
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Difference Distribution Table (DDT)

The frequency of the maximum occurs in the DDT of an S-box:

UFreq(S) , #{(a, b) | δS(a, b) = U(S), a ∈ Fn
2 \ {0}, b ∈ Fm

2 }

Differential Spectrum [BCC10; CR15]

The differential spectrum of an S-box S : Fn
2 → Fm

2 is the multiset

Dspec(S) , {δS(a, b) | a ∈ Fn
2 \ {0}, b ∈ Fm

2 }.
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Difference Distribution Table (DDT)
Dspec(S) , {δS(a, b) | a ∈ Fn

2 \ {0}, b ∈ Fm
2 }.

a\b 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 · · · · · · · · · · · · · · ·
1 · · · 4 · · · 4 · 4 · · · 4 · ·
2 · · · 2 · 4 2 · · · 2 · 2 2 2 ·
3 · 2 · 2 2 · 4 2 · · 2 2 · · · ·
4 · · · · · 4 2 2 · 2 2 · 2 · 2 ·
5 · 2 · · 2 · · · · 2 2 2 4 2 · ·
6 · · 2 · · · 2 · 2 · · 4 2 · · 4

7 · 4 2 · · · 2 · 2 · · · 2 · · 4

8 · · · 2 · · · 2 · 2 · 4 · 2 · 4

9 · · 2 · 4 · 2 · 2 · · · 2 · 4 ·
A · · 2 2 · 4 · · 2 · 2 · · 2 2 ·
B · 2 · · 2 · · · 4 2 2 2 · 2 · ·
C · · 2 · · 4 · 2 2 2 2 · · · 2 ·
D · 2 4 2 2 · · 2 · · 2 2 · · · ·
E · · 2 2 · · 2 2 2 2 · · 2 2 · ·
F · 4 · · 4 · · · · · · · · · 4 4

U = 4, Dspec = {0 : 159, 2 : 72, 4 : 24, 16 : 1}
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Resistance to Linear Cryptanalysis (LC)

Walsh transform of an S-box [Car10]

The Walsh transform of an S-box S : Fn
2 → Fm

2 is defined as:

WS(α, β) = WSβ
(α) =

∑
x∈Fn

2

(−1)β·S(x)⊕α·x, α ∈ Fn
2, β ∈ Fm

2 .

The value taken by the transform at point (α, β) is called the Walsh
coefficient of S at point (α, β).

Walsh coefficient ∼ Bias of linear approximations:

WS(α, β) = 2n+1 · εS(α, β)
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Linear Approximation Table (LAT)

WS(a, b) ,
∑

x∈Fn
2

(−1)Sb(x)+〈a,x〉

a\b 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 · · · · · · · · · · · · · · ·

1 · · · · · −8 · −8 · · · · · −8 · 8

2 · · 4 4 −4 −4 · · 4 −4 · 8 · 8 −4 4

3 · · 4 4 4 −4 −8 · −4 4 −8 · · · −4 −4

4 · · −4 4 −4 −4 · 8 −4 −4 · −8 · · −4 4

5 · · −4 4 −4 4 · · 4 4 −8 · 8 · 4 4

6 · · · −8 · · −8 · · −8 · · 8 · · ·

7 · · · 8 8 · · · · −8 · · · · 8 ·

8 · · 4 −4 · · −4 4 −4 4 · · −4 4 8 8

9 · 8 −4 −4 · · 4 −4 −4 −4 −8 · −4 4 · ·

A · · 8 · 4 4 4 −4 · · · −8 4 4 −4 4

B · −8 · · −4 −4 4 −4 −8 · · · 4 4 4 −4

C · · · · −4 −4 −4 −4 8 · · −8 −4 4 4 −4

D · 8 8 · −4 −4 4 4 · · · · 4 −4 4 −4

E · · 4 4 −8 8 −4 −4 −4 −4 · · −4 −4 · ·

F · 8 −4 4 · · −4 −4 −4 4 8 · 4 4 · ·
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Resistance to Linear Cryptanalysis (LC)

Linearity of an S-box [Nyb94]

The linearity of a vectorial Boolean function S : Fn
2 → Fm

2 is the

maximum linearity of its non-trivial components {Sβ | β ∈ Fm
2 \ {0}}.

L(S) = max
λ∈Fm

2
\{0}

L(Sβ) = max
α∈Fn

2
,β∈Fm

2
\{0}

|WS(α, β)| .

• L(S) ≥ 2n/2, and equility cannot hold for permutation.

• For 4 × 4-bit bijective S-box S, L(S) ≥ 8 [LP07]
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Linear Approximation Table (LAT)

L(S) = maxλ∈Fm
2

\{0} L(Sβ) = maxα∈Fn
2
,β∈Fm

2
\{0} |WS(α, β)|

a\b 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 · · · · · · · · · · · · · · ·

1 · · · · · −8 · −8 · · · · · −8 · 8

2 · · 4 4 −4 −4 · · 4 −4 · 8 · 8 −4 4

3 · · 4 4 4 −4 −8 · −4 4 −8 · · · −4 −4

4 · · −4 4 −4 −4 · 8 −4 −4 · −8 · · −4 4

5 · · −4 4 −4 4 · · 4 4 −8 · 8 · 4 4

6 · · · −8 · · −8 · · −8 · · 8 · · ·

7 · · · 8 8 · · · · −8 · · · · 8 ·

8 · · 4 −4 · · −4 4 −4 4 · · −4 4 8 8

9 · 8 −4 −4 · · 4 −4 −4 −4 −8 · −4 4 · ·

A · · 8 · 4 4 4 −4 · · · −8 4 4 −4 4

B · −8 · · −4 −4 4 −4 −8 · · · 4 4 4 −4

C · · · · −4 −4 −4 −4 8 · · −8 −4 4 4 −4

D · 8 8 · −4 −4 4 4 · · · · 4 −4 4 −4

E · · 4 4 −8 8 −4 −4 −4 −4 · · −4 −4 · ·

F · 8 −4 4 · · −4 −4 −4 4 8 · 4 4 · ·
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Resistance to Linear Cryptanalysis (LC)

The frequency of the maximum occurs in the LAT of an S-box:

LFreq , #{(α, β) | WS(α, β) = L(S), α ∈ Fn
2, β ∈ Fm

2 \ {0}}

Walsh spectrum of an S-box [Car10]

The Walsh spectrum of S is the multiset

Wspec(S) , {WS(α, β) | α ∈ Fn
2, β ∈ Fm

2 \ {0}}.

The extended Walsh spectrum of S is the multi-set of the absolute of

values in Wspec(S). The Walsh support of S is those (α, β) such that

W(α, β) 6= 0.
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Linear Approximation Table (LAT)
Wspec(S) , {WS(α, β) | α ∈ Fn

2, β ∈ Fm
2 \ {0}}.

a\b 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 · · · · · · · · · · · · · · ·

1 · · · · · −8 · −8 · · · · · −8 · 8

2 · · 4 4 −4 −4 · · 4 −4 · 8 · 8 −4 4

3 · · 4 4 4 −4 −8 · −4 4 −8 · · · −4 −4

4 · · −4 4 −4 −4 · 8 −4 −4 · −8 · · −4 4

5 · · −4 4 −4 4 · · 4 4 −8 · 8 · 4 4

6 · · · −8 · · −8 · · −8 · · 8 · · ·

7 · · · 8 8 · · · · −8 · · · · 8 ·

8 · · 4 −4 · · −4 4 −4 4 · · −4 4 8 8

9 · 8 −4 −4 · · 4 −4 −4 −4 −8 · −4 4 · ·

A · · 8 · 4 4 4 −4 · · · −8 4 4 −4 4

B · −8 · · −4 −4 4 −4 −8 · · · 4 4 4 −4

C · · · · −4 −4 −4 −4 8 · · −8 −4 4 4 −4

D · 8 8 · −4 −4 4 4 · · · · 4 −4 4 −4

E · · 4 4 −8 8 −4 −4 −4 −4 · · −4 −4 · ·

F · 8 −4 4 · · −4 −4 −4 4 8 · 4 4 · ·

L = 8, Extended Wspec = {0 : 123, 4 : 96, 8 : 36, 16 : 1}
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Resistance to DC and LC
For Ciphers with Bit-Permutation Linear Layer

The differential branch number of an S-box S : Fn
2 → Fm

2

BND(S) = min{wt(a)+wt(b) | δS(a, b) 6= 0, a ∈ Fn
2\{0}, b ∈ Fm

2 }.

The linear branch number of an S-box S : Fn
2 → Fm

2

BN L(S) = min{wt(u) + wt(v) | WS(u, v) 6= 0, u ∈ Fn
2, v ∈

Fm
2 \ {0}}.

DDT1(S)

The sub-table of DDT containing entries (a, b) where
wt(a) = wt(b) = 1.

LAT1(S)

The sub-table of LAT containing entries (u, v) where
wt(u) = wt(v) = 1.
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Resistance to DC and LC
For Ciphers with Bit-Permutation Linear Layer

U1(S) and L1(S) [LP07]

U1(S) = max
a∈Fn

2
\{0},b∈Fm

2

{δS(a, b) | wt(a) = wt(b) = 1},

L1(S) = max
a∈Fn

2
,b∈Fm

2
\{0}

{WS(a, b) | wt(a) = wt(b) = 1}.

CardD1(S) and CardL1(S) [Zha+15]

CardD1(S) , #{(a, b) | δS(a, b) 6= 0, wt(a) = wt(b) = 1}

CardL1(S) , #{(a, b) | WS(a, b) 6= 0, wt(a) = wt(b) = 1}.
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Difference Distribution Table (DDT and DDT1)

a\b 0 1 2 4 8 3 5 6 9 A C 7 B D E F

0 16 · · · · · · · · · · · · · · ·
1 · · · · · 4 · · 4 · · 4 · 4 · ·
2 · · · · · 2 4 2 · 2 2 · · 2 2 ·
4 · · · · · · 4 2 2 2 2 2 · · 2 ·
8 · · · · · 2 · · 2 · · 2 4 2 · 4

3 · 2 · 2 · 2 · 4 · 2 · 2 2 · · ·
5 · 2 · 2 · · · · 2 2 4 · 2 2 · ·
6 · · 2 · 2 · · 2 · · 2 · 4 · · 4

9 · · 2 4 2 · · 2 · · 2 · · · 4 ·
A · · 2 · 2 2 4 · · 2 · · · 2 2 ·
C · · 2 · 2 · 4 · 2 2 · 2 · · 2 ·
7 · 4 2 · 2 · · 2 · · 2 · · · · 4

B · 2 · 2 4 · · · 2 2 · · 2 2 · ·
D · 2 4 2 · 2 · · · 2 · 2 2 · · ·
E · · 2 · 2 2 · 2 2 · 2 2 · 2 · ·
F · 4 · 4 · · · · · · · · · · 4 4

DDT1

δS(a, b) , #{x ∈ Fn
2 | S(x)⊕ S(x⊕ a) = b}

U = 4, Dspec = {0 : 159, 2 : 72, 4 : 24, 16 : 1}, U1 = 0, Dspec1 = {0 : 16}
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Linear Approximation Table (LAT and LAT1)

a\b 0 1 2 4 8 3 5 6 9 A C 7 B D E F

0 16 · · · · · · · · · · · · · · ·
1 · · · · · · −8 · · · · −8 · −8 · 8

2 · · 4 −4 4 4 −4 · −4 · · · 8 8 −4 4

4 · · −4 −4 −4 4 −4 · −4 · · 8 −8 · −4 4

8 · · 4 · −4 −4 · −4 4 · −4 4 · 4 8 8

3 · · 4 4 −4 4 −4 −8 4 −8 · · · · −4 −4

5 · · −4 −4 4 4 4 · 4 −8 8 · · · 4 4

6 · · · · · −8 · −8 −8 · 8 · · · · ·
9 · 8 −4 · −4 −4 · 4 −4 −8 −4 −4 · 4 · ·
A · · 8 4 · · 4 4 · · 4 −4 −8 4 −4 4

C · · · −4 8 · −4 −4 · · −4 −4 −8 4 4 −4

7 · · · 8 · 8 · · −8 · · · · · 8 ·
B · −8 · −4 −8 · −4 4 · · 4 −4 · 4 4 −4

D · 8 8 −4 · · −4 4 · · 4 4 · −4 4 −4

E · · 4 −8 −4 4 8 −4 −4 · −4 −4 · −4 · ·
F · 8 −4 · −4 4 · −4 4 8 4 −4 · 4 · ·

LAT1

WS(a, b) ,
∑

x∈Fn
2
(−1)b·S(x)⊕a·x

L = 8, Wspec = {0 : 123, 4 : 96, 8 : 36, 16 : 1}, L1 = 4, Wspec1 = {0 : 8, 4 : 8}
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Resistance to DC and LC
Constructing S-boxes from DDT and LAT

An S-box is completely specified by its LAT:

Recover the S-box from its LAT [Per17]

Let S be a vectorial Boolean function S : Fn
2 → Fm

2 . Then each

coordinate Sei (for 1 ≤ i ≤ m) can be recovered by using:

Sei(x) =
1

2
− 1

2n+1

∑
a∈Fn

2

WS(a, 2i)(−1)a·x.

Start from a desired DDT (resp. LAT) which guarantees a high

resistance against cryptanalysis, and to construct S-boxes having this

specific DDT (resp. LAT)

Reconstruct the class of DDT-equivalent S-boxes from a given

DDT [Bou+18; DH18].
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Resistance to Boomerang Attack

Boomerang Connectivity Table (BCT) of an invertible n × n

S-box S [Cid+18]

A 2n × 2n table that precomputes the following quantity for all (a, b):

βS(a, b) , #
{
x ∈ Fn

2 | S−1
(
S(x) ⊕ b

)
⊕ S−1

(
S(x ⊕ a) ⊕ b

)
= a

}
.

The boomerang uniformity, denoted by BU(S), is the highest value in
the BCT excluding the entry (0, 0):

BU(S) = max
a,b∈Fn

2
\{0}

βS(a, b).

The boomerang differential spectrum is the multiset

BDspec(S) , {βS(a, b) | a ∈ Fn
2 \ {0}, b ∈ Fn

2}.
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Boomerang Connectivity Table (BCT)

a\b 0 1 2 4 8 3 5 6 9 A C 7 B D E F

0 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16

1 16 · · 4 · 2 2 2 · 4 2 2 2 · 4 ·

2 16 · · · 4 4 · · 2 2 4 4 · 2 2 8

4 16 · · 16 · · · · 8 8 · · · 8 8 ·

8 16 · · 4 · 2 2 2 4 · 2 2 2 4 · ·

3 16 2 2 4 · 2 · · 4 · 2 2 2 4 · ·

5 16 · 2 4 2 · 2 · · 6 · · 2 · 6 ·

6 16 2 2 · 4 4 2 2 · · 4 4 · · · 8

9 16 2 2 · · · 2 2 2 2 · · · 2 2 ·

A 16 2 2 4 · 2 · · · 4 2 2 2 · 4 ·

C 16 2 · 4 2 · · 2 6 · · · 2 6 · ·

7 16 · 2 4 2 · 2 · 6 · · · 2 6 · ·

B 16 2 2 · 4 4 2 2 · · 4 4 · · · 8

D 16 · · · 8 8 · · · · 8 8 · · · 16

E 16 2 · 4 2 · · 2 · 6 · · 2 · 6 ·

F 16 2 2 · 4 4 2 2 · · 4 4 · · · 8

BCT1

βS(a, b) , #{x ∈ Fn
2 | S−1(S(x)⊕ b)⊕ S−1(S(x⊕ a)⊕ b) = a}

BU = 16, BDspec = {0 : 107, 2 : 64, 4 : 32, 6 : 8, 8 : 12, 16 : 33}
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Resistance to Algebraic Attacks

Algebraic degree of a Boolean function deg(f )

For a Boolean function f : Fn
2 → F2

deg(f ) , max{wt(u) | u ∈ Fn
2 and αu 6= 0 ∈ F2 in ANFf }.

Algebraic degree of an S-box Deg(S)

Deg(S) = max
i∈{0,··· ,n−1}

deg(Sei) = max
λ∈Fm

2
\{0}

deg(Sλ).

The mimimal algebraic degree of an S-box S

mindeg(S) , min
λ∈Fm

2
\{0}

deg(Sλ).



30/67

Resistance to Algebraic Attacks

The number of non-trivial components of S with the maximal

degree

DegFreq , #{λ | deg(Sλ) = Deg(S), λ ∈ Fm
2 \ {0}}

The degree spectrum of an S-box S : Fn
2 → Fm

2

Degspec(S) , {deg(Sλ) | λ ∈ Fm
2 \ {0}}

where Sλ are component functions of S.
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Resistance to Algebraic Attacks

y0001b = + x0 + + x2 + x3 + x0x1 + x0x2 + x1x2 + + + + x0x1x2 + + x0x2x3 + x1x2x3 , deg = 3, te = 9, re = 4

y0010b = + x0 + + + + + x0x2 + x1x2 + + x1x3 + + x0x1x2 + + x0x2x3 + x1x2x3 , deg = 3, te = 7, re = 4

y0011b = + + + x2 + x3 + x0x1 + + + + x1x3 + + + + + , deg = 2, te = 4, re = 4

y0100b = 1+ + x1 + + x3 + x0x1 + x0x2 + + + x1x3 + + x0x1x2 + + + x1x2x3 , deg = 3, te = 8, re = 4

y0101b = 1+ x0 + x1 + x2 + + + + x1x2 + + x1x3 + + + + x0x2x3 + , deg = 3, te = 7, re = 4

y0110b = 1+ x0 + x1 + + x3 + x0x1 + + x1x2 + + + + + + x0x2x3 + , deg = 3, te = 7, re = 4

y0111b = 1+ + x1 + x2 + + + x0x2 + + + + + x0x1x2 + + + x1x2x3 , deg = 3, te = 6, re = 4

y1000b = 1+ x0 + x1 + x2 + x3 + + + + x0x3 + + + + + + , deg = 2, te = 6, re = 4

y1001b = 1+ + x1 + + + x0x1 + x0x2 + x1x2 + x0x3 + + + x0x1x2 + + x0x2x3 + x1x2x3 , deg = 3, te = 9, re = 4

y1010b = 1+ + x1 + x2 + x3 + + x0x2 + x1x2 + x0x3 + x1x3 + + x0x1x2 + + x0x2x3 + x1x2x3 , deg = 3, te = 11, re = 4

y1011b = 1+ x0 + x1 + + + x0x1 + + + x0x3 + x1x3 + + + + + , deg = 2, te = 6, re = 3

y1100b = + x0 + + x2 + + x0x1 + x0x2 + + x0x3 + x1x3 + + x0x1x2 + + + x1x2x3 , deg = 3, te = 8, re = 4

y1101b = + + + + x3 + + + x1x2 + x0x3 + x1x3 + + + + x0x2x3 + , deg = 3, te = 5, re = 4

y1110b = + + + x2 + + x0x1 + + x1x2 + x0x3 + + + + + x0x2x3 + , deg = 3, te = 5, re = 4

y1111b = + x0 + + + x3 + + x0x2 + + x0x3 + + + x0x1x2 + + + x1x2x3 , deg = 3, te = 6, re = 4

Deg = 3,mindeg = 2,Degspec = {2 : 3, 3 : 12}
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Resistance to Algebraic Attacks

Maximal degree of the product of k coordinates

Let S be a vectorial Boolean function S : Fn
2 → Fm

2 . For any integer k,

1 ≤ k ≤ m, dk(S) denotes the maximal algebraic degree of the
product of any k (or fewer) coordinates of S

dk(S) = max
K⊆{1,...,m},|K|≤k

deg
( ∏
i∈K

Sei
)
.

In particular, d1(S) = deg(S).

Example 1 (MISTY1 7-bit S-box)

k 1 2 3 4 5 6 7

dk 3 5 5 6 6 6 7
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Resistance to Algebraic Attacks
Higher-order differential, Zero-sum distinguishers

Degree of the composition G ◦ F [BCC11; BC13b]

Let F : Fnt
2 → Fnt

2 corresponding to the concatenation of t smaller

balanced S-boxes, S1, . . . , St, defined over Fn
2. Then, for any function

G from Fnt
2 into F`

2, we have

deg(G ◦ F) ≤ nt − nt − deg(G)

γ
, where

γ = max
1≤i≤n−1

n − i

n − max1≤j≤t di(Sj)
.

Most notably, we have

γ ≤ max
1≤j≤t

max(
n − 1

n − deg(Sj)
,
n

2
− 1, deg(Sj

−1)).
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Resistance to Division-Property-Based Integral Attacks

The appearance of monomials in the ANFs of x 7→ πv(S(x)) for
v ∈ Fn

2, which is defined as a set

VS(u) ,
⋃

w∈Succ(u)
VS(w),

where

and VS(w) , {v ∈ Fn
2 : πv(S(x)) contains πw(x)}

and where Succ(u) = {x ∈ Fn
2 : u � x} which is an affine subspace

of dimension (n − wt(u)) [BC16].

A table representation of VS(u) for all u is useful to understand the
resistance against division-property-based attacks. Such a table is

recommended to not contain columns or rows that are too sparse.
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Resistance to Division-Property-Based Integral Attacks

u\v 0 1 2 4 8 3 5 6 9 A C 7 B D E F

0 x x x x x x x x x x x x x x x x

1 x x x x x x x x x x x x x x x

2 x x x x x x x x x x x x x x x

4 x x x x x x x x x x x x x x x

8 x x x x x x x x x x x x x x x

3 x x x x x x x x x x x x x x

5 x x x x x x x x x x x x

6 x x x x x x x x x x x x x x

9 x x x x x x x x x x x x x x

A x x x x x x x x x x x x x

C x x x x x x x x x x x x x x

7 x x x x x x x x x x

B x x x x

D x x x x x x x x

E x x x x x x x x x x

F x

VS(u) ,
⋃

w∈Succ(u) VS(w) and VS(w) , {v ∈ Fn
2 : πv(S(x)) contains πw(x)},

where Succ(u) = {x ∈ Fn
2 : u � x} and πw(x) =

∏n
i=1 x

wi
i
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Resistance to Interpolation Attacks

Univariate polynomial representation

Let S : Fn
2 → Fn

2 be any n-bit S-box. The vectors of Fn
2 can be

interpreted as elements of a finite field F2n , and S can be written as a
unique univariate polynomial of F2n [X ]:

S(X ) =
2n−1∑
i=0

viX
i

Univariate degree

The univariate degree of an n-bit S-box S : X 7→
∑2n−1

i=0 viX
i is

max({i, vi 6= 0}).

Relation with its algebraic degree: Deg(S) = max({wt(i), vi 6= 0}).
If the univariate degree of a function is too low or the number of

terms in the polynomial representation is too small, it may lead to

interpolation attacks [JK01].
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Resistance to Truncated Differential and Subspace Trail

Attacks

Linear structures of a Boolean function [Eve87; MS89]

The linear space of a Boolean function f : Fm
2 → F2 is the linear

subspace of those a such that Daf is a constant function c, i.e.,

LS(f ) , {a ∈ Fn
2 | f (x) ⊕ f (x ⊕ a) = c, where c is constant in F2}.

Such a, a 6= 0, is said to be a c-linear structure of f .

Linear structures of an S-box [Eve87; Lai94; Dub01]

A linear structure of an S-box S : Fn
2 → Fm

2 is a triple (λ, a, c) such
that a is a c-linear structure of the component function Sλ(x), i.e.,

(λ, a, c) s.t. Sλ(x) ⊕ Sλ(x ⊕ a) = c for ∀x ∈ Fn
2.

This implies that for all output differences b of the S-Box compatible

with the input difference a, we have λ · b = c.

Let #LS denote the number of linear structures of an S-box.
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Resistance to Truncated Differential and Subspace Trail

Attacks
#LS = 9, Degspec(S) = {deg(Sλ) | λ ∈ Fn

2 \ {0}} = {2 : 3, 3 : 12}

Noekeon Piccolo PRESENT Rectangle LBlock_0

(0100,0001,1) (0100,0001,0) (0001,0001,1) (0001,0100,1) (0001,0001,1)

(0100,1010,1) (0100,1000,1) (0001,1000,1) (0001,1000,1) (0001,0010,1)

(0100,1011,0) (0100,1001,1) (0001,1001,0) (0001,1100,0) (0001,0011,0)

(1000,0001,1) (1000,0001,1) (1010,0001,1) (0010,0001,1) (0010,0011,1)

(1000,1000,0) (1000,0010,0) (1010,1110,1) (0010,0100,1) (0010,1000,1)

(1000,1001,1) (1000,0011,1) (1010,1111,0) (0010,0101,0) (0010,1011,0)

(1100,0001,0) (1100,0001,1) (1011,0001,0) (0011,0100,0) (0011,0011,1)

(1100,0010,1) (1100,1010,1) (1011,0110,1) (0011,1001,1) (0011,1001,0)

(1100,0011,1) (1100,1011,0) (1011,0111,1) (0011,1101,1) (0011,1010,1)

#LS = 3, Degspec(S) = {deg(Sλ) | λ ∈ Fn
2 \ {0}} = {2 : 1, 3 : 14}

Golden_S0 Golden_S1 Golden_S2 Golden_S3 Qarma_sigma0

(1111,0100,0) (0111,0010,0) (1111,0100,0) (0110,0010,1) (0100,0100,0)

(1111,1010,1) (0111,1100,1) (1111,1001,1) (0110,0101,1) (0100,1011,1)

(1111,1110,1) (0111,1110,1) (1111,1101,1) (0110,0111,0) (0100,1111,1)

#LS = 0, Degspec(S) = {deg(Sλ) | λ ∈ Fn
2 \ {0}} = {3 : 15}

PRINCE TWINE KLEIN JH_0/1 Qarma_sigma1/2 Panda Midori_Sb1

Have no linear structure
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Resistance to Truncated Differential and Subspace Trail

Attacks

A way to efficiently find all linear structures of an S-box by

using its ACT [MT14]

An S-box S : Fn
2 → Fm

2 has a linear structure

(λ, a, c) ⇐⇒ |ACTS(a, λ)| = 2n where a ∈ Fn
2\{0}, λ ∈ Fm

2 \{0}.
If ACTS(a, λ) = +2n (resp. −2n), c = 0 (resp. c = 1).

The Auto-Correlation Table (ACT) [ZZI00]

The ACTS of an S-box S : Fn
2 → Fm

2 is a 2n × 2m matrix, in which the

element ACTS(a, λ) in row a and column λ is equal to the

auto-correlation coefficient rSλ
(a) of the component function Sλ on a.

Where, the auto-correlation coefficient of a Boolean function

f : Fn
2 → F2 on a ∈ Fn

2 is defined by

rf (a) ,
∑
x∈Fn

2

(−1)f (x)(−1)f (x⊕a) =
∑
x∈Fn

2

(−1)f (x)⊕f (x⊕a).
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Auto-Correlation Table (ACT and ACT1)

a\b 0 1 2 4 8 3 5 6 9 A C 7 B D E F

0 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16

1 16 · −8 −8 · · −8 · −8 · · 8 · 8 · ·
2 16 · · −8 −16 · · · · · 8 −8 · · · 8

4 16 · · · −16 −16 · · · · · · 16 · · ·
8 16 −8 · −8 · · · −8 · −8 · 8 · · 8 ·
3 16 −8 · 8 · · −8 · · −8 · −8 · 8 · ·
5 16 8 · · · · · −8 · 8 −8 · · · −8 −8

6 16 −8 −8 · 16 · · · −8 −8 · · · · · ·
9 16 · · · · −16 · · · · · · · · · ·
A 16 · −8 8 · · · −8 −8 · · −8 · · 8 ·
C 16 · 8 · · · −8 · 8 · −8 · · −8 · −8

7 16 · 8 · · · · −8 8 · −8 · · · −8 −8

B 16 · · −8 · · · · · · 8 −8 −16 · · 8

D 16 −8 −8 · · 16 8 8 −8 −8 · · · −8 −8 ·
E 16 8 · · · · −8 · · 8 −8 · · −8 · −8

F 16 · · · · · 8 8 · · · · −16 −8 −8 ·

ACT1
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Resistance to Cube-like Attacks

(v,w)-linearity [BC13a]

Let S be a function from Fn
2 to Fm

2 . Then

S is (v,w)-linear

if there exist two linear subspaces V ⊂ Fn
2 and W ⊂ Fm

2 with

dimV = v and dimW = w, such that, for all λ ∈ W ,

Sλ : x 7→ λ · S(x)

has degree at most 1 on all cosets of V .

The parameters (v,w) quantify the ability of the S-box to propagate
affine relations, which influences the resistance to cube-like attacks.
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Resistance to Cube-like Attacks

v \ w 1 2 3 4

1 31 31 31 31

2 155 155 155 155

3 155 155 60 5

4 20 5 0 0

The number N(v,w) of subspaces V of dimension v for which there exists a

w-dimensional W such that the S-box is (v,w)-linear with respect to (V ,W ).

Basis of V W

{0x02,0x04,0x08,0x10} {0x00,0x02,0x04,0x06}

{0x01,0x04,0x08,0x10} {0x00,0x04,0x08,0x0c}

{0x01,0x02,0x08,0x10} {0x00,0x08,0x10,0x18}

{0x01,0x02,0x04,0x10} {0x00,0x01,0x10,0x11}

{0x01,0x02,0x04,0x08} {0x00,0x01,0x02,0x03}

The 5 pairs of subspaces (V ,W ) where |V | = v = 4 and |W | = w = 2 with respect

to which the S-box is linear.
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Resistance to Invariant Subspace Attack: Non-linear

Nonlinear invariants [TLS16]

g(x)⊕ g(S(x)) = c, where g is a non-linear Boolean function, and c is

a constant.

Example 2 (A Nonlinear invariant for the S-box S in Scream)

g(x) = x1x2 ⊕ x0 ⊕ x5

Then,

g(x) ⊕ g(S(x)) = 1, ∀x ∈ F82

Example 3 (A Nonlinear invariant for the S-box S in Midori64)

g(x) = x2x3 ⊕ x0 ⊕ x1 ⊕ x2

Then,

g(x) ⊕ g(S(x)) = 0, ∀x ∈ F42
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Resistance to Invariant Subspace Attack: Non-linear

Nonlinear invariants for the linear layer [TLS16]

If the linear transformation consists of cell-wise permutation and

multiplications by binary orthogonal matrices and if there is a

quadratic invariant for the S-box, ⊕t
i=1g(xi) is non-linear invariant for

the linear layer, thus also invariant for the entire cipher.

Thus, for ciphers with binary orthogonal linear function, the number

of quadratic invariant for the S-box might be a concerned criterion.
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Invariant Properties under Simple Transformations

Many cryptographic properties (differential uniformity, linearity,

differential spectrum, extended Walsh spectrum, algebraic degree,

(v,w)-linearity, etc.) are invariant under simple transformations.

Criteria Equivalence Criteria Equivalence Criteria Equivalence

U , Dspec CCZ [CP18] L, Wspec CCZ [CP18] Deg, Degspec EA [CP18]

U1, Dspec1 PXE (obvious) L1, Wspec1 PXE (obvious) Degspeccor PXE (obvious)
dk AE [GRW16] #LS AE [MS89] (v, w)−linearities AE [BC13]

References

[BC13] Christina Boura and Anne Canteaut. A New Criterion for Avoiding the Propagation
of Linear Relations through an Sbox (Full version). IACR Cryptology ePrint Archive,
2013:211, 2013.

[CP18] Anne Canteaut and Léo Perrin. On CCZ-Equivalence, Extended-Affine Equivalence, and
Function Twisting. IACR Cryptology ePrint Archive, 2018:713, 2018.

[GRW16] Faruk Göloglu, Vincent Rijmen, and Qingju Wang. On the Division Property of S-boxes.
IACR Cryptology ePrint Archive, 2016:188, 2016.

[MS89] Willi Meier and Othmar Staffelbach. Nonlinearity Criteria for Cryptographic Functions.
In Jean-Jacques Quisquater and Joos Vandewalle, editors, Advances in Cryptology - EU-
ROCRYPT ’89, Workshop on the Theory and Application of of Cryptographic Techniques,
Houthalen, Belgium, April 10-13, 1989, Proceedings, volume 434 of LNCS, pages 549–562.
Springer, 1989.

Known function equivalence that preserves particular criteria
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Invariant Properties under Simple Transformations
Two functions F : Fn

2 → Fm
2 and G : Fn

2 → Fm
2 are

Permutation-XOR-equivalent (PXE)

If ∃ two bit permutations P1 : Fn
2 → Fn

2 and P2 : Fm
2 → Fm

2 and two

constants c1 ∈ Fn
2 and c2 ∈ Fm

2 , s.t.

G(x) = (P2 ◦ F ◦ P1)(x ⊕ c1) ⊕ c2.

Linear-equivalent (LE)

If ∃ two linear permutations L1 : Fn
2 → Fn

2 and L2 : Fm
2 → Fm

2 , s.t.

G(x) = (L2 ◦ F ◦ L1)(x).

Affine-equivalent (AE)

If ∃ two affine permutations A1 : Fn
2 → Fn

2 and A2 : Fm
2 → Fm

2 , s.t.

G(x) = (A2 ◦ F ◦ A1)(x).
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Invariant Properties under Simple Transformations

Extended-Affine equivalent (EA)

If ∃ two affine permutations A1 : Fn
2 → Fn

2 and A2 : Fm
2 → Fm

2 and an

affine function C : Fn
2 → Fm

2 , s.t.

G(x) = (A2 ◦ F ◦ A1)(x) ⊕ C(x).

Carlet-Charpin-Zinoviev equivalent (CCZ) [CCZ98]

If ∃ an affine permutation A of Fn
2 × Fm

2 , s.t., the graph of F is mapped

to the graph of G, i.e.,

{(x,F(x)) | x ∈ Fn
2}

A−→ {(x,G(x)) | x ∈ Fn
2}.
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Existing Tools

Source
Secu-

rity
MC

BGC/

GC
GEC Depth

CPU

cycles
Method Speed

Opti-

mal

Open

code

[Gla] 8 8 4 8 8 8
Heur.

DFS
4 8 4

[Osv00] 8 8 8 8 8 4 Heur. - 8 8

[WS10] 8 8 8 8 8 4
Instr. first

Gen.
4 4 8

[Ull+11] 8 8 4 8 8 8
ID-DFS +

AE
- 4 8

[BMP13] 8 4 4 8 8 8
Two-step

Heur.
- 8 8

[CHM11] 8 4 4 8 8 8
Two-step

SAT
- 8 8

[Sto16] 8 4 4 8 4 8 SAT 8 4 4

[Guo+16] 8 8 8 8 4 8 LUT 4 4 8

[Jea+17] 8 4 4 4 8 8
MITM +

BFS
4 8 4

[MLCA] 4 8 8 8 8 8 - 8 8 4

[Mag] 4 8 8 8 8 8 - 8 8 8

[FJ] 4 8 8 8 8 8 - 8 8 4
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Implementation – Performance Criteria

• Bit-sliced gate complexity (BGC) [CHM11; Sto16]:
• the smallest number of operations in {AND,OR,XOR,NOT}
(sometimes includes ANDN);

• bit-sliced gate implementations can be translated to bit-sliced

software implementations

• Gate Equivalent complexity (GEC) [Jea+17]:
• the smallest number of Gate Equivalents (GEs) required to

implement an S-box, given the cost of atomic operations
• available gates and gate sizes dependent on different

technologies, e.g. UMC/180nm, TMSC/65nm;

• Multiplicative complexity (MC) [BPP00; Sto16]:
• the minimum number of AND gates necessary in an XOR-AND

circuit implementing the S-box

• Circuit depth complexity (Depth) [Ban+15; Guo+16]:
• the sum of sequential path delays of basic operations in the

critical path
• It is reasonable to assume that depths of basic operations equal

their GEs, because delays depend on the number of the transistors

to be sequentially proceeded in the operation [Ban+15]
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Implementation – Weight of Operations

Tech.
NAND AND

NOT XOR XNOR ANDN ORN
NAND3

MAOI1 MOAI1
NOR OR NOR3

UMC

180nm
1.00 1.33 0.67 3.00 3.00 1.67 1.67 1.33 2.67 2.00

TSMC

65nm
1.00 1.50 0.50 3.00 3.00 1.50 1.50 1.50 2.50 2.50

Software - 1.00 1.00 1.00 - 1.00 - - - -

Depth

(GEs)
1.00 1.50 0.50 2.00 2.00 - - - - -

Depth

(Soft.)
1.00 1.00 1.00 1.00 1.00 - - - - -

Multiplica-

tive
- 1.00 0.00 0.00 - - - - - -

Cost of atomic operations under various techniques [Jea+17]
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Approach and Improvement

Bi-directional Dijsktra’s shortest path finding algorithm in LIGHTER:

I SM
IT

M

V 0

V 67 V 67V 100 V 100

f

sort

all possible bit permutations

choices for f are small combina-
tions of atomic operations, e.g.,

f(x1, x2, x3) = ((x1 AND x2) ORN x3)
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Approach and Improvement
On the basis of the non-linear part of LIGHTER, we propose the

following optimizations:

1 Composition and concatenation: use the isomorphism between

the two graphs expanded from the two roots respectively

encoding the identity function I and an target function S, and
use F1 ◦ I = F2 ◦ S ⇒ F1 ◦ I ◦ F−1

2 = S

2 Pre-computation: the graph is expanded from I without any

given target and thus this graph can be built once and for all.

3 Use equivalence between different decompositions of an

implementation: if an implementation can be found by using the

concatenation of two short instruction sequences Imp1‖Imp2,
then it can also be found by using the composition Imp′

1‖Imp′
2,

where Imp′
1 = Imp1‖Ins1 and Imp2 = Ins1‖Imp′

2

Enriched functionalities:

1 Extend the cover range of implementation target from 4-bit

S-boxes to 3 ∼ 8-bit S-boxes.

2 Support finding Depth-optimal implementations
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Using Simple Circuit
• Security-derived: Serpent, Rectangle

• Step 1: Choose an S-box with good cryptographic properties
• Step 2: Decompose to a set of instructions for the bit-sliced

implementation
• Performance-derived: Noekeon, Luffa

• Step 1: Construct a set of instructions with some properties
• Step 2: Check if the S-box has desirable properties

(a) Luffa v1 [Wat10] (b) Luffa v2 [Wat10]
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Approach

Compose and test:

I I
co

m
p
o
se

te
st

V 0

V 67 V 67V 100 V 100

f

sort

all possible bit permutations

choices for f are small combina-
tions of atomic operations, e.g.,

f(x1, x2, x3) = ((x1 AND x2) ORN x3)

e.g., CriteriaSet = {U ≤ 4, L ≤ 8, U1 = 0, L1 ≤ 4, BGC ≤ 11}
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Generation from Instruction Combinations

There are two usages in P with respect to generation of S-boxes

fulfilling given criteria:

1 Filtering out good S-boxes: Given a set of n-bit S-boxes and a

set of criteria, P filters out the S-boxes fulfilling the criteria,

outputs the detailed evaluations of their security properties and

their implementations under a given configuration on gates;

2 Generating new S-boxes from scratch: Given a set of criteria,
P

1 generates a set of S-boxes fulfilling the given criteria, outputs the

detailed evaluations of their security properties and their

implementations under a given configuration on gates;

2 classifies the generated S-boxes in accordance with their detailed

properties by distributing the results on the generated S-boxes

into different folders.
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Summary and Future Work

1 We tried to provide a survey on known results on the design of

S-boxes reflected in studies on various attacks, and a

comprehensive check-list for designers.

2 A platform P is built, aiming to provide the community an

open platform to facilitate the research and use of S-boxes.

3 P is still at an early stage, there are some missing

functionalities, and for larger S-boxes (≥ 5-bit), it is not yet

powerful enough for the implementation and generation of strong

S-boxes. We believe both heuristic and theoretical approaches

exist for larger S-boxes and can be integrated into this platform.

4 The source codes of P and generated results are available

via https://github.com/peigen-sboxes/PEIGEN.

https://github.com/peigen-sboxes/PEIGEN
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Thanks for your attention!
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