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TWEAKABLE BLOCK CIPHERS
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Ficure: Tweakable Block
Cipher

» Tweak does not have to be secure — public

» Move randomisation from protocol to block cipher level
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TWEAKABLE BLOCK CIPHERS

» Tweakable block ciphers from modes (i.e. AES-GCM, ...)

» Dedicated Tweakable block ciphers (i.e. SKINNY, MANTIS,
QARMA, DEOXYS, ...)

» TWEAKEY framework [JNP14]
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Ficure: Key-alternating tweakable block cipher with linear tweak schedule.
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CONTRIBUTIONS

Cipher Rounds Attack type Time Data Memory Ref.
QARMA-64 4/4* MITM 290 216 290 [LJ18]
QARMA-64 4/5* MITM 289 216 289 [LJ18]
QARMA-64 4/6* MITM 270-1 253 2116 [ZD16]
QARMA-64 4/6* RT SS 259 259 2296 [LHW19]
QARMA-64 3/8* ID 2644 961 - [ZDW18]
QARMA-64 4/7* D 21204 961 2116 [YQC18]
QARMA-64 4/8* 7C/Integral 2062 2484 25364 This Work
MANTIS 5/5* Diff. 256 293 - [Bey18]
MANTIS 6/6* Diff. 238 228 - [DEKM16]
MANTIS 4/8*  ZC/Integral 2662 2484 953.64  Thig Work
MANTIS T/T Diff. 253.94 253.94 - |[EK17]
SKINNY-64/128 18 ZC 2126 26268 204 [SMB18]
SKINNY-64/128 19 D 2119-8 962 2110 [YQC17|
SKINNY-64/128 20 D 12108 d7.60  9a7.69  [TAY17]
SKINNY-64/128 20 7ZC/Integral ~ 2975 2084t DE2 This Work
SKINNY-64/128 23 ID 2124 96247 - oTTAT [SMB18]
SKINNY-64/128 23 1D 2125.9 9625 9l124.0 [LGS17]
SKINNY-64/128 23 D 279 oTldAf 9640 [ABC*17]
SKINNY-64/192 21 ID 21805 962 2170 [YQC17]
SKINNY-64/192 22 D QI83.97 9d7.84 97484 [TAY17]
SKINNY-64/192 23 ZC/Integral ~2155-6  273:2% P This Work
SKINNY-64/192 27 Rectangle 21652 2635 280 |LGS17]
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2. ZERO-CORRELATION ATTACKS ON TBC
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Differences: Linear Masks:
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SECURITY EVALUATION OF TWEAKABLE BC

DIFFERENTIAL CRYPTANALYSIS

Ficure: Differential model.

LINEAR CRYPTANALYSIS

» Tweak does not introduce new linear characteristics [KLW17]

» Tweak adds additional restrictions in zero-correlation attacks
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» Introduced by Bogdanov and Rijmen [BR11]

» For given masks a, it exploits a correlation of exactly zero

» Requires huge data complexity
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FIGURE: Zero-correlation linear hull on 4-round AES.
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2. ZERO-CORRELATION ATTACKS ON TBC
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ZERO-CORRELATION ATTACKS ON TBC
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F1GURE: Propagation of masks in a simple two round tweakable block

cipher.

» Tweak adds additional restrictions in zero-correlation attacks

» Link zero-correlation attacks to integral attacks to reduce data
complexity [SLRT15].

RALPH ANKELE
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TWEAKEY FRAMEWORK [JNP14]

Rationale: tweak and key should be treated the same way — tweakey

TWEAKEY Scheduling Algorithm
\
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» Generalizes the class of key-alternating ciphers
» Framework for designing tweakable block ciphers
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STK CONSTRUCTION (SUPERPOSITION-TWEAKEY)
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From TWEAKEY to the STK construction:
» State-update function h is a permutation that is applied to each
tweakey word
» Subtweakey extraction function g XORs all tweakey words
together
» Adds round-dependent constants against slide attacks
» Reduces many tweakey words to one
» Reduces implementation overhead

» Simplifies security analysis
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Toy CIPHER

Round function: Same as AES

Round function f
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Tweak schedule: Permutation of SKINNY
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ZERO-CORR. ATTACKS ON STK wiTH TK-1
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» For a fixed I'g,T'r

R
Ali] = @R @)] | ¥ (Coli], L1 [1' ()], ... TrIW(@)])
r=0

» [ sequence: Forward and backward propagation with probability
1 of Ty, T,

» Zero-correlation when Afi] # I' sequence, where I' sequence has at
most 1 linearly active value
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7ZC LINEAR HuLL ON STK wiTH TK-1

RALPH ANKELE
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F1GURE: 5-round zero-correlation linear hull on Toy-TBC.
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ZERO-CORR. ATTACKS ON STK wiTH TK-P
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» Zero-correlation when Afi] # I' sequence, where I' sequence has at
most p linearly active value
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7ZC LINEAR HuLL ON STK wiTH TK-2
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FI1GURE: 6-round zero-correlation linear hull on Toy-TBC.
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3. APPLICATION TO (QARMA

ELATION ATT J TH LINEAR



QARMA [AVA17]
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» Tweakable block cipher based on the TWEAKEY framework
» Reflection-like cipher
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QARMA

Round function:

» Lightweight involutory 4-bit S-box o71:

x||0|1|2|3]4|5|6|7]8
o1(z) |[a|d|e|6|E£[7|3]5]|9

» Cell permutation of MIDORI 7:

T=1[0,11,6,13,10,1,12,7,5,14, 3,8,15,4,9, 2]
» MixColumns

0 p p? ,
, 0 p »p
M = cire(0, p, p%, p) = P
(0, .97, p) 2 o 0 p
p p p O

Tweak schedule:

» Permutation h:

h=16,5,14,15,0,1,2,3,7,12,13,4,8,9,10, 11]
» Bit-based LFSR w
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DISTINGUISHERS
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KEY-RECOVERY
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12-ROUND KEY-RECOVERY ATTACK

» Prepend 1 round to distinguisher and append three rounds

» X( and Xg are balanced at the same time

@(Xo + Xg) = @(ﬂn + p°Ys + pY12) ® (p°Yo + pYa + pYi2)
= P (Yo + p*Ys) = 0.

» Use Meet-in-the-middle technique for integral attacks [SW13] to
evaluate Yy and Yy independently
» Use FFT key-recovery technique [TA14]
» Time complexity: Recover 56-bit of w! @ k°, and 28-bit of
M (7(k%)) ~ 2662
» Data complexity: 21 structures x 2%
» Memory complexity: 2°37

A 9484
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4. APPLICATION TO MANTIS

ELATION ATT J TH LINEAR



MANTIS [BJKT16]
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» Tweakable block cipher based on the TWEAKEY framework
» Reflection cipher

RALPH ANKELE
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MANTIS [BJKT16]

TaBLE: Comparison between MANTIS and QARMA.

QARMA MANTIS
Round Tf
function & E—’n—’n—‘
S-box o1 =l[a,d,e,6,f,7,3,5,9,8, [) c, b ,2,4] Sby = [¢,a,d,3,¢,b, f,7,8,9,1,5,0,2,4,6]
7=1[0,b,6,d,a,1,c, 7,5, s ,9,2] P =10,b,6,d,a,1,¢,7,5,¢,3,8, f,4,9,2]
Linear 2 g (1) (1) i i
Layer M= 2 M= 110 1
p PP 1110

Same attack as for QARMA is also valid of MANTIS
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5. APPLICATION TO SKINNY

ELATION ATT J TH LINEAR



SKINNY [BJK*16]

ShiftRows
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» Tweakable block cipher based on the TWEAKEY framework
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SKINNY

Round function:

» Lightweight 4-bit S-box:

z||0|1|2|3|4|5|6|7|8|9|a|b|lc|d|e]lf
S)|[c|6]9o]lo|1]a|l2]|b|3|8]5|d|4d]e|T]|f

» Ags-like ShiftRows (to the right, instead of left)

» MixColumns (binary matrix)

— O = =
o= O O
—_ O
[N eNellS

Tweakey schedule:

» Permutation h:
Pr=19,15,8,13,10,14,12,11,0,1,2,3,4,5,6, 7]

» Bit-based LFSR (topmost 2 rows, only for TK2, TK3)
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DISTINGUISHERS

» We can attack 20 rounds of SKINNY-64/128 in the TK2 setting
» SKINNY-64/128 uses a 13-round distinguisher with a
complexity of 256 plaintexts and 2° related tweakeys

» We can attack 23 rounds of SKINNY-64/192 in the TK3 setting

» SKINNY-64/192 uses a 15-round distinguisher with a
complexity of 2°6 plaintexts and 2'? related tweakeys
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KEY-RECOVERY SKINNY-64/128
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20-ROUND KEY-RECOVERY ATTACK

» Prepend 1 round to distinguisher and append six rounds
» Z14[11] is balanced

P z1al11) = Pl @ Yia[11]) =0

» Use Partial-Sum technique [FKL*01] as just the two topmost
rows of the tweakey are added to the state, which makes the FFT
key-recovery technique less efficient [TA14]

» Time complexity: ~ 2975
» Data complexity: 20 structures x
» Memory complexity: 252

264 ~ 268.4
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23-ROUND KEY-RECOVERY ATTACK

» Prepend 1 round to distinguisher and append eight rounds
» Z16[5] and Z34[13] are balanced at the same time

P Z1615] + Z16[13] = P V1619] = 0

» Use Meet-in-the-middle technique for integral attacks [SW13| to
evaluate Z16[5] and Z14[13] independently
» Use Partial-Sum technique [FKL*01] as just the two topmost
rows of the tweakey are added to the state, which makes the FFT
key-recovery technique less efficient [TA14]
» Time complexity: ~ 21556
» Data complexity: 37 structures x
» Memory complexity: 2138

268 ~ 273.2
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CONCLUSIONS

» New attack technique to analyse tweakable block ciphers
» Currently best attacks on QARMA

» Independent of keyed middle rounds

» Further insights into MANTIS and SKINNY
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Thank you for your attention!
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