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Boomerang Attacks

Proposed by [Wag99] to
combine two diff. trails:

* Eg:Prla—>fBl=0p

* E;:Prly - 6] =gq

Distinguishing probability:
p*q”
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Boomerang Attacks

Proposed by [Wag99] to
combine two diff. trails:
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Distinguishing probability:
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Boomerang attacks: When you
send it properly, it a/ways |
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Proposed by [Wag99] to Py Ps

combine two diff. frails: @ a
e Ey:Prla > Bl =0p Eq 1\12 Eq \1\14
« E.:Prly > 6] =gq 7| R SRR ﬁEo
DISTIHQUIShIngzp;ObilllTyi EIP B
e N
CTTTE T ST E,
Boomerang attacks: When you C, o Cs
send it properly, it a/ways | A
comes back to your — AP C, 0 C,

[Wag99]: Assumed two trails are independent.
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Two Trails in Boomerang Attacks “l°

Dependency can help attackers

« [BDDO3]: Middle-round S-box trick

» [BKO9]: Boomerang switch: Ladder switch /
Feistel switch / S-box switch

Dependency can spoil attacks.

[MerQ9]: Incompatible trails
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Decompose the cipher into
three parts

* E,, handles the dependency.
o Ey« Eg \Ep:Prla>pB]=p

* By « E; \Ep:Pr[y - 6] =7

Distinguishing probability:

peq°r
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Sandwich Attacks [DKS10] *¢
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Sandwich Attacks [DKS10] ““¢

. . \\a /
Decompose the cipher info 1 P, El Py
three parts
* E,, handles the dependency.

* Eg « Eg \Ep:Prla - ] =p
* E1 « Ey \Ep:Prly » 6] =4

Distinguishing probability: CUE s (B

prgir ,

r="Prlxs ® x4 = L|(x1 D x; = BNV D ys = V)NV, ® vy = Q‘]/24



BCT [CHP+18] o

Boomerang Connectivity Table (BCT)

Calculate r theoretically when E,,, is composed of a
single S-box layer.

Unify previous observations on the S-box (incompa-
tibilities and switches)
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Our Work

Motivation

* The actual boundaries of E,, which contains
dependency

* How to calculate » when E;,, contains multiple
rounds?

Contribution

* Generalized framework of BCT
-  Determine the boundaries of E,,

- Calculate 1 of E,, in the sandwich attack
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DDT: Difference Distribution Table '%f

DDT(a, ) = #{x € {0,1}*|S(x)®S (xDa) = B}
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BCT: Boomerang Connectivity Table %A@'

BCT (e, B) = #{x € {0,1}*|S7(S(x) ® H)BS ™ (S(xDa) @ B) = a}
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Relation between DDT and BCT “¢f°
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Xoor (o, ) £ {x € F5 : S(x) & S(x @ a) = B}, yio STy, I8
Vopr(av, B) 2 {S(x) €eF} :xz € F3.S(x)d S(xda)=6Y. "L
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Relation between DDT and BCT “¢f°

X1 x:g
\‘\\(‘I ‘\\\\(\I
Let IR
Xovr(a, ) = {x € Fy : S(x) & S(r @ a) = B}, y STy 18
YVoor(a, B) £ {S(z) €F8 iz e F},S(x) & S(xda)=8y. "L
Y2 ﬁ Va

Proposition 1 ( [BC18|). For any permutation S of FY, for all o, € FY, we have

BCT({TE. ﬁ) = DDT(&. Iﬁﬁf) -+ Z #(yDDT(ﬂ. "}') M (yDDT((Tl-:. "}) D f)) (l)
v#0,8

Note that. due to symmetry, Eq. 1 is equivalent to

BCT(«x, 3) = DDT(«ev, 3) + z #(Xopr (7, B) N (Xppr (7, F) & ).
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Relation between DDT and BCT 29

Xoor (o, ) £ {x € F5 : S(x) & S(x @ a) = B}, yio STy, I8
YVoor(a, B) £ {S(z) €F8 iz e F},S(x) & S(xda)=8y. "L
Y2 B Va

Proposition 1 ( [BC18|). For any permutation S of FY, for all o, € FY, we have

BCT({TE. ﬁ) = DDT(&. Iﬁﬁf) -+ Z #(yDDT(ﬂ. "}') M (yDDT((Tl-:. "}) D f)) (l)
v#0,8

Note that. due to symmetry, Eq. 1 is equivalent to

BCT(«x, 3) = DDT(«ev, 3) + z #(Xopr (7, B) N (Xppr (7, F) & ).

¥7#0,c

Eq. 1 can be re-written as

BCT(« Z# Yoor(c, ) N (Yoor(a, ) & 5)).
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XS

New Explanation of BCT 26o

. S axz Egj x4
r for E,, with one S-box layer at
s [T , LS
the boundary of EO and E, SRR
Vs B Va4

BCT(«v, ) Z# Voor(cv, ) N (Voopr(c, ) & 3)).

BCT(av, 3) DDT(cv,y) #{y € Yoor(c,y) : y ® 5 € Voor(a,7)}
e 2” B Z Qﬂ' # yDDT({li. ".})

Y

10/24



New Explanation of BCT 8o

r for E;, with one S-box layer at s] e [s]
the boundary of Ejand E; T A
v B n
o BCT_(““- p) _ s DDT_(Q- ) #y € Yoor(a,7) :y & B € Voor(e,7)}
2" ~ 2" # Voot (v, )
Similarly,

B BCT({_'ZL'Z._ j) B z ]:)]:)T(”’}Jil j) #{‘ET = XDDT ("}"'; . )j) LB a e XDDT ("}"'f . f)}
N 2m N AL + XDDT ( ":" 3 )

.!.
,-\Ir,-f
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New Explanation of BCT £l

r for E,, with one S-box layer at  */ © & 7
the boundary of Eyand E;, w2y 8
y: B w

L BCT(a, B) _ Z DDT(cv,y) #{y € Jbor(,7) : ¥y & B € Voor(e,7)}
2” N Qﬂ' #y DDT ({_':li. ".})

Similarly,

. BCT({_'ZL'Z._ j) B z ]:)]:)T(”’}Jil j) ' #{‘ET = XDDT(’-}'}- )j) LB a e XDDT(’-}'}- f)}
AL N AL #XDDT(?; \ ;:Z)))

,-\Ir,-f

In this case, a and 8 are regarded as fixed.
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Generalization: S-box in E,or E;  6[°

Upper crossing

:% difference
E, |S E,

Lower crossing
difference

S-boxin E, S-box in E;
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Generalization: S-box in E,or E;  6[°

Upper crossing

% difference
:
E, |S E,
\ [a =7
Vi ;C
. ~ 4
|
El ! S
Py

Lower crossing
difference

S-box in E;

S-box in E,

What if @ or B (crossing differences) are

hot fixed?
11/24



Generalization: S-box in E, %f

Upper trail Lower trail

12 /24



(1) B is independent of the upper trail

F

_ DDT(cx, ) _ Z #{y € Voor(,7) 1y & B € Voor(a,v)} _
2m #}:DDT(QH "‘}

B a
D R - CaLc| P S ! s[s] (sl
v 3 E, L
- s.ssis [s]s[SIs]
E, L
Upper trail Lower trail
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Generalization: S-box in E, %f

(1) B is independent of the upper trail

_ DDT(a,7) #{y € Yoor(a,v) 1y & B € Vopr(a, )}
T = i . i . i ‘ — . PI' ' ,:: — j’
2" Xj: # Yoot (v, ) 1 & s )
' a
. BCT(a, 3 ] __ sPsls]s
~ 3 0 L

(2) B is uniformly distributed &z ( | L

_ (DDT(&-,H;))E

In

i

Upper trail Lower trail

which becomes identical to p%g? in the classical

boomerang attack.
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(1) « is independent of the lower trail

=

DDT(F)“-"jj ] Z #{-T = XDDT(TH ,'3:] T ra e XDDT(’)"};&)} |

2" = # Aot (7, )
r= Z = Z BCT(?’S) - Pr(z1 B g = o) > . SIS
v o 2 Ey L
siss s [s[s[S]S]
(2) a is uniformly distributed = .

Y
_ (DDT(q,-. 3) ) ° 5 sls S|s[s[s
7o . 7

2n Upper trail Lower trail

which becomes identical to p%g? in the classical

boomerang attack.
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Generalization: Interrelated S-boxes f%

Lower crossing diff. (8) of A comes
from B.

sTs|sTsl B Upper crossing diff. (a') of B comes
5’ -/ from A.

Upper trail Lower trail

S-boxes A and B are interrelated.
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Generalization: Interrelated S-boxes f%

Lower crossing diff. (8) of A comes
from B.

sTs|sTsl B Upper crossing diff. (a') of B comes
5’ -/ from A.

Upper trail Lower trail

S-boxes A and B are interrelated.

Decr(a, B,7) £ #{z € FY: S (S(x) @ pB) @ S~ H(S(x @ a)® ) = a,
@S ' (Sx)®p) =7} =x A

____________________




Generalization: Interrelated S-boxes f%

Lower crossing diff. (8) of A comes
from B.

sTs|sTsl B Upper crossing diff. (a') of B comes
5’ -/ from A.

Upper trail Lower trail

S-boxes A and B are interrelated.
Decr(a, B,7) £ #{z € FY: S (S(x) @ pB) @ S~ H(S(x @ a)® ) = a,
z®S 1 (S(x)®B) =7}
_ DDT ((_'1-:. "}) / DBCT ((_'ﬁl-:"._ I,-"fj" \ ":f) / B
= Z on Pr(y = a') o -Pr(y — ) o Z Z 3
Yo

#{y € Yopr(c,7) : y & 5 € Vopr(a,y) }
#Voor(2:7) 14 /24




FASYE:

Generalized Framework of BCT  2¢J¢

1. Initialization: E,, <—Ef‘r5t||El“St.

2. Extend both trails: (a=3 ) s, ,2(y < ).

3. Prepend E,, with one more round
a) If the lower crossing differences are distributed uni
formly, peel off the first round and go to Step 4.
b) Go to Step 3
4. Append E,, with one more round
a) If the upper crossing differences are distributed uni
formly, peel off the last round and go to Step 5.
b) Go to Step 4.

5. Calculate r using formulas in the previous slides

Boundaries of E,,: where crossing differences are distr

ibuted (almost) uniformly. 15 /24



Applications

Re-evaluate prob of four BM dist. of SKINNY
* Prev: prob evaluated by p2§*
New: prob evaluated by the generalized BCT

Construct related-subkey BM dist. Of AES-128
Prev: related-subkey BM dist. Of AES-192/256

New: 6-round related-subkey BM dist. Of AES-
128 with 2710942
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SKINNY

SKINNY [BJK+16] is an SPN cipher, with a linear
key schedule.

« SKINNY-n-t where n is block size and t

tweakeyv size
— rﬁ%ﬁ] (ShiftRous ) (PixCoTumns )

-1 :
;

1 ] 1 1
I T 1 1
1 ] 1 1

— —

Example E,, of SKINNY-64-128 in the related-
tweakey setting

» Upper trail: 2 rounds, 278
e Lower trail: 4 rounds, 2714
o quZ — 2—44
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E,, with 6 Middle Rounds 2kl

EI Diff before and after SB “—m

0,0,0,0, 0,0,0,0, 0,0,0,b, 0,0,0,0 0,0,0,0, 0,0,0,0 b,0,0,0, 0,0,0,0
0,0,0,0, 0,0,0,0, 0,0,0,1, 0,0,0,0

R2 0,1,0,0,0,0,0,0,0,1,0,0,0,1,0,0 0,0,0,0, 0,c,0,0 0,0,0,0, 5,0,0,0 2723
0,8,0,0, 0,0,0,0, 0,8,0,0, 0,8,0,0

R3 0,0,0,0,0,0,0,0,0,0,0,0, 0,0,0,2 0,0,0,0, 0,0,0,0 0,0,3,0, 0,0,0,0 272
0,0,0,0, 0,0,0,0, 0,0,0,0, 0,0,0,3

R4 0,0,0,0,0,0,3,0,0,0,0,0,0,0,3,0 0,0,0,3, 0,0,0,0 0,0,0,0, 0,0,9,0 2732
0,0,0,0, 0,0,d,0, 0,0,0,0, 0,0,c,0

RS 0,,0,0,0,0,0,0,0,0,0,4,0,0,0,0 0,0,0,0,0,0,0,0 0,0,0,0,2,0,0,0 2722
0,2,0,0,0,0,0,0, 0,0,0,2, 0,0,0,0

R6 0,0,0,0,0,2,0,0,0,0,0,0, 0,0,0,0 0,0,0,0,0,0,0,d 0,0,0,0,0,1,0,0 272

0,0,0,0, 0,1,0,0, 0,0,0,0, 0,0,0,0

18 /24



Evaluation of

Rounds| p?qg? PG>
1+1 2—16 2—8.41
2+1 2740
2+2 2732
2+3 2~40
2+4 2—44- 2—29.91

Experiments confirm the results of .
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Summary of the results on SKINNY “¢j°

Prob. of BM dist. and comparison

Em E = Ey o Ep o E
Ver. n

|E,, | r |E| | p?G%r | P?§°[LGS17]
64 6(13) 2-12.96 | 17 |9-29.78 2—48.72

n-2n
128 5(12) 2—11.45 18 2—77.83 2—103.84-
64 5(17) 2—10.50 22 | p—42.98 2—54.94

n-3n

128 5(17) 2—9.88 22 2—48.30 2—76.84

« Take seconds to calculate r
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Summary of the results on SKINNY “¢j°

Prob. of BM dist. and comparison

Em E —_ E‘l o Em o E'O
Ver. n o S
| Em | r |E| | p2G%r | $2G2[LGS17]

64 | 6(13) | 271296 | 17 272978 2~48.72
n-2n

128 | 5(12) | 271142 | 18 277783 | 2710384

64 | 5(17) |271050 | 27 [p—42.98 2—54.94
n-3n

128 | 5(17) | 27988 | 22 |274830 2—76.84

« Take seconds to calculate r
« Experiments confirm the results of  and the

17-round dist. of SKINNY-64-128
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3-round related-key differential trails:

2—31

2—37

6-round related-subkey BM dist. Of sz

AES-128

: : -31
o 2 trails, b active S-boxes, 2
: : —36 —37 —38
« 18 trails, 6 active S-boxes, 27°°,27°7, 2
Round Before AK Subkey diff. Before SB After SB After SR P
8c 1f 8¢ 00 8c 00 8c 00 00 1f 00 0O 00 a3 00 00 00 a3 00 00
R1 01 99 01 00 01 00 01 00 00 99 00 00 00 &d 00 00 &d 00 00 00 (276)8
8d 00 8d c2 8d 00 8d 00 00 00 00 c2 00 00 00 46 00 46 00 00
37 00 8d 00 8d 00 &d 00 ba 00 00 00 97 00 00 00 00 97 00 00
8c 8c 00 00 8c 8c 00 00 00 00 00 00 00 00 00 00 00 00 00 00
R2 01 fe 00 00 01 01 00 00 00 ed 00 00 00 &d 00 00 8d 00 00 00 (2_7)._3
8d 8d 00 00 8d 8d 00 00 00 00 00 00 00 00 00 00 00 00 00 00
8d 8d 00 00 8d &d 00 00 00 00 00 00 00 00 00 00 00 00 00 00
8c 00 00 00 8c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
R3 01 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1
8d 00 00 00 8d 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
8d 00 00 00 8d 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Oa 87 0a 00 0Oa 00 Oa 00 00 87 00 00 00 74 00 00 00 74 00 00
- Oc be £6 00 | 0c 00 0c 00 | 00 be fa 00 | 00 06 4¢ 00 | 06 4¢ 00 00 | g3 40
06 00 06 fb 06 00 06 00 00 00 00 fb 00 00 00 6¢ 00 6¢ 00 00
23 00 06 00 06 00 06 00 19 00 00 00 Hc 00 00 00 00 5c 00 00
0a 0Oa 00 00 Oa Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 00
R5 Oc 00 00 00 Oc Oc 00 00 00 Oc 00 00 00 06 00 00 06 00 00 00 (2_7)2
06 06 00 00 06 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00
06 06 00 00 06 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0a 00 00 00 0Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
R6 Oc 00 00 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1
06 00 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
06 00 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Discussion

Length of E,;:

 Mainly determined by the diffusion effect of the linear la
yer
* Density of active cells of the trails

Strongly affected by the DDT and BCT of the S-box

Limitation of the generalized BCT:

For a long E,,, with large and strong S-boxes, calculating r mig
ht be a time-consuming task, e.g., T>23>.
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Concluding Remarks #Jo

Generalized BCT: for calculating r in the
sandwich attack

1: identify the boundaries of dependency
2: calculate r

Problems to investigate:
— Extension to non S-box based ciphers
— Improving previous boomerang attacks
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Thank you for your attention!!

Slides credit to Yu Sasaki




