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• SKINNY was introduced in CRYPTO'16. The variants of SKINNY are 
denoted as SKINNY-n-t, ݐ ∈ ݊, 2݊, 3݊ 	(or TK1, TK2 and TK3).

• Two main versions, SKINNY64 and SKINNY128, i.e., SKINNY-64-
64/128/192 and SKINNY-128-128/256/384.

• Each state is represented by a 4 ൈ 4 square array where each cell is either a 
nibble or a byte.

• Each round consists of 5 steps, i.e., SubCells(SC), AddConstants(AC), 
AddRoundTweakey(ART), ShiftRows(SR), MixColumns(MC)

A brief description of SKINNY
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A brief description of SKINNY

• The key is updated with a permutation and the tweak is updated with a LFSR 
transformation additionally

• Note that, no LFSR is used in TK-1 or single key case.
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Zero-Correlation Linear Cryptanalysis of SKINNY

• For f-function ݂: ॲଶ → ॲଶ with input variable ݔ ∈ ॲଶ,	if we call ݒ	and ݑ	as the input 
and output masks, respectively, the linear approximation is defined as follows:

ݔ ⟼ .ݒ 	ݔ ⊕ .ݑ	 ݂ሺݔሻ
• Its probability can be defined as:

 ,ݒ ݑ ൌ ݎ .ݒ ݂ݑ⨁ݔ ݔ ൌ 0
• The correlation is:

ܥ ,ݒ ݑ ൌ 2 ,ݒ ݑ െ 1

• The correlation of an approximation will be equal to zero if the probability of 
approximation is ଵ

ଶ
.

• In zero-correlation linear cryptanalysis, we look for a linear approximation with zero 
correlation for all keys. 
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9-round Zero-correlation linear distinguishers for SKINNY

• Γ ↛ Γ௨௧
 show that the correlation of linear approximation of ݎ-round 

SKINNY with input mask Γ (݅-th nibble of input) to output mask Γ௨௧
 	(݆-th

nibble of output) is zero.

For example:

Zero-Correlation Linear Cryptanalysis of SKINNY
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10-round Zero-correlation linear distinguishers for SKINNY

Contradiction in 9 rounds

By decrypting (or encrypting) 1 more round in 
the backward part (or forward part) directly, no 
contradiction will be found for 10-round Zero-
correlation!

Zero-Correlation Linear Cryptanalysis of SKINNY
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10-round Zero-correlation linear distinguishers for SKINNY

Contradiction!

Zero-Correlation Linear Cryptanalysis of SKINNY
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Vers. #Rounds ሻࢋࢀሺࢍ ሻࢇ࢚ࢇࡰሺࢍ ሻ࢟࢘ࢋࡹሺࢍ
64ሺ64ሻ 14 62 62.58 64

64ሺ128ሻ 18 126 62.68 64

Summary of the main results of Zero-correlation attacks on SKINNY

Zero-Correlation Linear Cryptanalysis of SKINNY
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Mouha et al. at Inscrypt 2011:

Problem of finding optimal 
differential (linear) trail

Optimization problem in MILP
Convert

Optimize objective function within the solution range satisfying all the constraints.

min 		
	

݂ ൌܿݔ


ܵ. ݔ				ݐ ∈ ܵ ൌ ݔܣ		  ܾ, ݔ  0

ݔ ∈ Ժ ൈ Թି ⊆ Թ

Cryptanalysis of Reduced round SKINNY Block Cipher
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To make the MILP model, define a binary variable ݔ ∈ 0,1 for each round;
ݔ ൌ 0 denotes the bit has no difference.
ݔ ൌ 1 denotes the bit has difference.

For the  input of the S-boxes in the ݅-th round, we define 16 ൈ 4	binary
variables: ݔబ, ,భݔ … , లయݔ

For the  output of the S-boxes in the ݅-th round, we define 16 ൈ 4	binary 
variables : 	ݕబ, ,భݕ … , లయݕ

MILP Model for SKINNY64 Cipher
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4‐bit 4‐bit

బݔ  భݔ  ଵݔ  భݔ െ ܣ  0

ܣ െ	 బݔ  0
ܣ ൌ ቐ

1
	
0

If ݆‐th Sbox is active

If ݆‐th Sbox is not active

minܣ


Objective Function:

,బݔ ,భݔ మݔ , యݔ ,బݕ ,భݕ మݕ , యݕ

ܣ െ	 భݔ  0

ܣ െ	 మݔ  0

ܣ െ	 యݔ  0

MILP Model for SKINNY64 Cipher
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Differential Distribution Table (DDT)

We compute the probability that ∆ݔ	propagates to ∆ݕ	for each ∆ݔ, ݕ∆ .

ࢄ

Define ࢄ ൌ ,ݔ∆ ݕ∆ | Pr ݔ∆ → ݕ∆ ് 0

௩ሺሻܪ

Computing H-representation of convex hull 
with SAGE math tool and greedy algorithm:

ݔ,ߣ  ⋯ ݔ,ିଵߣ  ,ߣ  0
⋯
⋮

ݔ,ߛ  ⋯ ݔ,ିଵߛ  ,ߛ ൌ 0
.	 . 	 .

,ܴ߳ߛ, ,ߣ

MILP Model for SKINNY64 Cipher
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ܽ ⊕ ܾ ൌ ܿ	can be modeled with 1 inequality by removing each impossible ሺܽ, ܾ, ܿሻ 

ܽ  ܾ  ܿ ൌ 2 ൈ ݀
ܽ, ܾ, ܿ	and	d	are	binary	and	d	is	a	dumy	variable.

ܽ  ܾ  ܿ ൌ 2 ൈ ݀	 ⟹

ሺܽ, ܾ, ܿሻ ് ሺ0,0,1ሻ
ሺܽ, ܾ, ܿሻ ് ሺ0,1,0ሻ
ሺܽ, ܾ, ܿሻ ് ሺ1,0,0ሻ
ሺܽ, ܾ, ܿሻ ് ሺ1,1,1ሻ

MILP Model for SKINNY64 Cipher
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• Cui et al. proposed a method for searching impossible differential 
characteristic and zero-correlation linear distinguisher based on Mixed-Integer 
Linear Programming (MILP). 

• Sasaki et al. proposed a new impossible differential search tool from the 
design and cryptanalysis aspects in using MILP. They presented an approach 
for evaluating s-boxes, including 8 ൈ 8	s-boxes, in impossible differential 
cryptanalysis which was missing in Cui et al.’s paper.

Technique is simple.

 Input and output differences are fixed to specific values.

 MILP search whether or not there are propagations from input to output 
differences.

 If MILP model is infeasible, the pair is impossible.

Using MILP in Impossible differential cryptanalysis
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Searching Related-tweakey Impossible Differential Characteristics of SKINNY

Notations:
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Searching Related-tweakey ID Characteristics of SKINNY-n-n and SKINNY-n-2n 
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Searching Related-tweakey ID Characteristics of SKINNY-n-n and SKINNY-n-2n 

Cryptanalysis of Reduced round SKINNY Block Cipher

Based on the previous Table:

For SKINNY-n-n and SKINNY-n-2n, we construct 13 and 15-round related-

tweakey ID characteristics, respectively. These improve the previous longest 12 

and 14-round related-tweakey ID characteristics of SKINNY-n-n and SKINNY-n-

2n, respectively.
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13-round Related-tweakey ID Characteristics of SKINNY-n-n

For example, we have considered 
this 13-round characteristic for 
19-round attack on SKINNY-n-n 

Cryptanalysis of Reduced round SKINNY Block Cipher
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15-round Related-tweakey ID Characteristics of SKINNY-n-2n

The differential ∆௫
ଵܵ , ∆௫ ଵଵ݇ݐ , ∆௫ ଶଵ݇ݐ , ∆௫ ݐݑݐݑ is a 15-

round related tweakey impossible differential characteristic for SKINNYn-2n 
when the following conditions are satisfied:

• Choose  ݅, ݈ from the sets  1,8 , 3,10 , 5,11 , ሺ6,9ሻ .
• ݉ ൌ .⨁݊
• ܴܵܨܮ  ൌ ݊.
• ܴܵܨܮ⨁݊  ൌ .ݍ

For SKINNY64-128, the possible values of ݉, ݊,  that satisfy above	ݍ and ,
conditions are listed in the following Table. For SKINNY128-256 the table can be 
derived by the same approach.

Cryptanalysis of Reduced round SKINNY Block Cipher
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15-round Related-tweakey ID Characteristics of SKINNY-n-2n

For example, we have 
considered this 15-round 
characteristic for 23-round 
attack on SKINNY-n-2n 
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The related tweakey Impossible Differential attack of SKINNY

 Impossible Differential Distinguisher, i.e.,

Pr ∆⟶ ∆ ൌ 0, where related tweakey differences are added to cancel state differences.

 Key Recovery.

 ሻ: bit conditions need to be verifedܜܝܗሺ۱ܖ۱ܑ in the 
ሻݎሺݎ rounds to ensure ∆⟶ ∆ሺ∆௨௧⟶ ∆).

 ݇, ݇௨௧: subkey bits involved in the extended rounds.

 Pr ∆⟶ ∆ ൌ 2ି

 Pr ∆௨௧⟶ ∆ ൌ 2ିೠ

 2|∪ೠ|ሺଵିଶషሺశೠሻሻಿ: the number of key candidates left in the key space after 
N trials where N is the number of message pairs of input and output difference 
(∆, ∆௨௧).

Cryptanalysis of Reduced round SKINNY Block Cipher
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23-Round Related-Tweakey Impossible Differential Attack of SKINNYn-2n
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23-Round Related-Tweakey Impossible Differential Attack of SKINNYn-2n
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Cryptanalytic Results
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Thanks for your attention !
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