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Introduction

e Symmetric cryptography: Alice and Bob shares the same
key.

@ Active attacker: Eve might intercept and manipulate Alice's
message.

o Authentication: Alice computes and appends a tag. Bob
recomputes tag and matches with the received tag.

Valid Tag:

Read Message.
J

B “l accept” || T
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Introduction

o Verifying: Bob verifies the tag with the shared key and only
reads the message if tags match.

e Forgery: Eve cannnot modify the message without forging a
new and correct tag.

Invalid Tag:
Ignore Message.
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Introduction

o Verifying: Bob verifies the tag with the shared key and only
reads the message if tags match.

e Forgery: Eve cannnot modify the message without forging a
new and correct tag.

Invalid Tag:
Ignore Message.

L2
4

¢ |
B “l accept” || T

Lo %«#

£

1 reject,,// »

How can | forge ? Define the power and goal of a forgery
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Forgery Security Game
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g: = the number
of tagging queries
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Forgery Security Game
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g: = the number
of tagging queries

gy = the number of
verification queries
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Forgery Security Game
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gt = the number . gy, = the number of
of tagging queries r verification queries

Can Eve forge a valid tag for a
message that Alice never saw 7
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Case of ECBC

ECBC Mode Properties of ECBC: For all

messages m, m’, ¢
my my my
% £(m) MAC(m) = MAC(m')
& Eg(X(m)) = B, (X(m")
Ekl Ek1 e o o Ekl Ekz = Z(m) - Z(m’)
I & X(m|c)=X(m'|c)
T MAC(m||c) = MAC(m'||c)




Birthday Attack
°

Case of ECBC

ECBC Mode Properties of ECBC: For all

messages m, m ,C
my my my
% £(m) MAC(m) = MAC(m')
& Ep(X(m)) = Ek,(Z(m'))
Eo |l | E |l * *|l Ex ||| Ex & X(m)=x(m)
I & X(mllc)=x(m'|c)
T MAC(m||c) = MAC(m'||c)

Expansion Property

Look for a pair of messages m, m’ such that MAC(m) = MAC(n').
Then for all c,
MAC(m||c) = MAC(m'||c)
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Birthday Bound Attack

m /.t

mo £o 1
v : 4

mgq, (o%

Looking for collsion

Eve looks for MAC(m;) = MAC(my;) for some i # j. She has ~ q?
pairs for an n-bit relationship so chances grow as

2
&
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Forgery from collision

Expansion property

MAC(m) = MAC(m') = MAC(m||c) = MAC(m'||c), Ve.

Collision found:

% MAC(1 accept) =

MAC(I reject)

E) ]

What is your review? || T G

o, A

&£
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Forgery from collision

Expansion property

MAC(m) = MAC(m') = MAC(m||c) = MAC(m'||c), Ve.

Collision found:
Tell Bob your review. MAC(I accept) =

MAC(I reject)

/" -
a7 [O0]

Oh You are right!
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Forgery from collision

Expansion property

MAC(m) = MAC(m") = MAC(m||c) = MAC(n'||c), Ve.

Collision found:
MAC(I accept) =

MAC(I reject)
U . .

e./ISCt yOu,.
‘[ Dpery
“| accept your paper” || T OO0
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Forgery from collision

Expansion property

MAC(m) = MAC(m") = MAC(ml|c) = MAC(m'||c), Vc

Collision found:
MAC(I accept) =
MAC(I reject)

ref@cty

Oy

. T D3per;

o0 “| accept your paper” || T O S>

Forgery requires g; >~ 2"/2 and q, = 1
Not secure beyond birthday bound (2"/?)
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Why Beyond Birthday Security 7

o BBB security is useful in lightweight cryptography

o Consider the security advantage ¢ = 2710, n = 64 and ¢ = 21©
blocks.

Construction  Security  # of queries
ECBC 16g2/2" ~ 2%
PMAC 50q7/2" ~ 218

Table : Data limit of constructions acheiving birthday bound security.

BBB security allows to process larger number of blocks per session
key.
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Summary So Far

@ Forgery Game of Message Authentication Code
@ Birthday Bound Forgery for ECBC MAC.

@ Birthday Bound is not suitable for small block cipher based
MAC

Coming Up: How to get BBB secure MAC.
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SUM-ECBC [Yasuda, CT-RSA 2010]

M, M, M ||10*
0— - 3
: % % % ; e Rate 1/2,
. sequential
| E B e Four
Lo M, Mi10° independent
: BC keys

04$ 4.% % ¢ @ Security:
| ; O(qg3¢3/22n
| - E@ (@20
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PMAC_Plus [Yasuda, CRYPTO 2011]

M||10*

@ Rate 1,
parallel

@ Three
independent
BC keys

@ Security:
0(g*3/2")
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3Kf9 [Zhang et al.. ASIACRYPT 2012]

M, Mo My|10

0_,% £ o Rate 1,
3 3 sequential
@ a o @a 3 @ Three

5o
}9 independent
! — T

[=]

BC keys

@ Security:
O(q>e%/2%")

* We found the security bound of 3kf9 is incorrect!
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LightMAC_Plus [Naito, ASIACRYPT 2017]

D)sllM,y (2)s]| M (D511,
@ Rate 1,
parallel
Er Er Er @ Three
independent

BC keys

| . S HR SN
" | 2 2 | E}i @ Security:
PSRN Y S N A 2 0(q3/2é")

* First BBB Secure MAC whose security bound is independent of
the message length.
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Summary so far

@ Beyond Birthday Bound deterministic MACs
@ These constructions use three block cipher keys.

@ All the constructions share a similar design principle

Coming Up: How to get unify the design and give a generic
security proof.
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Abstract view of BBB Secure MACs Double BIock
Hash-then-Sum (DbHtS)

Three Keyed

oy S
M— sl

i, |

Sum Function
Double Block Hash Function
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Abstract view of BBB Secure MACs Double BIock
Hash-then-Sum (DbHtS)

Two Keyed
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DbHtS

Abstract view of BBB Secure MACs : Double Block
Hash-then-Sum (DbHtS)

Single Keyed

.
’
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,
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,
.

Block Cipher Based DbH Function
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Sum function is not a PRF

X Y

|
"

Tl = EKl(Xl) 52 EKz(}/l)

Instantiation
oo
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Sum function is not a PRF

I I

T = EKl(Xl) 52 EKz(Yl) T, = EKI (Xl) S EKz(Yé)
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Sum function is not a PRF

Xy Y Xy Y,
Be] [Bm B

Ty = Bk, (X1) @ Bx,(Y1)  To = Ex, (X1) ® Bk, (Y2)

Ty = Ek, (X2) @ Ex,(Y3)

Instantiation
[e]e]
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Sum function is not a PRF

Ty = Bk, (X1) @ Bx,(Y1)  To = Ex, (X1) ® Bk, (Y2)

Xy Y X Y,

I
L L)

Ty = Bk, (X2) ® E,(Y1) T3 = Ex, (X2) ® Ex, (Ya)

Instantiation
[e]e]
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(Alternating) Cycle and Path

2key DbHtS Instantiation

(£1,01) (22,02) (%1,01) (22,02)
L S L
I I I
(23793) (24’ 64) (24764)

AC in the input of sum function makes the sum of its output zero. J




DbHtS

Security of DbHtS

Y=(X1,...,%5), ©=(01,...,09q) is called covered if
di # j, i # k such that

OZ;:Zjande;:ejéACZ
oZ,-:Zjand@,-:@k:AFB

If H holds either of the above two conditions, it is called covered
DbH.



Introduction Birthday Attack Revisiting BBB MACs DbHtS 2key DbHtS Instantiation
00000 00000000 00000 000000000e00000 000 oo

Security of DbHtS

Alternating cycle in i, © makes the sum of T;'s zero. J




Security of DbHtS

DbHtS

Alternating cycle in f, © makes the sum of Ti's zero. J

Avoid alternating cycle in i 0.

Bad Event (CF)

e i # j such that ¥; = ¥; and ©; = ©; (AC2).
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Security of DbHtS

Alternating cycle in i, © makes the sum of T;'s zero. J

Avoid alternating cycle in i, 0.

Bad Event (CF)

@ Ji #j # k such that ¥; = ¥ and ©; = ©,. (AP3)
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Security of DbHtS

Bad Event (RC1)
3i # j, i # k such that
Z; = ZJ‘ and @,’ = @k-
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Security of DbHtS

Bad Event (RC2)
3i # j, i # k such that
@,‘ = @j and Z,‘ = Zk.
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Security of DbHtS

Bad Tuple

~ o~

(%,0,%,0) is a bad tuple if either of CF or RC1 or RC2 holds.
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Security of DbHtS

Bad Tuple

~ o~

(%,0,%,0) is a bad tuple if either of CF or RC1 or RC2 holds.

Probability of Bad Events.

° Pr[CF] < (g) . Pr[Z,- = Zj,@,' = ekl+(g) . Pr[Z,— = Zj, ©; = G)J]
ecfé,f) 6;:11

e Pr[RC] < g—i - max ( PriX; = %], Pr[©; = J]>

-

€univ (2,()
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Security of DbHtS

Bad Tuple

~ o~

(%,0,%,0) is a bad tuple if either of CF or RC1 or RC2 holds.

Probability of Bad Events.

° Pr[CF] < (g) . Pr[Z,- = Zj,@,' = ekl+(g) . Pr[Z,— = Zj, ©; = G)J]
ecfé,f) 6;:11

e Pr[RC] < g—i - max ( PriX; = %], Pr[©; = J]>

-

€univ (2,()

Analysis of Good Transcript
We use Sum of Permtation result by [Lucks, Eurocrypt 00].
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Security of DbHtS

Summarizing the security:
o if H is a e.(3,¢) cover free and

@ €uiv(2,¢) block-wise universal hash function, then

AdvPL(,0) < (9) - (3, 0) + (D) - ccon + L -

4q
3.22n

NOTE: comes from sum of permutation result.

3. 22n
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Two-keyed DbHtS (with domain separation)

o]
RN

T
5

Domain separation enables us to deal with less bad events J
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Two-keyed DbHtS without domain separation

Without domain separation, one needs to consider the cross
collision
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Security of two-keyed DbHtS with fixg, fix

Summarizing the security:
o if H is a e.£(3,) cover free and

@ euniv(2, ) block-wise universal block-separated hash function,
then

I 3 3
AdVE 4s(a, ) < (3) et (3,0)+ () -ccon+ - cuniv (2, 0) + 35 + 55

3 .
NOTE: 36.32,1 comes from sum of permutation result.
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Instantiations of three-keyed and two-keyed DbHtS

Type Instantiattions Old Bound New Bound
SUM-ECBC G304 /22n q? /2" 4 g3 /22"
PMAC_Plus q33/220 4 qe/2"  q3e/2%" 4 g2¢%/2%n
3'key DbHtS 3kf9 q3f3/22n + q£/2n q3€4/22n
LightMAC_Plus q3 /22" q3 /22"
2K-SUM-ECBC - ql% /2" + q3¢2 /22"
2K-PMAC_Plus - q30/2%0 + q2¢% /22"
2-key DbHtS oKf9 i Pt /22

2K-LightMAC_Plus

q°/2%" + q/2"
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Tightness of the bound

@ We have shown security of all the constructions upto 227/3.

@ Leurent et al. have shown attack on all these constructions
with 237/4 query complexity.

@ We believe that the security of all these constructions can be
improved upto 237/4,
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Tightness of the bound

@ We have shown security of all the constructions upto 227/3.

@ Leurent et al. have shown attack on all these constructions
with 237/4 query complexity.

@ We believe that the security of all these constructions can be
improved upto 237/4,

Thank You!
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