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Introduction
Authenticated Encryption
INT-RUP Model

Authenticated Encryption

Definition
@ Tagged Encryption: M x D x N x K —C
@ Verified Decryption: Cx D x N x K —- M U L

D N C DN
K s ,
M Tagged ¢ % Verified | A,/[/ +
Encryption 2 Decryption
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Introduction
Authenticated Encryption
INT-RUP Model

PRF Security for Privacy

Eu() < (N, Ai, M;) 1 (N;, Ai, M;) . 5()
o Adv’Y (A) := | PriA® = 1] — Pr[A® = 1]| ]
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Introduction
Authenticated Encryption
INT-RUP Model

INT-CTXT Security for Integrity

0/1 (N, A5, G TF)

Jr i

| |
| |
| |

|
| |
| forge attempts |
| |
| |
| |
| |
| |

o AdviiE™t(A) = Pr[ A%k forges]
o A forges if V(N7 A7, C, T) =1
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Introduction
Authenticated Encryption
INT-RUP Model

Issues on AE: Limited Buffer Implementation

@ Small devices may have limited buffer

@ Limited buffer = Release of unverified plaintext
(If decryption query length is more than buffer size)
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Introduction
Authenticated Encryption
INT-RUP Model

INT-RUP Model (Andreeva et al.)

Ni, Ai, M; Ny, Ak, C
Ei(-) = ( ) A (s A, Co) > Dy(")
(C,‘, Ti) \,w_k/
o o Ao T

|
|

|
|

|
|
| |
: forge attempts :
!

|
!

|
|

|
|

|
|

o Adv mtjup(A) — Pr[AEk,'Dk,Vk forgeS] J
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Generic COLM Structure

COLM Type Structure

npub|jparam A
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Generic COLM Structure

COLM Type Structure

2.,

X Xi41
Wy

e e

@ Enc (Dec) then Mixing then Enc (Dec) type structure

@ Linear Mix p is used
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Generic COLM Structure

General p Function

[ — V' =cX +dW

=aX + bW
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Generic COLM Structure

General p Function

w _,#7 W' =cX +dW

=aX +0W

@ COPA:a=b=c=d=1.
¢ ELmD: a=c=1,b=3,d
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ack on COPA
INT-RUP Attac
ting INT-RUP Att

RUP (In)security of Generic COLM Structure

Revisiting INT-RUP Attack on COPA
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INT-RUP Attack on COPA
NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure ¢ INT-RUP Attack on COLM

Mounting INT-RUP Attack on COPA

First Step: Find Non-trivial State Collision
@ Decryption: W; depends entirely on C;.
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INT-RUP Attack on COPA
suse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure ecting INT-RUP Attack on COLM

Mounting INT-RUP Attack on COPA

First Step: Find Non-trivial State Collision
@ Decryption: W; depends entirely on C;.

o (CP, &) and (Cl, ;) ensure state collision in Ws.
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INT-RUP Attack on COPA
NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure ¢ INT-RUP Attack on COLM

Mounting INT-RUP Attack on COPA

First Step: Find Non-trivial State Collision
@ Decryption: W; depends entirely on C;.

o (CP, &) and (Cl, ;) ensure state collision in Ws.

MOM/MEM} MM/ MM} M3, _ M3, /M, M3,

‘ * ‘ ‘ * ‘ e o o —_— *
we L2 Tw, L2 T, WZHDJ w.

20

CYC,/CLCy  CYC4/CLCy CYy_1C/C3y_1Cayp
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INT-RUP Attack on COPA
NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure ¢ INT-RUP Attack on COLM

Mounting INT-RUP Attack on COPA

Second Step: Strech the State Collision
o (C9,Cy) and (C}, C4) ensure state collision in W, - -

° (ng_l, Cy¢) and (Czlz_p Cy¢) ensure state collision in Woy.

MOMS /MM MYMY /M) M} ME,_ MSy/M},_ MY,
] Iy ]
E p cee o
Wy | Mg w, War s W
CYCy/CLCy  CYC4/C3Cy 910t/ C3y_ Cy
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INT-RUP Attack on COPA
0 INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure ing INT-RUP Attack on COLM

Mounting INT-RUP Attack on COPA

e RUP 1: (M?-.-MY,) «— D(N*, A*, COC,COC, - -- C%,_, Ca).
e RUP 2: (ML..-M},) < D(N*, A*, CLC,CLCy -+ CL,_, Co).
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INT-RUP Attack on COPA
Non s INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Non N ing INT-RUP Attack on COLM

Mounting INT-RUP Attack on COPA

e RUP 1: (M- MJ,) <~ D(N*, A*, CPCCICy -+ - C3,_1 Coy).
e RUP 2: (M} - M},)) « D(N*, A*, Ct G;C3Cy - - - C3,_ 1 Cop).
e Encryption: (CY--- C3,, T) < E(N*, A*, MD - - - MD,).
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INT-RUP Attack on COPA
Nor -R
Nor

RUP (In)security of Generic COLM Structure

e RUP 1: (M- MJ,) <~ D(N*, A*, CPCCICy -+ - C3,_1 Coy).
e RUP 2: (M} - M},)) « D(N*, A*, Ct G;C3Cy - - - C3,_ 1 Cop).
e Encryption: (CY--- C3,, T) < E(N*, A*, MD - - - MD,).

Find by, by, ..., be: (Apply Gaussian Elimination)
b b b b b
S M = (M @ My") @ (M2 @ M2) @ - - @ (Myy_; & Myy).
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k on COPA
-RUP Attack on

RUP (In)security of Generic COLM Structure g INT-RUP Attack

Mounting INT-RUP Attack on COPA

e RUP 1: (M- MJ,) <~ D(N*, A*, CPCCICy -+ - C3,_1 Coy).
e RUP 2: (M} - M},)) « D(N*, A*, Ct G;C3Cy - - - C3,_ 1 Cop).
e Encryption: (CY--- C3,, T) < E(N*, A*, MD - - - MD,).

Find by, by, ..., be: (Apply Gaussian Elimination)
b b b b b
S M = (M @ My") @ (M2 @ M2) @ - - @ (Myy_; & Myy).

e Forge with (C G, C2 ¢y - C

b CyT).
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM
Nonce Respecting INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure

Nonce Misuse INT-RUP Attack on COLM
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

GGG+ E(N,A, My **)
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

GGG+ E(N,A, My **)
* Mx < D(N, A, xCox)
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

GGG+ E(N,A, My **)
* Mx < D(N, A, xCox)
*x*xMj < D(N, A, x*x G3)
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

CLCoCs  E(N, A, My % %)
* Mx < D(N, A, xCox)
*x*xMj < D(N, A, x*x G3)

CICLC  E(N, A «MMS)
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INT-RUP Attack on COPA
Nonce Mi T-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

CLCoCs  E(N, A, My % %)
* Mx < D(N, A, xCox)
*x*xMj < D(N, A, * * C3)

CICLC  E(N, A «MMS)

Main Observation

Last Query's Wj3 is independent of M.
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

CLCoCs — E(N, A, My % %)
* Mix < D(N, A, xCo%)
*x*xMj < D(N, A x*x G3)

CICLC, — E(N, A, xMMS)

a—l
D e
X7

~~_dc be_-v
T a! o -
N 1] a’ .
{x- [ ]

¢ /"
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

Main Observation

Last Query's Wj3 is independent of M.
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

Main Observation
Last Query's Wj3 is independent of M.

Implication

Evaluating this process twice gives different (MYM2MY) and
(M{M3M3}) with identical W.
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INT-RUP Attack on COPA
Nonce Mi T-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

First Step: Find Non-Trivial State Collision
Find M°[1] = (MOMIMJ) and M1[1] = (M} M3M3) with identical
Wi.
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INT-RUP Attack on COPA
Nonce Mi T-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

First Step: Find Non-Trivial State Collision
Find M°[1] = (MOMIMJ) and M1[1] = (M} M3M3) with identical
Wi.

MO[L/MY1] MO[2]/M![2] MO[) /M0

e N e L
v W3 We W3 W

copj/etn] CoRl/e) e/t
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INT-RUP Attack on COPA
Nonce Mi T-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

Second Step: Strech the State Collision

Find M°[2] = (M{M2MQ) and M1[2] = (M MEM}) that ensure
state collision in W.

MO[]/MY1]  MO[2]/M![2] MO /M [0

Ry R R A
v Ws We Wae—s3 Wiy

copj/etng - CoR)/e) col /e
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

Second Step: Strech the State Collision

Find MC[] = (M3,_,M3,_,M3,) and M'[{] = (M3,_,M3,_ M3,
that ensure state coII|S|on in W3g.

MO[/MY1]  MO[2]/M1[2] MO[) /M [0]

[ o — oor — [ —
v W3 We Wae—s W

con/erny o ctpl/et cola/etia

Nilanjan Datta, Atul Luykx, Bart Mennink and Mridul Nandi Understanding RUP Integrity of COLM



INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM
Nonce Respecting INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure

e Encryption 1: (CO[1]--- CO[4], T) « E(N*, A*, MO[1] - - - MO[4]).
e Encryption 2: (CY[1]--- C ], T') « E(N*, A*, M[1] - - - ML[4]).

Find b1, by, ..., bs: (Apply Gaussian Elimination)
DI M = (M M & M) @ - @ (M2s_, & My, & Mzb).
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< on COPA
NT-RUP Attack on COLM
ng INT-RUP Attack on COLM

Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure

e Encryption 1: (CO[1]--- CO[4], T) « E(N*, A*, MO[1] - - - MO[4]).
e Encryption 2: (CY[1]--- C ], T') « E(N*, A*, M[1] - - - ML[4]).

Find b1, by, ..., bs: (Apply Gaussian Elimination)
DI M = (M M & M) @ - @ (M2s_, & My, & Mzb).

e Forge with (CP[1]CP2[2] --- CP¢[(] T).
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INT-RUP Attack on COPA
Nonc INT-RUP Attack on COLM
Nonce Respecting INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure

Nonce Respecting INT-RUP Attack on COLM
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Nonce i‘\.ﬂ\SL INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

Ml B Mn+1 — D(N,A, C1C2 s Cn+1)
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

Ml Mn+1 — D(N,A, C1C2-
M- ML+ D(N,A, CLCo-

Cn+1)
Cn+1)
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2 on COPA
Non suse INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce esp;cting INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

Ml Mn+1 — D(N,A, C1C2 s Cn+1)
Mi- ML+ D(N,A GG Cpyn)

Main Observation

Using primitive polynomial, one can find M? - - - Mr(r)+1 whose W11
matches with M} --- M}, .

Nilanjan Datta, Atul Luykx, Bart Mennink and Mridul Nandi Understanding RUP Integrity of COLM



on COPA
NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce espectlng INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

First Step: Find Non-trivial State Collision

Find M°[1] = (M?--- M2, ) and M*[1] = (M] - -- M}, ;) with
identical W,1.
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on COPA
NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce espectlng INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

First Step: Find Non-trivial State Collision

Find M°[1] = (M?--- M2, ) and M*[1] = (M] - -- M}, ;) with
identical W,1.

MO /M1 MO[2)/M(2] MO[/M[0]

\ \ \ \ [ _
Pr+1 Pr+1 ~ L —> Pn+1 -
o P, | ‘ Waini1) Wie-1)(n+1) Win+1)

copjery) oopl/o cl/cg
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on COPA
NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce espectlng INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

Second Step: Strech the State Collision

Find M°[2] = (Mp, 5+ M3, ,,) and MI[2] = (Mp; -+ M3, ,,)
that ensure state collision in Wa(,1).

MOQ/MM1] MO[2]/MY2) MO[/M0]

}errl } - }pn+l } - L L — P:zﬂy—»
v Watnt1) Wie—1)(n+1) Win+1)

Wi

copjyety o/t cola/ce
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NT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure Nonce Respecting INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

Second Step: Strech the State Collision

. 0141 — (/0 0 1 _ (gl
Find M°[(] = (M(Z—l)n+2 B Mg(,,+1)) and M*[{] = (M(z—l)(n+1)+1
Mel(n+1)) that ensure state collision in W(,11).

MO[1)/M1]  MO[2)/M*[2] MO[0) /M)
[ \ [ \ vee — o
oL Pt | Wyt | Prit Waguin Wie-1)(nt1) Ea Win+1)
copy/ety o CoRl/e colg/ctg
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INT-RUP Attack on COPA
Nonce Misuse INT-RUP Attack on COLM
Nonce Respecting INT-RUP Attack on COLM

Nonce Respecting INT-RUP Attack on COLM

RUP (In)security of Generic COLM Structure

e Encryption: (CO[1]--- C°[4], T) <+ D(N*, A*, M°[1] - - - MO[¢]).

Find by, by, ..., bs: (Apply Gaussian Elimination)

/b b &
(/\/Il1 @D - @ Mn+1) D (M(;—l)(n+1)+1 ©- Mﬁ(en-i-l))

e Forge: (Ch1[1]CP2[2]--- CP¢[)T).
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Conclusion

Conclusion

Security of CAESAR Candidate COLM

@ No refusion of security claims of COLMg and COLM57.

@ Importance of intermediate tags in COLM type structures.

<

Towards INT-RUP Secure COLM

@ Restrict message length to n?.

@ State encryption after each n blocks.
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Conclusion

Conclusion

Security of CAESAR Candidate COLM

@ No refusion of security claims of COLMg and COLM57.

@ Importance of intermediate tags in COLM type structures.

<

Towards INT-RUP Secure COLM

@ Restrict message length to n?.

@ State encryption after each n blocks.

Thank You!! Questions??
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