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Ketje

¢ designed by the Keccak Team

¢ one of the 16 survivors of 3rd CAESAR competition

¢ Specification of Ketje
¢ Keccak-p permutations

¢ MonkeyWrap
¢ Fourinstances: Ketje Sr, Jr, Minor, Major



Keccak-p permutations

¢ designed by the Keccak Team

¢ tunable number of rounds

¢ 7 state sizes: b
¢ be{25,50, 100, 200, 400, 800, 1600} h o

&>
z

state

¢ round function R=;0 yozopod (a)
0: Alx,y] = Alx, y]@zj o (Alx —1,j] @ (Alz + 1,j] K 1)).
p:Alz,yl = Alz, y| L rl, y).
7 Aly, 2x + 3y| = Az, y].
X : Alz,y] = Alz,y] & ((0A[x +1,9]) A Alz + 2, y].
¢ = A[0,0] = A[0,0] & RC.
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Keccak-p* permutations

+ a twisted permutation proposed in Ketje v2
KECCAK-p*[b]=mo KECCAK-p[b] o 71

n 1 Alr + 3y, z] = Alx, y].

0,011,0]12,0(3,0]4,0 0,0(0,2{0,4(0,1]0,3

0,1(1,1]12,1[3,1]4,1 r ,L3]1,0)L,2]1,4|11
VA

0,211,2]12,2(3,2]|4,2 2,112,3]12,0(2,2]2,4

0,311,3]12,3(3,3]4,3 3,413,1]13,3]|3,0]3,2

0,4(11,4]12,4(3,4]|4,4 4,2 1 4,414,1(43]|40




MonkeyWrap

¢ an authenticated encryption mode proposed by the Keccak team

1. |Initialization Associate date Plaintext =12,
2. Proc. Associate Mstart = 1
3. Proc. Plaintext step = _

; : : Nstride = 6
4. Finalization lo

g 5 B

Note that:
When the AD is empty, it is padded to
a block, so 13-round is applied until h
the ciphertext outputs.

6 Ciphertext Finalization: Tag



MonkeyWrap

¢ an authenticated encryption mode proposed by the Keccak team

1. Initialization Associate date Plaintext The AD and Plaintext

2. Proc. Ass.oaate are divided in to rho-bit

3. P-roc.. Pla.mtext and padded,

4. Finalization +10 lo absorbed successively.
g § 2I%

Note that:

When the AD is empty, it is padded to
a block, so 13-round is applied until
the ciphertext outputs.

-

7 Ciphertext Finalization: Tag




Initialization state: Key and Nonce in Ketje Sr/
v1 and v2

0,01,0(2,0]3,0/4,0 0,0(1,0[20/]3,0]4,0
0,1 |1,1[2,1]3,1]4,1 0,11,1]2,1|3,1[4,1
0,2]1,2]2,2]3,2]4,2 0,2]1,2[2,2|3,2]4,2
0,3]1,3]2,3]3,3]4,3 0,3]1,8]2,33,3]4,3
0,4 1,4(2,4]3,4|4,4 0,4(1,4]2,4|3,4|4,4
Figure. Ketje Sr vl Figure. Ketje Srv2

¢ 128-bit key and 254-bit nonce; Pink lanes are key and blue lanes are padding



Summary for ketje

¢ Using MonkeyWrap

® Ngiart = 12, nstep = 1’ Nstride = 6

¢ Four instances,

Table 2: Four Instances in KETJE v2

Name f P Main use case
KETJE JR KECCAK-p*[200] 16  lightweight
KETJE SR KECCAK-p*[400] 32  lightweight
KETJE MINOR  KECCAK-p*[800] 128 lightweight
KeETJE MAJOR KECCAK-p*[1600] 256 high performance




ketje

¢ Using MonkeyWrap
® Ngart = 12, nstep = 1, Nstrige = 6

¢ Four instances,
Table 2: Four Instances in KETJE v2

Name f / P \ Main use case
KETJE JR KECCAK-p*[200] 16 | lightweight
KETJE SR KECCAK-p*[400]| 32 |lightweight

KETJE MINOR  KECCAK-p*[800] 128 [ lightweight
KETJIE MAJOR KECCAK-p*[1600f 256 | high performance

¢ p denotes the block size absorbed in each ng,
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Related Works

¢ Cube Attack

v proposed by Dinur and Shamir
v they write the ANF of output bit: P = tP, + Q, t is maxterm and P, is superpoly
v exploit the linear superpolys

¢ Dynamic Cube Attack (Dinur and Shamir)
¢ Cube-like Attack, divide-and-conquer (Dinur et al.)

¢ Conditional Cube Attack (Huang et al.)

¢ Linear Structure

11



Cube-like Attack (Dinur et al.)

¢ In the 1st round, cube bits are not multiplied together

¢ Inthe 1st round, only a part of key bits multiply with cube bits
¢ Let k; be the key bits which do not multiply with cube bits {vy,...,V35}
¢ degree of round function is 2
¢ after 6r, kiv4v,...v5, will not appear

0,0({1,0(20]3,0]4,0 0,0(1,0]20)3,0]4,0 0,0 L,LI| ¢ |33]|4+4
0,1(1,1]12,1]3, 141 0,1(1,1]2,1]3,1]|41 3,014110,2)1,3]2,4
0 o p
0,2(L2| ¢c |32]42 0,2(L,2| ¢ |3.2]|4,2 ,02,1[32(43]|0,4
0,3([L,3] ¢ 3343 0,313 ¢ |3,3]43 4,00, 1| L2 ¢ |3,4
0,4(1,4]12,4]3,4|4,4 0,4(1,4]12,4|3,4|4,4 2,0(3,1[42]0,3]|1,4
secret dependent variables C | cube variables
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Auxiliary variables (Dinur et al.)

¢ Auxiliary variables are introduced as follows
¢ Suppose nonce in A[0,1] is equal to key bits in A[0,0]

¢ After 6 p T, the diffusion of the key in A[0,0] is reduced to pink
lanes. Thus, key in A[0,0] will not multiply with cube bits.

0,0 1,02,0]3,0(4,0 0,0(1,0]2,0]3,0(4,0 g 1, 1 C 3,3 |4,4
o 1,1 | 2,1|3,1|41 a |1,1]21]31]|41 3,041 |10,2|1,3 (2,4
0 Top
0,2 1,2 e 3,2 | 4,2 0,2 | 1,2 & 3,2 | 4,2 1,0 |21 3.2 | 4,3 | 0.4
0,3/1,3] ¢ |33]43 0,3/1,3] ¢ |33]43 3,0l alL2] ¢ |34
0,4 11,412,4|3,4|4,4 0,4 11,4 ]2,4| 3,4 | 4,4 2,013114,2)|10,3(1,4
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Linear Structure

¢ Proposed by Guo, Liu and Song at ASIACRYPT 2016

¢ Find ways to get a set of variables that will not multiply together
after the first/second round

0,0|1,0]|2,0]3,0]|4,0 0,0 1,0]20]30)|40 0,0)1,1]2,2)|3,3|4,4 0,0|1,1]2,2]3,3]|4,4

0,111,1]2,1]3,1]|4,1 0,1 (e 2,1 (3,1 |41 3,014,102 |1,3|2,4 3,0141]0,2|1,3]|2,4
Z 7o p oy

0,2 Sl 2,2 | 3,2|4,2 0,21,2|2,2|3,2|4,2 1,02,1(3,2[4,3|0,4 1,0 2,1|3,2|43|0,4

0,311,3|2,3|3,3|4,3 0,31,3)23|3,3|4,3 4,0)0,1]1,2|23|3,4 4,0 10,1 (1,223)3,4

0,4|11,4|2,4|3,4|4,4 0,4 1,4|2,4|3,4|4,4 2,013,114,2|0,3|1,4 2,0(31142|0,3|1,4

Figure. 1-round Linear Structure

14



Our Attacks

¢ Explore the linear structure in small state

¢ Find 32/64-dimension cubes that do not multiply together in the
first round

¢ The cube do not multiply with as many key bits as possible

15



Explore the linear structure in small state

¢ Property 1: In Ketje Sr v1, 32 cube variables do not multiply with 32-
bit keys in A[1, 0] and A[1, 1] in the first round, bits of ci are the cube
variables and c1+c2 = const1, c3+c4 = const2, const1 and const2 are
constants.

0,0 1,0|20]30]4,0 0,0 1,0[20]30]4,0 0,0 1,1[22]33]|4,4
0,1 L,1|21]31]41 0,1|1L1[21]31]41 3,0 (4,1)ep|L3]ey
o Top
cilLz|22|32]|4z2 o L2 Bl s 2|42 1,0 |2,1(3.2(43/0,4
Co|L3|cCg|33]43 Cy|L3|C3|33]43 4,0 [0,1]| L2 | g 3.4
0,4 1L,4|Ccyq[34]44 0,4 1,4] Cq[34]44 2,0 (3,1[42[Cg|L4
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Explore the linear structure in small state

¢ Property 2: In Ketje Sr v1, without considering the last 2-bit padding
in the nonce3,there are 64 cube variables that do not multiply with 16-
bit keys in A[O, 1] in the first round, bits of ciare the cube variables and
c1+c2 = const1,c3+c4+ch+cb6 =const2, const1and const?2 are
constants.

0,0]1,0]20(30/40 0,0 1,0[20/30/40 0,0 1L,1{22|33]|cg

0,1|1,1]21(31]|cCsy L1 2131 |¢s 3,0l cg | 0.2 ¢y |24
0 7Top

021,212,232y 0,2|1,2|22(32|Cyq 1,0[21]32|¢cs|0.4

0,3[cCy|23|33]|cCs 0,3|Cy|23|33]|cCs 4,0]0,1]|1,2(23]3,4

0,4 Co|24|34]| Cq 0,4 Cg | 24|31/ Cg 2,0 (3,1 ¢Cq|0.3]cCo
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Explore the linear structure in small state

¢ Property 3: In Ketje Sr v2, 32 cube variables do not multiply with 56-
bit keys in A[O, 2],A[3, 0], A[3, 3] and half of A[O, 0] in the first round,
bits of ci are the cube variables and c1+c2+c3 = const1, const1 is
constant.

0,01 1,0]20]30]|Cq 0,011,0(2,0]30]Cy 0,07 [N, 15 (B2, 28[58, 35|44
0,1 (1,112,13,1]41 0,1 [WSEES(ENIE 3, 1 [EENl 3,0 [ 4,1 (02 (1,3 2.4
0 Top
0,211,2]2,2|3,2]| Coy 0,2 1,212,232 Co LO[2,1(3,2|Cg|04
0,3 1,3]12,3]33]|Cj3 0,311,3(2,3[3,3]|Cg C; |01[1,2]2,3]3,4
0,4(1,412,4)3,4|4,4 0,4(1,4]2,4(3,4|14,4 2,0(3,1|C9 (0,314
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Explore the linear structure in small state

¢ Property 4: In Ketje Sr v2, 64 cube variables do not multiply with 32-
bit keys in A[3, 0] and A[3, 3] in the first round, bits of ci are the cube
variables and c1+c2+c3 = const1 and c4+c5+c6 = const2, const1and
const2 are constants.

0,0 10| Cy[30] Cy 0,0 [1L,0|¢cy[30]cCy 0,0]1,1[22]33]44
0,1[1L1]Co|31]41 0,1|L1|eg|31]41 3,0(4,1(02]1,3]24
0 7Top
0,2|1,2]22(32]Cs 0,21,2|22](32]|cs 1,0| g [3.2|cg|04
0,31,3|c3[33]cg 0,3|1,3|cg(33]|cCg Cql01|L2]Cg]34
0,4 1,4 243,444 0,4|1,4[24|3,4]|4,4 ci|31|cs|03]1,4
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Dynamic cube variables

¢ Explore the linear structure in small state

P Dynam|C Cube Variables 0,0 |1,0]|20(30]40 0,0/ 1,0]20(30]40 0,0(1,1] ¢ [33]44
a 1,1 (2,1]3,1[4,1 a 1,1 12,1]13,1]4,1 3,0(4,1]10,2(1,3](2,4

. 0 Top
L 4 prOVIde the same cube 0,2|1,2] ¢ [32]42 0,2 12] ¢ [32]42 Lo|21]32|43]04
size with few variable lanes 0.3 |13 [ 33 | 43 0.3 |13 [ %3 | 4.3 40 [ 1.2 BEN 5.4
0,4(1,412,4]13,4|4,4 0,411,412,413,4(4,4 2,0(3,114,2(0,3](1,4
Lower probabilityto o mmmmmmmmmmm
muItipIy together 0,0[1,0[20]30]40 0,0|1,0[20/[30]40 0,0|1,1[22(33]44
dlii]21]31]41 d|Li]21]31]41 3,041 ¢ |1,3]24

0 mop
c |L2l22]32]42 clL2]22]32]42 Lol21]32]43]04
0,3|1,3|23/33[43 0,3|1,3|23]33|43 sold 122334
0,411,4(12,4]3,4(4,4 0,411,4]2,4]13,44,4 2,0(3,114,2]0,3]|1,4

IE' auxiliary variables \E' dynamic variables cube variables

|:| secret dependent variables



6-round Attack on Ketje Sr v1

¢ AJ1,0],A[1,1] will not multiply with cube variable according to Pro

¢ the pink lanes are the key that will not multiply with cube variables

under conditions
i dz = v; D ]{H_g,?: — O, 1, %3 7

di =v; D ki_g D kirg,2=28,9,...,15
L d; = v; b kH_g ¥, ki+24,i =16,17,...,31

N\

0,0 1,0[20(3,0|4,0 0,0]1,0[20]30]4,0 0,0[1,1[22]33/4,4
0,1(1,1[21[31]41 0,1[1,1(21[31]4,1 3,0 (4,1[02]1,3|24
0 Top
0,2(1,2[2232]4,2 0,2(1,2]223,2]4,2 1,02,1(32(4,3]|0,4
0,3]1,3[23]3,3]|4,3 0,3]1,3]2333]/4,3 4,0]0,1(1,2]23]3,4
0,4 |1,4[2,4|3,4|4,4 0,4|1,4(24]3,4/4,4 2,0(3,1[4,2[0,3|1,4
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6-round Attack on Ketje Sr v1

¢ So only 40bits key in A[3,0],A[3,1] and A[4,0] will multiply with cube
variables under conditions, hence affect the cube sums after 6-
round.

i dz = v; D ]{H_g,?: — O, 1, %3 7
di =v; D ki_g D kirg,2=28,9,...,15
| di = v; © kigg @ Kiyoq,0=16,17,...,31

N\

0,0 1,0[20(3,0|4,0 0,0]1,0[20]30]4,0 0,0[1,1[22]33/4,4
0,1(1,1[21[31]41 0,1[1,1(21[31]4,1 3,0 (4,1[02]1,3|24
0 Top
0,2(1,2[2232]4,2 0,2(1,2]223,2]4,2 1,02,1(32(4,3]|0,4
0,3]1,3[23]3,3]|4,3 0,3]1,3]2333]/4,3 4,0]0,1(1,2]23]3,4
0,4 |1,4[2,4|3,4|4,4 0,4|1,4(24]3,4/4,4 2,0(3,1[4,2[0,3|1,4
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6-round Attack on Ketje Sr v1

Preprocessing Phase:

1. Set the A[0,0,{0,1,...,7}] = {0,1,0,0,1,0,0,0} , A[3,1,{8,9, ...,15}] = {1,0,0,0,0,0,
0,0} and A[4,4,{14,15}] = {1,1} to meet the padding rule. Set all other state bits
to 0 (except A[3,0], A[4,0], A[3,1,{0,1,...,7}], A[4,1,0], 32-bit cube variables and
dynamic variables).

2. For the 2% possible values of (A[3,0], A[4,0], A[3,1,{0,1,...,7}]):

(a) A[4,1,0] =0, calculate the cube sums after 6 rounds for all the 32 output bits,
(b) A[4,1,0] =1, calculate the cube sums after 6 rounds for all the 32 output bits,

(c) Store the two 32-bit cube sums in a sorted list I, next to the value of the
corresponding (A3, 0], A[4,0], A[3,1,{0,1, ..., 7}]).

0,0(1,0]2,0(3,0]4,0 OS0N 1,0 280N 3,0 | 4,0 0,01,112,2(3,3[4,4

0,1 |1,1(2,1[3,1]4,1 0,1 (1,1]12,13,1]4,1 3,0(14,110,2]1,312,4
9 Top

0,2(1,2]12,2(3,2]4,2 0,21,2]12,23,2[4,2 1,012,1]3,2(4,3]0,4

0,311,3[2,3]3,3]4,3 0,31,3(2,3]3,3]|4,3 4,010,1(1,2(2,3]3,4

0,4(1,4]12,4|3,4]4,4 0,4(1,4]12,4|3,4|4,4 2,013,1{42]0,3(1,4




6-round Attack on Ketje Sr v1

Online Phase:

1. For each guess of 232 values: kjyg (1 = 0,1,...,7), ki_g ® kips (i = 8,9,...,15)
and k; g @ kiyo4 (1 = 16,17, ...,31), which are used to compute dynamic variables
according to Equation 1:

(a) A[4,1,0] = 0, request the outputs of the 232 messages that make up the chosen
cube (using the same constant as in the preprocessing phase). Note that
according to Equation 1, dynamic variables are computed by the values of cube
variables and the guessed keys. Calculate the 32-bit cube sums.

(b) A[4,1,0] = 1, request the outputs of the 232 messages that make up the chosen
cube (using the same constant as in the preprocessing phase). Calculate the
32-bit cube sums.

(¢) Search cube sums in L.

(d) For each match in L, retrieve (A[3,0], A[4,0], A[3,1,{0,1,...,7}] ) and store all
the candidates combining with 32-bit value of k; 15 (i =0,1,...,7), k;_g ® k13
(Z = 8, 9, ey 15) and ki—l—S © k‘i_|_24 (Z = 16, 17, sy 31)

2. For each candidates, guess the remaining unknown 128 — 40 — 32 = 56 key bits, and

use one (nonce, P,C,T') pair to check to get the full 128-bit key.
24



6-round Attack on Ketje Sr v1

Complexity Analysis. In the online phase, we can get 274 x 240 x 232 = 2% candidates
for 32 + 40 = 72 bits keys, which are k;.s (¢ = 0,1,...,7), ki_s @ ks (2 = 8,9,...,15),
kirs @ kivoq (1 =16,17,...,31) and A[3,0], A[4,0], A[3,1,{0,1,...,7}]. In step 2, we need
256+8 — 964 encryptions to get the full key.

The time complexity of online phase is 232 x 2 x 232 4 264 encryptions. The
time complexity of the preprocessing phase is 240+t1+32 — 973 encryptions. The memory
complexity is 2%° 64-bit words.

_ 965.6
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Other attacks

Table 1: Summary of Key-recovery Attacks on KETJE, KEYAK and KECCAK-MAC

Attacked | Time | Time
Mod
ode Rounds | Online | offline Hlomery S

7/24 20 2 252 DMPT15
KeEccAk-MAC 7?2 4 972 i i [ (WX )
7/12 e 28 943 DMP*15
LAKE KEYAK 8?12 974 i i [[HWX+]]

6/13 265.6 273 240
KETJE SR vl 7513 2113 2115 250 SeCtiOIl 5

6/13 265.6 265 232
KETJE SR. V2 7?13 297 2113 248 SeCtiOIl 6
KETJE JR vl 5/13 212 i ZoE Section 7
KETJE JR v2 5/13 248 250 232 Section 7

6/13 264 64 32
KETJE MINOR/MAJOR v1/2 7?13 596 396 332 Section 7
KETJE SR vl 128-bit nonce 6/13 280 212 210 Section 7
KETJE SR v2 128-bit nonce 6/13 204 20 264 Section 7

26



Th

ank
you
Q?



