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Description of Midori64

» In the past few years, lightweight cryptography has become a
popular research discipline with a number of ciphers and hash
functions proposed;

P The goals of these ciphers range from minimizing the
hardware area (e.g., PRESENT, LED, LBlock) to low latency
(e.g., PRINCE);

» However, the optimization goal of low energy for block cipher
design has not attached much attention.
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Attack Model Key Relatio

Description of Midori64

» Midori is a lightweight block cipher designed by Banik et al.
at ASIACRYPT 2015;

» The goal of Midori is optimized with respect to the energy
consumed by the circuit per bit in encryption or decryption
operation;

» Two versions of Midori:

» Midori64: 64-bit block length, 128-bit key length;
» Midoril28: 128-bit block length, 128-bit key length;
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Attack Model Key Relatio

Description of Midori64

» Midori is a lightweight block cipher designed by Banik et al.
at ASIACRYPT 2015;

» The goal of Midori is optimized with respect to the energy
consumed by the circuit per bit in encryption or decryption
operation;

» Two versions of Midori:

» Midori64: 64-bit block length, 128-bit key length;
» Midoril28: 128-bit block length, 128-bit key length;

b 64-bit data expression (the size of s; is 4-bit):

SO S4 S§ S12
S — S1 S5 So S13
52 S6 S10 Si14
53 S7 S11 S15
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s Attack Model Key Relations

Description of Midori64

» A Midori64 round applies the following four operations:
» SubCell: s; < S(s;);
» ShuffleCell: Each nibble of the state is permuted as follows:

SO S4 S S12 SO S14a S99 St
S1 S5 S9  S13 . 510 Sa4 S3  S13
S2 Se S10 Si4 S5 S11 S12 2
$3 S7 S11 S15 S15 S1 Se S8

» MixColumn:

Sj 01 11 Sj
Sit+1 1 011 Si+1
s | Tl 11 01 Siio
Si+3 1 1 1 O Si+3

» KeyAdd: S < S rk; TCE
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s Attack Model Key Relations

Description of Midori64

» Key-schedule: A 128-bit secret key K is denoted as two
64-bit keys ko and ki, the whiten key and the last sub-key are
ko @ ki, and the sub-key for round i is rki = k(i mod 2) ® @i,
where 0 </ < R — 2 and «; is a constant.

» The total round number of Midori64 is 16

ko®ky ko Ky ko K ko ko®ky
rhy rko rky rka rkis rkia rkis

ShuffleCell
MixColumn
ShuffleCell
MixColumn
ShuffleCell
MixColumn
ShuffleCell
MixColumn
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s Attack Model Key Relations

Description of Midori64

» Key-schedule: A 128-bit secret key K is denoted as two
64-bit keys ko and ki, the whiten key and the last sub-key are
ko @ ki, and the sub-key for round i is rki = k(i mod 2) ® @i,
where 0 </ < R — 2 and «; is a constant.

» The total round number of Midori64 is 16

MixColumn

MixColumn
ShuffleCell

ShuffleCell
MixColumn
MixColumn
ShuffleCell
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Description Reviews Attack Model Key Relations

Definitions and Propositions

Definition 1 (2-9-set)

Let a 2-6-set be a set of 22%* states that are all different in two
state nibbles (active nibbles) and all equal in the other state
nibbles (inactive nibbles).

Definition 2 (Super-box)

For each value of one column of rk3, a Midori Super-box maps one
column of z3 to one column of y,. It consists of one SubCell, one
MixColumn, one KeyAdd and one SubCell.

Z3 Y3 W3 o Xg Ya

SubCell SubCell
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Description

Definitions and Propositions

Proposition 1 (Differential Property of S-box)

Given A; and Ag two non-zero differences, the equation of S-box
S(x)® S(x® A;) = Ao, (1)
has one solution in average.

v

Proposition 2 (Differential Property of Super-box)

Given A; and Ag two non-zero differences in Fyis, the equation of
Super-box

Super — S(x) @ Super — S(x ® A;) = Ao, (2)
has one solution in average for each key value.

y

Z3 Y3 W3 e Xa Ya

SubCell

SubCell
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Definitions and Propositions

Proposition 3 (Partial Differential Property of Super-box)

As shown in the figure below, if the first column of z3 is active only
in the last 3 nibbles, z3[1,2,3]||ya[0, 1,2, 3] has one solution in
average for each Az3[1,2,3]||Aya[0, 1, 2, 3]||rus[1, 2, 3].

X3 23 Y3 W3

KeyAdd
rus (us) rks(ka) X4 Ya
o ’ FE
U

[anY
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Description Def & Pro Attack Model Key Relations

Reviews of Former Works

» Demirci and Selcuk distinguisher. The distinguishers of
Demirci and Selcuk attacks are based on the proposition

below:

Proposition 4

Consider the encryption of a §-set through four full AES rounds.
For each of the 16 bytes of the state, the ordered sequence of 256
values of that byte in the corresponding ciphertexts is fully
determined by just 25 byte-parameters. Consequently, for any fixed
byte position, there are at most 22%° possible sequences when we
consider all the possible choices of keys and J-sets.

N
N

SB,

MC

SR

ARK
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Description Def & Pro Attack Model Key Relations

Reviews of Former Works

» Dunkelman et al. distinguisher. Dunkelman et al. proposed
multiset, key-bridging technique and differential enumeration
technique to improve Demirci and Selcuk’s attack.

» Derbez et al. distinguisher. Derbez et al. proposed efficient
tabulation to improve differential enumeration technique.

Proposition 5 (Differential Enumeration Technique with Efficient Tabulation)

If a message of d-set belongs to a pair conforming to the 4-round
truncated differential trail below, the values of multiset are only
determined by 10 byte-parameters of intermediate states
Az1[0]]|x2[0, 1, 2, 3]|| Axs5[0]||z4[0, 1, 2, 3] presented as gray cells.

% 4 X

A &l

SB MC

1 round
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Description Def & Pro Attack Model Key Relations

Reviews of Former Works

» Li et al. distinguisher. Li et al. introduced the key-dependent
sieve technique. The precomputation procedure allows to deduce
ruz[3,6,9,12] and rks, independently. Meanwhile, by the key-
schedule of AES-192, rk3 = Column 0 and Column 1 of rk,. This
means that the value of the equivalent sub-key rus[3, 6] can be
deduced from rks. The probability of this is 2716.

ru, rKy rks
® FANWAN [ 2K 2K 2K J
Py MC [[A]Al) KS |oleo/@oe®
4; ala]] oejee
° NI, o o0o
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Description Def & Pro Reviews Key Relations

Basic Attack Model

» Precomputation phase:

» Online phase:
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Description Def & Pro Reviews Key Relations

Basic Attack Model

» Precomputation phase:
» In the precomputation phase, we build a lookup table T
containing all the possible sequences constructed from a
2-)-set such that one message verifies Proposition 5.
» Online phase:

Ko K

! m

rirounds

) ’ TCE

>

* <

MITM Attacks on Midori-64 Li Lin, Wenling Wu



Description Def & Pro Reviews Key Relations

Basic Attack Model

» Precomputation phase:

» In the precomputation phase, we build a lookup table T
containing all the possible sequences constructed from a
2-9-set such that one message verifies Proposition 5.

» Online phase:

» Using a large number of plaintexts and ciphertexts, and
expecting that for each key candidate, there is one pair of
plaintexts satisfying the truncated differential trail, use this
pair of plaintexts to build a 2-6-set;

» Finally, we partially decrypt the associated 2--set through the
last r, rounds and check whether it belongs to T.

Ko K

]l [m

rorounds ryrounds r, rounds

. y T
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Description Def & Pro Reviews Attack Model

Key Relations to Improve the Complexity

» By the key-schedule, a lot of key relations can be found.

» These key relations cannot improve the complexity directly.
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Description Def &

Key Relations to Improve the Complexity

» By the key-schedule, a lot of key relations can be found.
» These key relations cannot improve the complexity directly.
P So = Kg, S1 = K; and Ky = K1, Sp US; need to be guessed.

> To(ﬁgo,SléKléKogSo
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Description Def &

Key Relations to Improve the Complexity

4
>
>
>
4

By the key-schedule, a lot of key relations can be found.
These key relations cannot improve the complexity directly.
So = Ko, S;1 = K; and Kg = K3, SgUS; need to be guessed.

To(ﬁgo,SléKléKogSo
So =% S1 % S,

Ko K
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Key Relations to Improve the Complexity

>
4
>
>
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By the key-schedule, a lot of key relations can be found.
These key relations cannot improve the complexity directly.
Sp = Ko, S1 = Kj and Ky = K3, Sp US; need to be guessed.
To(ﬁgo, 81:>K1:>K0E>S0

So 2% S S,

Ko = f(Kl), Wo @ Ko = Xp and W; & K; = Xj.

= f
Ty A7), States, ' = Wo @ F(X1) 2> States.

]](0<L>]K1

== wow xa, I

r, rounds
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Key Relations to Improve the Complexity
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By the key-schedule, a lot of key relations can be found.
These key relations cannot improve the complexity directly.
Sp = Ko, S1 = Kj and Ky = K3, Sp US; need to be guessed.
To(ﬁgo, 81:>K1:>K0E>S0
So 2% S S,
Ko = f(Kl), Wo @ Ko = Xp and W; & K; = Xj.

x=Xo&bf(W1) , T3
T3 <——— = States, x' = Wy & (X;) — States.
» state-bridge technique.

]](0<L>]K1

== wow xa, I
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© Meet-in-the-Middle Attack on 10-Round Midori64
@ 6-Round Distinguisher on Midori64
@ 10-Round Attack on Midori64
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10-Round Attack

6-Round Distinguisher on Midori64

» By the MixColumn Operation:
Zg {

P Since wg[9] = 26[8] ® 26[10] B z6[11], we[10] = z6[8] & 26[9] B z6[11], then
W6[9] (&) W6[10] = 26[9] b 26[10]. Let e, = 26[9] (&) Z@[].O], Eout = X7[9] (&) X7[10],
SO eout = €jp D rks[9] B rks[10].

=)
P P O
P Ok

ISTESSN
y—

TCL

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher on Midori64

Proposition 6 (6-Round Distinguisher)

Let {wg,--- ,wg>®} be a 2-5-set where wy[5]
and wp[10] are the active nibbles. Consider the
encryption of the first 33 values (W, - - - , wg?)
of the 2-0-set through 6-round Midori64, in the
case of that a message of the 2-6-set belongs
to a pair which conforms to the truncated
differential trail outlined in the left, then the
corresponding 128-bit ordered sequence

(el @ €y, -+, €32, @ el,) only takes about
219 yalyes.
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6-Round Distinguisher on Midori64

10-Round Attack

D The output sequence is determined by the 42 nibble-parameters below:

ound 5

ound 6
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10-Round Attack

6-Round Distinguisher on Midori64

P The 42 nibble-parameters is determined by the 27 nibble-parameters:

TCE

>

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher on Midori64

10-Round Attack

P The output sequence can take about 2% values:

o

@T e

Round 1

Round 2

Round 3

—‘ Round 4

Round 5

Round 6

rus (o) rkelka) X

TCL

MITM Attacks on Midori-64

Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table Tq:

yol12 5 2,8.13] xo[12], ws[12]

rug (Uo) rka(ko) X5 Ys s W
‘‘‘‘‘‘‘ | % - rounds
......
rus (u1) rs(ks X6 _¥s % Ws
uuuuuuu n| scan | || Shufecel mixcolum, | Round 6
]
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

b Table Ti:
¥6[12], y5[2, 8, 13] x5(12], ws[12] rks[12]
rug (uo) rka(ko) X5 Ys 5 _ws
uuuuuuuuuuuu -
] Il
rus (uy) rks(ky X ¥ 2z W
P
|
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table Tq:

yol12 5 2,8.13] xo[12], ws[12]

rus (uo) rka(ko l Xs ¥s 25 W
Micolume subcen | | | [ shumece 1] wiscom | ||
xensa
rus (uz) _rks(ks) % ¥ Z We
i 1] 1] ‘ subcell T ] shumece Mixcolume, | Round 6
[
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table Tq:
yol12 5 2,8.13] xo[12], ws[12]

rua (uo) rka(ko ,L Xs Vs 3 W
,,,,,, . T
I |
rus (u) _rks(ka) _ Xs ¥ Z We
...... 17 ‘ ‘ 17 ‘ ‘ swcar | || ‘ ‘ shuffacell_| MisColum: Round 6
[ 1 Il
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T, and T3:

x3 —x3[0,7,9,14],
xs — xa[4,13]

T3
A7[0,1,2,3]
Axs[0, 2, 5,8, 10, 13

2
P

ws[0,2,5,8,10,13]

ruz — rus[0,4,8,12]
7

6[3,12], 5[0, 5, 10]
r, GRS

VT i i e B /NP

x5[0,2,5,8,10,13],
Axs[0,2,5,8,10,13]

wo

e ko) l H:T:H _ H:v\i\:{,,.A HZIFHV H:T:H Round 1
& [N NS N SEE

ey H’E‘ﬁ’q i H:T:H e th:H ‘‘‘‘‘ th:’:‘ MMMM Hﬁi’:‘ Round 2

FHH = HHH HHH H

g g [ pm gl e g
= B T EE

gih gt | g pte g prm
EasmEees aamesss HaE)
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stinguisher

10-Round Attack on Midori64 (Precomputation Phase)

wy

ni- HWL T T T AT
» Table T» and T3: HESTHEE " EH e

Eh gt gloopte gtn g
BNt is S S S £ 2

Ts (&
[0,1,2,3] —x3[0,7,9,14], rus(uo) rhalko) 2 z w;
Aot | e
!
PR FEE e Eh P T
co® i

s e | oo g g g
HHH HHH b&HjWbEHj b&HjT

ruz — rus0,4,8,12]

rki0,1,2,3]
rks[3]

Round 5

53, 12], 5[0, 5, 10]

@Ws [8] = Az[11] —m

Tz

rus (uy) rks(ky) X5 Yo s Ws
Gth (th | mn e gt oprm

rug (Ug) rsko) X

5[0, 2,5,8,10,13],
Axs[0,2,5,8,10,13]
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T and Tsj:

x3 —x3[0,7,9,14],
x4 — xa[4,13]

ws[0,2,5,8,10,13]

T3
A7[0,1,2,3]
Axs[0, 2, 5,8, 10, 13

L
oot

rus — rus[0,4,8,12]

¥6[3,12], 5[0, 5, 10]

PO i I e

Tz

xs[0,2,5,8,10,13],
Axs[0,2,5,8,10,13]

wo

"

i %L EEE R EEea e ez e e

EH==r e ===t

u(u) i (k) l FFT:HWH:T:H ‘‘‘‘‘‘‘ H:T:HW H:T:H Round 2

H:EH T B HH

l SEEEH s as s I e c= Y
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T and Tsj:

x3 — x3[0,7,9,14],
xi — xa[4,13]

wi0,2,5,8,10,13]

5[0, 2,5,8,10,13],
Axs[0,2,5,8,10,13]

@WE[B] = Az11] :ﬁm

Round 1

rug(uo) rkolko) l\
AH..FHH

B I EE =

rus(u) ralki)

Round 2

rua(uo) rkalko) L
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Round 3
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Round 5
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Round 6
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

3%5
s

ruo(uo) ko(ko) x

. l HHH. A o1
» Table T and Ts: BH B BH BEH HE

rug(uy) rky(ky) X
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T, and T3:

ws[0,2,5,8,10,13]

Ayo[0,1 23]
02581013 m_'

rus — rus[0,4,8,12]

x3 —x3[0,7,9,14]
xa — x3[4,13]

ha0,1,2,3]
0z

6[3,12], 5[0, 5, 10]
r, b
we[8] = Azs[11] =
PV i i e B NS

x[0,2,5,8,10,13],
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stinguisher

10-Round Attack on Midori64 (Precomputation Phase)

wo
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Proposition 3...
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stinguisher

10-Round Attack on Midori64 (Precomputation Phase)

Round 0

Round 1

b Table T, and Ts: R HE B B

o B B EE B

x3 —x3[0,7,9,14]
xa — x3[4,13]
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Round 3
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6-Round Distin

guisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T and Ts:

xi — xa[4,13]

T3
Ay[0,1,2,3]
Axs[0,2, 5,8, 10, 13]
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

p Table Ty:

ook up T3
Az1,2],%[0,1,2,3] Ay2[0,1,2,3]

MITM Attacks on Midori-64

x

x3[0,7,9,14], xe — xa[4,13],

4[0,2,5,8,10,13]
Ax[0,2,5,8,10,13]

1,

rks[0,2,5,8,10,13],
rhol5, 10],x [5, 10],wo[5, 10]
rki[0,1,2, 3]

get the 42 nibble-parameters of Proposition 6
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Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Precomputation Phase)

p Table Ty:

ook up T3
Az1,2],%[0,1,2,3] Ay2[0,1,2,3]

x5 - x3[0.7,9,14]

get the 42 nibble-parameters of Proposition 6

wo

%T .
rug(uo)

dth fth | g H?HFH?% FFFH
EiiEpmiziimanizis

rus(u) rhalks)

Round 1

wy
rusfug) thalks)

..... %ET founss

g | we gtn g gt
e BT B B B E

..uu.\ P .

Round 3

rus (u;) rks(ls)

lFFHqFH% ...... T e
H:Hth:H R [N AR Eaes AR

rug (uo) rhs(ko) X
% Tc Eﬂu“d §

MITM Attacks on Midori-64

Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Precomputation Phase)

p Table Ty:

«[0,2,5,8,10,13],
rka[5 10] 115,10], w5, 10]

look up T3
Bz1,2),[0,1,2,3] w—'

get the 42 nibble-parameters of Proposition 6

Round 1
rusfu) hafke)
Round 2
far
Look up Ts
rusfun) alke) Jh % v za ws
G HH e e
B HH E B HH  H
s () otk x A u
MMMMM e s ancae Round 4
Look up Tp e
s ) alle) x5 v

uuuu L_% T T T s

Geh_fth | pn mm mEoEm L

rug (o) rhs(ko) X
% c =

MITM Attacks on Midori-64 Li Lin, Wenling Wu



10-Round Attack

6-Round Di

inguisher

on Midori64 (Precomputation Phase)

p Table Ty:

look up T3
Bz[1,2),[0,1,2,3]

get the 42 nibble-parameters of Proposition 6

rus(u)

rua(uo)

Round 0

Round 1

rka(ks)

Round 2

Look up T3 e

rhalko) Vs z ws

e AL
Hjjj Hjjj SE=5) ‘

U (ug)

rus (ug)

rus (ug)

Look Up Tr e

L—E Fin atn
rhlks)

Round 7

TCL

Round 5

rhs(ko) X

MITM Attacks on Midori-64

Wenling Wi



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

> Table T4Z

ook up T3
Az[1,2],%0[0,1,2,3) [ 220, 1,2,3]

get the 42 nibble-parameters of Proposition 6

w
Round

ru(uo) rko(ko)

e Round 1
ru(us) rky(ki)

s Round 2
rua(ug)

e Round 3
() ) l X W B e
FAH.FH & I_« FH...FHH ... E roune:
tHH  HH HH  HHH

Lookup T, .

rus (uo) rka(ko) X Vs 2 ws.

st Round §

we

EEH WHH © WiH o B

rus (uo) rke(ko) X

MITM Attacks on Midori:

Li Lin, Wenling Wi



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

b Table T2, T2: G R

7O N EEES B HhE Hﬁj‘

(ackt231 8500} A00.1.2.31800. 123 —o(00.1.23]] Wi e i . .
HH...FHH & B A .
m[rkg[g.11]]—{rk,l[9,11]] HH HH HH HH HHH H:HﬂT
T52 \ rus (ug) ks (ko) X Yo =
(ac(s,9,10,11], A28, 9])—»[AXD[3.9. 10,11, Ayo[8,9, 10, llP]'Jm‘»Lxlg[& 9,10, 11]] ““““ l = ‘

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

et | g p g o
» Table T2, TZ: EEHEEH T HHH HHH

L‘ 6-round distinguisher }——‘
(@il (ol —{ai131) P

7O N ™ EEE T R H ]
(Ac[o,1,2,3],Az8[0,1]]—.[AXQ[0,1,2,3],Ayg[o,1,2,3L)ﬁf59[o.1,2,3]] ) rhotk) i .
mmmmmm e L HFH . A B HHH

% B = % ws
o)) koo, 1))k qo)  EEH HEH T BEH B HE HjjjT
T52 \ rus (uo) ks (ko) -

(AC[B,Q,IO,11],AQ[8,9])—>[AX9[8,9,10,11],Ayg[8,9,10,11F]J—_:Lxlg[8.9.10.11]] ™ e &E‘:H"}ﬂjjj ‘

rug(UoBus) ko (ko Bky) c

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

e @L e ate A A
» Table TQ, TZ: === e el

L‘ 6-round distinguisher }——‘

(@)

(acio,1,2,3],420, 1]]—{AXQ[0. 1,2,3].Ay0[0,1,2, 3L)—>(JXQ 0,12, 3]] o) ot

C[9,11] |—{ rko[9, 11] |—{ rk—1[0, 11 L
.11l role, 1] kel 1l Proposition 1.
T52 \ rus (Uo) rks (ko) X s

fAc[a,g,w,11],A4[8,9]]—>[Axg[8.9,10.11],Ayg[s,9,10,1£]th€[8.9.10.11]] %
rposit

rus(uo®ur) ks (ko D ki) <

T3

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table 79, TZ: G- o

(G (ot 3 (a3 . -
72 N ipiiiigiiiipiiiiny
(acp, 1,2,3],Azs[o,1]]_.[Axg[o,1,2,3],Ayg[o, 1,2,3L)f.ffg[o. 1_2.3]] ooy ot i " P .
HH A & A B P
(o) —{ olo. 11— rhcato. 1) HH HH I%jpjosit%:r‘]j% HH Hj:HT

7’52 \ s )

rks (ko) Xs Yo
(AC[S,Q,IO,11].Azg[8,9])—>[Axg[8,9,10.11],Ay9[8,9,lo,llF‘]J—erlq[B,Q.lO.11]] %&%L@*@—‘

s (U®uy)  rhs (kg Bky)

s

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

und 0

EEE O T &m@j

L‘ 6-round distinguisher }——‘
x v z Wy
U, (ug) o (ki)

dth fth | mn mtn gt gt

» Table T (State-Bridge
Techinique):

rug(1,8] @ rug[1,8]

x = 28[1,8] @ rus[L,8] & rug[1,8]

Round 9

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T (State-Bridge
Techinique):

(19,10}, Ax[9] rle] = Al }Am[g, 10179, IO]HAXH[O‘Z,&Q. 10.11]]

Round 8

rus (uo)

1 (uo) rs (ko) X Yo
e ) = D
.....
x = 2[1,8] & rug[1, 8] & rus[1,8] B
rug (up @ uy) rko (ko @ ky) <

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

P

rusluBug)  rkalko Fha) 'L X

e - H%H
. B T e B B B
» Table T (State-Bridge _
Techinique):

L‘ 6-round distinguisher }——‘

x7[9] = Axz[10}
(339,10, 27191 - ———"+{ 'Ayy 9, 10]y7 [0, ID]HAXE[O‘Z,&Q.\ID. u]] rup(us) ;
Proposition 1 [0,2,3,9, 10,11], o Round 8
7

rur[1, 8] rug[1,8] @ rug[1,8] ’:T:ﬁ:‘m ﬁ:ﬁ):{ J\ HIXFH . HIYFH X =ru;[1,8] ®z4[1,8] .
tHH - HH HH

und 9

x = 2s[1,8] @ rug[1,8] @ ruo[1,8]

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

» Table T (State-Bridge
Techinique):

N
7
B

(19,10}, Ax7[9] rlo] = Al }Ayy[g,10]‘y7[9.10]]——[Axa[0‘2,3.9.10.11]] ruy (ug)
[]

Round 8

() ks (ko) % Vo

DS e =B B W e o L ki e B
e

x = z3[1,8] @ rug[1, 8] @ rug[1, 8]

TCL

>

Li Lin, Wenling Wu
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6-Round Distinguisher

10-Round Attack on Midori64 (Precomputation Phase)

> Ta ble T7 . L‘ 6-round distinguisher

/V U (u;) o (ki) i X ¥e - 2 ws
ruz[1, 8], rugl0,1, 6,8,9,14] @ & @@ MMMMM @T ,

i

i

g

%
2L E

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can
get 247 pairs. Choose 229 structures to get about 276 pairs.
About 298 pairs to verify that AC[6, 14] = 0;

Round 0

Round 7

Round 8

FHHH i |

) k(@) c

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can
get 247 pairs. Choose 229 structures to get about 276 pairs.
About 298 pairs to verify that AC[6, 14] = 0;

Round 0

} For each of the 298 remaining pairs:
} Guess AWU [5, 10], deduce Ayy. Deduce xp, then L‘ 6-round distinguisher }——‘

deduce rk_1;
N " 5 w

—‘ Round 8

FFER™ R e EE |

(o ®uy) ks (ko D) C

rus (uo)

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can
get 247 pairs. Choose 229 structures to get about 276 pairs. )
About 298 pairs to verify that AC[6, 14] = 0;

Round 0

} For each of the 298 remaining pairs:

D Guess AWU[S 10], deduce Ayy. Deduce xp, then
deduce rk_1;

Round 7

Round 8

SRR Lt
EEE T EE ™ HE T HH

TCL

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224 plaintexts where

P[1,3,6,9, 11, 14] takes all the possible values, then we can

get 247 pairs. Choose 229 structures to get about 276 pairs.
About 2% pairs to verify that AC[6,14] = 0;

} For each of the 298 remaining pairs:

D Guess AWU[S 10], deduce Ayy. Deduce xp, then

deduce rk_1;

MITM Attacks on Midori-64

Proposition 1

Li Lin, Wenling Wu

Round 0

Round 7

Round &

Round 9



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224 plaintexts where

Po, P1,ueey P22 7
P[1,3,6,9, 11, 14] takes all the possible values, then we can Proposition 1 E—‘

get 247 pairs. Choose 229 structures to get about 276 pairs.
About 2% pairs to verify that AC[6,14] = 0;

} For each of the 298 remaining pairs:

D Guess Awg|5, 10], deduce Ayy. Deduce xp, then L

deduce rk_1;

D Deduce 20[4,6,7,8,9,11], Change the value of

wp[5, 10] to be (0,1, - - -, 32) and compute their ‘ FFT:HW qu’quﬂﬁqqmﬂiﬂ

corresponding plaintexts (PO, Pl,
get the corresponding ciphertexts;

MITM Attacks on Midori-64

. P32), then oy b b B ‘

) (u,l o (k)

————— %%@7

rus (ug) ks (o)

TNl TR
o b b

I < Cy, Cyy Cay

Li Lin, Wenling Wu

Round 0

Round 7.

Round &

Round s



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

Po, P1,..., P32
> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can
get 247 pairs. Choose 229 structures to get about 276 pairs.
About 298 pairs to verify that AC[6, 14] = 0;

Proposition 1 ...

Round 0
} For each of the 298 remaining pairs:
D Guess AWU[S 10], deduce Ayy. Deduce xp, then

deduce rk_1;

D Deduce 20[4,6,7,8,9,11], Change the value of
wp[5, 10] to be (0,1, - - -, 32) and compute their

corresponding plaintexts (P°, P1, ... | P32) then
get the corresponding ciphertexts;
D For each of the deduced rk_1[1, 3,6, 9,11, 14], ur(u)

compute rkg[1, 3] and rkg[9, 11]. Look up Tg and
T2, deduce xg[0, 1,2, 3], Az|0, 1] and

Round 7

Round &

fﬁf[;s 9101](? 11], Azg[8, 9], deduce rko|0, 2] and S l T mm
HH HH S HH HH ‘

MITM Attacks on Midori-64 i Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can
get 247 pairs. Choose 229 structures to get about 276 pairs.
About 298 pairs to verify that AC[6, 14] = 0;

} For each of the 298 remaining pairs:

D Guess Awgl[5, 10], deduce Ayg. Deduce xg, then

deduce rk_1;

D Deduce 20[4,6,7,8,9,11], Change the value of
wp[5, 10] to be (0,1, - - -, 32) and compute their
corresponding plaintexts (P°, P1, ... | P32) then
get the corresponding ciphertexts;

D For each of the deduced rk_1[1, 3,6, 9,11, 14],
compute rkg[1, 3] and rkg[9, 11]. Look up Tg and
T2, deduce xg[0, 1,2, 3], Az|0, 1] and
x9[8, 9, 10, 11], Azg[S 9], deduce rkg[0, 2] and
rko[8, 10];

Po, P1,..., P3p e

Proposition 1...

s Bu)  klko®h)
i

L‘ 6-round distinguisher }——‘
% v u W

rus u) rha ko) % v

s 0o Su,)

MITM Attacks on Midori-64 Li Lin, Wenling Wu
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Round 9



6-Round [

nguisher

10-Round Attack on Midori64 (Online Phase)

> Define a structure of 224

plaintexts where

P[1,3,6,9, 11, 14] takes all the possible values, then we can

get 247 pairs. Choose 229

structures to get about 276 pairs.

About 2% pairs to verify that AC[6,14] = 0;

} For each of the 298 remaining pairs:

>
>

Guess AWU[S 10], deduce Ayy. Deduce xp, then
deduce rk_1;

Deduce 74, 6,7, 8,9, 11], Change the value of
wp[5, 10] to be (0,1, - - -, 32) and compute their

corresponding plaintexts (P°, P1, ... | P32) then

get the corresponding ciphertexts;

For each of the deduced rk_1[1, 3, 6,9, 11, 14],

compute rkg[1, 3] and rkg[9, 11]. Look up Tg and
T2, deduce xg[0, 1,2, 3], Az|0, 1] and

x9[8, 9, 10 11], Azg[S 9], deduce rkg[0, 2] and
rkg

Guess AZg [6, 14], deduce Columns 1 and 3 of Axg,

then deduce Columns 1 and 3 of rkg and xg.
Deduce rug[1, 8] and wg[1, 8], so

x' = rug[1, 8] @ Wgl1, 8] can be deduced. Look up
Te to deduce yg and ruz[1, 8]. Then deduce rug;

Po, P1,..e; P3p e

Proposition 1

Round 0

Round 7

Round &

rus ) ks (o)

Round 9

MITM Attacks on Midori-64

Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

Po, Py,..., P32 e
> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can
get 247 pairs. Choose 229 structures to get about 276 pairs.
About 298 pairs to verify that AC[6, 14] = 0;

Proposition 1,

Round 0

} For each of the 298 remaining pairs:

D Guess AWU[S 10], deduce Ayy. Deduce xp, then L‘ 6-round distinguisher }__‘
deduce rk_1;
D Deduce 20[4,6,7,8,9,11], Change the value of -
wp[5, 10] to be (0,1, - - -, 32) and compute their -
corresponding plaintexts (P°, P1, ... | P32) then found?

get the corresponding ciphertexts;

D For each of the deduced rk_1[1, 3,6, 9,11, 14],
compute rkg[1, 3] and rkg[9, 11]. Look up Tg and
T2, deduce xg[0, 1,2, 3], Az|0, 1] and
x9[8, 9, 10 11], Azg[S 9], deduce rkg[0, 2] and

rkg

> Guess AZg [6, 14], deduce Columns 1 and 3 of Axg,
then deduce Columns 1 and 3 of rkg and xg.
Deduce rug[1, 8] and wg[1, 8], so

) wall g, R < C,, Gy Coy
x' = rug[1, 8] @ Wg[1, 8] can be deduced. Look up E_“

’
Te to deduce yg and ruz[1, 8]. Then deduce rug;

Round &

Round 9

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

Po, Py,..., P L4
> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can .
Proposition1 .,

get 247 pairs. Choose 229 structures to get about 276 pairs. B rallo®k) w0
About 2% pairs to verify that AC[6,14] = 0; - @

} For each of the 298 remaining pairs:

Round 0

D Guess Awg[5, 10], deduce Ayg. Deduce xg, then . . ‘ 6-round distinguisher

deduce rk_1; State Bridge Techinique
D Deduce 20[4,6,7,8,9,11], Change the value of 7= TU[1,8] @ w1, 8 =

5,10] to be (0,1, - - - , 32) and te thei —aL f s ; : s

wl! ] .o e ( ) 3 ) fn compL312e eir ALY R n s en g asan gy nns [ auns! o

corresponding plaintexts (P°, P*, - - - | P>%), then Look up T, HH B HH B

get the corresponding ciphertexts; —
D For each of the deduced rk_1[1, 3, 6,9, 11, 14], ruz(u) 75 W

Round 8

compute rkg[1, 3] and rkg[9, 11]. Look up Tg and
T2, deduce xg[0, 1,2, 3], Az|0, 1] and
x9[8, 9, 10 11], Azg[S 9], deduce rkg[0, 2] and
rkg

> Guess AZg [6, 14], deduce Columns 1 and 3 of Axg,
then deduce Columns 1 and 3 of rkg and xg. e Ca
Deduce rug[1, 8] and wgl[1, 8], so — T oo Cues G2
x' = rug[1, 8] @ Wgl1, 8] can be deduced. Look up
Te to deduce yg and ruz[1, 8]. Then deduce rug;

Round 9

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round [ nguisher

10-Round Attack on Midori64 (Online Phase)

Po, P1,..., P3p_®
> Define a structure of 224 plaintexts where
P[1,3,6,9, 11, 14] takes all the possible values, then we can .
47 3 29 76 A Proposition 1
get 2°' pairs. Choose 2“7 structures to get about 2'° pairs. B ralla®h)

About 208 pairs to verify that AC[6, 14] = 0; %_ﬁ, ﬁ_ @%—‘ Roundo

D For each of the 208 remaining pairs: -
} Guess Awg|[5, 10], deduce Ayg. Deduce xg, then L
deduce rkO[l, ) o 0 State Bridge Techmlque G-round distinguisher
D Deduce 20[4,6,7,8,9,11], Change the value of 2= 1U,[1,8] ® W,[1,8}

wp[5, 10] to be (0,1, - - -, 32) and compute their =2,[18]® ru,[1.8]

corresponding plaintexts (P°, P1, ... | P32) then Look upT, %_\%—ﬂ%—‘ found?
get the corresponding ciphertexts;

D For each of the deduced rk_1[1, 3,6, 9,11, 14], ruz(Uy) L
compute rkg[1, 3] and rkg[9, 11]. Look up Tg and e
T2, deduce xg[0, 1,2, 3], Az|0, 1] and Loo
x98,9, 10, 11], Azg[S 9], deduce rkg[0, 2] and in wl L - v

rko[8, 10]; ﬁﬁ- E— o
D Guess Azl6, 14], deduce Columns 1 and 3 of Axg,

then deduce Columns 1 and 3 of rkg and xg. u oo -

Deduce rug[1, 8] and wg[1, 8], so T L

X' = rug[1, 8] ® Wg[1, 8] can be deduced. Look up  FHH E E

Te to deduce yg and ruz[1, 8]. Then deduce rug;

} Using these keys and T7 to deduce Aeyyr from the
ciphertexts, Check whether it lies in the
precomputation table Tj. If not, try another one. If
so, we check whether ruy |0, 9, 14]|[ruz[1] matches
g0, 9, 141 ruy [1].

Round &

MITM Attacks on Midori-64 Li Lin, Wenling Wu



6-Round Distinguisher

Complexity Analysis

» In the precomputation phase, in order to construct T4, we need to
perform 2194 partial encryptions on 33 messages.

b In the online phase, we need to perform 229168 partial encryptions
on 33 messages.

» With data/time/memory tradeoff, the adversary only need to
precompute a fraction of 278> of possible sequences, and in the
online phase, repeat the attack 28° times to offset the probability of
the failure. Otherwise, Using the relation of rus[1], the attack can
be divided into 2% weak-key attacks.

b In total, the time complexity of this attack is 2% 10-round

Midori64 encryptions, the data complexity is 261
and the memory complexity is 2927 64-bit blocks.

chosen-plaintexts

TCL

MITM Attacks on Midori-64 Li Lin, Wenling Wu
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Meet-in -Middle Attack on 11-Round Midori64

yo — ys[6,14]

ru[0,1,6,8,9,14]

Y
osition
Prop! Round 0

Ax[0,2,3,9,10,11],
— Azg[4,11]

Proposition 1

x[0,2,3,9,10,11],
¥.[0,2,3,9,10,11]

(xlo, m],A)q[gﬂw{]Aw[g, 101,479, 10]]—'[Axa[0, 2,3,9,10, u]])

Round 7

X = 2[0,1,6,8,9,14] & ruro[0, 1,6,8,9,14] & rug[0, 1,6,8,9,14]

Round 8

» The precomputation phase is the same as
the 10-round attack, except the online

Round 9

phase and the tables for online phase. P l .
» Te (State-Bridge Technique) HEHE ™ B HH |

TCL
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Meet-in -Middle Attack on 11-Round Midori64

0. g B up) o o
0al0,1,6.8 9\141 5,14 % . %T rono
x[0,2,3,9,10,11],
¥.[0,2,3,9,10,11] 6-round distinguisher

(9] = Axr[10} x » .y
(3719,20, Axgfo] -—— > Ays[9, 10].y7(9. 10] | —{ Ax6[0,2.3,0,10,11]
{ [ ) THET %T -
X = 20[0,1,6,8,9,14] @ ruy0[0,1,6,8,9, 14] & rug[0,1,6.,8,9, 14] Proposition 1 e
n
i -

Round 9

yo — ys[6,14]

proposition 1

Ax[0,2,3,9,10,11],
— Azg[4,11]

Proposition 1

ruy(ug) i (k)

rus(ug) ks (k) o

» The precomputation phase is the same as %_
the 10-round attack, except the online
phase and the tables for online phase. R l . W

A & .. A Found 10

b To (State-Bridge Technique) O £ I ER A

run(upBur)  rkao ko ) Lﬁ

TCL

Wenling Wu

MITM Attacks on Midori-64



Meet-in -Middle Attack on 11-Round Midori64

o) rlloSk)

yo — ys[6,14]

ru[0,1,6,8,9,14]

proposition (¥ — (6, 14 —{ rs[0,1,6,8, 9 14] == & 16 1'6.8,0,14] | [ e

Round 0
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» Precomputation phase:

) By guessing the 58 nibble-parameters,
we can deduce Aeyyr from 2-4-set;

D If a pair of messages conforms to the
truncated differential trail, the above
58 nibble-parameters are determined by
the 41 nibble- parameters.

P There are 10 key-relations in this
distinguisher, then 58 nibble-
parameters can take about 212* values.
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» Table T; (State-Bridge Technique).
» At the construction of Table Tj.
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» Table T; (State-Bridge Technique).
» At the construction of Table Tj. T

» The online phase is almost the same as
the 11-round attack.
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Conclusions

» In this paper, we discussed the security of Midori64 against
meet-in-the-middle attacks. To the best of our knowledge,
this is the best attack on Midori64 in the single-key setting.

» The differential enumeration, key-bridging and key-dependent
sieve techniques are used.

» We propose the state-bridge technique to use some key
relations that are quite complicated and divided by some
rounds to achieve the complexity lower bound.
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Thank you for your attension!
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