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AEZ - Summary

= submitted by Hoang, Krovetz and Rogaway to the CAESAR
competition in 2014

= encode-then-encipher, plaintext expanded before encryption

= high-resilience against nonce/decryption misuse

= Robust Authenticated Encryption model
= not attainable by online AE schemes

= versions submitted:

= AEZ v1-3 initial versions - 1st round
= AEZ v4.x targeted version - 2nd (v4.0,v4.1) and 3rd (v4.2) round



AEZ - Security Claims

Security property Query complexity (block) Time complexity

Confidentiality 255 0128
Authenticity 255 9128
Robust AE 255 9128

244

Data limitation: up to blocks can be processed under the same key

(safety margin as compared to 2°°)

= nonce and decryption misuse resistant
= strongest security claims among CAESAR candidates

= no beyond-birthday bound security claim

How resilient is AEZ when approaching the birthday bound?



AEZ - Former Analysis Results / Our contribution

AEZ version  Data complexity (blocks)  Success prob. Ref.
AEZ v3 206-6 1 [FLS15]
AEZ v3 2% 2742 [FLS15]

= AEZ v3.0: key-recovery attack by Fuhr, Leurent and Suder [FLS15]

= nonce-reuse scenario

= birthday complexity



AEZ - Former Analysis Results / Our contribution

AEZ version  Data complexity (blocks)  Success prob. Ref.
AEZ v3 206-6 1 [FLS15]
AEZ v3 2% 2742 [FLS15]

AEZ v4.x 206-5 0.5 Our attack
AEZ v4.x 2% Dl Our attack

= AEZ v4.x: key-recovery attack

= modifications between AEZ v3 and v4 aimed at thwarting the
[FLS15] attack

= same attack model and still of birthday complexity

= targets another part of AEZ

Is AEZ v4.1 Sufficiently Resilient Against Key-Recovery Attacks?



AEZ - Overview

Sub-key
derivation

— [, J,L AEZ-hash

|P|=|P|+7 plaintext (expansion)
ICl=|P|+T ciphertext

|K|>128 key (default value 384)
,1J1,IL] = 128 sub-key

[N| =128 nonce

IA T =128 plaintext expansion

Encryption

P=Plor |, Yes| pEz-tiny

AEZ-core

No

A associated data

Encode-then-encipher: no tag, zeros
than P

appended to P, ciphertext larger



AEZ - Tweakable Block Cipher

AEZ uses an AES-based TBC EL’

= based on XE or XEX construction

= given a tweak value (j, 1), Ek"(X) is defined as follows:
XE
EL/(X) = AESA(X @ O5) &0k, [Jii
XEX

oy depend linearly on /,J and L

AES4: 4-round AES, good differential and linear security bounds for
independent sub-keys.
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AEZ - Cryptanalysis




Our attack - Overall Structure

Attack  Data complexity (blocks) Success prob.

44 5—45.6
Phase 1 266.5 0.5
Phase 2 2346 1

Full secret material (namely /, J, L) can be retrieved with a 2-phase
nonce-reuse attack

= Phase 1: birthday-bound attack to recover sub-key /

= Phase 2: differential attack on an appropriate AES4 instance to
recover full secret material

Note: J and L can also be recovered with a birthday attack



Phase 1 - Birthday-Bound Attack

Let H(B) = Ex(B & O') & Ex(B & 0?)

01
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Ex

If B’ = B® O ® O? we remark that H(B) = H(B’), birthday complexity
to recover O & 0?
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Phase 1 - Recovery of Sub-key /

Encryption associated with B

ox]  [&]

P-1,2/«—

B2t

Note: = AES4« (B @ 8l) — AES4x(B @ 9/)
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Phase 1 - Recovery of Sub-key /

Encryption associated with

& |
L»@f—x‘—f—f—‘
T
8/ a9l =1 s
D1, 20|
If B/ = B | then C, 5 — C, 5 (collision)! a——«é
oas

Note: — AES4x (B @ 8/) = AES4x(B @ 9/)
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Phase 1 - Recovery of Sub-key /

Recovery of Sub-key /

1. For MANY values of B, collect the corresponding values C, g

2. If a collision occurs, i.e. C, g = C, g/, this suggests | = B & B’
(false alarms can be easily discarded)

Success probability MANY (block)

0.5 AL
0—45.6 044
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Phase 2 - From Sub-key / to Sub-keys J and L

(7] [(~]  [A]
L
A
A o1}
= Phase 1: sub-key / recovery N
0.4 -1, 1B
= Phase 2 (NOW): leverage
the knowledge of / to recover ?
sub-keys J and L 3 2 s
Pe-1,2+—
= Targeted part: AES4 on the .
P, part {0 4”‘5
o
(]
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Phase 2 - Appropriate AES4 instance

Let P= P, || 02| P, || 07, we have
—_——— N —

Py, Py Py, Py

X = AES4g(P,®4l)® C, C constant

Since the sub-key / is known from the Phase 1 we have

P—=
B
O~—1=]
Se—r
D0

SB|SR|MC SB|SR|MC SB|SR|MC

SB(SR|MC

Predictable

Differential attack on a 3-round AES4
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Phase 2 - AES4 Attack - Difference Propagation

Inject differences on P, and Py

; 5 =4,
Aodef0T}
a -1, 1D

D1, 2/«
S LXInt R EEIN S
94

if 6, = 6, then 5, =0
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Phase 2 - AES4 Attack - 4-1-4 Differential Pattern

SB SR

aesr
p— 2724'

aesr I

MC
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Phase 2 - AES4 Attack - Use Of Structures

aesr aesr SB SR MC

p:2’24' ‘I 7

PROBLEM: 232 x 232 — 264 tests, too much!
SOLUTION: use (P,,Py) € U x (X UX') where U, X and X’ are small

structures

= reduces the number of input values P, to 23

= due to the MixColumns linearity, the number of output values P,
can be reduced to 2 x 2'© values

RESULT: only 2 x 213 x 216 = 230 tests to find a good pair of
differences!
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Phase 2 - AES4 Attack - 4-1-4 patterns

= a good pair of differences reduce the number of possible values for 4
bytes of J and L

= rotating the columns of the 4-1-4 pattern allows to target the other
parts of J and L

aesr [ aesr

- ﬁ E
aesr | | aesr | |

o % E
aesr aesr

. @ I
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Summary - Attack Complexity

Attack Data complexity (blocks) Success prob.

244 2—45.6
Phase 1 266.5 0.5
Phase 2 2346 1

= Key search: time complexity 2** = success probability 278

Data complexity (block) Success probability

244 2—45.6
266.5 0.5
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Conclusion




AEZ Security - Conclusion

Our attack highlights some security limitations of AEZ v4.1

= modifications made to AEZ v3 to thwart the key-recovery attack
[FLS15] were inefficient
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Thanks for your attention ©®
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