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Abstract. For Arithmetization-Oriented ciphers and hash functions Grébner basis
attacks are generally considered as the most competitive attack vector. Unfortunately,
the complexity of Grobner basis algorithms is only understood for special cases, and
it is needless to say that these cases do not apply to most cryptographic polynomial
systems. Therefore, cryptographers have to resort to experiments, extrapolations
and hypotheses to assess the security of their designs. One established measure
to quantify the complexity of linear algebra-based Grobner basis algorithms is the
so-called solving degree. Caminata & Gorla revealed that under a certain genericity
condition on a polynomial system the solving degree is always upper bounded by the
Castelnuovo-Mumford regularity and henceforth by the Macaulay bound, which only
takes the degrees and number of variables of the input polynomials into account. In
this paper we extend their framework to iterated polynomial systems, the standard
polynomial model for symmetric ciphers and hash functions. In particular, we prove
solving degree bounds for various attacks on MiMC, Feistel-MiMC, Feistel-MiMC-Hash,
HADES and GMiMC. Our bounds fall in line with the hypothesized complexity of
Grobner basis attacks on these designs, and to the best of our knowledge this is the
first time that a mathematical proof for these complexities is provided.

Moreover, by studying polynomials with degree falls we can prove lower bounds on the
Castelnuovo-Mumford regularity for attacks on MiMC, Feistel-MiMC and Feistel-MiMC-
Hash provided that only a few solutions of the corresponding iterated polynomial
system originate from the base field. Hence, regularity-based solving degree estima-
tions can never surpass a certain threshold, a desirable property for cryptographic
polynomial systems.
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1 Introduction

With the increasing adaption of Multi-Party Computation (MPC) and Zero-Knowledge
(ZK) proof systems new ciphers and hash functions are needed to implement these con-
structions efficiently without compromising security. These new cryptographic primitives
are commonly referred to as Arithmetization-Oriented (AO) designs. The main objective
of AO is to minimize multiplicative complexity, the minimum number of multiplications
needed to evaluate a function. However, this comes at a cost: a very simple algebraic
representation. Examples of recently proposed AO ciphers and hash functions are LowMC
[ARST15], MiMC [AGR™16], GMiMC [AGP*19a], Jarvis [AD18], HADES [GLR"20], Po-
SEIDON [GKR 21| and POSEIDON2 [GKS23], Vision and Rescue [AAB*20], Ciminion
[DGGK21], Reinforced Concrete [GKL'22|, Anemoi [BBC'23|, GRIFFIN [GHR'23],
Hydra [GOSW23] and Arion [RST23]. Unfortunately, with AO an often-neglected threat
reemerged in cryptography: Grébner bases. While being a minor concern for well-
established ciphers like the Advanced Encryption Standard (AES) [BPW06, DR20], certain
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proposed AO designs have already been broken with off-the-shelf computing hardware
and standard implementations of Grébner bases, see for example [ACGT19, GKRS22].
Therefore, to ensure computational security against Grobner basis attacks cryptographers
ask for tight complexity bounds of Grébner basis computations [AAB*20, SS21].

Unfortunately, the Grobner basis cryptanalysis of the aforementioned AO designs is
lacking mathematical rigor. Broadly speaking, the Grobner basis analysis of AO designs
usually falls into two categories:

(I) It is assumed that the polynomial system satisfies some genericity condition for which
Grobner basis complexity estimates are known. E.g., being regular or semi-regular.

(IT) Empirical complexities from small scale experiments are extrapolated.

In this paper on the other hand, we present a rigor mathematical formalism to derive
provable complexity estimates for cryptographic polynomial systems. In particular, we
rigorously obtain Grébner basis complexity estimates for various attacks on MiMC, Feistel-
MiMC, Feistel-MiMC-Hash, HADES and GMiMC. We note that our bounds fall in line with
the hypothesized cost of Grobner basis attacks on these designs (see [GLR ™20, §4.3] and
[AGP"19a, §4.1.1]). To the best of our knowledge these are the first rigor mathematical
proofs for the Grobner basis cryptanalysis of these designs. Moreover, for MiMC, Feistel-
MiMC and Feistel-MiMC-Hash we prove limitations of our complexity estimations, i.e., we
derive lower bounds which can never be surpassed by our estimation method.

The cryptographic constructions of our interest all follow the same design principle.
Let F, be a finite field with ¢ elements and let » > 1 be an integer, one chooses a round
function R : Fj x Fy — Fy, which depends on the input variable x and the key variable y,
and then iterates it r times with respect to the input variable. Such a design admits a
very simple model of keyed iterated polynomials

Fr(xi-1,y) =% =0, (1)

where Fr denotes the polynomial vector representing the round function R, the x;’s
intermediate state variables, y the key variable and xo,x, € Fy a plain/ciphertext pair
given by the encryption function. This leads us to standard Groébner basis attacks on
ciphers which proceed in four steps:

(1) Model the cipher function with an iterated system of polynomials.

(2) Compute a Grobuner basis with respect to an efficient term order, e.g., the degree
reverse lexicographic order.

(3) Perform a term order conversion to an elimination order, e.g., the lexicographic
order.

(4) Solve the univariate equation.

Let us for the moment assume that a Grobner basis has already been found and focus
on the complexity of the remaining steps. Let I C Fy[x1,...,z,] be a zero-dimensional
ideal modeling a cipher, and denote with d = dimp, (Fy[x1,...,2,]/I) the F,-vector space
dimension of the quotient space. With the original FGLM algorithm [FGLM93] the
complexity of term order conversion is O (n . dg), but improved versions with probabilistic
methods achieve O (n - d*) [FGHR14], where 2 < w < 2.37286 [AW21], and sparse linear

algebra algorithms [FM17] achieve O (\/ﬁ ‘ d2+n%>. To extract the Fg-valued roots of the

univariate polynomial most efficiently we compute its greatest common divisor with the
field equation 27 — x via the algorithm of Bariant et al. [BBLP22, §3.1]. The complexity
of this step is then

(’)(d -log(q) - log(d) - log (log(d)) + d - log(d)* - log (log(d))), (2)



Matthias Johann Steiner 359

provided that d < q otherwise one has to replace the roles of d and ¢ in the complexity
estimate.

Furthermore, in [FP19] it was proven that one can also use d to upper bound the
complexity of linear algebra-based Grébner basis algorithms. Since d is in general not
known one has to estimate d via the Bézout bound.

To the best of our knowledge, the aforementioned AO designs all admit a very high
quotient space dimension. Hence, to improve the capabilities of Grobner basis attacks one
must reduce this dimension. For this problem we have two generic approaches:

(i) Alter the standard representation, e.g., choose polynomials in the model which
approximate the round function with high probability. This approach was successfully
deployed in [ACGT19, GKRS22].

(ii) Add polynomials to the system to remove parasitic solutions that lie in algebraic
closure. E.g., the polynomial system for an additional plain/ciphertext pair or the
field equations. This approach is the concern of this paper.

If one successfully filters all solutions from the algebraic closure, then one expects that
steps (3) and (4) are not a major concern anymore. Therefore, we need tight estimates for
the complexity of Grébner basis computations.

1.1 Contributions & Related Work

Our main tool to bound the complexity of Grobner basis computations will be the solving
degree of linear algebra-based Grobner basis algorithms which was first formalized in [DS13].
Linear algebra-based Grobner basis algorithms perform Gaussian elimination on matrices
associated to a polynomial system. Given the number of equations, the number of variables
and the solving degree one can then estimate the maximal size of these matrices and
henceforth also the cost of Gaussian elimination. In [CG21] the solving degree was upper
bounded via the Castelnuovo-Mumford reqularity if the polynomial system is in generic
coordinates. This genericity notion can be traced back to the influential work of Bayer &
Stillman [BS87]. In essence, a polynomial system F = {f1,..., fin} C P = K|z1,...,T,]
is in generic coordinates if its homogenization Fhom = {f{‘om, ceey f?nom} C Plxo] does
not admit a solution with o = 0 in the projective space P}, where xy denotes the
homogenization variable. Moreover, the Castelnuovo-Mumford regularity is always upper
bounded by the Macaulay bound [Cha07, Theorem 1.12.4]. Hence, if a polynomial system is
in generic coordinates, then we can estimate the complexity of a Grébner basis computation
via the degrees of the input polynomials.

Our paper is divided into two parts. In the first part (Sections 2 to 5), we develop a
rigor framework for complexity estimates of Grobner attacks on MiMC, Feistel-MiMC, Feistel-
MiMC-Hash, HADES and GMiMC. To streamline the application of the technique developed
by Caminata & Gorla, we prove in Theorem 3.2 that a polynomial system is in generic
coordinates if and only if it admits a finite degree of regularity [BFS04]. This in turn
permits efficient proofs that the keyed iterated polynomial systems of MiMC, Feistel-MiMC,
Feistel-MiMC-Hash, HADES and GMiMC are in generic coordinates.

In the second part (Sections 7 and 8), we study polynomials with degree falls. For
an inhomogeneous polynomial system F = {f1,..., fm} C K[z1,..., 2], we say that a
polynomial f € (F) has a degree fall in d > deg (f), if it cannot be constructed below
degree d via F, i.e. there does not exist a sum f =", g; - f; such that deg (g, - f;) < d
for all .. We define the last fall degree as the largest integer d for which there exists a
polynomial f € (F) with a degree fall in d. For polynomial systems in generic coordinates
we prove that the last fall degree is equal to the satiety of F'°™ (Theorem 7.5). Moreover,
it is well-known that the satiety of F"°™ is always upper bounded by the Castelnuovo-
Mumford regularity of F°™. Therefore, if we find a polynomial with a degree fall in
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(F) then we immediately have a lower bound for the Castelnuovo-Mumford regularity of
Fhom Ag consequence one then has a limit on the capabilities of Castelnuovo-Mumford
regularity-based complexity estimates.

We note that a different notion of last fall degree was already introduced by Huang et
al. [HKY15, HKYY18]. Therefore, in Remark 7.7 we discuss the difference between Huang
et al’s and our notion of last fall degree.

Let MiMC with 7 rounds be defined over F, and assume that the MiMC polynomial
systems have fewer than three solutions in [y, applying our bounds we obtain the following
ranges on the Castelnuovo-Mumford regularity. For MiMC and the field equation for the
key variable we have, see Examples 5.1 and 8.3,

q+2~r—2§reg<]~"}?§}g+(yq—y~mg_1))§q+2-r. (3)

For the two plain/ciphertext attack on MiMC we have, see Examples 5.3 and 8.6,
4'7"—3Sreg(ﬂ?fm%,l"'fmhﬁ«ncqz)§4‘T+1~ (4)

For a Feistel-2n/n network based on the MiMC round function we have, see Examples 5.4
and 8.8,

20r =1 < reg (Fia, ) <207+ 1. (5)

For a Feistel-2n/n network operated in sponge mode [BDPV08] based on the MiMC round
function we have for the preimage attack, see Examples 5.5 and 8.10,

q+2-r—6§reg(félfg§nage+(:Eg—xg-xg_l)> <g+2-r-—2. (6)

Arguably, the bounds that include the size of the finite field ¢ do not have direct cryp-
tographic significance. We note that these bounds can be significantly improved by an
auxiliary division by remainder computation, see the discussions after Examples 5.1, 5.5,
8.3 and 8.10. We restricted our analysis to the field equation due to generic treatment
as well as simple algebraic representations. Moreover, we point out that our analysis of
MiMC polynomial system serves as role model to showcase that tight complexity estimates
for cryptographic polynomial systems are achievable without the evasion to unproven
hypotheses.

1.1.1 Comparison With Existing Cryptanalysis

In this paper we derive various proven Groébner basis complexity estimates for the MiMC
family, GMiMC and HADES. Let us now shortly discuss how these estimates relate to
established cryptanalysis of these designs. In Table 1 we collect our complexity estimates,
see Tables 2 to 5 and 7, next to the estimates of established attacks that are closely related
to our Grobner basis attacks.

The attack on MiMC with a field equation (first three rows in the MiMC row in Table 1)
can be considered as sparse low degree representation of the greatest common divisor
(GCD) attack on MiMC [AGR 16, §4.2]. In the GCD attack with a known plain/ciphertext
attack one represents the MiMC encryption function as univariate polynomial in the key
variable y and then computes the GCD with the field equation y? — y. The number of
MiMC rounds is chosen so that r > logs (q), where ¢ is the size of the underlying finite field,
to avoid an interpolation attack [LP19]. So the complexity of the GCD computation can

be estimated as (’)(d -log(d)? - log (log(d))) with d = 3" (or d = ¢ if one considers the first

division by remainder computation in the GCD algorithm to be for free). If we do not
consider the construction of the univariate polynomial to be for free, we can refine this
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estimate. The keyed iterated MiMC polynomial system is already a Groébner basis, so the
univariate polynomial can be constructed via the probabilistic FGLM algorithm [FGHR14]
which has complexity O (n - d*), and for key extraction we can use the efficient factoring
algorithm of Bariant et al. whose complexity is given in Equation (2). In the Grébner
basis attack on the other hand, the univariate MiMC encryption function is decomposed
into its r round functions of degree 3 and together with the field equation the Grébner
basis is computed. As Table 1 shows, MiMC achieves a security level of at least 128 bits
for various field sizes when the sparse low degree representation is used to mount a key
recovery attack with the field equation.

Alternatively to the GCD with the field equation, one can consider two plain/ciphertexts
to set up two univariate encryption polynomials and compute their GCD. As before, we can
represent the encryption functions with r sparse polynomials of degree 3 respectively which
share the key variable. A similar two plain/ciphertext attack was investigated by Albrecht
et al. [ACG™19, §6.1]. Since an iterated MiMC polynomial system is already Grobner basis,
they proposed to run the FGLM algorithm twice to construct two univariate polynomials in
the key variable and then compute their GCD. This approach is obviously equivalent to the
standard two plain/ciphertext GCD attack on MiMC, only difference is that Albrecht et al.
did not consider the univariate polynomial construction to be for free. Note that Albrecht
et al’s estimate can be refined by again utilizing the probabilistic FGLM algorithm as well
as Bariant et al’s factoring technique.! On the other hand, we will discuss in Example 5.3
that the joint polynomial system removes almost all superfluous solutions coming from
the algebraic closure of ;. Hence, the complexity of running FGLM on the joint system
can be neglected after a Grobner basis has been found. As Table 1 shows, MiMC achieves a
security level of at least 128 bits for the two plain/ciphertexts Grobner basis computation
already for 50 rounds.

For MiMC-2n/n one utilizes a two branch Feistel network to encrypt two field elements
with one field element. As consequence, one can represent the left and the right branch
as univariate polynomials in the key variable of degrees 3" and 3"~! respectively. So
we can again utilize the GCD to recover the key. In Proposition 4.7 we find a DRL
Grobner basis for MiMC-2n/n when the output of the right branch is ignored. Moreover,
the univariate polynomials that represent the left and the right branch are again present
in the LEX Grobner basis. So once again, we can refine the complexity of this attack via
the probabilistic FGLM algorithm and Bariant et al’s factoring algorithm.! On the other
hand, similar to the two plain/ciphertext attack on MiMC the Groébner basis computation
on MiMC-2n/n removes almost all superfluous solutions coming from the algebraic closure
of F,, see Example 5.4. So the complexity of term order conversion via FGLM can again
be ignored. As Table 1 shows, MiMC-2n/n achieves a security level of at least 128 bits
against Grobner basis computations already for 50 rounds.

For Feistel-MiMC-Hash one utilizes the MiMC-2n/n permutation in sponge mode, though
for the hash function we have only one generic choice for the second polynomial to mount
a GCD attack: the field equation. Again, the complexity estimate of the GCD attack can
be refined via the probabilistic FGLM algorithm and Bariant et al’s factoring method.
As Table 1 shows, Feistel-MiMC-Hash also achieves a security level of at least 128 bits for
various field sizes with respect to the Grobner basis computations with the field equation.

HADES is a family of Substitution-Permutation Network (SPN) ciphers targeted for
MPC applications. In the HADES proposal the designers analyze the keyed iterated
polynomial system for the resistance against Grébner basis attacks [GLR 19, §E.3].2 We
revisit this modeling, in particular we prove in Theorem 6.2 that for a single plain/ciphertext
pair one can produce a HADES DRL Grobner basis via affine transformations. Moreover,

1 In Table 1 we still use the standard GCD complexity estimate, since the MiMC two plain/ciphertext
and the MiMC-2n/n Groébner basis attacks do not depend on the underlying field while Bariant et al’s
method does.

2The keyed iterated polynomial model is called second strategy in the HADES proposal.
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any DRL Grobner basis immediately implies being in generic coordinates (Corollary 3.3),
so after the affine transformations we have proven complexity estimates for any Grébner
basis computation on HADES. The HADES designers on the other hand had to assume that
the polynomial systems are generic in the sense of Froberg’s conjecture [Fro85, Parl0] to
derive complexity estimates. Moreover, with the property of being in generic coordinates
we can reproduce the complexity estimate of the designers as minimal baseline for all DRL
Grdbner basis computations on the iterated polynomial model of HADES. Therefore, our
Grobner basis complexity estimates coincide with the cryptanalysis of the HADES designers.
In [GLR™20, Table 1] round numbers for HADES proposed, the HADES parameters in
Table 1 are chosen so that every instance in [GLR'20, Table 1] exceeds at least one
instance in Table 1. As Table 1 shows, all proposed HADES instances achieve at least 128
bits of security with respect to Grobner basis computations.

Finally, to the best of our knowledge the keyed iterated polynomial system has not been
considered for GMiMC in the literature before. The GMiMC designers only considered models
where the encryption function is represented in n key variables for known plain/ciphertext
pairs. Moreover, they assumed that GMiMC polynomial systems behave like generic poly-
nomial systems in the sense of Froberg’s conjecture [Fro85, Parl0] to derive complexity
estimates. For GMiMC with contracting round function (crf) they derived the estimate

(";;3:14:2)‘0 [AGPT19a, §4.1.2], and for GMiMC with expanding round function (erf) they

derived the estimate ("gf’:n)w [AGPT19Db, §C.3] for Grébner basis computations. On
the other hand, in Example 6.6 we will see that GMiMC.,s and GMiMCe,¢ share the same
complexity estimate for the keyed iterated polynomial system, provided that they are
in generic coordinates. In particular, the complexity estimate does not depend on the
number of branches n. Moreover, being in generic coordinates for GMiMC can be verified by
computing the rank of a linear equation system, see Theorem 6.5. As Table 1 shows, 50

rounds are sufficient to achieve at least 128 bits of security for GMiMC.

Table 1: Comparison of Grobner basis complexity estimates for MiMC, MiMC-2n/n, Feistel-
MiMC-Hash, HADES and GMiMC with established cryptanalysis. With r we denote the
number of rounds of a primitive, with n the number of blocks, with d the degree of a
power permutation and with m the number of samples for an attack. The total number of
HADES rounds is given by r = 2 - ¢ + r,,. For all complexities the linear algebra constant
w = 2 has been used.

‘ ‘ H Established Cryptanalysis

Grobner Basis
Primitive Parameters Complexity Complexity (bits) Attack Strategy
(bits)

log, (q) = 64, r = 50 337.5 164.1 Probabilistic FGLM + Efficient factoring

log, (¢) =128, r =81 527.4 263.1 Probabilistic FGLM + Efficient factoring

MiMC log, (q) = 256, r = 162 1156.2 520.9 Probabilistic FGLM + Efficient factoring
r=10,m =2 99.4 36.0 Probabilistic FGLM + GCD
r=>50,m=2 538.1 165.1 Probabilistic FGLM + GCD
MANG-21 /1 r=10 48.6 H 35.0 Probabilistic FGLM + GCD
r =50 266.7 164.1 Probabilistic FGLM + GCD

log, (q) = 64, r =51 337.5 167.3 Probabilistic FGLM + Efficient factoring

Feistel-MiMC-Hash log, (q) =128, r =82 527.4 266.2 Probabilistic FGLM + Efficient factoring

log, (q) = 256, r = 163 1156.2 524.0 Probabilistic FGLM + Efficient factoring
rp=31r,=13,n=2d=3 130.0 130.0 Grobner basis computation
rg=4,7,=10,n=2,d=3 135.4 135.4 Grobner basis computation
HADES rg=51mr=5n=2d=3 130.0 130.0 Grobner basis computation
) ry=3,1,=10,n=2,d=5 149.0 149.0 Grobner basis computation
rg=4,1,=10,n=2,d=5 177.5 177.5 Grobner basis computation
rp=5rmr=4n=2d=5 163.3 163.3 Grobner basis computation
r=10,n=3,d=3 48.6 crf: 51.9, erf: 61.4 Grobner basis computation
r=25,n=3d= 130.0 crf: 194.5, erf: 204.0 Grobner basis computation
GMiMC r=50,n=3,d=3 266.7 crf: 432.3, erf: 441.8 Grobner basis computation
r=10,n=3,d=5 63.5 crf: 78.4, erf: 92.4 Grobner basis computation
r=25,n=3,d=5 170.5 crf: 287.4, erf: 301.3 Grobner basis computation
r=50,n=3d=5 350.0 crf: 635.7, erf: 649.6 Grobner basis computation
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1.1.2 Organization of the Paper

In Section 2 we will formally introduce univariate keyed iterated polynomial systems
(Section 2.1), the MiMC cipher, Feistel-2n/n networks, and recall required definitions and
results for the solving degree (Section 2.2) and generic coordinates (Section 2.3). In
Section 3 we prove that being in generic coordinates is equivalent for the ideal of the
highest degree components to be zero-dimensional (Theorem 3.2). Moreover, we prove that
a large class of univariate keyed iterated polynomial systems, including MiMC polynomial
systems, is already in generic coordinates (Theorem 3.7). As preparation for our bounds
on the solving degree we study in Section 4 properties of the lexicographic Grébner basis of
the univariate keyed iterated polynomial system and Feistel-2n/n. In Section 5 we finally
provide upper bounds for the solving degree of various attacks on MiMC and MiMC-2n/n.
In Section 6 we extend our framework to multivariate ciphers, in particular we investigate
when the keyed iterated polynomial systems for Substitution-Permutation and generalized
Feistel Networks are in generic coordinates. With our formalism we can then demonstrate
that the security analysis of HADES and GMiMC against Grobner basis attacks is indeed
mathematically sound. In Figure 1 we provide a directed graph to illustrate the derivation
of the main results of the first part of the paper.

Section 2: Solving degree & generic coordinates

Definition 2.5: Definition 2.3:
Generic coordinates | | Solving degree

J ]

Section 2.3.1: Theorem 2.8:
Caminata-Gorla technique || Solving degree & regularity

Corollary 2.9:
Macaulay bound

Section 3: Characterization
of generic coordinates

N SCCUOI; 5 ds for K Section 6.1: SPN cipher Section 6.2: Feistel cipher
up;;{e‘rMéoun s for attacis in generic coordinates in generic coordinates
on Mi

Section 4: LEX & DRL Grobner
bases of keyed iterated polynomial
systems

w

Section 6: Multivariate ciphers
in generic coordinates

Figure 1: Graphical overview for the development of solving degree upper bounds.

In Section 7 we investigate polynomials with degree falls and the last fall degree. In
particular, we establish that for a polynomial system in generic coordinates the last fall
degree is equal to the satiety (Theorem 7.5). In Section 8 we construct polynomials
with degree falls for the keyed iterated polynomial systems for univariate ciphers and
Feistel-2n/n. Finally, this yields regularity lower bounds for various attacks on MiMC,
Feistel-MiMC and Feistel-MiMC-Hash. In Figure 2 we provide a directed graph to illustrate
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the derivation of the main results of the second part of the paper.

Section 7: Satiety & polynomials
with degree falls

Definition 7.1: Definition 7.2:

Satiety Last fall degree
Section 2.3: Theorem 7.5:

Generic coordinates Last fall degree & satiety

=

Section 4: LEX & DRL Grobner
bases of keyed iterated polynomial
systems

Section 8: Last fall degree lower
bounds for attacks on MiMC

Figure 2: Graphical overview for the development of satiety lower bounds.

Finally, we finish with a short discussion in Section 9.

2 Preliminaries

By K we will always denote a field, by K its algebraic closure, and we abbreviate the

polynomial ring P = K{x,...,xy,] if the base field and the number of variables are clear
from context. If I C K([z1,...,x,] is an ideal, then we denote the zero locus of I over K
as

Z(I)={peK"|f(p)=0,Vfel} C AL (7)

If moreover I is homogeneous, then we denote the projective zero locus over K by
Z () cPyt

Let f € K[x1,...,x,] be a polynomial, and let 2y be an additional variable, we call
fhom(x()a s ,In) = xgeg(f) ’ f (‘Tlv SRRE) xn) € K['IOa s 7xn] (8)
i) i)

the homogenization of f with respect to xg, and analog for the homogenization of ideals
Jhom — {fhom | f € I} and finite systems of polynomials Fhom = {f{lom, N f,]}fm}. Let
F € K|z, ...,2,] be a homogeneous polynomial, we call

FNpy o an) = F(Lay,. .., x,) € K21, .., 2] (9)

the dehomogenization of F' with respect to xg, and analog for the dehomogenization of
homogeneous ideals J9°" = { fleb | fer } Further, we will always assume that we can
extend a term order on K|[z1,...,z,] to a term order on K|xo,...,x,] according to [CG21,
Definition 8§].

For a homogeneous ideal I C P and an integer d > 0 we denote

I,={f €I |deg(f)=d, fhomogeneous}, (10)
and for inhomogeneous ideals I C P we denote
Ica={f €I|deg(f)<d}. (11)

For a term order > and an ideal I C P we denote with

ins (I) ={LT>(f) | f € I} (12)
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the initial ideal of I, i.e. the ideal of leading terms of I, with respect to >.
Every polynomial f € [21,...,2,] can be written as f = fq+ fa—1+ ...+ fo, where f;
is homogeneous of degree i. We denote the highest degree component f; of f with ft°P,

and analog we denote JF*°P = { 1P fvty?p}

Let I,J C K|x1,...,2,] be ideals, then we denote with
I:J={feKl[x1,...,x,] |Vge J: f-ge I} (13)
the usual ideal quotient, and with

I:Je=\Jr1:7 (14)

i>1

the saturation of I with respect to J.

Let I,m € KJxg,...,z,] be homogeneous ideals where m = (o, ..., x,), then we call
It = T : m® the saturation of I.

Let > be a term order on P, we recall the definition of Buchberger’s S-polynomial
of f,g € P with respect to > (cf. [CLO15, Chapter 2 §6 Definition 4]). Denote with
7 = lem (LT>(f), LT>(g)), then the S-polynomial is defined as

x7 vl

U9 = T i

-9 (15)

We will often encounter the lexicographic and the degree reverse lexicographic term
order which we will abbreviate as LEX and DRL respectively.

2.1 Keyed Iterated Polynomial Systems

A natural description of a univariate keyed function over a finite field is to write the
function as composition of low degree polynomials. This idea leads us to the general notion
of keyed iterated polynomial systems.

Definition 2.1 (Univariate keyed iterated polynomial system). Let K be a field, let
g1y, 9n € K[z, y] be non-constant polynomials, and let p,c € K be field elements which
will commonly be called plain/ciphertext pair. We say that f1,..., fn € Klx1,...,Zn-1,Y]
s a univariate keyed iterated polynomial system, if the polynomials are of the form

fl = gl(pay> — T,
fo= 92(901,31) — T2,

fn = gn(xn—lay) —C.

Moreover, we require that

Z(f1,---5 fn) NK™ £ 0.

Before we continue we discuss why the zero locus must contain K-valued points. Let
us for the moment replace p with the symbolic variable x and ignore c. Iteratively we
can now substitute fi,..., fno—1 into g,(xn—_1,y), then we obtain a polynomial f in the
variables x and y. We can view f : K x K — K as a keyed function, where y is the key
variable. The intersection condition states that if f(p,y) = ¢, then there must exist y € K
that satisfies the equation. IL.e., all computations involving a Grébner basis for fi,..., fy
are non-trivial, that is 1 ¢ (f1,..., fn)-
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2.1.1 MiMC

Our main example of a univariate keyed iterated polynomial system is MiMC, an AO cipher
proposed in [AGR'16, §2.1]. It is based on the cubing map z +— 23 over finite fields. If
F, is a field with ¢ elements, then cubing induces a permutation if ged (3, — 1) = 1, see
[LN97, 7.8. Theorem]. Let k € F, denote the key, let » € N be the number of rounds, and

let cq,...,c. € Fy be round constants. Then the round function of MiMC is defined as
(x—l—k—i—ci)?’, 1<i<r—1,
Fi,k( ) = 3 . (16)
(x4+k+e)+k i=r

The MiMC cipher function is now defined as
F(x,k) = Frp 0o Fy (), (17)

which is a permutation for every fixed key k. Given a plain/ciphertext pair (p,c) € F it
is straight-forward to describe the univariate keyed iterated polynomial system Iyjuc C
Fylz1,...,2r—1,y] for MiMC
(p+y+ea)’ —21=0,
(QSi_1+y+Ci)3—Q?i=0, 1<i<r—1, (18)
($7'—1 +y +C7')3 +y—c= 0.

It was first observed in [ACG™19] that for the DRL term order this system is already a
Grobner basis. It is now straight-forward to compute that

dim]Fq (]Fq[:vl, ey Lp_1, y}/IMiMC) =3". (19)
For all proposals of MiMC one has that at least » > 60. Hence, using this Grébner basis we
do not expect a successful key recovery with today’s computational capabilities.

2.1.2 Feistel-MiMC

With the Feistel network we can construct block ciphers with cubing as round function.
Note that a Feistel network induces a permutation irrespective of the size or characteristic
of the finite field F,. A very special case is the Feistel-2n/n network which encrypts two
message blocks of size n with a key of size n. As previously, let F; be a finite field, let

r be the number of rounds, let k € IF;, denote the key, and let c,...,¢c, € F,; be round
constants. Then the MiMC-2n/n [AGR ™16, §2.1] round function is defined as
3
(:CR+(CUL+/€+61)>7 ].S’LST—].,
x
R (3) = L (20)
TR :CR-F(CEL-F]C-FCT) +k
Xy, ’

Again the cipher is defined as iteration of the round functions with respect to the plaintext
variables

Fy(vp,2r) = Fr oo Fok (z1,7R) . (21)

Analog to MiMC we can model Feistel-MiMC with a “multivariate” system of keyed

iterated polynomials.

Definition 2.2 (Keyed iterated polynomial system for Feistel-2n/n). Let K be a field,
let g1,...,9n € Klz,y] be non-constant polynomials, and let (pr,pr),(cr,cr) € K?
be field elements which will commonly be called plain/ciphertext pair. We say that
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fra, fris- oy fom, frRn € KlXp1,ZR15 -, L n—1,TRn—1,Y) 15 keyed iterated polynomial
system for Feistel-2n/n, if the polynomials are of the form

PL —TR,1

(fL,z'> _ (aﬁR,i—1 +gi(zri-1,y) — xL,i) C9<i<n-—1

fR,i TLi—-1 — TR,

(PR + g1(pr,y) — 93L,1> i1

TRn—1+ gn(TLn-1,Y) —CL -
, i=n.
TLn—1 —CR

Moreover, we require that

Z(fra, fri,- s foms fRR)N Jrci £ 0.

2.2 Linear Algebra-Based Grobner Basis Algorithms & the Solving
Degree

Let I ¢ P = Klxy,...,2,] be an ideal, and let > be a term order on P. A fi-
nite basis G = {g1,...,g9m} of I is said to be a >-Grdbner basis [Buc6h] if ins (I) =
(LT~ (g1)s---,LT>(gm)). For any term order > on P and any non-trivial ideal I a finite
>-Grobner basis exists. For a general introduction to Grobner bases we refer to [CLO15].

Today two classes of Grébner basis algorithms are known: Buchberger’s algorithm and
linear algebra-based algorithms. In this paper we are only concerned with the latter. These
algorithms perform Gaussian elimination on the Macaulay matrices which under certain
conditions produces a Grébner basis. This idea can be traced back to [Laz83], examples
for modern linear algebra-based algorithms are F4 [Fau99] and Matrix-F5 [Fau02].

The Macaulay matrices are defined as follows, let 7 = {f1,..., fimm} C P be a system
of homogeneous polynomials and fix a term order >. The homogeneous Macaulay matrix
M, has columns indexed by monomials in Py sorted from left to right with respect to >,
and the rows of M, are indexed by polynomials s- f;, where s € P is a monomial such that
deg (s - f;) = d. The entry of the row s - f; at the column ¢ is then simply the coefficient
of the polynomial s - f; at the monomial ¢. For an inhomogeneous system we replace My
with M<4 and similar the degree equality with an inequality. By performing Gaussian
elimination on My, ..., M, respectively M<, for a large enough value of d one produces a
>-Grobner basis for F.

Obviously, the sizes of the Macaulay matrices My and M<4 depend on d, therefore
following the idea of [DS13] we define the solving degree as follows.

Definition 2.3 (Solving degree, [CG21, Definition 6]). Let F = {f1,..., fm} C Klz1,...,
xn] and let > be a term order. The solving degree of F is the least degree d such that
Gaussian elimination on the Macaulay matriz M<g4 produces a Grobner basis of F with
respect to >. We denote it by sd~ (F).

If F is homogeneous, we consider the homogeneous Macaulay matriz My and let the
solving degree of F be the least degree d such that Gaussian elimination on My, ..., My
produces a Grébner basis of F with respect to >.

Algorithms like F4/5 perform Gaussian elimination on the Macaulay matrix for in-
creasing values of d, such an algorithm needs a stopping criterion to decide whether a
Grobner basis has already been found. Algorithms like the method we described perform
Gaussian elimination on a single matrix M<4 for a large enough value of d. For this class
of algorithms one would like to find sharp bounds on d via the solving degree to keep the
Macaulay matrix as small as possible. Nevertheless, for both classes of algorithms one may
choose to artificially stop a computation in the degree corresponding to the solving degree.



368 Solving Degree Bounds for Iterated Polynomial Systems

Due to this reason we consider the solving degree as a complexity measure of Grébner
basis computations and do not discuss termination criteria further.

Let F = {f1,..., fm} C P be a system of polynomials, and let F"°™ be its homoge-
nization in P[zo]. One has that (F™) C (F)"™, and it is easy to construct examples
for which the inclusion is strict. Nevertheless, it was demonstrated in [CG21, Theorem 7]
that for the DRL term order one still has that

sdprr (F) < sdprp (F*™). (22)

2.2.1 Complexity Estimates via the Solving Degree

Storjohann [Sto00, §2.2] has shown that a reduced row echelon form of a matrix A € KM*N
where K is a field and r = rank (A), can be computed in O (M - N - 7~?2) field operations,
where 2 < w < 2.37286 is a linear algebra constant [AW21].

Let F={f1,..., fm} C P = K|[z1,...,z,] be a system of homogeneous polynomials.
It is well-known that the number of monomials in P of degree d is given by the binomial

coefficient g1
N(n,d) = (”*d >

So the Macaulay matrix My has N(n,d) many columns and N (n,d — deg(f1)) + ... +
N(n, d— deg(fm)) many rows, hence we can upper bound the size of My by m - N(n,d) x
N(n,d). Overall we can estimate the complexity of Gaussian elimination on the Macaulay

matrices My, ..., My by
—1\¥
O(m-d~(n+3 ) ) (24)

Now let F C P be an inhomogeneous polynomial system and let F2°™ C P[zo] be its
homogenization. If G is a DRL Grébner basis of F1°™ then G4°M is a DRL Grobner basis
of F, see [KR05, Proposition 4.3.18]. Therefore, we can also consider Equation (24) as
complexity estimate for inhomogeneous Grébner basis computations.

For ease of numerical computation we approximate the binomial coefficient with

LA n _on-Ha(k/n)
(k) V7 k- (n—k) 2 ’ (25)

where Ha(p) = —p - log, (p) — (1 — p) - log, (1 — p) denotes the binary entropy (cf. [CJ06,
Lemma 17.5.1]). Moreover, since in general N(n,d) > m - d we absorb the factor m - d
into the implied constant. Therefore, for solving degree d and number of variables n, we
estimate the bit complexity « of a Grobner basis attack via

n%w-(;-log2<m)+(n+d—l)-H2<7Hfll)>. (26)

2.3 Solving Degree & Castelnuovo-Mumford Regularity

(23)

The mathematical foundation to estimate the solving degree via the Macaulay bound
draws heavily from commutative and homological algebra. For readers unfamiliar with the
latter subject we point out that Definition 2.5, the notion of generic coordinates, is the
key mathematical technique in this paper. Although this notion dates at least back to the
influential work of Bayer & Stillman [BS87], it was just recently revealed by Caminata
& Gorla [CG21] that for the DRL term order the solving degree of a polynomial system
in generic coordinates can always be upper bounded by the Macaulay bound. Although
the theory requires heavy mathematical machinery, we will discuss in Section 2.3.1 that
being in generic coordinates can be verified with rather simple arithmetic operations. For
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a concise treatment and as reference point for interested readers we now introduce the
mathematical details that serve as foundation of our theory.

The Castelnuovo-Mumford regularity is a well-established invariant from commutative
algebra and algebraic geometry. We recap the definition from [Eis05, Chapter 4]. Let
P = Kz, ...,z,] be the polynomial ring and let

F: - -wF—>F_1—- - (27)
be a graded complex of free P-modules, where F; = 3, P(—a; ;).

Definition 2.4. The Castelnuovo-Mumford reqularity of F is defined as

reg (F) = supa; ; —i.

By Hilbert’s Syzygy theorem [Eis05, Theorem 1.1] any finitely graded P-module has a
finite free graded resolution. l.e., for every homogeneous ideal I C P the regularity of I is
computable.

Before we can introduce the connection between Castelnuovo-Mumford regularity and
solving degree we must introduce the notion of generic coordinates from [BS87]. Let I C P
be an ideal, and let f € P. We use the shorthand notation “f 40 mod I” for expressing
that f is not a zero-divisor on P/I.

Definition 2.5 ([CG21, CG22, Definition 5]). Let K be an infinite field. Let I C Klxo, ...,
xn] be a homogeneous ideal with |Z4(I)| < co. We say that I is in generic coordinates if
either |24 (I)] =0 or zo 10 mod I%*.

Let K be any field, and let K C L be an infinite field extension. I is in generic
coordinates over K if I @ L{zo,...,xn] C Lizo,...,xy,] is in generic coordinates.

In general, computing the saturation of an ideal is a difficult problem on its own,
but if a homogeneous ideal is in generic coordinates, then the saturation is exactly the
homogenization of its dehomogenization.

Lemma 2.6. Let K be an infinite field, and let P = K[x1,...,x,]|. Let I C Plxg] be a
homogeneous ideal with |Z4(I)| # 0. Then I is in generic coordinates if and only if

8t (Idch)hom ]

Proof. “=7: Let F € I®* = ] : m*°, then there exists an N > 0 such that x(j)v -Fel On
the other hand by [KRO05, Proposition 4.3.5] we have that (IdEh)hom
F e (9emym,

By our assumption | Z4 (I)| # 0 and contraposition of the projective weak Nullstellensatz
[CLO15, Chapter 8 §3 Theorem 8], we have that 19 #£ (1). Now let F € (Ideh)hom, since
Fdeh ¢ K then also by [KRO05, Proposition 4.3.5] there must exist an N > 0 such that
zY - F € I. By definition I C I*** so also z}) - F' € I*3*. By assumption 2o {0 mod I3t
hence we must already have that xév 1. F e J%¢t Iterating this argument we conclude
that F' € Jsat,

“«<": We have the ideal equality %' = (Ideh)hom =1:z3,so

=TI :25°, so also

gy =T :al)ixo=1:25° = I
So if zg - f € I®% then already f € I8 which implies xo {0 mod %% O

We provide a simple counterexample to the ideal equality when the ideal is not in
generic coordinates.
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Example 2.7. Let K be a field and let I = (:1:2, Y- z) C K[z,y, 2] be an ideal where we
consider z as the homogenization variable. Then I** = I but I : 2> = (22, y).

Let us now present the connection between the solving degree and the Castelnuovo-
Mumford regularity.

Theorem 2.8 ([CG21, Theorem 9, 10]). Let K be an algebraically closed field, and let
F={f1,- -, fm} C Klz1,...,2,] be an inhomogeneous polynomial system such that
(fhom) is in generic coordinates. Then

sdprr (.7:) < reg (fhom) .

By a classical result one can always bound the regularity of an ideal via the Macaulay
bound (see [Cha07, Theorem 1.12.4]).

Corollary 2.9 (Macaulay bound, [Laz83, Theorem 2], [CG21, Corollary 2]). Consider a
system of equations F = {f1,..., fm} C K[x1,...,2,] with d; = deg (f;) and dy > ... >
dp. Set I =min{n+1,m}. Assume that | Z, (F*™)| < oo and that (F"°™) is in generic
coordinates over K. Then

sdprr (F) <reg (F*™) <dy +...+d; — 1+ 1.
In particular, if m >n and d = dy, then
sdprr (F) <(n+1)-(d—1)+1.

A sufficient condition for a polynomial system to be in generic coordinates is that the
system contains the field equations or their fake Weil descent [CG21, Theorem 11].

Via inclusion of the field equations we obtain the following solving degree bound for
MiMC.

Example 2.10 (MiMC and all field equations I). Let MiMC be defined over F,, and let r be
the number of rounds. Denote the ideal of all field equations by F', and the MiMC ideal
with Iyiuc. Then by [CG21, Theorem 11] the solving degree is bounded by

sdprr, (wimc + F) <7-(¢—1)+3.

However, this bound is very unsatisfying, because it only takes the field equations
into account except for one summand. On the other hand, it suffices to add only the
field equation for the key variable to Iyjuc to restrict all solutions to IF; However, this
modification is not covered by [CG21, Theorem 11].

2.3.1 The Caminata-Gorla Technique

Since we are going to emulate the proof of [CG21, Theorem 11] several times in this
paper, we recapitulate its main argument. By [BS87, Theorem 2.4] a homogeneous ideal
I CP=Klxg,...,x,] with dim (P/I) = 1 and |2, (I)| < oo is in generic coordinates if
and only if inpry(I) is in generic coordinates. Assume that

Z+(inDRL(I)) NnZy (lL’o) =Z, ((inDRL(I),l'o)) =0, (28)
then by the projective weak Nullstellensatz [CLO15, Chapter 8 §3 Theorem 8] there
exists some r > 1 such that m" = (zg,...,z,)" C (inDRL(I)7£L'0). This also implies

that for every 1 < i < n there exists some r; > 1 such that z* € inpr(I).> Now

suppose that zo - f € inprr(1)®*, then for every g € m there exists N > 1 such that
gN - (zo - f) €inprr(I). Let g be a monomial, we do a case distinction.

3Let B be a basis of inprr,(I) and B’ be basis of (inDRL(I),xo). Ifm” C (inDRL(I),a:O) for some
r > 1, then for all 0 < i < n there exists a smallest integer r; € Z such that xrl € B’. Observe that a
monomial m € B is also an element of B’ if g { m. Conversely, any basis element from B’ different to zg
must, come from B.
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gM . f, forsome 1 <i<n

o For ged (g, xz0) = 1, we increase the power of g until z;°
and M > 1, hence g™ - f € inprr(I).

. For ged (g, 20) # 1, we use the factorization gV ! = Z -gN - zg, hence gVt - f €
IHDRL(I).

Now let ¢ € m be a polynomial, then we can find N > 0 big enough so that for every
monomial present in g one of the two previous cases applies. Soif zg-f € inpgrr (I)%** we also
have that f € inpgry(I)%**. Hence, 910 mod inpgy(1)¥** and by [BS87, Theorem 2.4]
also 9 10 mod I%3¢.

Finally, in practice Equation (28) can efficiently be checked with the following ideal
equality [BS87, Lemma 2.2]

inDRL (I,LL‘()) = (inDRL(I),.’L'o). (29)

3 Characterization of Polynomial Systems in Generic Coor-
dinates

Let F be a polynomial system which contains equations xf — pi(x1,...,25), where
deg (p;) < d;, for all 4, then the Caminata-Gorla technique implies that (Fhom) is in
generic coordinates, see [CG21, Remark 13]. Though, the polynomial systems of our
interest are not of this form in general, e.g. the keyed iterated polynomial system for MiMC.
However, it is already implicit in the Caminata-Gorla technique that for a homogenized
polynomial system to be in generic coordinates the associated ideal of the highest degree
components has to be zero-dimensional. If this is the case, then we can indeed find
equations z% — p;(z1, ..., x,) in (F) that lift to 5" — xgifdcg(pi) pi(w1, ..., @y,) in (Fhom)
which implies genericity.
To formally prove this observation we need a lemma.

Lemma 3.1. Let K be a field, and let I C K|zg,...,x,] be a radical monomial ideal such
that (z1,...,2,) CI C (zo,...,2n). Then either I = (x1,...,2,) or I = (xg,...,Tn).

Proof. Let P = KJx1,...,2y,], by the isomorphism theorems for rings we have that

Plxo)/I = (Plzol/ (21, 2n))/(I/(z1, ..., 20)) = K[zo]/(I/(21,...,20)).

Moreover, if I/(z1,...,2,) # (0), then I'/(x1,...,2,) = (f), where f € KJzo]. I is radical,
so f has to be reduced. Since [ is also a monomial ideal this implies that f = z. O

Now we can prove the following characterization of generic coordinates.

Theorem 3.2. Let K be an algebraically closed field, and let F = {f1,...,fm} C
Klz1,...,x,] be a polynomial system such that

() (F) # (1), and
(i) dim (F) = 0.
Then the following are equivalent.
(1) (Fhom) is in generic coordinates.
(2) VF©P = (z1,...,2,).
(3) (Ft°P) is zero-dimensional in K[x1,...,xy].

(4) For every 1 < i <n there exists d; € Z>1 such that xf €inprr (fhom).
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Proof. “(1) = (4)”: Let (F"°™) be in generic coordinates and suppose that Z (F"°™) = 0.
Then by the projective weak Nullstellensatz [CLO15, Chapter 8 §3 Theorem 8] z& € (]-" hOm),
where k > 1. In particular, this implies that 1 € (}'hom)deh =

(F) # (1). So ‘ZJF (FPem)| 5 0, then by Lemma 2.6 we have that

(F), a contradiction to

hom

(From)™t = ((From)™) 7 = @

By assumption (F) is zero-dimensional, so for every 1 < i < n there exists f € (F)
such that LMpgr(f) = x¢, where d > 0, see [Kem1l, Theorem 5.11] and [CLO15,

sat

Chapter 5 §3 Theorem 6]. Therefore, fiom ¢ (.Fhom) . By definition of the saturation,
for every s € m there exists an integer N > 0 such that s - fhom € (Fhom), thus for
s=x; also 2]V . fhom ¢ (fhom). Obviously, we have that LMpgy, (:cfv : fhom) = xi\”rd.

“(4) = (3)”: By assumption, for every 1 < i < n there exists f € (F"°™) such that
LMprr(f) = zf"', where d; > 0. Without loss of generality we can assume that f is
homogeneous, so we can represent it as

m
F= g
j=1

where g; € K|zg,...,z,] is homogeneous for all i. Now we split the g;’s and f;’s as
[P = fi + @0 - fi,
gi = QEOP + o - Gi,
where f;,§; € K|xo,...,z,] are homogeneous and if fir i, i # 0, then
deg (/1) = deg (f1°) = deg (w0 i)
de (g,) = deg (91" = deg (z0 - 52)
(f) —deg(fi).

deg
deg (g;) = deg

We can now further decompose
r=> (gfop + o ~§i) : (ff"p + 3o f) =g fP t - f, (30)
. =

Jj=1

where deg (f) = deg(f) — 1. Since Z;n:l g°P - f{°® >prp o - f we must have that

K3

LMprr (f) = LMprr (Z;n:l ngp . fFOP). We can also decompose the left-hand side of

K2

the last equation f = f'*P + x - f , and by rearranging we yield that

Foo =S g o | —ag- (7 7).

j=1
EK[z1,...,xn]
The only element in K[xz1,...,x,] divisible by zq is 0, so we have constructed an element

in (F*°P) with leading monomial . Again by [Kem11, Theorem 5.11] and [CLO15,
Chapter 5 §3 Theorem 6] this implies zero-dimensionality of (F*°P).

“(3) = (4)”: Suppose (F*°P) is zero-dimensional. For the claim we can work through
the arguments of the previous claim in a backwards manner. Since (F*°P) is homogeneous
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and zero-dimensional we can find f*P = 377", g - f{°P where gi°® homogeneous,
such that LMpgyp (f*°P) = 2%, where d; > 0. With Equation (30) we can lift this

decomposition (with g; = 0) to (.Fhom). Now let s,t € K[xg,...,2Z,] be monomials such
that deg (s) = deg (t) and xg 1 s and xg | t. For compatibility with homogenization we
have set z as least variable with respect to DRL, this immediately implies that s >pgry ¢
and the claim follows.

“(2) < (3)”: This is just a reformulation of the projective weak Nullstellensatz [CLO15,
Chapter 8 §3 Theorem 8], [CLO15, Chapter 5 §3 Theorem 6] and [Kem11, Theorem 5.11].

“(2) = (1)”: Assume that VF*P = (z1,...,2,) in K[z1,...,2,]. To apply [BS87,
Theorem 2.4] in the Caminata-Gorla technique (Section 2.3.1) we have to show that
dim (F™) = 1. By the equivalence of (2) and (4) we know that

So by Lemma 3.1 either \/inpgy, (FPo™) = (x1,...,2,) or \/inpgy (From) = (zg, ..., z,).
Assume the latter, then there exists a homogeneous f € (.7-" hom) such that LMprr(f) = xd,
where d > 0. Since z( is the least variable with respect to DRL this already implies
that f = zd. Thus, 1 € (fhom)deh = (F), a contradiction to the non-triviality of F.
So \/inpgr (FP™) = (z1,...,2,). Note that this also implies that Z, (.Fhom) £ ()
by a contraposition of the equivalence in the projective weak Nullstellensatz [CLO15,
Chapter 8 §3 Theorem 3|. It is well-known that (.7-" hom) and inpryr, (Fhom) have the same
affine Hilbert function, see [CLO15, Chapter 9 §3 Proposition 4]. Moreover, for any ideal
I C K[zo,...,,] the affine Hilbert polynomials of I and v/T have the same degree, see
[CLO15, Chapter 9 §3 Proposition 6]. Since dimension of an affine ideal is equal to the
degree of the affine Hilbert polynomial, see [Kem11, Theorem 11.13], the two previous
observations imply that

dim (]_-hom) = dim (inDRL (]_—-hom)> = dim ( inDRL (]:‘hom)) = dim (1‘17 ce ,xn) =1

in K[xzg,...,2,]. Also, the dimension of an affine variety Z(I), where I C K|z, ..., Zs],
is defined as the degree of the affine Hilbert polynomial of I, see [CLO15, Chapter 9 §3]. If
I is in addition homogeneous and Z4(I) # @, then by [CLO15, Chapter 9 §3 Theorem 12]
we have for the dimension of the projective variety Z, (I) that

dim (2, (1)) = dim (£2(I)) — 1 = dim(I) — 1.

Combining, all our previous observations we yield that dim <Z+ (}'hom)> =0, and it is

well-known that zero-dimensional projective varieties have only finitely many points, i.e.
’ZJF (.7: hom) ’ < 00, see [CLO15, Chapter 9 §4 Proposition 6]. To apply the Caminata-Gorla

technique (Section 2.3.1) it is left to show that Z+<inDRL (.Fhom),mo) = (). Note that
(fhom’xo) _ (fhom’xo) _ (J—_'top’ 10) ,
so by [BS87, Lemma 2.2]
(inDRL (}—hom),xo) = inprr (F'™, 20) = inpry (F*P,20) = (iHDRL (J":mp)wo)-

Finally, by our initial assumption and the projective weak Nullstellensatz [CLO15, Chap-
ter 8 §3 Theorem 3] we have

Z+<inDRL (Fhom),xo) = Z+(inDRL (ftOP),x()) = 0.

So we can apply the Caminata-Gorla technique (Section 2.3.1) to deduce that zq { 0
mod (Fhom)™, 0
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As consequence, we can conclude that every zero-dimensional affine polynomial system
has a set of generators that is in generic coordinates.

Corollary 3.3. Let K be an algebraically closed field, and let F = {f1,...,fm} C
Kz, ...,2,] be a polynomial system such that

(1) (F) # (1), and
(it) dim (F) = 0.
For every DRL Grébner basis G C (F) the ideal (GM™) is in generic coordinates.

Another quantity that is often studied in the Grobner basis complexity literature is
the so-called degree of regularity of a polynomial system.

Definition 3.4 (Degree of regularity, [BFS04, Definition 4]). Let K be a field, and let
F CP=Klzxi,...,x,]. Assume that (F*°P), = Py for some integer d > 0. The degree of
reqularity is defined as

dreg (F) =min {d >0 | (F*P), = Pa}.

It follows from the projective weak Nullstellensatz [CLO15, Chapter 8 §3 Theorem §]
and [Kem11, Theorem 5.11] that dyeq (F) < 00 is equivalent to dim (F*P) = 0.

Corollary 3.5. Let K be an algebraically closed field, and let F = {f1,...,fm} C
Klz1,...,2,] be a polynomial system such that

(i) (F) # (1), and
(7i) dim (F) = 0.
Then (F"°m) is in generic coordinates if and only if dyeg (F) < 0c.

Theorem 3.2 also significantly simplifies application of the Caminata-Gorla technique.
For an inhomogeneous polynomial system F C K[x1,...,2,] we can verify Theorem 3.2
(2) as follows.

(1) Homogenize F.
(2) Extract the highest degree components via F'*°P = Fhom mod ().
(

3) For x1,...,2,, construct a polynomial f € v FtP such that f = 2¢, where d > 0.
Then replace F'°P by F*P mod (z;).

Remark 3.6. The notion of generic coordinates is not the only genericity notion for
polynomial respectively monomial ideals. Other worthwhile mentioning notions are being in
quasi-stable position [HSS18, Definition 3.1] and Noether position [HSS18, Definition 4.1].
Let F C K|xy,...,2,] be such that "™ is in generic coordinates. Then, by the proof of
Theorem 3.2 we have that dim (.7-" hom) = 1. It follows from Lemma 2.6 that being in generic
coordinates coincides with being in quasi-stable position [HSS18, Proposition 3.2] and
Noether position [BG01, Lemma 4.1] in dimension 1. For a survey of different genericity
notions and their relations we refer to [HSS18].

Utilizing Theorem 3.2 we can finally provide an elementary proof that a keyed iterated
polynomial system is in generic coordinates.

Theorem 3.7. Let K be an algebraically closed field, and let P = Klx1,...,on—1,y]. Let
F={f1,---, fn} C P be a univariate keyed iterated system of polynomials such that

(i) d; =deg (f;) > 2 for all1 <i<mn, and
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(i) fi has the monomial x| for all 2 < i < n.

Then every non-trivial homogeneous ideal I C Plxo] with Z, (I) # 0 and F**™ C I is in
generic coordinates.

Proof. Let us substitute zg = 0 into the equations f°™ = 0. For f; we then have y% =0
and hence also y = 0. Substituting zg = y = 0 into f2 then yields z; = 0, hence by
iteration we obtain that g =y =21 = ... = 2,—1 = 0. Therefore, VItP = (y,z1,...,2,)
and the claim follows from Theorem 3.2. O

4 DRL & LEX Grobner Bases of Keyed Iterated Polynomial
Systems

In this section we investigate the DRL & LEX Grobner basis of univariate keyed iterated
polynomial systems and Feistel-2n/n polynomial systems. Consequently, we will see that
the solving degree of MiMC and all field equations can be upper bounded by MiMC and the
field equation for the key variable, and that under a mild assumption also Feistel-2n/n
polynomial systems are in generic coordinates. Moreover, understanding the degrees of
polynomials in the lexicographic Grobner basis will be a key ingredient in the proofs of
the Castelnuovo-Mumford regularity lower bounds.

The following lemma certainly has been proven by many students of computer algebra.

Lemma 4.1 ([CLO15, Chapter 4 §5 Exercise 13]). Let K be a field, let fi1,..., fn € K[z1]
be polynomials in one variable such that deg (f1) > 0, and let

I=(fi(z1), 2 — fo(1), - 2n — fu(21)) C Klz1,. .., 2]
be an ideal.

(1) Every f € K|xy,...,z,] can be written uniquely as f = q + r where ¢ € I and
r € K[x1] with either r =0 or deg (r) < deg (f1).

(2) Let f € K[z1], then f € I if and only if [ is divisible by f1 € Klx1].
(3) I is a prime ideal if and only if f1 € K[x1] is irreducible.
(4) T is a radical ideal if and only if f1 € K|x1] is square-free.

(5) Let firea € K[z1] be the generator of the radical ideal (fireq) = /(f1), then
\/j = (fl,red) + 1.

If we use the LEX term order zo > ... > z,, > x1, then it’s easy to see that the
generators of I are already a LEX Grébner basis. Now we establish that the LEX Grobner
basis of a univariate keyed iterated polynomial system has exactly the shape of Lemma 4.1.

Lemma 4.2 (Keyed Iterated Shape Lemma I). Let K be a field, let f1,..., fn € K[z1,...,
ZTn—1,Y] be a univariate keyed iterated polynomial system together with the LEX term order

1> ... >an 1 >y. Let fi,..., fn € Klz1,...,2n-1,Yy] be constructed via the following
iteration:

(i) Fori=1, set fl =—f1.
(i) For 2 <i<n, let ﬂ = (—fi mod fi_l) where the modulo operation is computed
with respect to the LEX term order.

Then
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(1) For1<i<n, we have that f; = z; — §;(y) for some §; € K[y] and f, € K[y].

(2) I=(f1,...,fn) = (fl, .. .,fn), in particular f1,..., fn is a LEX Grébner basis of
I.

(3) If |[K| = q, then I + (y1—y) = (fl,...,fn_l,gcd (fn,yq —y)), and this ideal is
radical. In particular,
I+(yq_y):'[+(x(11_x177yq_y)7

and
SdDRL(fh'"afnax({_$17"'ayq_y) SSdDRL(fh'"afnayq_y)'

Proof. For (1), follows from the construction of the f;’s.

For (2), if we record the “quotients” which we drop in the modulo operation in the
construction of the f;’s, then we can reconstruct the f;’s with the fi’s. So the f;’s are
indeed an ideal basis. Moreover, they have coprime leading monomials under LEX, so by
[CLO15, Chapter 2 §9 Theorem 3, Proposition 4] they are a LEX Grobner basis of 1.

For (3), let d = ged (fn,yq — y) Clearly, (fl, . .,fn_l,d> is an ideal basis of I +

(y? — y), and again the leading monomials are pairwise coprime under LEX, so they are a
Grobner basis of T+ (y? — y). Since y? — y is square-free also d must be square-free, so by
Lemma 4.1 T + (y? —y) is a radical ideal. It is obvious from the shape of the f;’s that
already Z(I + (y? —y)) C Fi. Now we can conclude from Hilbert’s Nullstellensatz and
[Gao09, Theorem 3.1.2] that I + (y? —y) = I + (2] — 1, ...,y? — y). For the inequality
observe that the Macaulay matrix of the polynomial system with one field equation is a
submatrix of the Macaulay matrix of the polynomial system with all field equations. So
the claim follows. O

With an additional assumption on the leading monomials of a univariate keyed iterated
polynomial system we can compute the degrees in the LEX Grobner basis.

Corollary 4.3. Let K field, and let fi1,..., fn € K[x1,...,Zn_1,Y] be a univariate keyed
iterated polynomial system such that

(i) d; =deg (f;) > 2 for all1 <i<mn, and
(i) f; has the monomial x| for all 2 < i < n.

Let fl, e fn be the LEX Grébner basis of f1,..., fn- Then

deg (fz) = ﬁ dg.
k=1

Proof. The assertion follows straight-forward from the monomial assumption and the LEX
Grobner basis construction procedure. O

Conversely, we can transform any lexicographic Grobner basis with the shape of
Lemma 4.1 into a univariate keyed iterated polynomial system.

Lemma 4.4 (Keyed Iterated Shape Lemma II). Let K be a field, and assume that the
ideal I C Klx1,...,y] has a LEX Grébner basis of the form

21— g1(Y), - Tn—1 = gn-1(¥), gn ()
such that 1 < deg(g1) < ... < deg(gn). Then I has an ideal basis of the form

a1(y) —x1,02(x1,y) — 22, o, Gn-1(Tn-2,Y) — Tn—1, n(Tn-1,9)-

Le., the ideal is generated by a univariate keyed iterated polynomial system.
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Proof. For the proof we work with the DRL term order 1 > ... > zp,—1 > y. Let f1,..., f»
denote the polynomials in the LEX Grobner basis, and let f1, ..., fn denote the polynomials
that we claim are the univariate keyed iterated basis. We set f; = —(acl - f1 (y)) For

2 <4 < n we now compute ﬁ = —f; mod fi_l with respect to DRL. Since we assumed
that 1 < deg(f1) < ... < deg(f,) the modulo operation indeed constructs non-trivial
polynomials §;(z;—1,y). O

Note that the keyed iterated system from Lemma 4.4 is in general not a DRL Grébner
basis. We present a simple counterexample.

Example 4.5. Let K be a field, and let
I=(x1—y* 20— 9°,y") € Klwy,22,y).
The respective keyed iterated polynomial system of I is then given by
yg —Z1, T1 'Z/z — T2, T2 '3/27
but the DRL Grobner basis of I is given by
T1 'y2—$2, xz'yzv y3—x1, x?—xz'y, Ty - T2, x%

With Lemma 4.1 (1) and Lemma 4.2 we can transform every polynomial f € Kz, ...

Zn,Yy] into a univariate polynomial fek [y] using only ideal operations, i.e. by performing
division by remainder with respect to the LEX Grobner basis. Understanding the degree
of these univariate polynomials will be our main ingredient in proving lower bounds on
the regularity.

Proposition 4.6. Let K be a field, and let I = (f1,..., fn) C P = Kl[z1,...,2n-1,y] be
an ideal generated by a univariate keyed iterated polynomial system such that

(i) d; =deg (fi) > 2 for all1 <i<mn, and
(i) fi has the monomial x5 | for all 2 <i < n.

Let f € P be a polynomial, then we denote with f € Kly] the unique univariate polynomial
obtained via division by remainder of f by I with respect to LEX. Then

(1) Leta € P\inpgrr(I) be a monomial, in the computation of a via division by remainder
there is never a reduction modulo the univariate LEX polynomial.

(2) Let a,b e P\ inprr(I) be monomials such that alb, then alb and deg (a) < deg (B)

(3) Let a,b,c € P\ inprr(I) be monomials such that a - ¢c,b-c € P\ inprr(I). If
deg (a) < deg (l;), then deg (G - ¢) < deg (13 . é)

Let s; = [['2 2%+ 71 Then

Jj=i 1

(4) The degree of §; is given by
deg (5;) = [ ] dn — T d»-
k=1 k=1

(5) Lett € P\inprr(I) be a monomial such that deg (t) < deg (s;). Then we also have
that deg (f) < deg(8;), and the inequality is strict if t # s.



378 Solving Degree Bounds for Iterated Polynomial Systems

Proof. Let I = (z1 — Fi@), 1 — fuo1(v), fn(y)) be the LEX Grobner basis of I, see
Lemma 4.2 (1).

For (1),let m =y , then any monomial ¢ € P\ inpgr(I) divides m.
So if there is a reduction modulo fn in the construction of @, then there also must be a
reduction in the construction of m. Via Corollary 4.3 let us compute

n—1 [
deg <m<f17-~-af~n—17y)) :d1_1+Z(di+l_1)'Hdk
n—1 /i+1
_d1—1+Z<Hdk—Hdk>
=1 k=1
:d1—1+Hdk—d1:Hdk—1.
k=1

k=1

dl 1 Hn 1 dH»l 1

Since deg (fn) = ITi_, dk, there cannot be a reduction modulo f» in the construction of
m anymore. So we have already computed deg (7). By contraposition the claim follows.
For (2) and (3), by (1) there is no reduction modulo f, in the construction of @, b and
¢, so the claims follow from standard polynomial arithmetic.
For (4), the computation is analog to the degree computation in (1)

n—1 7 n—1 /j+1 n 7
deg (5 =2 (41 = 1)- [] & Z(Hdk—ﬂdo:Hdk—Hdk'
Jj=i k=1 Jj=t = k=1 k=1

For (5), we do a downwards induction. Assume that there is a monomial ¢t € P\inpgr (1)
such that ¢ # s;, deg (t) < deg(s;) and deg (f) > deg (8;). The monomial ¢ must differ
from s; in at least one variable. Assume that the difference is in the variable x,_1, then ¢
must divide the monomial

n—2

_ odi—1 dp—2 diy1—1
Un—1 =Y @ty Hxl :
=1

Let us compute the degree of the LEX remainder degree analog to (1) and (4)

n—1 n—2 7
deg(ﬂn_l) d1—1+(d —2 Hdk-‘rz J+1—1 Hdk
k=1 J=1 k=1
n—1 n—1 J
=d—1—[[de+> (dr1—1)-]] di
k=1 j=1 k=1
n n—1
H k—Hdk—1<deg(sZ)
k=1 k=1

On the other hand, by (2) we have that deg () < deg(@,—1). Therefore, ¢t has to
coincide Wlth S; ON Ty 1, elbe we already have deg ( ) < deg (8;). Now we replace s; and
t by s; /.’L‘ ! and t/ 29771 respectively, then we perform the same argument for z,_.
Inductlvely we now conclude that either t = s; or deg ( ) < deg (8;). O

4.1 DRL & LEX Grobner Bases for Feistel-2n/n

Having studied the LEX Grobner basis of univariate keyed iterated polynomial systems
we now describe LEX and DRL Grobner bases of Feistel-2n/n polynomial systems, see
Definition 2.2.
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Proposition 4.7. Let K be a field, and let F = {fr1, fr1:---, fon, frRn} C Klzrp i1, TR 1,
ey TLn—1,TRn—1,Y] be a keyed iterated polynomial system for Feistel-2n/n such that

(i) d; = deg (fr;) > 2 for all1 <i<n, and
(ii) f; has the monomial x%ﬁi_l forall2 <i<n.
Then

(1) For the DRL term order xp,1 > TRp1 > ...> TLn-1 > TrRn-1 > Y, ¢ DRL Grébner
basis G of F\{frn} is given by

PR+ 91(PL,Y) — TR i1
PL — TR ’ ’
pL + 92(TR2,Y) — TR3 i=9
Tpi1— TR ’ ’
JiL,i _ TRi—1+ 9i(TRisY) — TR,i+1 ’ 3<i<n—2
fR.i Tpi-1— TR,
(xR,"—? + gn—l(xR,n—la y) - xL,n—l) Ci=n—1,
TLn—2 — LTRn—-1
(l‘R)nl ! gn(%L7n71) y) - CR> I 7 ="nN.

(2) If we remove the linear polynomials from the DRL Grobner basis G, then this
downsized polynomial system H C P = K[tRra,...,XRn-1,TLn—1,Y] s already a
zero-dimensional Grébner basis. Moreover, (HM™, 1]%0};1) is in generic coordinates
over K.

(8) For the LEX term order tra > ... > Tpn—1 > TLn—1 > Yy the Grébner basis of (H)
is of the form . R . .
zr1— f1,ZrR2 — fo, - s TR—1 — fn-1, fn

where the ﬁ € Kly] are constructed analog to the LEX Grobner basis in Lemma 4.2.

(4) The degree of f; is given by
deg (ﬁ) = H dk.
k=1

Let f € P be a polynomial, then we denote with f € Kly] the unique univariate polynomial
obtained via division by remainder of f by (H) with respect to LEX, and for2 <i<n-—1
let s; = zdL"n__ll . H;:f :c%’,f;l where Sp_1 = I%T:;_ll. Then

(5) The degree of §; is given by

deg (5;) = [ ] dn — T d»-
k=1 k=1

(6) Lett € P\ inprr(I) be a monomial such that deg (t) < deg (s;). Then we also have
that deg (f) < deg(8;), and the inequality is strict if t # s.

Proof. For (1), the polynomials fL7 are constructed by substituting the linear polynomials
of F\ {frn} into the non-linear ones. After the substitution all leading monomials are
coprime so by [CLO15, Chapter 2 §9 Theorem 3, Proposition 4] we have constructed a
Grobner basis.
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For (2), it is easy to see that H = {fr.1,..., frm} C P = K[TRa,- s TRn—1,TL.n—1,Y]
and that inpprr(H) = (ydl,x?{g, e ,x}i{:;il, x‘i7jn71). Observe that only a finite number

of monomials of P is not contained in inprr(H). lLe., dimg (P/inprr(H)) < oo as
K-vector space and by a well-known equivalence from commutative algebra (see [Keml1,
Theorem 5.11]) this implies zero-dimensionality. Lastly, being in generic coordinates is
proven analog to Theorem 3.7.

For (3), given the DRL Grobner basis from (1) and (2) the LEX Grobner basis can be
constructed via iterated substitutions.

For (4), this follows analog to Corollary 4.3.

For (5) and (6), the proofs are identical to Proposition 4.6 (4) and (5). O

We provide a counterexample that in general the generators of the DRL Grébner basis
of Feistel-2n/n cannot be transformed into a univariate keyed iterated polynomial system.

Example 4.8. Consider MiMC-2n/n over Fy3 with the round constants and plain/ciphertext

pair
— _ _ _ pL) _ (0O cy _ (0
A=t e=t a=l a=h (pR) B (0) ’ (CR) - (0> '

The downsized DRL Grobner basis is

3
Yy _:CR,Q)

3 2 2 3

Tho =2 TRo Y—2-Tr2 Y +Y —Trs,

3 2 2 3

Try =2 TRz Y —2-Tr3 Y +2-y —2xL3,

xi,g_Q'm%,:s y—2-703 Y +y +y+aRs.
But the univariate keyed iterated generators of this system are

3
Y — TR,2,

3 2 2

Tro— 2 'TRo Y—2-Tr2 Y +Tr2— TR3,
3 2 2 3
IR,3—2‘$R,3'Z/—2'$R,3'?J +2-y° —xp3,

yW-2y" =2y +al 2275 y—2 203 Y +2-y  +y.

4.2 DRL & LEX Grobner Bases for Univariate Keyed Iterated Polyno-
mial Systems With Two Plain/ciphertexts

If one has multiple plain/ciphertext samples for a cipher, then one can combine the
respective iterated polynomial systems into a joint system and compute its Grébner basis.
Analog to Lemma 4.2 and Proposition 4.6 we now describe DRL Grébner bases for a
two plain/ciphertext attack on a univariate cipher. With the same assumptions as in
Theorem 3.7 we can also prove that the polynomial system of a two plain/ciphertext attack
is in generic coordinates.

Proposition 4.9. Let K be a field, and let

fi,ooos fn € Klu, ... up—1,y], and
h17--~7hn EK[Ul,-~-7vn—lay]

be two univariate keyed iterated polynomial systems which are constructed with the same
g1, 9n € K[z, y] but with different plain/ciphertest pairs (pi,c1), (p2,c2) € K2. Let
F={f1,--s fn,h1,..., by}, and assume that

(i) d; = deg(g;) > 2 for all1 <i<mn, and
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(ii) g; has the monomial x% for all 2 <i < n.
Then

(1) The sets
{fla""fn}v {h17"'vh’n}’ ‘F\{hl}’ ]:\{fl}v

are DRL Grébner bases.
(2) If in addition K is algebraically closed, then (}"hom) is in generic coordinates.

Proof. (1) follows from [CLO15, Chapter 2 §9 Theorem 3, Proposition 4], and the proof of
(2) is analog to Theorem 3.7. O

Note that it is also straight-forward to generalize (2) for any number of plain/ciphertext
pairs.

5 Solving Degree Upper Bounds For Attacks On MiMC

Combining our results from Sections 3 and 4 we can now derive upper bounds for the
solving degree of various attacks on MiMC, Feistel-MiMC and Feistel-MiMC-Hash. To illustrate
our bounds in practice we also compute the bit complexity of Equation (24) for sample
values.

5.1 Adding a Minimal Number of Field Equations

In the original bound for MiMC, see Example 2.10, we had to include all field equations
into the system, but as we saw in Lemma 4.2 it suffices to include a single field equation
to limit all solutions to the base field.

Example 5.1 (MiMC and one field equation I). Let MiMC be defined over Fy, and let r be
the number of rounds. We denote with Iyjuc the MiMC ideal. It follows from Lemma 4.2
(3) that one only needs to include the field equation for the key variable y to limit all
solutions to F,. Hence, by applying Corollary 2.9 and Theorem 3.7 to this system we yield

sdprr (Tuwe + (y7 —y)) <q+2-r.

As an immediate consequence we can also improve the bound of the attack with all
field equations.

Example 5.2 (MiMC and all field equations II). Let MiMC be defined over F, and let r
be the number of rounds. Denote the ideal of all field equations by F' and the MiMC ideal
with Iyimc. Then by Lemma 4.2 (3) and Example 5.1 the solving degree is bounded by

sdprr (Iwine + F) <q+2-r.

Moreover, small scale experiments indicate that the solving degree of this attack is always
less than or equal to g +7 — 1.

Since the MiMC polynomials are already a DRL Grobner basis, we can also replace the
field equation y? — y by its remainder r, modulo Iy;yc with respect to DRL. Then the
solving degree bound becomes

sdprr (e + (y7 — y)) < deg(r,) +2- 7. (31)

Let r > [logs (¢)], then experimentally we observed that

deg (1) < 2- [logs (q)] . (32)
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In Table 2 we provide complexity estimates in bits for a Grobner basis computation of
MiMC and the field equation for the key for an optimal adversary with w = 2. For ease of
computation we estimated the logarithm of the binomial coefficient with Equation (26).
For the chosen field sizes and the least round number such that r > [logs (¢)] MiMC achieves
a security level of at least 128 bits against the field equation attack.

Table 2: Complexity estimation of Groébner basis computation for MiMC and the field
equation for the key variable with w = 2. K,em denotes the complexity estimate for the
remainder of the field equation with the empirically observed degree bound (Equation (32)).
The number of rounds r is the least integer such that r > [logs (¢)].

logy (q) | 64 | 128 | 256
r 50 81 162
Frem (bits) | 337.5 | 572.4 | 1156.2

5.2 The Two Plain/Ciphertext Attack

Intuitively, with a single plain/ciphertext pair one can construct a fully determined
polynomial system a cipher. By adding more plain/ciphertext pairs one constructs an
overdetermined system, and it is expected that the additional information reduces the
difficulty of solving the system. Let I, J C P be ideals representing a cipher for different
plain/ciphertext pairs. Combining these two systems into a single system geometrically
corresponds to the intersection of two varieties, i.e.,

Z(I+J)=Z(I)nZ(J). (33)
Let us now apply these considerations to MiMC.

Example 5.3 (MiMC and two plain/ciphertext pairs I). Let MiMC be defined over F,, let r
be the number of rounds, and let (p1,c¢1), (p2,c2) € Fg be two distinct plain/ciphertext
pairs generated with the same key by a MiMC encryption function. For these pairs we can
construct the univariate polynomials fi, fo € F4[y] in the respective LEX Grobner basis
of degree 3". These two polynomials must have at least one common root, namely the
key k € F,. If one divides f; and f3 by y — k and considers them as random polynomials,
then with high probability they are coprime. Now let Iyimc1 C Fylu, ..., ur—1,y] and
Ivimc,2 C Fylv1, ..., vr21,y] denote the ideals corresponding to the plain/ciphertext pairs.
Then, with high probability Z(Iwiuc,1+Iuinc,2) contains only a single point. By Corollary 2.9
and Proposition 4.9 (2) we now obtain the following bound for the solving degree of
Twivc,1 + Twinc,2
sdprr (Twime,1 + Twinc,2) <47+ 1.

In Table 3 we provide complexity estimates in bits for a Grobner basis computation
of MiMC and two plain/ciphertexts for an optimal adversary with w = 2. For ease of
computation we estimated the logarithm of the binomial coefficient with Equation (26).
Recall from Table 2 that for ¢ > 2%4 we have that r > 50, hence 50 rounds are sufficient to
achieve 128 bits security against the two plain/ciphertext attack.

Table 3: Complexity estimation of Grobner basis computation for MiMC and two
plain/ciphertext pairs with w = 2 over a finite field F, with ged (3,¢ — 1) = 1.

r | & (bits)

10 99.4
50 | 538.1
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5.3 Feistel-MiMC

Interestingly, MiMC-2n/n behaves very similar to the two plaintext attack on MiMC, in the
sense that with high probability the standard polynomial model of MiMC-2n/n does not
have any solutions in the algebraic closure and its Groébner basis is expected to be linear.

Example 5.4 (MiMC-2n/n I). Let F, be a finite field, let 7 be the number of rounds, and let
k € F, denote the key. Suppose we are given a plain/ciphertext pair (pr,pr), (¢, cr) € Iﬁ‘g
for MiMC-2n/n generated by the key k. By substituting this pair into the cipher function we
obtain two univariate polynomials F, (pr., pr)—(cr, cr) = (0, 0) in the key variable y. These
polynomials have at least one common root, namely y — k. If we divide these polynomials
by y — k and consider them as random polynomials, then with high probability they are
coprime. Now, to launch an efficient Gréobner basis attack we first compute the downsized
DRL Grobner basis of the Feistel-2n/n polynomial system from Proposition 4.7 (1). Then
we add the missing polynomial and compute the Grobner basis. By Proposition 4.7 (2)
the polynomial system is in generic coordinates, therefore we can also apply Corollary 2.9
to obtain the following bound for the solving degree

SdDRL (IMiMC—2n/n) < 2-r+1.

In the following table we provide complexity estimates in bits for a Grobner basis
computation of Feistel-MiMC for an optimal adversary with w = 2. For ease of computation
we estimated the logarithm of the binomial coefficient with Equation (26). As in Tables 2
and 3, 50 rounds are sufficient for Feistel-MiMC to achieve 128 bits security.

Table 4: Complexity estimation of Grébner basis computation for Feistel-MiMC with w = 2
over a finite field F,.

r | & (bits)
10 48.6

50 | 266.7

5.4 Feistel-MiMC-Hash

For Feistel-MiMC-Hash the Feistel-MiMC permutation is instantiated in the sponge framework
[BDPVO08]. For a preimage attack on Feistel-MiMC-Hash we have to, as the name suggest,
compute a preimage to a given hash value oo € F;. We have two generic choices to do
so. First, we can guess the second permutation output value and then simply invert the
permutation. If the preimage is of the form (8,0), for some § € F,, then the attack was
successful. Though, the success probability of this approach is 1/q, and ¢ is at least a
64-bit prime number, which is too small for a practical attack. Second, we can use an
indeterminate x5 for the second permutation output, then we have to find a solution for

the equation
. . Iy _ (&
Feistel-MiMC (0) = (xg) . (34)

Further, for the preimage problem we have only one generic choice of polynomials to
restrict all solutions to the base field: field equations.

Example 5.5 (Feistel-MiMC-Hash preimage attack I). Let I, be a finite field, and let r
be the number of rounds. We can construct the polynomial system for Feistel-MiMC-Hash
from the one for the keyed permutation, see Definition 2.2, by setting y = 0, pr = =1,
pr = 0, ¢, = o and ¢g = x2, where 1 and x5 are indeterminates and a € F, is the
hash value. Moreover, we choose the DRL term order such that the intermediate state
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variables are naturally ordered, x1 > xo and all intermediate state variables are bigger
than z;. Analog to Proposition 4.7 we can compute the DRL Grobner basis of the system
by substituting the linear polynomials into the non-linear ones, but this time we do not
have to remove any linear polynomial. Since pr = 0 there are only r — 1 polynomials of
degree 3 in r — 1 variables. To find a solution (if it exists) we now either have to compute
the LEX Grébner basis and factor a polynomial of degree 3"~! or add the field equation
for x5 to the polynomial system. For the latter case we obtain the following bound on the
solving degree

sdprr (Inash + (24 —22)) <g+2-7—2.

Analog to the field equation attack on MiMC we can also compute the remainder of the
field equation modulo the DRL Grébner basis to further reduce the solving degree. Note
that the solving degrees of Examples 5.1 and 5.5 differ only by 2, therefore we refer to
Table 2 for the complexity of Grobner basis computations of Feistel-MiMC-Hash.

6 Multivariate Ciphers in Generic Coordinates

So far all our complexity estimates are only applicable to univariate ciphers and two branch
Feistel networks. Naturally, one would like to extend the theory to more advanced multi-
variate constructions. Therefore, in Section 6.1 we derive that Substitution-Permutation
Network (SPN) based ciphers are in generic coordinates, hence we can apply the Macaulay
bound to estimate the solving degree. In Section 6.2 we study three classes of generalized
Feistel Networks for which we derive efficient criteria to check whether the corresponding
polynomial systems are in generic coordinates.

For starters, let us fix some notation. Let n,r > 1 be integers, n always denotes the
number of blocks and 7 the number of rounds of a cipher. Throughout this section we will

denote plaintext variables with x = (1, ...,2,)T and key variables with y = (y1,...,9s)T.
With
Ky : Fy x Fy — Fy, (35)

(x,y) > x+y

we denote the key addition function, and with
A:F — F?,
q q (36)
X Ax+c

we denote affine permutations where A € GL,, (F,;) and ¢ € F,. For 1 < i < r let
AW Al Fy — Fy be affine permutations and let PO L Pp0) Fy — Fy some
arbitrary permutations. Then a block cipher without key schedule is defined to be the
following composition

. TN n mn
Cry : Fy x Ty — Fy,

37
(x,y) — (le o AT Op(r)) 0---0 (le o AWM oP(l))(x+y), (37)

where the composition is taken with respect to the plaintext variable.
, , AN T
For 1 <i<r—1,let x(V = (xgl), e ,ng)) denote intermediate state variables,

and let y = (y1,...,yn)" denote the key variables. Let p,c € [y be a plain/ciphertext
pair given by the block cipher C, , Since every function Fj — F, can be represented
with polynomials, we define the multivariate keyed iterated polynomial system F =
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{0, £} cF, [xW, ..., x""Y y] for the cipher C, . as
APY pty)+e+y—x, i=1,
£ = J AP (x0D) doity—x, 2<i<r-1, (38)
A, PM (x(r_l)) +e.+y—c, i=r.

If a key schedule is applied we have two options for the polynomial model. Either we
substitute the key schedule directly into Equation (38) or we add additional iterated key
schedule equations to F.

6.1 Substitution-Permutation Networks

In symmetric key cryptography the Substitution Permutation Network (SPN) is the most
widely adopted strategy to construct block ciphers. For example, the Advanced Encryption
Standard (AES) [AES01, DR20] is an SPN. Moreover, so-called partial SPNs have been
adopted for AO designs [ARST15, GLR 20, GKR*21, GKS23]. We start with the formal
definition of SPN-based ciphers.

Definition 6.1 (SPN cipher). Let F, be a finite field, and let n,r > 1 be integers.

(1) Let f1,..., fn € Fqlx] be permutation polynomials. Then the full Substitution Layer
s defined as

Sflwuafn : FZ - FZL’
(T1,..yxp) — (fl(xl),,fn(xn))

(2) Let f € Fy[x] be permutation polynomial. Then the partial Substitution Layer is
defined as

Sf : IFZ —)]FZ,
(T1,...,Tpn) — (f(xl),xg,...,xn).

(3) For1 <n<r, let SV : Fy — Ty be either a full or a partial Substitution Layer and
let A; : ¥y — Fy be an affine permutation. Then the SPN cipher is defined as

Crr i By xFy — Fy,
(x,y) — (le o AM o S(T)) 6---0 (le o AM o S(l))(x +y),
where the composition is taken with respect to the plaintext variable.

Accordingly, a round where a full/partial Substitution Layer is applied is called a
full /partial round.

Under a mild assumption on the first round of an SPN cipher C,, , we can compute a
DRL Grébner basis of the multivariate keyed iterated polynomial system.

Theorem 6.2. Let F, be a finite field, let F, be its algebraic closure, let n,r > 1 be
integers, and let Cp, : Fyy x Fy — Fy be an SPN cipher such that SW is a full SPN

and every univariate permutation polynomial in SW) has degree greater than 1. Let
F = {f(l),...,f(’")} C P=TF, [x(l),...,x(r’l),y] be the multivariate keyed iterated
polynomial system for C, ,, and let

g = {ATE0, . AT

Then
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(1) G is a DRL Grobner basis.

(2) Every homogeneous ideal I C P|xg] such that Z,(I) # 0 and G'°™ C I is in generic
coordinates.

Proof. For (1), we consider the DRL term order :c(ll) >0 > :L'7(11) > :c(12) > ... > a:%"_l) >

Y1 > ... > yYn. Let fl(j)7 ceey f,(Lj) denote the functions of the SPN in the j*" round, then

_ deg ffl)
LMprr (A1 1f(1)> = <yi ( )> ,
1<i<n

) ~d <2
LMpryL (Aflf(J)) _ (JJEJ) eg(fz )) , 2< ] <r,

1<i<n

since deg (fi(l)) > 1 for all i and x() > ... > x(""1) > y. So the polynomials in G have

pairwise coprime leading monomials and the claim follows from [CLO15, Chapter 2 §9
Theorem 3, Proposition 4].
For (2), this follows from (1) and Corollary 3.3. O

Let us now apply Theorem 6.2 to a cipher that utilizes partial as well as full Substitution
Layers: the HADES strategy [GLR120], a cipher family for MPC applications. The keyed
HADES permutation starts with r; full rounds, then it applies r, partial rounds, and it
finishes with another application of r¢ full rounds. So, in total HADES has r = 2-r¢+r, many
rounds. All SPNs apply the same univariate permutation ¢ for some appropriate d. HADES
has an affine key schedule [GLR 120, §3.1], and it is straight-forward to incorporate an affine
key schedule into the multivariate keyed iterated polynomial system from Equation (38).
Moreover, an affine key schedule does not affect the proof of Theorem 6.2 as long as the
master key was added before application of the first Substitution Layer.

Example 6.3 (Solving degree bounds for HADES). Let F, be a finite field, let n > 1
denote the number of branches, and let d € Z~; be an integer such that ged (d,q — 1) = 1.
Let ry, 7, > 1 denote the number full and partial rounds, and let Jy,pes denote the HADES
ideal. Then by Corollary 2.9 and Theorem 6.2

sdprr (Inapes) < (d—=1)-(2-n -1y +7p) + 1.

Now let Itiapes,1 and Irapes,2 denote HADES ideals for two different plain/ciphertext pairs.
It is straight-forward to extend Theorem 6.2 t0 Iyapgs,1 + Inapes,2, cf. Proposition 4.9 (2),
therefore by Corollary 2.9

sdprr (IHADEs,l + IHADES,Q) <2-d-1)-(2-n- ry+ Tp) + 1.

The HADES designers use Equation (24) and the Macaulay bound (Corollary 2.9) to
estimate the resistance of HADES against Grobner basis attacks, see [GLR ™20, §4.3] and
[GLR"19, §E.3]. In particular, their second strategy is the multivariate keyed iterated
polynomial system from Equation (38). To justify this approach the authors hypothesized
that the HADES polynomial system is a generic polynomial system in the sense of Froberg’s
conjecture [Fr685, Parl0]. With Theorem 6.2 and Example 6.3 this hypothesis can be
bypassed, and we have proven that the complexity estimation of the HADES designers is
indeed mathematically sound.

In Table 2 we provide complexity estimates in bits for a Grébner basis computation
of HADES where we use the Macaulay bound of the keyed iterated HADES polynomial
system as minimal baseline of the solving degree for an optimal adversary with w = 2. We
assume that the key schedule equations have been substituted into Equation (38). Recall
from Theorem 6.2 that a partial HADES round only contributes one non-linear equation
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but n — 1 affine equations. Therefore, we can eliminate r, - (n — 1) many variables in the
HADES polynomial system in advance, i.e. after the elimination the number of variables and
equations in the HADES polynomial system is 2-n -7y +r,. Note that this elimination does
not affect the Macaulay bound from Example 6.3. We stress that after the substitution we
exactly reproduce the complexity estimation of the second strategy [GLR™ 19, p. 48-51],
though with a proof and not under a hypothesis. For ease of computation we estimated
the logarithm of the binomial coefficient with Equation (26).

Table 5: Complexity estimation of Grébner basis computations for HADES via the Macaulay
bound for Igapes With n = 2, and w = 2 over a finite field I, such that ged (d,q — 1) = 1.

| d=3 | d=5

Ty 3 4 5 3 4 5
rp 13 10 5 10 10 4
% (bits) | 130.0 1354 130.0 | 149.0 177.6 163.3

In [GLR*20, Table 1] round numbers for HADES instantiations are proposed, as can
be derived from our table all instantiations achieve a security level of 128 bits already for
n=2andd=3.

We also mention that it is straight-forward to compute HADES’ quotient space dimension

dimp, (Tgapes) = d>™7 4. (39)

6.2 Generalized Feistel Networks

The second permutation that has been dominant in block cipher design in the past is
the so-called Feistel Network, named after its inventor Horst Feistel. For example, the
predecessor of AES the Data Encryption Standard (DES) [DES77] is based on the Feistel
Network. Moreover, so-called unbalanced generalized Feistel Networks have been proposed
for AO designs [AGP19a]. We start with the formal definition of Feistel-based ciphers.

Definition 6.4 (Generalized Feistel cipher). Let F, be a finite field, and let n,r > 1 be
integers.

(1) For 1 <i<n-—1,let f; € Fy[xiy1,...,Tn] be a polynomial. Then the generalized
Feistel Layer is defined as

‘Fflv--wfn—l :]FZ - FZ?
(xla s axn) = ('Il + fl(IQa s axn)v ceey Tp—1 + fn—l(xn)7l'n)-

(2) For1<n<r,let F) . Fy — Ty be a generalized Feistel Layer and let A; : Fy — Fy
be an affine permutation. Then the Feistel cipher is defined as

Coy 1 Fy xFy — Fy,
(x,y) — (ICy o AM o]:(r)) 0---0 (ICy o AM O]:(l))()H_y)’
where the composition is taken with respect to the plaintext variable.

For special types of Feistel ciphers we can derive efficient criteria to verify whether the
corresponding multivariate keyed iterated polynomial system is in generic coordinates.

Theorem 6.5. Let F, be a finite field, let E be its algebraic closure, let n,r > 1 be
integers, and let Cp , : Ty x By — ' be a Feistel cipher. Let F = {f(l), ey f(T')} cP=
I[Tq [x(l), o xD) y] be a multivariate keyed iterated polynomial system for Cy .
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(1)

(2)

(3)

For 1 < i <, let f) € F,[x,] be polynomials such that deg (f(i)) > 1, and
assume that the it" Feistel Layer of Cpnpr is .Ff(i)7___7f(i). Let the polynomial system
G=1{gW,... ,g(’”)} be defined as follows

(Ai_lf(i)> , j=1,n,

J

(g(i))j - (Ai—lf(i)> - (A;l’f@)1 » 2sjsn—L
J

Then every homogeneous ideal I C Plxg] such that Z,(I) # 0 and Gh*™ C I is in
generic coordinates if the following linear system has rank r - (n — 1)

a8 ) -
<A11 (9- im)) =0,
et
(Aﬂ(A - aAc“’)) =0,
ot
(A19), =0,

where 2 < ¢ < r—1,2 < j5 < n-—1, 20 = (:cgi),... 29 0) and § =
(y17"'7yn—1a0)'

For1<i<randl<j<n-—1,let fj@ € Fylzit1, ..., xn] be polynomials such that

e @)
deg () > 1 and the monomial x?+g1(f] )

it Feistel Layer of C,, . is ffm @ . Let
1 s

dn—1

is present in f]@, and assume that the

G= {A;lf“),...,A;lf(T)}.

Then every homogeneous ideal I C Plzg] such that Z4(I) # 0 and G*™ C I is in
generic coordinates if the following linear system has rank r

(ar(a-27)) =o

n

where 2 <i<r—1, ) = (x(li),O...,O) and § = (y1,0,...,0).

For1<i<r,let f® ¢ Fylxo,...,zy] be such that

f(z)(mQaaxn):f(Z) Zai,j’xj
=2
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with f@ € F,[z] such that deg (ﬂ”) > 1 and ajp,...,a;n € Fy, and assume that
the i™ Feistel Layer of Cpr is Fyay . o- Let

G= {Aflf(l),...,A;lf(T)}.

Then every homogeneous ideal I C Plzo] such that Zy(I) # 0 and G™ C I is in
generic coordinates if the following linear system has rank r-n

n
Z ark - Yr =0,
k=2

(All (v- x(”)) =0,

J

n
(i—1)
Z aivk : xk: = 0’
k=2

mgi_l) + <A11(y - x(i))) = 0,

J

n
§ : (r=1)
Qr k= LTy = Oa
k=2

(r=1) - _
z; + (A 1y)j =0,

where 2<i<r—1and2<j<n.
Proof. For all cases we show that v/G'"P = (z1,...,z,).

For (1), note that for all 1 < 4 < 7 we have that the degree of the first component of g(*) is
deg (f(i)) and 1 for the other components. Substituting 2o = 0 into G"°™ we yield from the

T doe( F deg(f® _qydeg(F™
first components of the (g(?)™*"s that yneg(f ) _ e () = =g (7) -0
so also y = 2 = ... = 2™V = 0. Now we substitute these coordinates into the remaining

equations. This yields the linear system from the assertion. If the linear system is of rank
r-(n—1), then VGhom = (zy,... x,).

For (2), note that for 1 <i <r and 1 < j <n — 1 we have that deg ((Ai_lf(i))j) -
deg (f;i)) Now we substitute 2o = 0 into G**™ in the i*" round in the (n—1)"" component

(iydea(£;2,)

this yields z», = 0. Inductively we now work through all higher branches in the
i*® round and then through all rounds to obtain that yo = ... =y, = xél) =...= xﬁP =
= Qigril) =...= x%ril) = (. Substituting these variables into the remaining equations

that come from the last branch of the f(¥)’s yields the linear system from the assertion
which proves the claim.
For (3), after substituting zo = 0 into G*™ we obtain for the first branch of each round

" deg(f™) " . deg(f®)
(Zam '?Jk) = (Zam .1;/(;—1)> =0
k=2 k=2

=
n n
i1
> avk -y = > ik g Y =0,
k=2 k=2

where 2 < i < r. Combining these linear equations with the remaining equations from
Gho™ we obtain the linear system from the assertion. O
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The Feistel Networks from Theorem 6.5 (1) and (3) are also known as expanding
round function (erf) and contracting round function (crf) respectively. An example for
block ciphers with these round functions is the GMiMC family [AGP¥19a, §2.1], which is
targeted for MPC applications. Moreover, the designers of GMiMC use Equation (24) and
the Macaulay bound (Corollary 2.9) to estimate the resistance of GMiMC against Grobner
basis attacks, see [AGP*19a, §4.1.1].* To justify this approach the authors hypothesized
that the GMiMC polynomial systems are generic polynomial systems in the sense of Froberg’s
conjecture [Fro85, Parl10]. With Theorem 6.5 this hypothesis can be bypassed for GMiMC
without a key schedule. For GMiMC an affine key schedule was proposed, hence one can
extend Theorem 6.5 to this scenario by replacing the key variables with intermediate key
variables after the first round and by adding the linear part of the affine key schedule to
the linear systems. Thus, we have derived efficient criteria to verify that the complexity
estimations of the GMiMC designers can indeed be mathematically sound.

Example 6.6 (Solving degree bounds for GMiMC). Let F, be a finite field, let n,r > 1
denote the number of branches and rounds, and let d > 1 be the degree of the degree
increasing function. In the proof of Theorem 6.5 we saw that the GMiMC..+ polynomial
system can be transformed so that there is only one non-linear polynomial in every round.
Therefore, GMiMC,¢ and GMiMC,,s have the same Macaulay bound. Let Igyinc be a GMiMC
ideal and assume that n and r are such that the corresponding matrix from Theorem 6.5
has full rank, i.e. GMiMC is in generic coordinates. Therefore, by Corollary 2.9

sdprr (Tawinc) < (d—1) -r+ 1.

Now let Iguinc,1 and Iguinc,2 denote GMiMC ideals for two different plain/ciphertext pairs.
It is straight-forward to extend Theorem 6.5 to Iguimc,1 + Lominc,2, ¢f. Proposition 4.9 (2).
Provided that n and r are such that Iguiuc,1 + Ieuinc,2 is in generic coordinates we have by
Corollary 2.9

sdprr (Tawine,1 + Tewinc,2) < 2-(d—1)-r+ 1.

For small primes we applied Theorem 6.5 to GMiMC.,f and GMiMC,,¢ without key schedules.
Depending on the parameters n and r we noticed a highly regular pattern when the
matrices from the theorem have full rank. In Table 6 we record this pattern for small
sample parameters.

Table 6: Matrix criteria from Theorem 6.5 for sample parameters for GMiMC..f and GMiMCe,¢
with the shift permutation (x1,...,2,) = (Tn,x1,...,2,—1) in the affine layer and without
key schedules.

n=23 H n=4 H n=>5

r | Full rank H T ‘ Full rank H r ‘ Full rank

10 True 12 True 10 True

11 False 13 True 11 False

12 True 14 False 12 True

13 False 15 True 13 False
16 True
17 False

We observed that for the shift permutation (z1,...,2z,) = (n,z1,...,Zp—1) in the

affine layer the matrix criteria for GMiMC..r and GMiMC.,¢ behave identical. On the other

4For completeness, we mention that the GMiMC designers did not analyze the keyed iterated polynomial
system (Equation (38)). They only studied systems where all rounds are substituted into each other, i.e.
one has n equations in n variables.
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hand, if we instantiate GMiMC with the circulant matrix circ(1,...,n)°, then we observed
that GMiMC,, is always in generic coordinates and for GMiMC,,¢ the criterion is identical to
Table 6.

In Table 7 we provide complexity estimates in bits for a Grébner basis computation of
GMiMC where we use the Macaulay bound of the keyed iterated GMiMC polynomial system
as minimal baseline of the solving degree for an optimal adversary with w = 2. We
assume that the key schedule equations have been substituted into Equation (38). Also,
recall from Theorem 6.5 that we can transform a GMiMC polynomial system so that every
round contains only one non-linear polynomial. Thus, we can use the affine equations to
eliminate r - (n — 1) many variables in the GMiMC polynomial system in advance, i.e. after
the elimination the number of variables and equations in the GMiMC polynomial system is 7.
Note that the elimination does not affect the Macaulay bound in Example 6.6. For ease of
computation we estimated the logarithm of the binomial coefficient with Equation (26).

Table 7: Complexity estimation of Grobner basis computations for GMiMC via the Macaulay
bound with w = 2 over any finite field IF,.

| d=3 | d=5

r 10 25 50 10 25 50
k (bits) | 48.6 130.0 266.7 | 63.5 170.5 350.0

In [AGP*19b, Table 7] round number for GMiMC,,s instantiations are proposed, as can
be derived from our table all instantiations achieve a security level of 128.

6.3 The Problem With Sponge Constructions & Generic Coordinates

Let us return to the sponge construction [BDPV07, BDPV0S]. Let P : Fy — Fy be an
arbitrary permutation which we instantiate in sponge mode with capacity 1 < ¢ < n and
rate r =n — c. Let IV € Fy be a fixed initial value, and let a € Fy be a hash output. To
find a preimage x € [y, we have to solve the equation

(3)-6)

where y € Ff;’l is an indeterminate variable. First, we observe that this polynomial
system is only fully determined if ¢ = n — 1, else one always has r +n — 1 > n many
variables for x and y. Otherwise, we have to guess some entries of x and y which we expect
to be successful with probability 1/¢. Second, if we model the sponge P with iterated
polynomials, then the Caminata-Gorla technique (Section 2.3.1) will fail whenever the last
round of P is non-linear in all its components. In this case, after homogenizing the keyed
iterated polynomial system and setting xg = 0 we will always remove the variables y from
the equations. So Theorem 3.2 (2) cannot be satisfied, and the naive homogenization of a
sponge polynomial system cannot be in generic coordinates.
We illustrate this property with a simple example.

Example 6.7. We work over the field F5. We consider an SPN sponge function based on
the cubing map with n = 2 and r» = 3 where the first and the last round are full SPNs and

5We understand circulant matrices as right shift circulant matrices, i.e.

ar az ... Gp_1 an
an a1 <. An—2 Gn-1
circ(at,...,an) =

az az ... an al
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the middle round is a partial SPN. In every round the mixing matrix is circ(1,2) and all
round constants are 0. The matrix is also applied before application of the first SPN. We
illustrate this sponge function in Figure 3.

Tin . x(ll . x‘li . l‘f . hash
cire i cire cire 4 circ
0 x5 Z2 x5 Yout

Figure 3: ITllustration of a simple SPN sponge function.

For hash value 0 the iterated polynomial system F C Fj5 xgl), xél), x?), J:g)xin, yout}

is
x?n +2- xgl) + xél) =0,
—2. 2% +aV +2.20 =0,
x§1)3 +2- x§2) + $;2) =0,
xél) + x:(f) +2- xéQ) =0,

3
36(12) + Yout = 07

23
28 42 your = 0.

Note that (F) is zero-dimensional. Let zy denote the homogenization variable. Then

st = (]—'hom)sat is generated by

xf’n+2-x§1) -z = 0,
:cél) +x§2)+2-z2(2) —0,
<x§2) + xgz)) ~x3 =0,

23
335) +2'yout'x0: )

3
xgl) +yout Ty =Y,
3
xgl) +2- x(22) -zg =0,
Yout - Lo = 0

Hence, after reducing modulo (xg) we remove the variable yoyut.

To resolve this problem we have to add additional polynomials to the system. Over finite
fields we can always add the field equations for y though for AO designs this introduces
high degree equations to a low degree polynomial system. On the other hand, we could
add the inverse of the last round of an iterated construction to the polynomial system to
introduce polynomials with leading monomials in y. Though, in general we also expect
that this trick introduces high degree equations.

6.4 The Problem With Non-Affine Key Schedules & Generic Coordi-
nates

We face a similar obstacle for the Caminata-Gorla technique if we deploy a non-affine key
schedule. For sake of example let us return to MiMC with the key schedule

Yi = y?fh (41)
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for 2 < i < rand y; € F, the master key. We then add the i*" key in the i*" round.
Obviously, we then have to add the equations y7 ; — y; = 0 to the MiMC keyed iterated
polynomial system. Now we homogenize this new system and set g = 0, like in Theorem 3.7
we can iterate through the rounds to deduce that y; = ... =y,_1 =21 =... = 2,9 = 0.
But for the last round we obtain that y, + x,._; = 0, and we do not have any more
equations left to cancel one of the variables. Again, we would have to add polynomials to
the system to fix our method like the field equations, or if possible the inverse of the last
key schedule equation.

7 Polynomials With Degree Falls & The Satiety

We now return to studying MiMC, Feistel-MiMC and Feistel-MiMC-Hash. In Section 5 we
derived solving degree estimates for various attacks on these primitives. A natural question
for the cryptanalyst is tightness of these bounds. To partially answer this question we
derive Castelnuovo-Mumford regularity lower bounds for the attacks on these primitives.
Essentially, if we find a non-trivial lower bound for the Castelnuovo-Mumford regularity,
then regularity-based complexity estimates can never improve upon the lower bound.

In this section we develop the theoretical foundation for our regularity lower bounds.
First we introduce the notion of last fall degree of 7 C P, that is the largest d € Z U {0}
such that the row space of the inhomogeneous Macaulay matrix M<g4 is unequal to (F)<q
(as K-vector space). Then we prove that in generic coordinates the last fall degree of F is
equal to the satiety of FP°™ another invariant closely related to the regularity.

Let I C P = Klxg, ..., 5] be a homogeneous ideal, it is well-known that the saturation
I** = [ : m® is the unique largest ideal J C P such that there exists m > 0 and for all
I > m one has I; = J;. This motivates the following definition.

Definition 7.1. Let I C K[xg,...,x,] be a homogeneous ideal. The satiety of I, denoted
by sat (I) is the smallest positive integer m such that I} = I}** for all 1 > m.

We recall some properties of the satiety. If zo 0 mod I*®*, then by [BS87, Lemma 1.8]
one has that

sat (1) <reg(I), (42)
and by [Has12, Proposition 2.2] one has that
sat (I) = sat (inpgrr(1)). (43)

Moreover, if I is in generic coordinates and Z, (I) # ), then by [Gre98, Theorem 2.30]
one has that
reg (I) = max {sat (I) ,reg (I***) } . (44)

Let F ={f1,..., fm} C P = K|[z1,...,2,] be a polynomial system, and let M<, be
the inhomogeneous Macaulay matrix in degree d. We denote with

Wraq= {fEP

F=Y 9 fi, deg(g:- f;) < d} (45)

i=1
the row space of M<4. Next we define the last fall degree.
Definition 7.2. Let K be a field, and let F C K|x1,...,2,] be a polynomial system.

(1) For any f € (F) let
d‘f = min{d S ZZO | fe W]:7d}.

(2) If dy > deg (f), then we say that f has a degree fall in degree dy. We say that F
has a degree fall if there is an f € (F) such that f has a degree fall. Else we say
that F has no degree falls.
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(3) Let Wr oo = (F) and Ve _1 = 0. The last fall degree of F is
dr = min {d € Z>o U {0} | f € W]—',max{d,deg(f)} forall f € (f)} .

Note that the definition implies that for all d > dr we have that Wr g = (F) N P<q =
(F)<a-
Next we collect some alternative characterizations of the last fall degree.

Proposition 7.3. Let K be a field, and let F C P = Klz1,...,2,] be a polynomial
system.

(1) If there exists a largest d € Z>o such that Wr 4 N P<q—1 # Wrg_1, then dr = d.
FElse dr = 0.

(2) dr = sup{dy | f € (F), df > deg(f)}-
(3) If dr < oo, then dr = max{dy | f € (F), dy > deg(f)}.

Proof. For (1), let d < oo be as asserted. By definition of the last fall degree dx > d. If
f € (F) is such that deg (f) < dr, then by definition of the last fall degree f € Wr 4.
Therefore, we have that

Wrar N P<ir—1=(F)NP<ir1 # Wrar1,

which implies that dr < d. If such a d € Z>( does not exist, then obviously dr = oco.

For (2), let f € (F) be such that dy > deg(f). Then for all d < dy we have
f ¢ Wz q. Therefore, by definition of the last fall degree dr > dy — 1. Hence, dr >
sup {dy | f € (F), dy > deg (/).

For (3), since the last fall degree is finite by assumption the supremum from (2) is
indeed a maximum. Now let d = max{dy | f € (F), dy > deg(f)} and fix f € (F). If
dy > deg(f), then f € Wr 4, C Wr 4 and d = max{d,deg (f)} since d > dy > deg (f). If
dy = deg (f), then we always have that W geg(f) C Wr max{d,deg()}- Thus, for all f € (F)
we have f € Wf,max{d,deg(f)}~ Sode {e € ZxoU {OO} | f e W]—',max{e,deg(f)} for all f €
(F)} which implies that dr < d. O

Unsurprisingly, the last fall degree can also be considered as a measure of the complexity
of solving polynomial systems. Let max. GB.deg., (F) denote the maximal degree of the
polynomials appearing in the reduced >-Grébner basis of F.

Lemma 7.4. Let K be a field, and let F C P = K|x1,...,x,] be a polynomial system
with dx < co. Then

sdppr (F) < max {dr, max. GB.degpp (F)}.

Proof. Let g € G be an element of the reduced DRL Grobner basis of F. If g has a degree
fall, then by Proposition 7.3 g € Wr 4, C Wr 4,. If g does not have a degree fall, then
9 € Wr qeg(g)- Thus, the upper bound follows by taking the maximum over the last fall
degree and the maximal degree in the reduced DRL Grébner basis. O

If a polynomial system is in generic coordinates, then one can guarantee that the last
fall degree is finite.

Theorem 7.5. Let K be an algebraically closed field, and let F = {f1,...,fm} C

Klxy,...,2,] be an inhomogeneous polynomial system such that (]-"hom) is in generic
coordinates and |Z+ (Fhom)| #0. If d > sat (]:hom) is an integer, then
(Fl<a =Wra.

In particular,
dr = sat (]—'hom) .
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Proof. As always we abbreviate P = K[z1,...,2,]. Wrq C (F)<q is trivial, so let
[ € (F)<a. Recall that by Lemma 2.6 (F)hom = (fhom)sat. Therefore, by definition

of the satiety zf 1°6(/) . fhom ¢ (Fyhom _ (Fhom) .. So we can construct wd—deell)

fhom =37 gi - fro™, where g; homogeneous and deg (g; - f°™) = d. Then by [KRO05,
Proposition 4.3.2]

dfdeg(f) hom deh S deh
f:<x0 f ) :Zgz 'fi)
i=1

where deg (gdeh . fi) <d. So f € Wg 4. Therefore, Wr 4N P<q_1 = (F)<qg N P<g—1 =

?

(F)<d—1 = Wr g1 for all d > sat (fhom). So by Proposition 7.3 we can conclude that
dr < sat (.Fhom).
For the second claim let f € (F)<q,, then it can be constructed as

f= Zgi - fis
i=1

where deg (g; - fi) < dr. Let d= maxi<i<m deg (¢; - fi) < dr. Then by [KR05, Proposi-
tion 4.3.2]

~ m ~
$g_deg(f) . fhom _ ng—deg(fi‘gi) . g?om . fihom'

i=1

Multiplying this equation by zi” ~ Lifts it to (F )Zofm. Since f € (F)<a, was arbitrary we
can then conclude that

(P, = {0 | £ € (Phzar) = (P

dr

Obviously, the latter equality extends to all d > drz, so by minimality of the saturation we
also have that sat (fh"m) <dr. O

Corollary 7.6. In the situation of Theorem 7.5, if f € (F) has a degree fall in dy, then
dy < sat (Fhom).
Proof. This is a consequence of Proposition 7.3 and Theorem 7.5. O

So by Equation (42) the construction of a polynomial with a degree fall yields a lower
bound on the regularity of Fho™,

Remark 7.7. We note that the first notion of “last fall degree” already appeared in
Huang et al. [HKY15, HKYY18]. They define their last fall degree as follows: Let F C
P = K|x1,...,2,] be a polynomial system the vector space of constructible polynomials
Vr.q in degree d > 0 is defined via

(i) {f € Fldeg(f) <d} C Vra,
(ii) if g € Vrqg and h € P with deg (g - h) <d, then h- g € Vr 4.
Analog to Definition 7.2 Huang et al. define the last fall degree as
a]—‘ = min {d € ZZO U {OO} ‘ f € V}',max{d,deg(f)} for all f S (.F)} .

For Huang et al’s last fall degree one can also prove analog characterizations to Proposi-
tion 7.3, see [HKYY18, Propostion 2.6] and [CG23, Theorem 2.8]. Moreover, Huang et
al’s last fall degree is always finite [HKYY18, Propostion 2.6].
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Huang et al’s last fall degree can also be interpreted in terms of Macaulay matrices.
Let > be a degree compatible term order on P, and let M<q be the inhomogeneous
Macaulay matrix for F in degree d. First we compute the basis B of the row space of
M<4 via Gaussian elimination. Now we generate the Macaulay matrix M<4 for B and
again compute the row space basis B’ via Gaussian elimination. We repeat this procedure
until B = B’. We then denote with W, the row space of the final stationary Macaulay
matrix in that procedure. It is clear that for d large enough B contains a Groébner basis,
in analogy to Definition 2.3 one can define another notion of solving degree sd~ (F) to be
the minimal d such that the iterated Macaulay matrix construction produces a >-Groébner
basis for F. Gorla et al. proved that Wy = Vz 4 [GMP22, Theorem 1], and Caminata &
Gorla proved that [CG23, Theorem 3.1]

sds (F) = max {dr, max. GB.deg., (F)}.

With the Macaulay matrix interpretation the difference between Huang et al’s and our
last fall degree notion becomes clear. Our last fall degree is defined via a single Macaulay
matrix in degree d, i.e. it is a last fall degree of the first order. Huang et al’s last fall
degree is defined via an iteration of Macaulay matrices in degree d, i.e. it is a last fall
degree of higher order.

Finally, it follows easily from the definitions that

dr <dg,
sds (F) < sds (F).

8 Lower Bounds for the Last Fall Degree of Iterated Poly-
nomial Systems

In this section we prove lower bounds for the Castelnuovo-Mumford regularity of attacks on
MiMC, Feistel-MiMC and Feistel-MiMC-Hash. Essentially, we will achieve this by constructing
S-polynomials with degree falls.

8.1 Lower Bound for Univariate Keyed Iterated Polynomial Systems
With a Field Equation

Before we present the theorem we first outline our proof strategy for all results in this
section. First we pick a polynomial f € (I,g), where I is an ideal with known DRL and
LEX Grobner bases and ¢ is an additional polynomial, and assume that f does not have a
degree fall in some degree df. Now we express as sum f = fr + f, - g, where f; € I, that
is compatible with d¢ and rearrange this equation so that the right-hand side only consists
of elements of I, i.e. f — f,-g = fr. Additionally, we reduce f, modulo I with respect to
DRL, so without loss of generality we can assume that no monomial of f; is an element of
inprr(I). Then we use the LEX Grébner basis of I to transform the left-hand side into a
univariate polynomial. Finally, we compare the degrees of the univariate left-hand side
polynomial and the univariate LEX polynomial of I. If f has a degree fall, then we expect
that the degree of the left-hand side polynomial is less than the degree of the univariate
LEX polynomial, i.e. we have constructed a contradiction.

Theorem 8.1. Let Fy be a finite field, let n > 2 be an integer, and let fi,...,fn €
Fylx1,...,2n_1,y] be a univariate keyed iterated polynomial system such that

(i) d; =deg (fi;) > 2 for all1 <i<mn andd; <gq, and

(ii) f; has the monomial x?il forall2 <i<mn.
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Let fni1 = y? —y be the field equation fory, let F = {f1,..., fat1}, and let f, € F,ly] be
the univariate polynomial in the LEX Grobner basis of (f1,..., fn). Further, assume that

(Z“) fn+1 ¢ (flv"'vfn); and

(v) fn has less than di many roots in .
Then
dr > Q+Z(di -1).
i=2

Moreover, if d; > d for all 1 < i <mn, then
dr>qg+(n—-1)-(d-1).

Proof. Without loss of generality we can assume that LCprr(f1) = 1. Let I = (f1,..., fa),

and let 7 = H,::ll xfi“*l. We consider the S-polynomial

s=2a" - Sprr (f1, fnt1),

and the degree ds = g+ >, (d; — 1). By Assumption (iii) Sprz (f1, fat1) = y?~ % - f1 —
frn+1 has a degree fall in ¢, so we also have that deg (s) < ds. For a contradiction let us
assume that s does not have a degree fall in dg, i.e.,

n
5§ = Zsi-fi + Sn41 - fnt1,

=1

where deg (s; - fi) < ds for all 1 < ¢ < n+ 1. Expanding the definition for s and by
rearranging we yield that

(@7 4 $n41)  fap1 = _Bi-fi € 1.
i=1

Via division by remainder we can split s,+1 = s; + s, where s; € I and no term of s,
lies in inpry(I). Note that for a degree compatible term order the degree of polynomials
involved in the division by remainder algorithm can never reach d,. Now we move sy - fr,+1
to the right-hand side of the equation, so without loss of generality we can assume that no
term of s,41 lies in inprr(I). Via the LEX Grobner basis of I, see Lemma 4.2, we can
transform any polynomial in g € F[x1,...,Z,—1,y] into a univariate polynomial § € K[y
such that

g=¢ mod (f1,...,[fn)

by simply substituting z; — f;. Via the substitution we now obtain univariate polynomials
Jrs fsnsn € Fgly] such that

(7 + Spt1) - far1 = (ﬁy + fan) “fax1 =0 mod I. (46)

By our assumption that s does not have a degree fall, we have that deg (s,+1) < deg (27).
So by Proposition 4.6 (5) we also have that deg (fsn+1> < deg (fv) Recall that the

degree of f7 is given by Proposition 4.6 (4),

deg ( fv) - ﬁdi —di. (47)
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Combining Lemma 4.1 (2) and Equation (46) we now conclude that
(x’y + Sn-i-l) : fn-i-l € (f1> IR fn) And (f"/ + fsnﬂ) ' fn+1 S (fn) ) (48)

where £, is the univariate polynomial in the LEX Grébner basis of I. Le., ( f7 + fs" +1> 1

must be a multiple of fn By Assumption (iv) fn has less than d; many roots in F, and
Jnt1 = Haqu (y — a) is a square-free polynomial, so

deg (gcd (fn, fn+1)) < dj. (49)

Before our final step we recall the following property of univariate polynomial greatest
common divisors: If p,q,r € K[z], K a field, and ged (p,r) = 1, then ged (p,g-r) =
ged (p, q). Combining this property with Equation (48) we conclude that the following
equation must be true

fn = ged (fnv (f'y + ﬁen,+1) : fn+1)
= ged (fﬂ7 (fv + f8n+1) - ged (fnafn+1)) .

On the other hand, by Equations (47) and (49) we have that
deg (fn) = Hdz < deg ((ﬁy + fsn+1) : ng (fnvfn+1)>
i=1
= deg (f'y + fsn+1> + deg (ng (fm fn-‘rl))

<ﬁdi—d1+d1=ﬁdi.
=1

i=1
A contradiction. O

Remark 8.2. (1) If the number of roots of fn in F, is greater than or equal to d;, then
one can still apply the strategy in the proof to obtain a weaker upper bound. It
suffices to choose z7 = H::]l :c?i“ for a suitable j > 1 such that the degrees of the
polynomials in the final gcd equation yield a contradiction.
(2) We note that small non-trivial bounds can also be proven without Assumption (iv).
In particular, one can prove that

(i) If d1 + ¢ < d,,, then dxr > g+ 1.
(i) If ¢+ []', di < dn, then dr > g + 2.

One considers the polynomials z1-Sprr (f1, far1) and 22-Sprr(f1, far1) respectively,
and then applies the same strategy as in the proof of Theorem 8.1 to deduce that
these polynomials have degree falls.

Let us now apply the lower bound to MiMC.

Example 8.3 (MiMC and one field equation II). Let MiMC be defined over F,, and let r be
the number of rounds. The first two conditions of Theorem 8.1 are trivially satisfied by
MiMC. For the third assumption, if we consider fn, the univariate polynomial in the LEX
Grobner basis, as random polynomial, then for ¢ large enough it has on average only one
root in Fy (cf. [Leo06]). Thus, with high probability we can assume that MiMC has only
one root in F,. Now we pick a random k € F, and evaluate whether MiMC(p, k) = ¢ or
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not. If the equality is true we can return K as proper key guess, otherwise it implies that
fn+1 € Iwimc. So we can combine Example 5.1 and Theorem 8.1 to obtain the following
range for the solving degree of MiMC and one field equation

q+2.r—2<reg<}'h&rg+( y.x81>)<q+2-r.

Small scale experiments indicate that the solving degree of this attack is always equal to
q+2r—1.

For any polynomial system F C P such that FP°™ is in generic coordinates we have
by Corollary 3.5 and [CG23, Theorem 5.3] that

dreg (F) < reg (F'om). (50)

Obviously, this bound also applies to the scenario of Theorem 8.1, though under the
assumptions of the theorem F*P C P is a DRL Grébner basis since fiP = y® | y.

Therefore, inpgy, (F¥©°P) = (ydl,x‘liz, e a:fl 1) Note that a homogeneous ideal and its

DRL initial ideal have to have the same degree of regularity, and it is easy to see that
dreg (F™°P) Zd —n+1, (51)

i.e. the degree of regularity is equal to the Macaulay bound of the keyed iterated polynomial
system.

Recall from Section 5.1 that we can always replace y? — y by its remainder r, modulo
Iniivie with respect to DRL. For MiMC experimentally we observed that the highest degree
component of r, is always a monomial and y%1~! | r,. To compute the degree of regularity
one then computes the DRL Grobner basis of (F*°P) and utilizes it to compute the Hilbert
series h of inpry, (F'°P). The degree of regularity is then given by deg (h) + 1.

Under some additional assumptions on r, we can adapt the proof of Theorem 8.1.

Suppose that the highest degree component of r,, is of the form y% 1. Hle :E?”rl for

1 dipi—1
some k < n—2. We set 27 = H?:j x

, where j > k+1, and consider the S-polynomial

k
s =27 Sprr(fi,ry) =27 - (fl S Ea ry) ' (52)
=1

Again we assume that s does not have a degree fall in ds = deg (r,) + >/, (di — 1) + 1.
By rearranging we then yield that

(y'x’y—’—sy)'ryEI:(fl7'-'7fn)7 (53)

where deg (s,) < deg (z7). Now we transform again to univariate polynomials in y via the
LEX Grobner basis. Obviously, 7, = y9—y mod I, and the univariate degree of y -7 +s,

can again be computed by Proposition 4.6 deg (fy) =1l di — szl d; + 1. Provided
that

n

ﬁdi—ﬁdi+1+deg(gcd(yq—y,fn+1)> < Hdi

i=1 i=1

<.
=

j 54
& deg (gcd (v —v, wa+1)> < H d; —

i=

=
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we can then again construct a contradiction via the greatest common divisor. Under these
additional assumptions one then has the lower bound

n

dr > deg(ry) + Y (di—1)+1 (55)
i=j+1

In case of MiMC, if there is a unique solution for the key variable, then we obtain the lower
bound
dr > deg(ry) +2-r—1, (56)

and if there is less than 8 solutions for the key variable, then we obtain the lower bound

dr > deg(ry)+2-r—3. (57)

8.2 Lower Bound for the Two Plain/Ciphertext Attack of Univariate
Keyed Iterated Polynomial Systems

Next we turn to the attack with two plain/ciphertexts. For this lower bound we work with
the degree of regularity and [CG23, Theorem 5.3].

Theorem 8.4. Let F, be a finite field, let n > 1 be an integer, and let

fl,...7fn EFQ[U17~-~7unay]a and
hl;-~-7hn EFq[Ul,---7vnay]

be two univariate keyed iterated polynomial systems which are constructed with the same
g1, 9n € Fglz,y] but have different plain/ciphertext pairs (p1,c1), (p2,c2) € IE"g. Assume
that

(i) d; = deg(gi) > 2 for all1 <i<mn,
(ii) g; has the monomial mfjl for all2 <i<mn, and
Then for the polynomial system F = {f1,..., fnsh1,-. . hn} CFylur, ..., un,v1,. .., 00, Y]

we have that
reg (F'™m) > 2. (Z(dz - 1)) —d.

i=1
Moreover, if deg(g;) > d for all 1 <i < n, then

reg (F"™) >2-n-(d—1) —d.

Proof. We have that (F*°P) is a DRL Grobner basis since f;°° = h'°? and that inp gy, (Ft°P)

— (ydl,u‘lh, culdn ,vﬁ’il), therefore
og (F*P) =dy =142 (di —1)+1=2-Y (di—1)—di, (58)
i=2 i=1
and the claim follows from [CG23, Theorem 5.3]. O

Remark 8.5. Under the additional assumption that deg (Spgr(f1,h1)) > 2 it can also

be proven that
dr >2- (Z(di - 1)) —dy.

i=1

Though, it requires slightly more effort
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Let us apply this theorem to MiMC.

Example 8.6 (MiMC and two plain/ciphertext pairs II). Let F, be a finite field of odd
characteristic, let MiMC be defined over F,, and let r be the number of rounds. Let
(p1,c¢1), (p2,c2) € ]Fg be two different plain/ciphertext pairs given by MiMC. By Example 5.3
and Theorem 8.4 we have the following range for the Castelnuovo-Mumford regularity of
this attack
4-r-3< reg(fr?iomrg,l "‘f»?er(r:l,z) <4-r+1.

Moreover, small scale experiments indicate that the solving degree of this attack is always
equal to 4 - .

8.3 Lower Bound for Feistel-2n/n

Recall that the DRL Grobner basis of Feistel-MiMC, see Proposition 4.7 (1), is almost a
univariate keyed iterated polynomial system. Therefore, we can utilize the same strategy
as for MiMC and a field equation to prove the lower bound for Feistel-2n/n.

Theorem 8.7. Let Fy be o finite field, let n > 2 be an integer, and let F = {fr1, fr1,..-,
foms frn} C Fylzr1,2R1, - TLn—1,TRn—1,Y] be a keyed iterated polynomial system
for Feistel-2n/n such that

(i) di = deg (fr;) > 2 foralll <i<n,
(ii) fi 1 has the monomial x‘z"’Fl for all 2 <i<n,
(iii) di < dy and fr, has the monomial yd , and

(iv) the greatest common divisor of the univariate polynomials in y that represent the left
and the right branch have degree less than d;.

Then

n—1
dr 2 dn+ Yy (di—1).
=2
Moreover, if deg (fr;) > d for all 2 < i <mn, then

dr>d+(n—2)-(d—1).

Proof. By Assumption (i) and (ii) we can efficiently compute the DRL Grobner basis
of F\ {fr.n} with Proposition 4.7 (1). Next we remove the linear polynomials from
the Grobner basis, we denote this downsized base with G = {fL,1,~--,fL,n} c P =
Folzr2, -, TRn-1,TLn-1,Yy]. Let ¥ = ]_[;:21 de’;l, and let ¢ € P be the polynomial
which is obtained by substituting zr, ,—1 — cg into fL,n = fr»n. Note that this substitution
can be constructed via

t: fL,TL+£'fR,TL7

where t € Fy[zp n—1,y] and LMpgy(t) = de’:’n:ll, and by Assumption (iii) deg (t) = d,,.
Now we consider the polynomial

s=a"Spre (t. fr.1).

By Assumption (iii) Sprr(fr,1,t) has a degree fall in d,,. For a contradiction we now
assume that s does not have a degree fall in ds; = d,, + Z;Z; (d; — 1), i.e.

n n
5= Zsz fri+ Sny1- frRen <= (&7 -t—Sspq1) frRn = Z% - fri € (G),

=1 i=1
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where deg (si . sz) < ds for all 1 <i <n and deg(s,+1) < ds — 1. By expanding ¢ we
can further rewrite the last equation as

(x"/ . E_ 3n+1) . fR,n S (g)

Without loss of generality we can assume that no monomial present in z7 - and s, is
an element of inpry(G). Note that by construction

n—1
LMpgg (27 - 1) = xdﬂfn_—ll : H zdRi,;17
i=2
deg (sp41) < ds — 1 =deg (27 - 7).

With the LEX Grébner basis of (G), see Proposition 4.7 (3), we now construct univariate
polynomials £, fs. ., fr,t € Fy[y] such that

xFYEf’W Sn+15fsn+1a fR,nEfRa EEf mOd (g)

By Proposition 4.7 (6) the leading monomial of 27 - £ has the largest univariate degree
among all monomials in m € P \ inpgr(G) with deg(m) < deg (27 -1), therefore by
Proposition 4.7 (5)

deg (fy 1= fonn) = ﬁdi —dy.
i=1

Denote with f;, the univariate polynomial in the LEX Grébner basis of (G), this is exactly
the polynomial that describes encoding in the left branch of Feistel-2n/n. Similar the
univariate polynomial fr € F,[y] equivalent to fr ., represents encoding in the right branch
of Feistel-2n/n. By Lemma 4.1 and elementary properties of the polynomial greatest
common divisor the following equality must be true

JL = ged <fL7 (fw t— fsW,H) ’fR)
= ged (fu (f'y - fsnﬂ) -ged (fbe))-

On the other hand, by Assumption (iv) ged (fL, fR> has degree less than d;. So with
Proposition 4.7 (4) we have the following inequality

e (1) = 1T < tes (-1 o) s (7o )
o deg (fy 1= fony) + deg ( ged (fi. fR))
< f[did1+d1 lﬁldz
A contradiction. - - O

Applying the theorem to MiMC-2n/n we obtain the following range on the regularity.

Example 8.8 (MiMC-2n/n II). Let MiMC-2n/n be defined over F,, and let r be the number
of rounds. We construct the downsized DRL polynomial system from Proposition 4.7
FU {fL.»} and embed it into the polynomial ring which has only the variables present in
the system. Let fr, fr € F4[y] be the univariate polynomials that represent encryption
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in the left and the right branch. If we consider them as random polynomials and divide
them with y — k, where k € F, is the key, then with high probability they are coprime.
Combining Example 5.4 and Theorem 8.7 we now obtain the following range for the
Castelnuovo-Mumford regularity of MiMC-2n/n

27— 1 < veg (Fiaonm) S2:7+1.
Small scale experiments indicate that the solving degree of this attack is always equal to
2.7
da

Let us again compare Theorem 8.7 to Equation (50), since inpgy, (F*°P) = (yfl,xR 9

dn—1 dp
e Tpa 1Y 7xL,n71) we have

n—1

dyeg (F*P) =Y (di — 1) + 1. (59)

i=1

So if d,, > di, then the bound from the theorem is an improvement.

8.4 Lower Bound for Feistel-Hash

We have seen in Proposition 4.7 and Section 5.4 that the LEX Grobner basis of the
preimage attack of Feistel-MiMC-Hash has the shape of Lemma 4.1. Further, we had to
include the field equation for the variable x5 to remove the parasitic solutions from the
algebraic closure of IF,. Consequently, to prove a lower bound on the last fall degree we
have a mix of the situations in Theorems 8.1 and 8.7. At this point we expect the reader
to be familiar with our techniques, therefore we just mention the polynomials for which it
can be proven that they have a degree fall.

Theorem 8.9. Let Fy be a finite field, let n > 3 be an integer, and let {fLa1, fr1,---,
fopns frn} C Klzp1,2R1, - TL.n—1,TRn—1, %1, T2] denote the keyed iterated polynomial
system for the Feistel-2n/n-Hash preimage attack

. X1 o (0%
Feistel-2n/n (O) = <x2> )

where o € Fy. Assume that the keyed iterated polynomial system of Feistel-2n/n-Hash is
such that

(i) di = deg (fr;) > 2 forall2 <i<n,
(ii) f; has the monomial de’;i_l forall2 <i<mn, and

(iii) the univariate polynomial f € F,[zs] of the LEX Grobner basis of Feistel-2n/n has
less than do many roots in IF,.

Then for the polynomial system F = {fr1, fR1s---+ fL.ns [Rns Ta — T2} we have that
dr > q+ Y (di—1).
i=3
Moreover, if deg (fr;) > d for all 3 <i <mn, then

d;2q+(n—3)-(d—1).
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Sketch of proof. As a preparation one has to extend Proposition 4.7 to Feistel-Hash. To
do so one sets y = 0 and introduces two variables x1,x2 and sets pr = z1, pr = O,
cr, = «, where « is the hash value, and cg = z5. Now one orders the variables as
TRp—-1> Thp—1> ... > TR > T, > 1 > T2 for the DRL and LEX term order. Now
one can extend Proposition 4.7 (1)-(6) to Feistel-Hash.

. We denote with g € G the polynomial in the DRL Grébner basis with leading monomial
y1°. Let

n—1
v _ a1 d;—1
T eh || K
1=3

then the polynomial
s =" Sprr (9,91 — 1)

has a degree fall in g + (d, — 1) + 07 (d;i — 1). O
For the attacks on Feistel-MiMC-Hash we now obtain the following regularity ranges.

Example 8.10 (Feistel-MiMC-Hash preimage attack IT). Let Feistel-MiMC-Hash be defined
over F,, and let r be the number of round. Under the assumptions of Theorem 8.9 we
obtain with Example 5.5 the following range for the Castelnuovo-Mumford regularity of
the Feistel-MiMC-Hash preimage attack together with a field equation

q+2-r—6§reg(f£feriﬂmage+(a?g—mQ.xg—l)> <qg+2-r—2.

Small scale experiments indicate that the solving degree of the preimage attack is always
equal to ¢ + 2r — 3.

Like for MiMC and the field equation we can replace x4 — z2 by its remainder and obtain
a lower bound on dr via Equation (50).

0 Discussion

In this paper we utilized a rigorous mathematical framework to prove Groébner basis
complexity estimates for various AO designs. For HADES and the GMiMC family we proved
that the Grobner basis cryptanalysis of these designs is indeed mathematically sound.
Our analysis of the MiMC family revealed that for mildly overdetermined systems we can
compute small ranges for the Castelnuovo-Mumford regularity, hence putting a limit on
the capabilities of regularity-based solving degree estimates. Arguably, since our regular-
ity /solving degree estimates for MiMC polynomial systems that involve field equations exceed
the size of the underlying field, these bounds do not have direct cryptographic implications.
Instead, they should be viewed as showcase that for well-behaved cryptographic polynomial
systems provable upper as well as lower bounds for the regularity are achievable. Moreover,
as we discussed below Examples 5.1 and 8.3 these bounds can be significantly improved
via an auxiliary division by remainder computation. The reason why we did not work
with the remainder directly is quite simple: For every possible MiMC instantiation and
plain/ciphertext sample the remainder polynomial is different. So unless one can reveal
structural properties of the remainder polynomial one has to do an individual analysis for
every possible instantiation. On the other hand, by working with the field equation itself
we could keep our analysis generic.

To the best of our knowledge this paper is the first time that AO Groébner basis analysis
has been performed without evasion to assumptions and hypotheses that could fail in
practice. Of course, from an AO designer’s point of view this raises whether more advanced
AO primitives are also provable in generic coordinates. We point out that recent designs
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like Reinforced Concrete [GKL'22|, Anemoi [BBC'23|, GRIFFIN [GHR'23] and Arion
[RST23] have deviated heavily from classical design strategies, and these deviations seem to
be in conflict with elementary applications of the Caminata-Gorla technique. For example
one of the Reinforced Concrete permutations over F, is of the form

d
X xy
To | = | 22 (13% +ay-x + 51) ) (60)
T3 xg-(x%+a2~x2+62)

where d € Z~1 such that ged (d,p— 1) = 1 and «, 8; € F,, are such that o? — 4 - §3; are
non-squares in F,,. Let us naively apply the Caminata-Gorla technique for this permutation.
After homogenizing it and substituting xo = 0 we yield that 2% = x5 - 22 = 23 - 23 = 0,
but it is not true that 1 = x9 = x3 = 0 is the only solution over E to these equations.
Hence, our proving technique for generic coordinates fails. We also want to point out that
we face a similar situation for GRIFFIN and Arion.

For all our regularity lower bounds we were given a DRL Grobner basis together with
an additional polynomial. Via careful analysis of the arithmetic of the polynomial systems
we could then discover polynomials with degree falls. Of course, we would like to provide
lower bounds in the presence of two or more additional equations. Our readers might also
recall that the attack on MiMC with all field equations was missing in Section 8. From
small scale experiments we raise the following conjecture for this attack.

Conjecture 9.1. Let F, a finite field. Let F = {f1,..., fn} C P =Fylz1,...,29-1,y] be
a keyed iterated system of polynomials such that

(i) d; =deg(fi) > 2 for alll1 <i<mn, and
(ii) f; has the monomial xfil for all 2 <i<n.
Let I C P be the ideal of all field equations. Further, assume that
(iii) (F) ¢ (fi,...,fn), and
(tv) the univariate LEX polynomial has less than di many roots in Fy.

Then the polynomial
n—1
(H $z> Spre (fr,y? —y)
i=1

has a degree fall for the polynomial system F + F.

We expect that a resolution to this MiMC problem will also reveal insight into the more
general cryptographic polynomial systems.
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