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𝖬 ⟵ℳ {0,1}nℓ

𝖪 ⟵$ {0,1}k

h : {0,1}k × {0,1}nℓ → {0,1}n
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𝖳

h : {0,1}k × {0,1}nℓ → {0,1}n𝖬 ⟵ℳ {0,1}nℓ

𝖪 ⟵$ {0,1}k
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𝖳

h : {0,1}k × {0,1}nℓ → {0,1}n𝖬 ⟵ℳ {0,1}nℓ

𝖪 ⟵$ {0,1}k

(𝖪, 𝖳) ≈neg(n) (𝖪, 𝖴n)
𝖴n ⟵$ {0,1}n
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UNIVERSAL HASHING TO EXTRACTOR

Suppose  satisfies the property 

, 

where  and . Then, 

 

where .

h : {0,1}k × {0,1}nℓ → {0,1}n

Pr (h𝖪(𝖬) = h𝖪(𝖬′ ) | 𝖬 ≠ 𝖬′ ) ≤
1
2n

+ϵh

𝖪 ⟵$ {0,1}k 𝖬, 𝖬′ ⟵ℳ {0,1}nℓ

(𝖪, h𝖪(𝖬)) ≈
O( 2n−H∞(ℳ)+2nϵh)

(𝖪, 𝖴n)

𝖬 ⟵ℳ {0,1}nℓ

Leftover Hash Lemma+ [DGHKR, CRYPTO 2004]
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Suppose  satisfies the property 

, 

where  and . Then, 

 

where .

h : {0,1}k × {0,1}nℓ → {0,1}n

Pr (h𝖪(𝖬) = h𝖪(𝖬′ ) | 𝖬 ≠ 𝖬′ ) ≤
1
2n

+ϵh

𝖪 ⟵$ {0,1}k 𝖬, 𝖬′ ⟵ℳ {0,1}nℓ

(𝖪, h𝖪(𝖬)) ≈
O( 2n−H∞(ℳ)+2nϵh)

(𝖪, 𝖴n)

𝖬 ⟵ℳ {0,1}nℓ
 must be in ϵh o (2−n)

Leftover Hash Lemma+ [DGHKR, CRYPTO 2004]
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IPHER LOCK HAINING𝙲 𝙱 𝙲

 𝙲𝙱𝙲 : {0,1}k × {0,1}nℓ → {0,1}n
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 𝙲𝙱𝙲 : {0,1}k × {0,1}nℓ → {0,1}n

M1 M2 M3 Mℓ

IPHER LOCK HAINING𝙲 𝙱 𝙲
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IPHER LOCK HAINING𝙲 𝙱 𝙲

 𝙲𝙱𝙲 : {0,1}k × {0,1}nℓ → {0,1}n

E𝖪

M1 M2 M3 Mℓ

Y1X1
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IPHER LOCK HAINING𝙲 𝙱 𝙲

 𝙲𝙱𝙲 : {0,1}k × {0,1}nℓ → {0,1}n

⊕
Y2

E𝖪E𝖪

M1 M2 M3 Mℓ

Y1 X2X1
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IPHER LOCK HAINING𝙲 𝙱 𝙲

 𝙲𝙱𝙲 : {0,1}k × {0,1}nℓ → {0,1}n

Y2
E𝖪E𝖪 ⊕

M1 M2 M3

⊕ E𝖪⋯
Mℓ

⊕Y1 X2 X3 Yℓ−1 Xℓ YℓX1
T
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IPHER LOCK HAINING𝙲 𝙱 𝙲

 𝙲𝙱𝙲π : {0,1}nℓ → {0,1}n

Y2
ππ ⊕

M1 M2 M3

⊕ π⋯
Mℓ

⊕Y1 X2 X3 Yℓ−1 Xℓ YℓX1
T

π ⟵$ 𝖯𝖾𝗋𝗆(n)
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𝙲𝚊𝚜𝚌𝚊𝚍𝚎

𝙲𝚊𝚜f : {0,1}n × {0,1}nℓ → {0,1}n

f ⟵$ 𝖥𝗎𝗇𝖼(2n , n)
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𝙲𝚊𝚜𝚌𝚊𝚍𝚎

𝙲𝚊𝚜f : {0,1}n × {0,1}nℓ → {0,1}n

M1 M2 M3 Mℓ
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𝙲𝚊𝚜𝚌𝚊𝚍𝚎

𝙲𝚊𝚜f : {0,1}n × {0,1}nℓ → {0,1}n

f ⟵$ 𝖥𝗎𝗇𝖼(2n , n)

M1 M2 M3 Mℓ

𝖪 Tf f f f⋯
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Lemma 3 [DGHKR, CRYPTO 2004]
For , , and distinct , we have π ⟵$ 𝖯𝖾𝗋𝗆(n) ℓ ≤ 2n/4 M, M′ ∈ {0,1}nℓ

Pr (𝙲𝙱𝙲π(M ) = 𝙲𝙱𝙲π(M′ )) ≤
1
2n

+ O ( ℓ2

22n )
Lemma 4 [DGHKR, CRYPTO 2004]
For , , , we have 

 

where  and  is some arbitrary constant.

f ⟵$ 𝖥𝗎𝗇𝖼(2n, n) ℓ ≤ 2n/4 H∞(𝒳) > log2(ℓ)

Pr (𝙲𝚊𝚜f (K, 𝖬) = 𝙲𝚊𝚜f (K, 𝖬′ )) ≤
ℓ

2n+H∞(𝒳)
+ O ( ℓ2

22n ),

𝖬, 𝖬′ ⟵𝒳 {0,1}nℓ K
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For , , and distinct , we have π ⟵$ 𝖯𝖾𝗋𝗆(n) ℓ ≤ 2n/4 M, M′ ∈ {0,1}nℓ

Pr (𝙲𝙱𝙲π(M ) = 𝙲𝙱𝙲π(M′ )) ≤
1
2n

+ O ( ℓ2

22n )

For , , , we have 

 

where  and  is some arbitrary constant.

f ⟵$ 𝖥𝗎𝗇𝖼(2n, n) ℓ ≤ 2n/4 H∞(𝒳) > log2(ℓ)

Pr (𝙲𝚊𝚜f (K, 𝖬) = 𝙲𝚊𝚜f (K, 𝖬′ )) ≤
ℓ

2n+H∞(𝒳)
+ O ( ℓ2

22n ),

𝖬, 𝖬′ ⟵𝒳 {0,1}nℓ K

No proof 
available   

in the 
paper!

Lemma 4 [DGHKR, CRYPTO 2004]

Lemma 3 [DGHKR, CRYPTO 2004]
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• A proof of Lemma 3 and 4 in [DGHKR].

• Some new insights in the graph-based analysis of  and .𝙲𝙱𝙲 𝙲𝚊𝚜𝚌𝚊𝚍𝚎



 COLLISION PROBABILITY𝙲𝙱𝙲
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For any  let 

. 

Then, for  and any , we want to show 

M, M′ ∈ {0,1}n+

𝖢𝗈𝗅𝗅(M, M′ ) : 𝙲𝙱𝙲π(M) = 𝙲𝙱𝙲π(M′ )
ℓ ≤ 2n/4 M ≠ M′ ∈ {0,1}nℓ

Pr (𝖢𝗈𝗅𝗅(M, M′ )) ≤
1
2n

+ O ( ℓ2

22n )

The Problem
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Lemma 5 [BPR, CRYPTO 2005]
For , , and  π ⟵$ 𝖯𝖾𝗋𝗆(n) ℓ ≤ 2n/4 M ≠ M′ ∈ {0,1}n(≤ℓ)

Pr (𝖢𝗈𝗅𝗅(M, M′ )) ≤
ℓo(1)

2n
+ O ( ℓ4

22n )
Lemma 8.1 [JN, J. Math. Cryptol. 2016]

For , , and  π ⟵$ 𝖯𝖾𝗋𝗆(n) ℓ ≤ 2n/4 M1 ≠ ⋯ ≠ Mq ∈ {0,1}n(≤ℓ)

Pr (∃i ≠ j : 𝖢𝗈𝗅𝗅(Mi, Mj)) ≤
q2

2n+1
+

qℓ2

2n
+ O ( q2ℓ4

22n )
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Y2
ππ ⊕

M1 M2 M3

⊕ π⋯
Mℓ

⊕
Y1 X2 X3 Yℓ−1 Xℓ YℓX1

T
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π

Mi

Yi+1Yi ⊕ Mi

Yi Yi+1

Y2
ππ ⊕

M1 M2 M3

⊕ π⋯
Mℓ

⊕
Y1 X2 X3 Yℓ−1 Xℓ YℓX1

T
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M1 ⋯M2 M3 Mℓ

0 Y1 Y2 Y3 Yℓ−1 Yℓ

Y2
ππ ⊕

M1 M2 M3

⊕ π⋯
Mℓ

⊕
Y1 X2 X3 Yℓ−1 Xℓ YℓX1

T
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WM

W′ M

𝖢𝗈𝗅𝗅(M, M′ ) : (𝖤𝗇𝖽𝗉𝗈𝗂𝗇𝗍(WM) = 𝖤𝗇𝖽𝗉𝗈𝗂𝗇𝗍(WM′ ))

0
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M1

M2

M3

M4

Y1 Y2

Y3Y4

M1 ⊕ M2 ⊕ M3 ⊕ M4 = 0
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M1

M2

M3

M4

Y1 Y2

Y3Y4

M1 ⊕ M2 ⊕ M3 ⊕ M4 = 0

Y1 Y3

Y2

M1 M2
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M1

M2

M3

M4

Y1 Y2

Y3Y4

M1 ⊕ M2 ⊕ M3 ⊕ M4 = 0

Y1 Y3

Y2

M1 M2

⟺ Y1 ⊕ Y3 = M1 ⊕ M2
⟺ Y1 ⊕ Y3 = M3 ⊕ M4

π(Y1 ⊕ M1) = π(Y3 ⊕ M2)

⟺ π(Y1 ⊕ M4) = π(Y3 ⊕ M3)
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M1

M2

M3

M4

Y1 Y2

Y3Y4

M1 ⊕ M2 ⊕ M3 ⊕ M4 = 0

Y1 Y3

Y2

M1 M2

Y1 Y3

Y4

M4 M3

⟺ Y1 ⊕ Y3 = M1 ⊕ M2
⟺ Y1 ⊕ Y3 = M3 ⊕ M4

π(Y1 ⊕ M1) = π(Y3 ⊕ M2)

⟺ π(Y1 ⊕ M4) = π(Y3 ⊕ M3)



ACCIDENTS AND INDUCED COLLISIONS

13

M1 ⊕ M2 ⊕ M3 ⊕ M4 = 0

Y1 Y3

Y2

M1 M2

Y1 Y3

Y4

M4 M3

Accident

Induced collision

M1

M2

M3

M4

Y1 Y2

Y3Y4

⟺ Y1 ⊕ Y3 = M1 ⊕ M2
⟺ Y1 ⊕ Y3 = M3 ⊕ M4

π(Y1 ⊕ M1) = π(Y3 ⊕ M2)

⟺ π(Y1 ⊕ M4) = π(Y3 ⊕ M3)



ACCIDENTS AND INDUCED COLLISIONS

13

M1 ⊕ M2 ⊕ M3 ⊕ M4 = 0

Y1 Y3

Y2

M1 M2

Y1 Y3

Y4

M4 M3

M1

M2

M3

M4

Y1 Y2

Y3Y4

Lemma 7 [BPR, CRYPTO 2005]

Any graph is uniquely determined by its set of accidents 
and the messages  and . M M′ 

Accident

Induced collision

⟺ Y1 ⊕ Y3 = M1 ⊕ M2
⟺ Y1 ⊕ Y3 = M3 ⊕ M4

π(Y1 ⊕ M1) = π(Y3 ⊕ M2)

⟺ π(Y1 ⊕ M4) = π(Y3 ⊕ M3)
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The Tool

For any  

 

where  is the set of all graphs with exactly  accidents and that satisfy . 

a ≥ 1

Pr (𝖢𝗈𝗅𝗅(M, M′ )) ≤
a

∑
i=1

|𝒢i(𝖢𝗈𝗅𝗅(M, M′ )) |
2ni

+ O ( ℓ2(a+1)

2n(a+1) )
𝒢i(𝖢𝗈𝗅𝗅(M, M′ )) i 𝖢𝗈𝗅𝗅(M, M′ )
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The Tool

For any  

 

where  is the set of all graphs with exactly  accidents and that satisfy . 

a = 2

Pr (𝖢𝗈𝗅𝗅(M, M′ )) ≤
2

∑
i=1

|𝒢i(𝖢𝗈𝗅𝗅(M, M′ )) |
2ni

+ O ( ℓ6

23n )
𝒢i(𝖢𝗈𝗅𝗅(M, M′ )) i 𝖢𝗈𝗅𝗅(M, M′ )
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The Tool

For any  

 

where  is the set of all graphs with exactly  accidents and that satisfy . 

a = 2

Pr (𝖢𝗈𝗅𝗅(M, M′ )) ≤
2

∑
i=1

|𝒢i(𝖢𝗈𝗅𝗅(M, M′ )) |
2ni

+ O ( ℓ6

23n )
𝒢i(𝖢𝗈𝗅𝗅(M, M′ )) i 𝖢𝗈𝗅𝗅(M, M′ )

|𝒢1(𝖢𝗈𝗅𝗅(M, M′ )) | ≤ 1 |𝒢2(𝖢𝗈𝗅𝗅(M, M′ )) | = O(ℓ2)
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Accident 1 Graphs, Lemma 7.2 [JN, J. Math. Cryptol. 2016]

S′ 

P

S P

S

A

B

C

D

P

S
A1

1 A1
2

A1
3 A ⊕ B ⊕ C ⊕ D = 0

0

0

0
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CHARACTERISING ACCIDENT  GRAPHS≤ 2

Maximal strongly connected components of a structure graph.

Core
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CHARACTERISING ACCIDENT  GRAPHS≤ 2
Core
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CHARACTERISING ACCIDENT  GRAPHS≤ 2

B
S
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CHARACTERISING ACCIDENT  GRAPHS≤ 2

S
B

A

C

D

P

A1
3

#accidents = 1, 
#collisions = 2

0
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CHARACTERISING ACCIDENT  GRAPHS≤ 2

S
B

A

C

D

P

A1
3

#accidents = 1, 
#collisions = 2

S
B

S′ 

C

0
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CHARACTERISING ACCIDENT  GRAPHS≤ 2

A1
3

#accidents = 1, 
#collisions = 2

S
B

S′ 

C

A

D

P

#accidents = 2, 
#collisions = 3

S
B

A

C

D

P
0 0
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FINAL REMARKS

• A total of 18 non-isomorphic types of accident-  graphs possible.

• In the paper:

• A similar analysis for the  construction.

2

𝙲𝚊𝚜𝚌𝚊𝚍𝚎

|𝒢1(𝖢𝗈𝗅𝗅(M, M′ )) | = 1
|𝒢2(𝖢𝗈𝗅𝗅(M, M′ )) | = O(ℓ2)
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FINAL REMARKS

• A total of 18 non-isomorphic types of accident-  graphs possible.

• In the paper:

• A similar analysis for the  construction.

2

𝙲𝚊𝚜𝚌𝚊𝚍𝚎

|𝒢1(𝖢𝗈𝗅𝗅(M, M′ )) | = 1
|𝒢2(𝖢𝗈𝗅𝗅(M, M′ )) | = O(ℓ2)

Thank you for your attention!


