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Abstract. At Asiacrypt 2017, Rgnjom et al. presented key-independent distinguishers
for different numbers of rounds of AES, ranging from 3 to 6 rounds, in their work titled
“Yoyo Tricks with AES”. The reported data complexities for these distinguishers were
3, 4, 228 and 212283 respectively. In this work, we revisit those key-independent
distinguishers and analyze their success probabilities.

We show that the distinguishing algorithms provided for 5 and 6 rounds of AES
in the paper of Rgnjom et al. are ineffective with the proposed data complexities.
Our thorough theoretical analysis has revealed that the success probability of these
distinguishers for both 5-round and 6-round AES is approximately 0.5, with the
corresponding data complexities mentioned earlier.

We investigate the reasons behind this seemingly random behavior of those reported
distinguishers. Based on our theoretical findings, we have revised the distinguishing
algorithm for 5-round AES. Our revised algorithm demonstrates success probabilities
of approximately 0.55 and 0.81 for 5-round AES, with data complexities of 22%-9°
and 23095 respectively. We have also conducted experimental tests to validate our
theoretical findings, which further support our findings.

Additionally, we have theoretically demonstrated that improving the success proba-
bility of the distinguisher for 6-round AES from 0.50000 to 0.50004 would require
a data complexity of 2'29-15. This finding invalidates the reported distinguisher by
Rgnjom et al. for 6-round AES.

Keywords: AES - Distinguisher - Yoyo

1 Introduction

In the modern era, the Advanced Encryption Standard (AES) [DR02] has emerged as one
of the most widely used block ciphers in various applications. AES was selected through
a public competition organized by the National Institute of Standards and Technology
(NIST) in 2001 [NIS], with the aim of replacing the aging Data Encryption Standard
(DES) [0S77]. The competition attracted 15 robust candidates from 12 countries, and
ultimately, NIST announced Rijndael as the selected algorithm to become AES.

AES owes its origins to the efforts of two cryptographers, Joan Daemen and Vincent
Rijmen, who developed the Rijndael algorithm. Their creation showcased remarkable
security properties, efficiency, and versatility, leading to its selection as the new standard.
The algorithm’s strength lies in its robust security and resistance against various crypto-
graphic attacks. AES achieves this through a series of well-defined rounds, incorporating
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substitution, permutation, and mixing operations. These operations introduce confusion
and diffusion, ensuring that even small changes in the input produce significant changes in
the output.

Over the years, many attacks have been proposed on round-reduced versions of AES.
Some examples of these attacks include impossible differential [LDKKO08], boomerang attack
[Bir04], related-key boomerang attack [BK09], mixture-differential [Gral8], subspace attack
[GRR16], yoyo [RBH17], biclique cryptanalysis [BKR11], truncated differentials [Knu94],
integral cryptanalysis [DKR97], etc. Apart from these attacks, automatic search tools
are also employed to improve the existing attacks. For example, Derbez et al. [DF16]
improved the state-of-the-art analysis of low-complexity cryptanalysis of AES presented
by Bouillaguet et al. [BDDT12] by using automated cryptanalysis.

In the realm of block ciphers, many prominent attacks are based on a distinguisher,
which aims to differentiate encrypted data produced by a specific cipher from random
data. If the attacker manages to create an algorithm that can accomplish this task faster
than a brute force search, then it means they have successfully compromised the security
of the cipher. To put it simply, let us assume an attacker designs an algorithm capable of
distinguishing between a cipher (whose details are unknown to the attacker) and random
data. If the input to this algorithm is a cipher, the attacker can guess the cipher with a
high probability. Conversely, if the input is random data, the attacker can also guess that
it is random data with a high probability. The key idea behind this attack is to exploit
any patterns or biases in the cipher’s output that differ from the behavior of truly random
data.

Here we revisit a particular type of distinguishing attack proposed on round-reduced
versions of AES which is called the yoyo attack. It was first introduced by Biham et
al. to mount an attack on 16-round SKIPJACK [BBD'98]. The yoyo game is built by
adaptively creating new pairs of plaintexts and ciphertexts that retain a certain property
inherited from the original pair, similar to boomerang attacks [Wag99]. Zero difference
between the pairs is a commonly used property. Imagine that plaintext/ciphertext has a
zero difference property after some rounds of the cipher, a yoyo game verifies whether new
pairs of plaintexts/ciphertexts that are formed by swapping bytes/words of the original
pairs have the same zero difference after the same number of rounds. By applying the yoyo
attack, Biryukov et al. [BLP16] have found a 7-round distinguisher for Feistel networks.
At Asiacrypt 2017, Rgnjom et al. [RBH17] analyzed the yoyo game on substitution-
permutation (SP) networks. They proposed a deterministic distinguisher on two generic
SP rounds. They also distinguished 5-round AES and 6-round AES by yoyo trick. In
[SRP18] Saha et al. distinguished AESQ up to 16 rounds and distinguished AES up to 8
rounds in the known key setting scenario.

The success probability of a cryptographic attack, given a certain data/time/memory
complexity, depends on the effectiveness of the attack algorithm. Typically, increasing the
complexities involved in an attack can enhance its success probability. However, there are
limitations on the allowed complexities, necessitating a trade-off to determine appropriate
attack parameters. In this work, our focus centers on assessing the success probabilities of
the yoyo distinguishing attacks introduced in [RBH17].

Our Contributions: In this work, we analyze the distinguisher proposed in the pa-
per [RBH17], which claims to distinguish 5-round and 6-round AES. However, our findings
reveal that the distinguishers with the data complexities presented in [RBH17] are ineffec-
tive in achieving this goal. We demonstrate that the success probability of the distinguisher,
as described in [RBH17], for distinguishing 5-round and 6-round AES is only 0.5, using
the data complexities mentioned in their work. Furthermore, we revise the algorithm used
to distinguish 5-round AES, presenting a revised algorithm that effectively distinguishes
5-round AES from a random permutation with a significant success probability. We have
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thoroughly verified this claim through experimental analysis.

Additionally, we investigate the success probability of the distinguisher for 6-round
AES. Employing a similar approach, we establish that this distinguisher cannot effectively
distinguish 6-round AES with a significant success probability using a data complexity
lower than that of an exhaustive search. The impact of our results extends even further,
rendering the impossible-differential yoyo distinguisher on ForkAES-*-4-4 [BBJ*19] invalid
as well.

Organization of the Paper: The rest of the paper is organized as follows. In Section 2,
we give some preliminary ideas about yoyo attacks. In addition to that, a brief description
of AES is also provided in this section. In Section 3 we revisit the yoyo attack on AES
and provide a revised distinguisher for 5-round and 6-round AES. The success probability
of the revised algorithms are calculated in Section 4. Section 5 illustrates the impact of
the results derived in this paper on other yoyo distinguishers. In Section 6, we give the
theoretical and experimental success probabilities of the revised algorithms. Finally, the
concluding remarks are furnished in Section 7.

2 Preliminaries

In this section, for the sake of completeness and comprehensibility, we first provide a brief
description of AES. Next, we discuss the yoyo attack on substitution-permutation network
(SPN) based primitives.

2.1 Description of AES-128

AES-128 is a block cipher with a 128-bit key length. It takes a 128-bit plaintext as input
and outputs a 128-bit ciphertext. The state of AES can be represented as a 4x4 matrix
over the finite field F,, where ¢ = 28. One round of AES consists of the following four
functions:

o SubBytes (SB): This function replaces each byte in the state with a new byte,
using an 8-bit Sbox table.

o ShiftRows (SR): This function cyclically shifts each row of the state by a different
amount. In general, the i-th row of the state is rotated left by 7 bytes (for 0 <14 < 3).

o MixColumns (MC): This function mixes the columns of the state using a linear
transformation. The matrix of the linear transformation is

02 03 01 01
01 02 03 01
01 01 02 03}’
03 01 01 02

o AddRoundKey (ARK): This function adds the round subkey (generated from the
secret key) to the state.

2.2 Yoyo Game on Substitution-Permutation Networks

Here, we are stating a few definitions and results (regarding the yoyo attack) adapted from
[RBH17] that will be used throughout the paper.

Definition 1. Zero Difference Pattern: (Definition 1 of [RBH17]) Let a = (ayp, oy,
ceyQpo1) € 7. Define v(a) = (20,21,---,%n-1) € F§ where z; = 1 if a; = 0 and 2; =0
otherwise. Then v(«) is the Zero Difference Pattern for «.
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Figure 1: Generic yoyo game for 2-rounds
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In the context of differential cryptanalysis where the «;’s are considered as either active
or inactive bytes, v(«) represents a pattern with respect to active/inactive bytes. If o
is active, then z; = 0 and vice-versa. It is worth noting that the Hamming weight of the
vector v(«), denoted as wt(v(«)), corresponds to the number of non-zero elements in v(«).

Next, an important operation, named swapping, is defined for a simpler description of
the yoyo game.

Definition 2. (Definition 2 of [RBH17]) For a vector v € 3 and a pair of states o, 3 € Fy
define a new state p”(«, 8) € Fy such that the i-th component is defined by

o, ifv;, =1
v = i i 1
P (a’ﬁ) {ﬂ“ 1f v = 0. ( )

The following proposition describes the yoyo game for 2 generic SPN rounds (G%).
Thus, G5 = Lo SoLoS, where S represents the substitution layer and L represents the
linear layer. Note that, in the context of differential, the last linear layer has no effect. So,
the following proposition considers a modified version of G4 i.e., Go = So Lo S.

Proposition 1. (Theorem 2 in [RBH17]) Let Go = So Lo S be two generic SP-rounds.
Letp éBp eF, < = Ga(p®) and ¢! = Go(p'). For any v € Fy, let ¢° = p”(°, ') and
= p?(ct, ). Then

V(G () @ Gy () =v(p® @) =v(p® e ph).

Proposition 1 states a scenario when the zero difference property remains invariant
for a pair of plaintexts. This proposition is visually depicted in Figure 1. The function
pY is used twice for generating a new pair of states from a given pair of states. In the
experiment, we use the function SIMPLESWAP (given in Algorithm 1) for generating a new
pair from the given pair.

Algorithm 1: [RBHI7] Swaps the first word where texts are different and
returns one text

1 function SIMPLESWAP(z?, z!)

2 2V« gt

3 for i from 0 to 3 do

e 0 4ol
4 if z; # z; then
5 20« ¥

6 return z'°
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Figure 2: Super-sbox of AES

3 Reuvisiting the Yoyo Distinguishing Attacks on AES

In this section, we discuss some related important properties. We also provide a concise
overview of our investigation into the ineffectiveness of the 5-round yoyo distinguishing
attack on AES, as proposed in [RBH17]. Next, we look into the possible reasons behind
the ineffectiveness of the attack and propose a revised version of it. Additionally, we
undertake a thorough analysis of the 6-round attack on AES.

3.1 Overview of the Yoyo Distinguishers

In [RBH17], the 5-round and 6-round AES are denoted as R® = So Lo S o Q and
RS =SoLoSoLoS where S =SBoMCoSB, L =SRoMC oSR (this is fixed
after considering that SB and SR can be interchanged in between the rounds) and
Q = SRoMC o SB. Here, S is the super-sbox [DR06] of AES that acts from a column
to a column (as shown in Figure 2). For more details regarding this, refer to [RBH17].
We now state two propositions that can be used to distinguish 5-round AES from a
random permutation. In this context, the term "word" refers to a 4-byte long unit of data.
This is the same as 32 bits. The AES algorithm uses a 4x4 matrix to store the data it is
encrypting or decrypting. Each column of this matrix is referred to as a word.

Proposition 2. (Theorem 4 of [RBH17]) Let a € Fé” and b € ng‘l denote two states,
where the zero difference pattern v(Q(a) ® Q(b)) has weight t. Then the probability that
any 4 —t bytes are simultaneously zero in a word in the difference a ® b is ¢*~*. When
this happens, all bytes in the difference are zero.

Proposition 2 states that if wt(v(Q(a) ® Q(b))) = t, then any column of a © b has either
at most 4 — ¢ inactive bytes or all of the bytes in that column are inactive.

Proposition 3. ([RBH17]) Let p° and p* be two states such that wt(v(p® @ p')) =t. Let
P =p"(Q7(®"), Q7H(p") and p = p*(QTH(p"), Q7 (P")). Then

wt(r(Q(°) & Q™)) =t.

Proposition 3 says that if we take two states and create two states by using the p
function, then the weight of the XOR of these two pairs after the operation @ is unchanged.

Next, we state a proposition that gives a bound on the maximum number of inactive
words (in the context of AES) in the input and output of S o L o S layer. This result
can be deduced by extending a well-known property which explains that at most 3 bytes
can be inactive (out of 8 bytes) in the input and output of MC (considering all bytes are
not inactive). In [RBH17], this property is primarily exploited to mount a distinguishing
attack on 6-round AES.

Proposition 4. [DR07] Let p° and p' be two different states of AES. Then
wt(v(p® ®p')) +wt(w(SoLoSp’)®SoLoSph))) <3.

Here we give an important remark regarding the complexity calculation in the paper
[RBH17].
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Remark 1. In the paper [RBH17], the authors take 1 encryption query and 1 decryption
query together as 1 in the data complexity. In our paper, the data complexity is calculated
by summing all individual encryption queries and decryption queries. According to our
calculation, the complexities reported in the paper [RBH17] would be multiplied by a
factor of 2. Henceforth we write their complexity multiplied by a factor of 2.

Yoyo Attacks on AES: Experimental Evaluation

In [RBH17], the authors reported key-independent yoyo distinguishers for 5-round and
6-round AES with data complexities of 226-% and 2123:83 respectively. The time complexity
of the attack is 226-® memory accesses and 224* XOR operations. The parameterized
version of the 5-round AES distinguisher is outlined in Algorithm 2, with z = 2134,
y =214 and t = 2. From the attack complexity, it is quite evident that the 5-round AES
distinguisher can be practically verified. In fact, the distinguisher is able to distinguish
5-round AES with an overwhelming probability (experimentally, we have found that
it always distinguishes 5-round AES). However, a challenge arises when attempting to
distinguish a random permutation from a 5-round AES. In that case, also, the distinguisher
is always distinguishing the random permutation as 5-round AES. Consequently, the
success probability of the distinguisher is reduced to 0.5.

3.2 Detailed analysis of the Proposed Attack on 5-round AES

This section describes the revised algorithms for distinguishing the round-reduced AES
from a random permutation by yoyo attack. In the revised algorithm we use x, y and ¢ as
input variables, where = represents the number of chosen plaintext pairs and y represents
the number of adaptive chosen plaintext/ciphertext pairs. For a particular case, if we take
x = 2134 ¢y = 2114 and t = 2 then Algorithm 2 reduces to the algorithm as described in
[RBH17] for distinguishing 5-round AES.

Algorithm 2: Distinguisher for 5-round AES
Input: z, y and ¢
Output: 1 for the AES and —1 otherwise.
1140
2 while i < x do

3 t—1+1

a phl, ph? < generate random pair with wt(v(p®! @ p*?)) = 3

5 j + 0, WrongPair <« False

6 while j <y & WrongPair = Fualse do

7 j—J+1

8 271« enc (ptP L, 5), ¢4 <+ ency(ph¥,5)

9 ¥ + SIMPLESWAP(c»2/~1 %)), ¢/l « SIMPLESWAP(c"?/, ch2i—1)
10 p'0 + decy(°,5), p't + deci(c'1,5)

11 Api,j — (p/O @p’l)
12 for k from 0 to 3 do

13 L if 4—t < wt(v(Apy’)) < 4 then > Here Apl7 is the k™ column of Ap*y
14 L WrongPair < True
15 ph2i L« SIMPLESWAP(p'?,p't), p2+2 «+— SIMPLESWAP(p'!, p'°)
16 if WrongPair = False then
17 | return 1

18 return —1

Here we discuss how this algorithm works for distinguishing 5-round AES from a



34 Revisiting Yoyo Tricks on AES

nf{p((p“ Ji) <4 - f‘ wit (v "Tp Ji)) =4t

l)“

wt(v(a” @ a')) =t
I\{T‘LE"-‘:\\A
p' i
Contimue.
1
a
I\IPLES“A

P Mo

‘l:\[PLESWA}"

1. I sl

Figure 3: RightPair for 5-round AES Distinguisher

random permutation. We start by introducing the terms WrongPair and RightPair as
used in Algorithm 2. Let ¢ € {1,2,3} be a fixed value. When the oracle is 5-round AES, a
pair p°, p! is said to be a RightPair if wt(v(Q(p®) ® Q(p'))) > t. Note that, this property
is required to be satisfied in the intermediate round. Based on this intermediate-round
property, some probabilistic property on the final output is derived to correctly detect a
RightPair. Conversely, a pair p°, p' is considered a WrongPair if it does not meet the
intermediate-round criteria. When the oracle is a random permutation, then every pair is
supposed to be a WrongPair. In Figure 3 we demonstrate a RightPair for 5-round AES.

When we execute Algorithm 2 if one can find a RightPair then the algorithm re-
turns AES. Otherwise, if all pairs are WrongPairs, then the algorithm returns a random
permutation.

In this context, we represent a range using the notation [a,b], where [a,b] denotes
the set of integers from a to b inclusive, with a and b being integers and a < b. In
Algorithm 2, initially, « chosen plaintext pairs are randomly generated (as shown in line 4)
which are queried to the oracle. Out of these x pairs, if at least one pair is detected as
RightPair, then the oracle is identified as 5-round AES, otherwise it is identified as a
random permutation. Consider that in Algorithm 2, wt(v(Q(p*!) ® Q(p*?))) > t occurs
for some i € [1,2] (i.e. the pair is RightPair). Then by Proposition 1, 2 and 3, the
condition 4 —t < wt(v(Apy’)) < 4 (in line 13 of Algorithm 2) is not satisfied for 1 < j <y
(for a more detailed explanation, please refer to [RBH17]).

If the pair p»!,p»? is a WrongPair, the condition 4 — t < wt(v(Ap}’)) < 4 in line
13 of Algorithm 2 is probabilistically satisfied for some sufficiently large value of y. So
in Algorithm 2, the value of z is chosen such that when the oracle is 5-round AES, at
least one RightPair is probabilistically generated. The value of y is chosen such that the
condition in line 13 is satisfied at least once for a WrongPair.

In Remark 2 we explain when Algorithm 2 can distinguish between 5-round AES and
random permutation.

Remark 2. According to Algorithm 2, the distinguisher can correctly identify 5-round AES
if there exists an ¢ € [1,z] for which the condition 4 — ¢ < wt(v(Ap;’)) < 4 (line 13 of
Algorithm 2) is not satisfied for any j € [1,y] and k € [0,3]. The distinguisher can correctly
identify a random permutation if for all ¢ € [1,z] the condition 4 — ¢ < wt(v(Ap’)) <4 is
satisfied for some j € [1,y] and for some k € [0, 3].
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In [RBH17], 5-round AES distinguisher is shown to be effective for t = 2, z = 2134 and
y = 2114, The attack starts by choosing pairs p»! and p*? such that wt(v(p>! @ p»?)) =3
for all i € [1,z]. Then the probability such that wt(v(Q(p"!) ® Q(p"?))) > 2 occurs (i.e, a
RightPair is generated) is (3)(2%)2 = orbr. Hence, z = 2'%4 is chosen and a RightPair
is expected to be generated with high probability.

When wt(v(Q(p“') ® Q(p™?))) > 2, in [RBH17] it is demonstrated using Proposition 1
and 2 that the condition 2 < wt(v(Apy”)) (in line 13 of Algorithm 2) is not satisfied for
any value of j. As a result, Algorithm 2 detects the oracle as 5-round AES. Now for a
WrongPair, the condition 2 < wt(v(Apy”)) (in line 13 of Algorithm 2) is satisfied with
probability 4(3) (35)% = grrz. The value y = 2! determines that from the initial pair,
2114 pairs are generated by using the SIMPLESWAP operation which ensures that the zero
difference property remains invariant between these pairs (when the oracle is 5-round
AES). However, for a random permutation, the condition 2 < wt(v(Ap}”)) is satisfied with
high probability. Thus, if at least a pair (p*!, p»2) is generated out of 2134 possible pairs
such that wt(v(Q(p™') & Q(p*?))) = 2, then for that pair the condition 2 < wt(v(Apy”))
is never satisfied when the oracle is 5-round AES. However, we have observed that the
above condition is not complete and this issue is addressed in Remark 3.

Remark 3. In Algorithm 2, line 13, there is a discrepancy between the condition stated in
[RBH17] and the correct condition. The condition given in [RBH17] is wt(v(Apy”)) > 2 for

t = 2. But the correct condition should be 2 < ’wt(l/(ApZ’j)) < 4. Since from Proposition
2 it may happen that for some pair p*!, p? satisfying wt(v(Q(p"') ® Q(p*?))) = 2 but
there exists k € {0,1,2,3} such that wt(v(Ap;?)) = 4 *. The probability of obtaining
a pair such that wt(v(Apy?)) = 4 is 4 x (278)* = 273% which is considered negligible.
However, this condition is essential in the algorithm as it prevents some RightPair from
being detected as WrongPair.

However, the above-mentioned claims are not entirely correct in the distinguishing
attack setting. In Observation 1, we identify the shortcomings of the distinguisher, and in
Observation 2, we propose a possible correction for the 5-round AES distinguisher.

Observation 1. In [RBH17], it is explained that if for a pair of plaintexts p° and p*,
wt(v(Q(P°) @ Q(p'))) = 2 is satisfied, then 5-round AES is distinguished by Algorithm 2.
However, the authors did not mention the probability of correctly identifying a random
permutation using Algorithm 2. Algorithm 2 returns a random permutation if for each

€ [1,x], the condition in line 13 of Algorithm 2 is satisfied for some j € [1,y] and
k € ]0,3]. But such a value of y is chosen such that the condition in line 13 of Algorithm
2 is satisfied only for a fized value of i € [1,x].

Observation 2. In Table 1 we give our experimental results for v = 2134, ¢y = 2114
and t = 2. We see that the distinguisher identifies 5-round AFES with probability 1 and
identifies a random permutation with probability 0. So the overall success probability for
distinguishing 5-round AES is 0.5. In Section 4, our theoretical results align with the
experimental findings. It is worth noting that in every case, we get at least one pair (from
x pairs created in line 4 of Algorithm 2) for which the condition in line 13 does not hold.
In Observation 1, we point out that the value of y should be chosen such that for every
pair (from x pairs) the condition in line 13 is satisfied at least once in the loop of line 6.
For this reason, we increase the value of y continuously and find the success probability of
Algorithm 2.

INote that in the source code of [RBH17], they consider the condition 2 < wt(u(Apz’j)) < 4.
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Table 1: Experimental results for 5-round AES when t=2. Here, #N denotes the number
of experiments.

Detected Experimental

Blackbox Detected
#N o x y as Random Success

Primitive as AES . .

Permutation | Probability
100 AES 218.4 | 2114 100 0 05
100 | REmdom oia | g | g 0
Permutation

3.3 Detailed analysis of the Proposed Attack on 6-round AES

The distinguisher for 6-round AES is given in Algorithm 3. In the revised algorithm we
use z, y and t as input variables. For a particular case, if we take z = 2614,y = 2604 and
t = 2 then Algorithm 3 reduces to the algorithm as described in [RBH17] for distinguishing
6-round AES.

Algorithm 3: Distinguisher for 6-round AES
Input: z, y and ¢
Output: 1 for the AES and —1 otherwise.
1140
2 while i < = do

3 t—1+1

4 | phl p»?% < generate random pair with p»! # p*?2

5 j < 0, WrongPair <« False

6 while j <y & WrongPair = Fulse do

7 j—Jg+1

s Apid « ph2i=1 g pi2i

9 if wt(v(Ap*7)) > 4 —t then

10 L WrongPair = True

11 21— ency(ph?71,6), ¢4« ency(ph?, 6)

12 Achd — 20— 1 gy 82

13 if wt(v(Ach9)) > 4 —t then

14 L WrongPair = True

15 ¢’ + SIMPLESWAP(c"2/~1 %)), ¢/l « SIMPLESWAP(c"?/, ¢h2i—1)
16 p'0 + decy(°,6), p't + decy(c',6)

17 ph2I+L « SIMPLESWAP(p'?, p't), p»2/*+2 <~ SIMPLESWAP(p'!, p'°)
18 if WrongPair = False then

19 L return 1

20 return —1

Like the 5-round AES distinguisher, the success of the 6-round AES distinguisher
also depends on an intermediate relation wt(v(L o S(p*!) @ L o S(p»?))) > t, where
t € {1,2,3}. If the above relation happens for a pair (p®!,p"?) then for that pair the
conditions (wt(v(Aph7)) >4 —t and wt(v(Ach7)) >4 —t) in lines 9 and 13 of Algorithm
3 are not satisfied for any value of y (for a detailed explanation, refer to [RBH17]). In this
case, a pair p°, p! is said to be a RightPair if wt(v(L o S(p°) ® Lo S(p'))) > t. In Figure
4, a RightPair is shown for a 6-round AES distinguisher. In Section 4, we calculate the
success probability of Algorithm 3.



Sandip Kumar Mondal, Mostafizar Rahman, Santanu Sarkar and Avishek Adhikari 37

wt(v v(pep)) <4t | n!:)(p & p 1))<4 t
o
wt(v(a’ @ a')) =t
]MPLE.‘W\A
Pt pre
a0
“Continue
l’]l
o0 )
SlI\II-"L\E-.‘;“-'A_.IE7 IMPL.E‘;V\A
r.l"... ) o'
| wtv(c" @) <4t | wtv(d @ ™)) <4 -t |

Figure 4: RightPair for 6-round Distinguisher

4 Success Probability of the Revised Yoyo Distinguishers

In this section, we critically analyze the 5-round and 6-round AES distinguishers reported
in [RBH17] and compute their respective success probabilities. First, we analyze the success
probability of the distinguisher for 5-round AES. Then, the 6-round AES distinguisher is
analyzed.

4.1 Success Probability of the Yoyo Distinguisher on 5-round AES

Algorithm 2 is a distinguisher for 5-round AES. Since Algorithm 2 depends on the values of

z, y and ¢ we called this distinguisher as D7, ; We say that a distinguisher is effective if

’y’ for the probability

its success probability is high. Here we use the notation pf"%’; and pp;
that the distinguisher DZ’%’S can correctly identify 5-round AES and random permutation
respectively. To find the above two probabilities, first of all, we introduce some lemmas.

Note that we denote the probability of an event A by P(.A).

Lemma 1. Consider s ﬁ ]F‘QLS. Then

Pluttv(s) =4 = () ()1 - )0,

where ¢ = 28.

Proof. Since k bytes from 4 bytes can be chosen in (;) ways, the probability that s has
exactly k inactive bytes is

Plwt(v(s)) = k] = (i) (¢HkA — g k),

O

Lemma 2. Consider po,p & IF4X4 with wt(v(p® @ p')) = 3. Let A; be the event
that wi(v(Q(p ) Q(Y)) =i where i €{0,1,2,3} and Q = SRo MC o SB. Then
P(A;) = (4)( Di(1 — ¢~ H2=% where ¢ = 28.

3
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Proof. Inputs p°, p! are randomly chosen with wt(v(p® @ p')) = 3. As SB transforms
a non-zero byte difference into a non-zero byte difference, wt(v(SB(p°) & SB(p'))) = 3.
It is clear that after M C operation if there are i active bytes in the active column then
after SR operation we get wt(v(Q(p°) ® Q(p*))) = i. Therefore the required probability
depends on the MC operations only. So P(4;) = (})(g71)i(1 — ¢ 1)*% O

Now we aim to determine the success probability of Algorithm 2. Let us define a set
= {Ap"!, Ap*?,..., Ap"¥}. The set &; is deduced from the yoyo game. The event A%,
denotes that wt(v(Apy?)) € [0,3 —t]U {4}, forall 1 < j < yand 0 < k < 3. Let w; ;1 and
w; ; denote wt(v(Apy”)) and wt(v(Q(p»*~1) & Q(p?7))) respectively. Note that due to
Propositions 1 and 3, for a fixed i, w} ; = wj, = = wj .
The distinguisher D% é returns 5-round AES if there exists ¢ € [1,z] such that the

event At occurs. Therefore the probability that the distinguisher DZ’%’S returns 5-round

AES is (Ui:1 Ab. ). First, we calculate the probability that the distinguisher Di%é can

correctly identify 5-round AES, i.e. pi¥s, .

Probability of the event (A% ) when the encryption function (the oracle) is
5-round AES:

In this context, we represent >, . ) f(r) = f(a) + f(a+1) +--- + f(b), where f is a
function with r as a variable.

Let X; = {Ap"', Ap»2, ..., Ap"¥}. Then the event (Al )¢ occurs if w;j, € [4 —t,3]
for some j € [1,y] and for some k € [0, 3]. The occurrence of this event depends on the
value of w} ; = w; , = -+ =w; , =m, where m € {0,1,2,3}.

Case 1: m > t. From Proposition 2 we know that wi ik ¢ [4—t,3] for every j € [1,y]
and k € [0, 3]. Therefore, the probability that the event (A%,)¢ occurs is 0.

Case 2: m < t. From Proposition 2 we know that w; ;, € [0,3 —m] U {4} for every
j € [1,y] and k € [0,3]. So the event (A, )¢ occurs if there exist j € [1,y] and k € [0, 3]
such that w; j 1 € [4 —t,3 —m)]. Let us analyze the probabilities related to the event (A%, ):

o Using Lemma 1, the probability that, for a fixed j and k, w; j x € [4 —t,3 —m] is
given by 32, ca sz (1) (@) (1 =g,

o The probability that, for a fixed j and k, w; ;1 & [4—t,3—m]is 1=30 ;15 Mg Hra-
—1\(4—r)
g ).

o The probability that, for every j € [1,y] and k € [0,3], w; ;1 ¢ [4 —t,3 —m] is

(1= eu—rt,3-m) (i) (HrQ—g =)t

o Therefore, the probability that the event (A%.,) occurs is (1= ea—t,3-m] (j) (g hHr(1-
q—l)(4—7'))4y-

Therefore from Case 1 and Case 2, we have

P(A%) = Z P(AY, )P(A,,) (where A,, is the event that w;, = m)
mel0,3]
= > P(AY, + Y P(AY,/An)P(Ay)
m<t m>t
me(0,3] me[0,3]
= Z P( tX,i/Am)P(Am) + Z P(Ap)
m<t m>t
mel0,3] me[0,3]
4
— 1— 717"1_ —1\(4—r)\4y
)DICEED DI 4 [ TRV LD URTHERD St

m<t reld—t,3—m] m>t
me(0,3] me[0,3]
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where we take £, = P(4,) = (2)(¢7H)™(1 — ¢~ 1)*~™ (from Lemma 2).

m

Probability of the event |J;_, A% when the encryption function (the oracle) is
5-round AES:

i=1
=1- H P((AY%,)°) [Since the events A% are independent events]
i=1
=1-[[a - PAL))
i=1
=1-(1-P(AY))" (2)
4
—1— o o —1\r _—1\(4—r)\4y z
(X a- X (era-ahmcn s X ww)
m<t refd4—t,3—m)| m>t
me[0,3] mel0,3]

Now we find the probability that the distinguisher Di’g’és can correctly identify a

random permutation, i.e. p%%". The probability that the distinguisher D%%% returns a
R’Ps AESS

random permutation is given by 1 — P(U;_; A%,).

Probability of the event (A% ) when the encryption function (the oracle) is a
random permutation:

o Let Xi = {Api,l7 Api’Q’ o Apl,y}

e The event (A%,)° occurs if there exists j € [1,y] and k € [0,3] such that w; ;5 €
[4—1,3].

o Using Lemma 1 the probability that, for a fixed j and k, w;jr € [4 —¢,3] is
2orefa-t3 (Mg (1 — g,

« The probability that, for a fixed j and k.wi ;. ¢ [4—¢,3] s 1=}, 4y 5 (f) (g Hr(1—
—1\(4—r)
g ).

o The probability that, for every j € [1,y] and k € [0,3],w; ;r ¢ [4 —t,3] is (1 —
Dorefi—t3) (ﬁ) ()@ —g )b,

« The probability that the event (A, ) occursis (1-3, ¢4 3 (N (g Hr(1—g~ 1))ty

T

Probability of the event |J;_, AtXi when the encryption function is a random
permutation:
From the calculation of Equation (2), we get

T

P(|JAL) =1-(1-P(A%,))"

i=1
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Therefore

PRSL=1—(1— (1 - P(AY,))")
= (1 P(AY,))"

—(-0- ) (4) () (1= g )y

refd—t,3]

Note that the 5-round yoyo distinguisher of [RBH17] always detects a random per-

mutation as AES. In their algorithm, they choose y = 2!14 (as the expected number of
adaptively chosen pairs required for identifying a WrongPair is 2114). For z = 2134 the
distinguisher is required to identify 2!34 many WrongPairs (one WrongPair for each value
of x) to correctly detect a random permutation. However, it is observed that 214 pairs
are sometimes not sufficient to detect a WrongPair. Thus the distinguisher incorrectly
detects a random permutation as AES. This can also be confirmed by computing the value
of p%’%; (where x = 2134y = 2114 and ¢ = 2) which is close to zero.
Lemma 3. (Success Probability of Algorithm 2) Consider a black-box function whose
n1 and ny instances act as 5-round AES and random permutation, respectively. Let us
assume that the distinguisher described in Algorithm 2 is employed to distinguish this
black-box function. Then the success probability of the distinguisher is given by

,y,t z,y,t
N1 X Pygs, + N2 X PRy,
ny + U») ’

Proof. Let ny be the number of instances that act as 5-round AES and ns be the number

of instances that act as a random permutation. The total number of instances is nqy + no.

As the success probability of correctly identifying 5-round AES is pi}%’és, the success of

Algorithm 2 from n; instances is n; X pi‘%’és. Similarly the success of Algorithm 2 from

ng instances is ny X p%ypf Therefore the success probability of the distinguisher described

in Algorithm 2 is

,y,t z,y,t
N1 X Pygs, + N2 X PRp,
ny —+ U») ’

O

Consider the scenario where an adversary employs the distinguisher ’DZ’%’;YS to distin-

guish between a 5-round AES and a random permutation.
For numerical estimation of the success probability in the subsequent sections, we
consider n; = ny and thus the success probability of Algorithm 2 becomes
Yt Yt
Paps, T PRP,
5 .

In Algorithm 2, there are a total of xy iterations. In each iteration, we perform one
encryption and one decryption, resulting in a total of 2(2zy) = 4xy operations (as each
iteration involves encrypting a pair of plaintexts and ciphertexts). So the data complexity
is 4zy. Within each iteration, we access a total of 4 states (comprising two ciphertexts
and two plaintexts) and perform XOR operations on two plaintexts. This results in a time
complexity of 4zxy for memory accesses and zy for XOR operations.

Based on our probability calculation in Remark 4, we show that the algorithm described
in [RBH17] can not distinguish 5-round AES. In Remark 5, we give a possible data
complexity for a revised algorithm that successfully distinguishes 5-round AES from a
random permutation.
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Remark 4. From Lemma 3 we can find the success probability of the distinguisher for the
5-round AES described in [RBH17] by taking z = 2134, y = 214 and t = 2. For these
values, the success probability of Algorithm 2 is approximately 0.5.

Remark 5. When z = 2134 ¢ = 21455 and t = 2 the success probability of Algorithm 2 is
0.55. In this case the data complexity is 2 x 2 x 2134 x 214:55 = 92995 The time complexity
of the attack is 2299 memory accesses and 227%> XOR. operations.

Similarly, when z = 2134, ¢y = 21525 and t = 2, the success probability of Algorithm
2 is 0.81. In this case the data complexity is 2 x 2 x 2134 x 21525 = 230.65 The time
complexity of the attack is 23°-%° memory accesses and 223:6> XOR operations.

Table 4 lists the theoretical and experimental success probabilities of the yoyo dis-
tinguisher for 5-round AES. It can be observed in the table that when the value of y is
increasing (the value of z is fixed) the success probability converges around 0.8. Next, we
discuss the possible reason behind this convergence (Remark 6) and the influence of the
value of x (Remark 7).

Remark 6. We consider a scenario where the adversary has access to a total of x chosen
plaintext pairs, and for each chosen plaintext pair, they can adaptively choose y plain-
texts/ciphertexts. For the 5-round case when ¢ = 2, we know that the probability of
getting a RightPair is (5)(27%)% = 5. If we choose z = 2'34, then we get a RightPair
with probability 1 — (1 — 21%)213'4 = 0.63. In the case of a random permutation, all the
chosen pairs are WrongPairs. Now when we increase y, the probability of identifying a
WrongPair increases and tends to 1. In the case of 5-round AES, the success probability is
0.63, and in the case of random permutation, the success probability tends to 1. Therefore,
the overall probability tends to % = 0.815. Now for the case of 6-round AES, the
probability of getting a RightPair is (3) (2732)% =5igr. If we choose z = 26141 then we

get a RightPair with probability 1 — (1 — 251%)261’41 = 0.63. Similar to the above case,

in this case, the success probability also tends to 0.815 as y increases.

Remark 7. From Remark 6, we see that if we increase = then to eliminate all WrongPairs
we need to increase y also. Also, it is clear that if we increase x then the probability of
the presence of RightPair will increase, and hence the probability of identifying AES
increases. So by increasing x, we may increase the success probability but we also have to
increase data complexity. For example, with (z,y) = (2'4-3,2!9), the estimated (practical)
success probability is 0.8684(0.865), while with (2134 21%) it is 0.7918(0.775). So we
choose z sufficiently large and fix it so that the algorithm has a high success probability.

4.2 Success Probability of the Yoyo Distinguisher on 6-round AES

Now, we proceed to compute the success probability of Algorithm 3, which serves as a

distinguisher for 6-round AES. Given that this algorithm relies on the values of x, vy,

and ¢, we denote it as DZ’%’&G. We use the notations pf{%’fgﬁ and p%%é to represent the

probabilities that the distinguisher Df\’%’éﬁ correctly identifies 6-round AES and a random
permutation, respectively.
To find the above two probabilities, we first introduce some lemmas.

Lemma 4. Consider s ﬁ ]F‘QLSZ. Then

Plwt(v(s)) = k] = (2) (Y*(1 — g4k,

where ¢ = 28.

Proof. Let Plwt(v(s)) = k] denote the probability that the state s has k inactive columns.
Since k columns from 4 columns can be chosen in (i) ways, the probability of the state s
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with exactly k inactive columns is

Pluttv(s) = = () a1 - g,

O

Lemma 5. Consider p°, p! & Fg§4 with p° # p*. Let B; be the event that wt(v(L o
S(°) @ Lo S(pt))) =i, where i € {0,1,2,3}. Then P(B;) = (;1) (H (1 — ¢ *)*, where
q =28

Proof. Given that p°, p! are chosen randomly, we have

-

P(B;) = Plut(v(Lo 56" @ Lo 561) =1 = (

O

Lemma 6. [RBH17] Let p°,p' be a random pair such that wt(v(LoS(p°)@® LoS(pt))) = i.
Then p° @ p' contains at most 3 — i inactive columns and ® @ c' contains at most 3 — i
inactive columns where (® = SoLoSoLoS(p°) andc' =SoLoSoLoS(pt).

Proof. Tt is given that wt(v(LoS(p?)@® LoS(p'))) = i. Then using Proposition 4, we can say
that wt(v(c® @ ct)) < 3—i. Again it is clear that wt(v(So Lo S(p®)@® SoLoS(pt))) =i as
wt(v(LoS(p®)@ LoS(p'))) = i. Then using Proposition 4 we can say that wt(v(p° ®p')) <
3 —i. Therefore (p @ p') and (c® @ ') contain at most 3 — i inactive columns. O

Now we find the success probability of Algorithm 3 which distinguishes 6-round AES
from a random permutation. For this purpose, we define a set

X = {Ap-t Acht Apt? Act? L AptY, Act ).

The event A’ denotes that wt(v(Ap*™7)) and wt(v(Ac™7)) € [0,3 —t], for all 1 < j < y.
Let wpi,j, We,i,j and wj ; denote wt(v(Ap™7)), wt(v(Ac™7)) and wt(v(Lo S(p"* 1)@ Lo
S(p"?7))) respectively. Note that due to Propositions 1 and 4, for a fixed i, wj ; = wj, =
=

iy
Now the distinguisher DZ%‘@G returns 6-round AES if there exists ¢ € [1, z] such that

the event A%, occurs. Therefore the probability that the distinguisher DY returns

6-round AES is P(J7_, AY,). First, we find the probability that the distinguisher D%

can correctly identify 6-round AES, i.e. pfl%’;s‘

Probability of the event (AtX) when the encryption function (oracle) is 6-round
AES:

Let X; = {Ap"!, Actt, Aph2 Ach?, ... Ap"Y, Ac"¥}. Then the event (A%, )¢ occurs if
Wpij € [4—1,3] or wey j € [4—t,3] for some j € [1,y]. This is dependent on the value of
Wiy =W, =+ =w;, =m, where m € {0,1,2,3}.

Case 1: m > t. In this case, according to Lemma 6 we know that w,; ; ¢ [4 —t, 3]
and we,; ; ¢ [4—t,3] for every j € [1,y]. Then the probability that the event (A%, )® occurs
is ’0".

Case 2: m < t. Then from Lemma 6, we know that w,;; € [0,3 —m] and w.; ; €
0,3 —m)] for every j € [1,y]. So the event (A% )¢ occurs if there exists j € [1,y] such that
Wp,ij €E4—t,3—m]orwe,; €4—1t3—m).

o Using Lemma 4
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— The probability that for a fixed j, wy;; € [4—t,3=m]is 3 iy s 5 (1) (@) (1=
—4\(4—r)
g 5.

— The probability that, for a fixed j, we; ; € [4—t,3—m]is ZTE[4_t73_m] (fj) (H(1—

—4\(4—r)
g ).

»  — The probability that, for a fixed j, wp,; ; ¢ [4—t,3—m]is 13" 14— 5 e Hra-
—4\(4—r)
g ).

— The probability that, for a fixed j, we,ij & [4—t,3—m]is 1= i,y 5 (f) (gHr(1-
—4\(4—1)
q ).

o The probability that, for a fixed j, wp;; ¢ [4—¢,3—m] and we,; ¢ [4 —t,3 —m] is
(1= Xrepatsm ()@ (1= g2

o The probability that the event (Al,) occur is (1 — 37 iy 3 (@@ -
q74)(47r))2y.

Therefore from Case 1 and Case 2, we have

P(A%) = Z P(A%, /Bm)P(Bm,)(where By, is the event that wj; = m)

me[0,3]
= Y. P(A%/Bu)P(Bw)+ Y. P(A/Bu)P(By)
m<t m>t
me[0,3] me[0,3]
= Y P(A%/Bn)P(Bm)+ Y. P(Bn).
m<t m>t
me|[0,3] me[0,3]
4 —4\r — —r
=X as B (e e s 5
m<t reld—t,3—m] m>t
me[0,3] me|[0,3]

where we take i, = P(By,) = (1) (g™ (1 — ¢~*)*~™ from Lemma 5.

m

Probability of the event |J;_, A% when the encryption function (oracle) is
6-round AES

From the calculation of Equation (2) we get

—1-0- (X - X (a5 )y

m<t ref4—t,3—m)| m>t
me(0,3] me[0,3]
Now we calculate the probability that the distinguisher DZ’%’&G can correctly identify

random permutation, i.e. p%g)z The probability that distinguisher Dz’y’t6 returns random

AES,
permutation is 1 — P(J;_; A%, ).

Probability of the event (A% ) when the encryption function (oracle) is a
random permutation:

o Let X; = {Apht, At Aph2 A2 ... AphY, Achv}.
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o Then the event (A%, )¢ occurs for a fixed j € [1,y], if wp; € [4—1,3] or wei; €
41,3,

o Using Lemma 4
— The probability that, for a fixed j, wp,i; € [4 —¢,3]is X2, cu_y ) (f) (¢Hr(1 -
74)(477")
q .
— The probability that, for a fixed j, we,;,; € [4 —¢,3] is 35, ey 5 (:f) (¢Hr(1 -
—4\(4—r) 7
g ).
»  — The probability that, for a fixed j, wp;; & [4—¢,3]is 1=}, ¢4, 5 (i) (Hr(1—
—4\(4—r)
g ).

— The probability that, for a fixed j, we,i; & [4—1t,3]is 1=3,cpqpq (1) (™) (1=
—4\(4—1)
g ).

The probability that, for a fixed j, wp,; ¢ [4 —t,3] and we;; ¢ [4 —¢,3] is
(1= ey (D@ Q=g )2
« The probability that the event (A, ) occursis (1-3, ¢4 3 (N (g=Hr(1—g=) =),

T

Probability of the event |J;_, A% when the encryption function (oracle) is a
random permutation:
From the calculation of Equation 2, we get

PJAl) = 1= (1= P(Ay))"

Therefore

PREL =1—(1—(1— P(AY)")
= (1 P(AY,))*

_ (1 _ (1 o Z <i) (q74)r(1 o q74)(477"))2y)w'

reld—t,3]

Similar to 5-round distinguisher, the success probability of Algorithm 3 is

,y,t x,y,t
PAES; T PRP,

2

In Algorithm 3, there are a total of zy iterations. In each iteration, we perform one
encryption and one decryption, resulting in a total of 2(2xy) = 4xy operations (as each
iteration involves encrypting a pair of plaintexts and ciphertexts). So the data complexity
is 4xy. Within each iteration, we access a total of 4 states (comprising two ciphertexts and
two plaintexts) and perform XOR operations on two plaintexts and two ciphertexts. This
results in a time complexity of 4zy for memory accesses and 2xy for XOR operations.

Based on our probability calculation in Remark 8, we show that the algorithm described
in [RBH17] is not able to distinguish 6-round AES. In Remark 9, we establish that our
method is unable to distinguish 6-round AES with a data complexity lower than the full
codebook.

Remark 8. From Lemma 3, the success probability of the distinguisher for the 6-round
AES described in [RBH17] can be computed by taking x = 2614, y = 2604 and ¢ = 2. For
these values, the success probability of Algorithm 2 becomes approximately 0.5.

Remark 9. When z = 2614,y = 26575 and ¢t = 2, the success probability of Algorithm
3 is 0.50004. In this case the data complexity is given by 2 x 2 x 261:4 x 26575 — 9129.15
(which exceeds the exhaustive search). The time complexity of the attack is 21221 memory
accesses and 212815 XOR operations.
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Figure 5: Construction of ForkAES [BBJ'19]. Here, R and KS denote the AES-128 round
function and round of a key schedule function, respectively.

5 Impact on other Yoyo Distinguishers

The obtained results can be generalized and it can be used to determine the validity
of other existing yoyo distinguishers. Here, we discuss the impact of our result on the
impossible yoyo distinguisher of ForkAES proposed in [BBJ119] and yoyo key recovery
attack on 5-round AES [RBH17].

5.1 Impossible Yoyo Distinguisher on ForkAES-*-4-4

The design of ForkAES [ARVV1S] is based on the design of KIASU-BC [JNP14] and
it follows the forkcipher design strategy proposed at Asiacrypt 2019 [ALP'19]. The
construction of ForkAES is depicted in Figure 5. First of all, a 128-bit state, P, is
encrypted using five rounds of AES. Then the state is forked into two equivalent states
and both states are again encrypted using 5-round AES to output Cy and C7. In ForkAES,
in addition to a 128-bit key K, a 64-bit tweak T is also used. Note that, the designers of
ForkAES introduced the notion of reconstruction query in addition to normal encryption
queries. In the reconstruction query, Cy (or Cy) can be queried to obtain Cy (or Cp).
In [BBJ*19], the notation ForkAES-*-x-y is introduced which denotes the variant of
ForkAES with x and y number of rounds in its forked branches. The yoyo distinguishing
attack on ForkAES-*-4-4 is based on the reconstruction queries. For more details on the
construction of ForkAES, refer to [ARVV18].

Attack Overview. In [BBJT19], for ForkAES-*-4-4 the underlying structure involved in
the computation of reconstruction queries can be written as Sy o L1 0 S5 o Ly o S3 where
S1, S3 corresponds to super-sbox, Sy corresponds to megasbox and L, Ly corresponds to
MixColumn operation (linear layer)(depicted in Figure 6).

In [BBJT19], Banik et al. mounted an impossible-differential yoyo distinguishing attack
on ForkAES-*-4-4. This attack is quite similar to the one which is mounted on a 6-round
AES. The only difference between these two attacks is in the definition of the intermediate
non-linear layer. For 6-round AES, the intermediate non-linear layer is a super-sbox
whereas for ForkAES-*-4-4 it is a megasbox (as depicted in Figure 6). However, this
difference has no impact on the attack complexities in these two attacks as the primary
notions behind devising these two distinguishers are similar.
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Co

€

Figure 6: Underlying construction of S; o Ly 0.Sy 0 Ly 0 S5 in ForkAES-*-4-4 [BBJ " 19]

Invalidation of the Distinguisher. The distinguisher outlined in Algorithm 3 is quite
similar to the one proposed to distinguish ForkAES-*-4-4. In particular, the attack
parameters ( (x,y,t) as in Algorithm 3) also remain the same. Note that, the computation
of success probability depends only on (z,y,t), and thus the success probability of both
of these distinguishers is the same. This invalidates the impossible-differential yoyo
distinguisher of ForkAES-*-4-4.

5.2 Yoyo Key Recovery Attack on 5-round AES

Here, we discuss the impact of our results on yoyo key recovery attack on 5-round AES.
First, we re-introduce some notations from [RBH17]. Let p’ represent a state of AES and
p' = (pb,pl,ph, p}) written word wise. Let k be the secret key and k; ; be the byte at
position (i, j) of the key matrix.

In the 5-round key recovery attack, two pairs of plaintexts p” and p' are chosen whose
first words are given by p3 = (0,4,0,0) and p} = (2,2 @ i,0,0), respectively, where z
is a known value. The other words are the same. Then it is shown that at least for
i € {ko,0 ® ko.1,2 @ koo ® ko,1} the third byte of the first word of MC o SBo ARK (p°) &
MC oSBo ARK(p') is 0.

Now, plaintext pairs p® and p' are generated for each 5. The attack consists of encrypting
those plaintexts and getting the ciphertexts ¢ and ¢!. Then, five new ciphertext pairs
are generated using p function i.e., (¢/0,¢t) = (p¥(c%, ct), p¥(ct, ?)). Now those ciphertext
pairs are decrypted and the corresponding plaintext pairs (p’®,p'!) are stored. Then the
third byte of the first word of MC o SBo ARK (p®) ® MC o SB o ARK (p') is 0 for all
five pairs (p'°, p't).

The first word of the secret key is guessed. It is known that koo ® ko1 € {i,7 @ 2}.
So there are 2 - 224 possibilities. But 224 possibilities are chosen because it is sufficient
to test ko1 = ko,0 @ ¢ and there is no need to test ko1 = koo @ ¢ D 2z as ¢ will run over
all possible 28 values. After guessing the first word of the secret key, all five stored pairs
are checked to see if they satisfy the condition that the third byte of the first word of
MC oSBoARK(p©®) @ MC o SBo ARK(p) is 0 or not. If the condition is satisfied, it
is expected that the first word of the secret key is correctly guessed.

This occurs because if the third byte of the first word of MC o SBo ARK (p°) ® MC o
SBoARK (p') is zero and other words are also inactive, so after the SR operation the third
word of the difference would be zero. Now using Proposition 1, we assert that the third word
of SRoMCoSBoARK (p°)®SR o MCoSBoARK (p'!) is zero for all five pairs (p ©,p'!).
Therefore, the third byte of first word of MC o SBo ARK (p'°) & MC o SBo ARK (p'!) is
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Figure 7: Success probability of the 5-round distinguisher (Algorithm 2) as a function of y.
The x-axis represents the value of log,y and the y-axis represents the success probability
of Algorithm 2 when t = 2. The blue line represents the theoretical probability while the
red dot represents the experimental probability.

inactive.

From the above discussion, it is evident that the yoyo key recovery attack on 5-round
AES is based on deterministic properties. As the results (presented in this paper) have no
impact on the deterministic distinguisher, the yoyo key recovery attack on 5-round AES
works as expected.

6 Theoretical and Experimental Results

Based on the above analysis, in this section, we present both experimental and theoretical
success probabilities of the yoyo distinguisher for 5-round AES. All the experiments
are conducted in the C language 2. Additionally, we also provide the theoretical success
probability for 6-round AES for different values of x and y. In our experiments, we generate
a new key for each experiment using the drand48() function, which is a pseudorandom
number generator. We use two methods to generate random permutations. In one program,
we use drand48() to generate a random permutation. In another program, we use 20-round
AES encryption to generate a random permutation.

From the result of Table 1, we say that when = 2!34 and y = 2''* the 5-round AES
distinguisher cannot distinguish AES from a random permutation. From the analysis in
Section 4, it is clear that the value of y should be greater than 2'14. So we increase the
value of y by 299% and calculate the experimental and theoretical success probabilities. It
is observed that when the value of y < 21420, the success probability of Algorithm 2 is 0.5.
After that, success probability of Algorithm 2 increases. So the value of y should be greater
than 21420 to distinguish 5-round AES. Therefore the data complexity of Algorithm 2
when z = 2134 and y = 21420 is 2 x 2 x 2134 x 21420 — 229-6 " The time complexity of the
attack is 229 memory accesses and 2134 x 21420 = 9276 XOR operations. In Table 4, we
list the experimental and theoretical success probabilities of Algorithm 2 for some values of
y and in Figure 7 we give a comparison between the theoretical and experimental results.

From Table 4, we can obtain the experimental success probabilities of pi’%’i and p%‘%?

When n; = 0, we compute the probability p%%’;? by dividing the cell value under the

column labeled "Found as Random" (when the black box cipher is either "RANDOM
(AES20)" or "RANDOM (drand48)") by na = 100. When ny = 0, the probability of pi’%’;g)
can be calculated by dividing the cell value under the column labeled “Found as AES”

2The codes are available at https://github.com/sandipkumarmondal/
Revisiting-Yoyo-Tricks-on-AES
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Table 2: Some theoretical and experimental results of Algorithm 2 for larger values of x
when ¢t = 2.

Theoretical | Experimental
Value of | Value of Data
. y Complexity Succe.s§ Succe.s§
Probability | Probability

o144 2314 0.5 0.5
2146 2316 0.51 0.51
214.8 231.8 0.6739 0.68

915 215 232 0.8832 0.89
2152 232:2 0.9578 0.955
2154 2324 0.9725 0.965
2156 2326 0.9745 0.945
215-8 232.8 0.9747 0.975
144 2317 0.5 0.5
2146 2319 0.5042 0.51
Q148 2321 0.6415 0.67

915.3 215 2323 0.8744 0.86
2152 2325 0.966 0.97
2154 2323 0.9845 0.995
2156 2329 0.987 0.995
2158 2331 0.9873 0.98

915.6 915.37 932.97 0.99 0.995

(when black box cipher is “AES”) by n; = 100. The graphical representation for these
cases is shown in Figure 8.

Note that, we can achieve a success probability close to 100% by choosing suitable
values of x and y. In that case, we have to choose x sufficiently large such that there always
presents a RightPair in the case of AES. For that x, we have to choose y sufficiently
large so that all the WrongPair is eliminated for the case of random permutation. We
know that the probability of getting a RightPair is 21% If we choose x such that

1—(1— 557)% > 0.99 ie., z > 2156932 then we get pi’%’és > 0.99. Now, for this z, if we

choose y > 21737 then we get p%’;f > 0.99. So the overall success probability is greater

than or equal to 0.99. In Table 2, we give some theoretical and experimental results for
larger x. Table 2 shows that for larger x, we can achieve a success probability close to
100%.

Based on the results presented in Table 5, it can be concluded that a 6-round AES
distinguisher is unable to differentiate 6-round AES from a random permutation when the
values of z and y are set to z = 2614 and y = 2604, However, according to the analysis
in Section 4, it is evident that the value of y should be greater than 2604, Therefore, we
increased the value of y by 2°% and calculated the theoretical success probability. It is
observed that as long as y remains less than or equal to 26570, the success probability of
Algorithm 3 remains at 0.5. Beyond this point, the success probability starts to increase.
To provide more detailed insights, we adjusted the value of y by increments of 20-01 at
the point where the theoretical success probability changed rapidly. Our final observation
indicates that for values of y up to 2674, the success probability of Algorithm 3 remains
at 0.5. Beyond this threshold, the success probability starts to increase again. Therefore,
it can be inferred that the value of y should be greater than or equal to 2%°-7% in order
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Figure 8: Practical success probability of the 5-round distinguisher (Algorithm 2) as
a function of y. The z-axis represents the value of log,y and the y-axis represents the
practical success probability of Algorithm 2 when ¢ = 2. In the figures, the practical
success probability of Algorithm 2 are shown when blackbox cipher is 5-round AES,
random(drand48()) and random(AES20) respectively.
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Figure 9: Success probability of the 6-round distinguisher (Algorithm 3) as a function of y.
The z-axis represents the value of log,y and the y-axis represents the theoretical success
probability of Algorithm 3 when t = 2. In the first figure, the points are spaced 0.05 units
apart, while in the second figure, the points are spaced 0.01 units apart.
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Table 3: Success probability and data complexity of Algorithm 2 and 3 for different values
of x and y when t = 2. Here, MAs refer to memory accesses.

Round Value of | Value of Data Time Success Paper
x Y Complexity | Complexity | Probability
2248 XOR
2134 2t14 2208 - 0.5 [RBH17]
5 2268 MAs
22865 XOR
913.4 915.25 930.65 + 0.81
23065 NMAs o
23097 XOR
915.60 915.37 932.97 T 0.99
932.97 M As
21228 XOR
6 2614 2604 21238 123;— 0.5 [RBH17]
21295 MAs
912815 XOR
2614 20576 2129-15 + 0.50004 our
9129.15 M Ag

to distinguish 6-round AES effectively. In Table 5, we provide the theoretical success
probability of Algorithm 3 for various values of y, and in Figure 9, we present a graphical
representation of these theoretical results. Consequently, when setting x = 2614 and
y = 26575 the data complexity of Algorithm 3 amounts to 2 x 2 x 2614 x 26575 — 212915,
The time complexity of the attack is 2'2%'® memory accesses and 2!2%:15 XOR operations.
In Table 3 we give the success probability and data complexity of Algorithm 2 and 3 for
different values of z and y.

Now, we calculate the average complexity of 5-round and 6-round distinguishers of AES.
For the average complexity, we first have to ensure that all the WrongPairs are identified
in both the cases i.e., for AES and random permutation. Now we see that theoretically
and experimentally (for 5 rounds) if we choose y > 2'5-70 (refer to Table 4), then all the
WrongPairs can be identified. Now in the case of 5-round, when ¢ = 2 we know that a
random pair of states is a WrongPair with probability p =1 — (1 =3, 12 5 (f) (¢Hr(1—
qil)(4*7))4 = 271142 Qo it is expected that for y = 2142 a WrongPair can be detected.
So the average complexity is x X % X 2 x 2 = 2134 x 21142 5 92 — 926.82 Note that, only
when y > 21570 all the WrongPairs can be detected with a probability close to one.

Now, in the case of 6-round AES distinguisher, for £ = 2 a random pair is a WrongPair
with probability p = 1—(1=3_, 5.5, (@4 (1—gU) = 55t So, it is expected that
for y = 26142 3 WrongPair can be detected. In this case, for identifying all WrongPairs y

should be greater than or equal to 26613 (refer to Table 5). So the average complexity is
T X % X 2 = 261‘4 % 261‘42 X 2 = 2123.82.

7 Conclusion

In this work, we revisit the work of Rgnjom et al. and analyze the reported 5-round
and 6-round AES distinguishers. We observed that the success probabilities of both
these distinguishers are quite low. Based on this, we propose a revised distinguisher for
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5-round AES by increasing the data complexity. However, the 6-round AES can not be
modified in order to gain significant success probability, the data complexity of the attack
exceeds the full codebook complexity. Similarly, our investigation also invalidates the
impossible-differential yoyo distinguisher on ForkAES-*-4-4.

We would like to emphasize the significance of the success probability in cryptographic
attack algorithms. It is crucial to establish the validity of these attacks by demonstrating
a substantial success probability while maintaining a complexity lower than that of an
exhaustive search.
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Table 4: Experimental and theoretical results for 5-round distinguisher when ¢t=2 and
x = 2!34, Here experimental success probability of Algorithm 2 is based on the results of
random permutation AES20 rounds.

Overall Overall
Number of Blackbox Value FO::d Fo;;nd Pil:;:l:;;y Success Success
Experiments Cipher of y o Probability Probability
AES | Random | (Theoretical) . .
(Experimental) | (Theoretical)
100 AES 21411100 0 1.0
100 RANDOM (AES20) | 2! | 100 0 0.0 0.5 0.5
100 RANDOM (drand48) | 24! 100 0
100 AES 21415 1100 0 1.0
100 RANDOM (AES20) | 21415 | 100 0 0.0 0.5 0.5
100 RANDOM (drand48) | 21415 100 0
100 AES 2142 1100 0 1.0
100 RANDOM (AES20) | 22 | 100 0 0.0 0.5 0.5
100 RANDOM (drand48) | 2142 | 100 0
100 AES 21425 1100 0 1.0
100 RANDOM (AES20) | 2425 | 100 0 0.0001 0.5 0.5
100 RANDOM (drand48) | 2425 | 100 0
100 AES 2143 1100 0 0.9996
100 RANDOM (AES20) | 243 | 100 0 0.001 0.5 0.5003
100 RANDOM (drand48) | 2143 100 0
100 AES 21435 1100 0 0.9983
100 RANDOM (AES20) | 21435 | 98 2 0.0047 0.51 0.5015
100 RANDOM (drand48) | 21435 99 1
100 AES 21441100 0 0.9938
100 RANDOM (AES20) | 2%4 | 100 0 00165 0.5 0.5052
100 RANDOM (drand48) | 2144 99 1
100 AES 21445 | 98 2 0.9833
100 RANDOM (AES20) | 21445 94 6 0.0446 0.52 0.514
100 RANDOM (drand48) | 21445 | 98 2
100 AES 2145 99 1 0.9638
100 RANDOM (AES20) | 2145 90 10 0.0071 0.545 0.5304
100 RANDOM (drand48) | 245 88 12
100 AES 21455 | 92 8 0.9339
100 RANDOM (AES20) | 21455 | 83 17 0177 0.545 0.5555
100 RANDOM (drand48) | 21455 | 79 21
100 AES 2146 88 12 0.8954
100 RANDOM (AES20) | 246 70 30 09802 0.59 0.5878
100 RANDOM (drand48) | 2146 70 30
100 AES 21465 | 86 14 0.8519
100 RANDOM (AES20) | 21465 | 59 41 0.3966 0.635 0.6242
100 RANDOM (drand48) | 2465 | 61 39
100 AES 2147 82 18 0.8078
100 RANDOM (AES20) | 2147 51 49 05145 0.655 0.6612
100 RANDOM (drand48) | 2147 52 48
100 AES 21475 1 80 20 0.767
100 RANDOM (AES20) | 2147 | 36 64 0.6237 0.72 0.6954
100 RANDOM (drand48) | 247 | 46 54
100 AES 2148 70 30 0.7318
100 RANDOM (AES20) | 2148 27 73 0.7179 0.715 0.7249
100 RANDOM (drand48) | 2148 25 75
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Overall Overall
Number of Blackbox Value FO::d Fo;nd Prsolll;tlbl?ty Success Success
Experiments Cipher of y . Probability Probability
AES | Random | (Theoretical) . .
(Experimental) | (Theoretical)
100 AES 21485 67 33 0.7031
100 RANDOM (AES20) | 2485 20 80 0.7048 0.735 0.7489
100 RANDOM (drand48) | 2148 16 84
100 AES 2149 69 31 0.6807
100 RANDOM (AES20) | 249 7 93 0.8546 0.81 0.7677
100 RANDOM (drand48) | 2149 11 89
100 AES 21495 69 31 0.664
100 RANDOM (AES20) | 2149 9 91 0.8993 0.8 0.7817
100 RANDOM (drand48) | 21495 12 88
100 AES 2150 61 39 0.6519
100 RANDOM (AES20) | 2150 94 0.9318 0.775 0.7918
100 RANDOM (drand48) | 2150 96
100 AES 21505 72 28 0.6433
100 RANDOM (AES20) | 215:05 4 96 0.9547 0.84 0.799
100 RANDOM (drand48) | 21505 5 95
100 AES 216-1 69 31 0.6374
100 RANDOM (AES20) | 25! 96 0.9705 0.825 0.8039
100 RANDOM (drand48) | 25! 92
100 AES 215-15 68 32 0.6335
100 RANDOM (AES20) | 21515 1 99 0.9811 0.835 0.8073
100 RANDOM (drand48) | 215-15 3 97
100 AES 215:2 59 41 0.6308
100 RANDOM (AES20) | 2'52 2 98 0.9881 0.785 0.8095
100 RANDOM (drand48) | 2152 2 98
100 AES 21525 62 38 0.6291
100 RANDOM (AES20) | 215-2% 2 98 0.9926 0.8 0.8109
100 RANDOM (drand48) | 21525 2 98
100 AES 2163 64 36 0.6281
100 RANDOM (AES20) | 2153 0 100 0.9955 0.82 0.8118
100 RANDOM (drand48) | 2153 0 100
100 AES 21535 63 37 0.6274
100 RANDOM (AES20) | 21535 100 0.9973 0.815 0.8124
100 RANDOM (drand48) | 215-35 100
100 AES 2154 66 34 0.627
100 RANDOM (AES20) | 2!54 0 100 0.9984 0.83 0.8127
100 RANDOM (drand48) | 2154 0 100
100 AES 21545 68 32 0.6267
100 RANDOM (AES20) | 215-4° 100 0.9991 0.84 0.8129
100 RANDOM (drand48) | 21545 100
100 AES 2155 63 37 0.6266
100 RANDOM (AES20) | 2155 0 100 0.9995 0.815 0.813
100 RANDOM (drand48) | 215 0 100
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Found | Found Success Overall Overall
Number of Blackbox Value as as Probability Success Success
Experiments Cipher of y o Probability Probability
AES | Random | (Theoretical) . .
(Experimental) | (Theoretical)
100 AES 21555 63 37 0.6265
100 RANDOM (AES20) | 21555 0 100 0.997 0.815 0.8131
100 RANDOM (drand48) | 2153 | 0 100
100 AES 2156 67 33 0.6264
100 RANDOM (AES20) | 2156 0 100 0.9999 0.835 0.8131
100 RANDOM (drand4s8) | 2156 0 100
100 AES 21565 57 43 0.6264
100 RANDOM (AES20) | 21565 | ¢ 100 0,009 0.785 0.8132
100 RANDOM (drand48) | 21565 | ¢ 100
100 AES 2157 61 39 0.6264
100 RANDOM (AES20) | 2!57 0 100 o 0.805 0.8132
100 RANDOM (drand48) | 2157 0 100
100 AES 21575 56 44 0.6264
100 RANDOM (AES20) | 2157 0 100 Lo 0.78 0.8132
100 RANDOM (drand48) | 2157 | 0 100




Sandip Kumar Mondal, Mostafizar Rahman, Santanu Sarkar and Avishek Adhikari 57
Table 5: Theoretical results for 6-round distinguishers when ¢=2 and z = 2614
SL Value Success Success Success SL Value Success Success Success
No | ofy Prob- Prob- Prob- No | ofy Prob- Prob- Prob-
ability ability ability ability ability ability
(When (When (Overall) (When (When (Overall)
Oracle is | Oracle is Oracle is | Oracle is
AES) Random AES) Random
Permuta- Permuta-
tion) tion)
1 2656 1.0 0.0 0.5 41 | 2660 0.6299 0.9957 0.8128
2 205.61 1.0 0.0 0.5 42 | 20601 0.6294 0.9969 0.8132
3 205.62 1.0 0.0 0.5 43 | 20602 0.6291 0.9978 0.8134
4 205.63 1.0 0.0 0.5 44 | 26603 0.6289 0.9984 0.8136
5 206564 | 10 0.0 0.5 45 | 20604 | 0.6287 0.9989 0.8138
6 205.65 1.0 0.0 0.5 46 | 20605 0.6286 0.9992 0.8139
7 26566 | 1.0 0.0 0.5 47 | 26696 | 0.6285 0.9994 0.814
8 26567 | 1.0 0.0 0.5 48 | 20607 | 0.6284 0.9996 0.814
9 20568 1.0 0.0 0.5 49 | 20608 0.6284 0.9997 0.8141
10 | 20960 | 1.0 0.0 0.5 50 | 20609 | (.6284 0.9998 0.8141
11 | 207 1.0 0.0 0.5 51 | 2061 0.6283 0.9999 0.8141
12 | 2657 1.0 0.0 0.5 52 | 266-11 0.6283 0.9999 0.8141
13 | 20572 | 1.0 0.0 0.5 53 | 20612 | 0.6283 0.9999 0.8141
14 | 2657 | 1.0 0.0 0.5 54 | 26613 1 0.6283 1.0 0.8141
15 | 2657 | 1.0 0.0 0.5 55 | 26014 1 0.6283 1.0 0.8141
16 | 20575 | 1.0 0.0001 0.5 56 | 20615 | 0.6283 1.0 0.8141
17 | 26576 | 0.9996 0.0011 0.5004 57 | 26616 | 0.6283 1.0 0.8141
18 | 29577 | 0.9978 0.006 0.5019 58 | 26617 | 0.6283 1.0 0.8141
19 | 20578 | 0.9921 0.0213 0.5067 59 | 20618 | (.6283 1.0 0.8141
20 | 2657 0.9794 0.0555 0.5174 60 | 20619 0.6283 1.0 0.8141
21 | 2098 0.9574 0.1147 0.536 61 | 2062 0.6283 1.0 0.8141
22 | 20581 | 0.9264 0.198 0.5622 62 | 20621 | 0.6283 1.0 0.8141
23 | 20582 0.889 0.2986 0.5938 63 | 20622 0.6283 1.0 0.8141
24 | 20583 | (.8489 0.4065 0.6277 64 | 20623 | 0.6283 1.0 0.8141
25 | 26581 | 0.8096 0.5122 0.6609 65 | 20624 | 0.6283 1.0 0.8141
26 | 26585 0.7737 0.6088 0.6913 66 | 206:25 0.6283 1.0 0.8141
27 | 20586 | (0.7425 0.6926 0.7176 67 | 20626 | 0.6283 1.0 0.8141
28 | 20587 | 0.7166 0.7624 0.7395 68 | 20627 | 0.6283 1.0 0.8141
29 | 20588 | 0.6956 0.8188 0.7572 69 | 20628 | 0.6283 1.0 0.8141
30 | 20589 | 0.6791 0.8633 0.7712 70 | 20629 | 0.6283 1.0 0.8141
31 | 2659 0.6663 0.8977 0.782 71| 2663 0.6283 1.0 0.8141
32 | 29991 | 0.6565 0.924 0.7903 72 | 20631 1 0.6283 1.0 0.8141
33 | 20592 | 0.6491 0.9439 0.7965 73 | 20632 | 0.6283 1.0 0.8141
34 | 26593 0.6436 0.9588 0.8012 74 | 20633 0.6283 1.0 0.8141
35 | 20594 | 0.6395 0.9698 0.8047 75 | 20634 | 0.6283 1.0 0.8141
36 | 2059 | 0.6365 0.978 0.8072 76 | 20635 | 0.6283 1.0 0.8141
37 | 26596 0.6342 0.984 0.8091 77 | 20636 0.6283 1.0 0.8141
38 | 20597 | 0.6326 0.9884 0.8105 78 | 20637 | 0.6283 1.0 0.8141
39 | 20598 | 0.6314 0.9916 0.8115 79 | 20638 | 0.6283 1.0 0.8141
40 | 20599 0.6305 0.994 0.8123 80 | 206:39 0.6283 1.0 0.8141
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