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Ascon

Designed by Dobraunig, Eichlseder, Mendel, Schläffer

A family of lightweight cryptographic algorithms for AEAD(Ascon-128/Ascon-128a)
and hashing functionality(Ascon-Hash/Ascon-Xof)

NIST Lightweight Cryptography Standard (in February 2023)
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Sponge1-based Hashing
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Figure: Hashing mode Xh,r ,a in Ascon-Hash, Ascon-Xof

Name Algorithm Capacity c Rate r

Ascon-Hash X256,64,12 256 64

Ascon-Xof X0,64,12 with arbitrary output length 256 64

1Guido Bertoni et al. “Sponge functions”. In: ECRYPT hash workshop. Vol. 2007. 9. 2007
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Ascon Permutation

pa permutation is the underlying permutaion of Ascon-Hash and Ascon-Xof

Let A[y ][x ], 0 ≤ y < 5, 0 ≤ x < 64 denote the bit in the 320-bit state A.
A is split into five 64-bit registers words A[y ][∗].

A[4][∗]
A[3][∗]
A[2][∗]
A[1][∗]
A[0][∗]

12 rounds

Each round consists of 3 operations, i.e., R := pL ◦ pS ◦ pC
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Round Function of Ascon

pC : A[2][∗]← A[2][∗]⊕ cr . No impacts on preimage attacks.

pS : update the state A with 64 parallel applications of the 5-bit S-box. The only
Non-Linear operation.
Let A[∗][i ] = (a0i , a1i , · · · , a4i ), 0 ≤ i < 64 denote the inputs in i−th S-box and the
outputs are (b0i , b1i , · · · , bi4). The ANF of the S-box layer pS ,

b0,i = a4,ia1,i ⊕ a3,i ⊕ a2,ia1,i ⊕ a2,i ⊕ a1,ia0,i ⊕ a1,i ⊕ a0,i

b1,i = a4,i ⊕ a3,ia2,i ⊕ a3,ia1,i ⊕ a3,i ⊕ a2,ia1,i ⊕ a2,i ⊕ a1,i ⊕ a0,i

b2,i = a4,ia3,i ⊕ a4,i ⊕ a2,i ⊕ a1,i ⊕ 1

b3,i = a4,ia0,i ⊕ a4,i ⊕ a3,ia0,i ⊕ a3,i ⊕ a2,i ⊕ a1,i ⊕ a0,i

b4,i = a4,ia1,i ⊕ a4,i ⊕ a3,i ⊕ a1,ia0,i ⊕ a1,i

(1)
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Round Function of Ascon

pL: provide diffusion within each 64-bit register word A[y ][∗].

A[0][∗]← A[0][∗]⊕ (A[0][∗] ≫ 19)⊕ (A[0][∗] ≫ 28)

A[1][∗]← A[1][∗]⊕ (A[1][∗] ≫ 61)⊕ (A[1][∗] ≫ 39)

A[2][∗]← A[2][∗]⊕ (A[2][∗] ≫ 1)⊕ (A[2][∗] ≫ 6)

A[3][∗]← A[3][∗]⊕ (A[3][∗] ≫ 10)⊕ (A[3][∗] ≫ 17)

A[4][∗]← A[4][∗]⊕ (A[4][∗] ≫ 7)⊕ (A[4][∗] ≫ 41)

(2)
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Preimage Resistance

What we are looking at...?

Given H, find a preimage M such that Hash(M, IV ) = H equals to solving an algebraic
polynomial system.

For one hash function with h-bit hash value.

Brute-force: 2h time complexity in average

Preimage Attack: Find a technique that is faster than brute-force.
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Summary of Techniques in Preimage Attack against Sponge-based
Hashing

Target Technique Max. Rounds Reference
Keccak challenges SAT 2 [MS13]
Keccak-224/256 Linear structure 4/4 [GLS16]
Keccak-224/256 Linear structure + Allocating model(Lin.s.A.m) 4/4 [LS19]
Keccak-224/256 Lin.s.A.m + Partial linearization 4/4 [HLY21]
Keccak-384/512 Non-linear structure 4/3 [Raj19]
Keccak-384/512 Non-Lin.s.A.m + Relinearization 4/3 [LIMY20]
Keccak-384/512 Non-Lin.s.A.m + Relinearization + Extra linear dependence 3/3 [HLY23]

Keccak-512 MitM + Linear structure + MILP 4 [QHDYW23]
Keccak-384/512 MitM + Weak-diffusion structure + MILP 4 [QZHDW23]

Ascon-Xof Algebraic(without cr and IV ) 2 [DEMS19]
Ascon-Xof MitM + Weak-diffusion structure + MILP 4 [QZHDW23]
Ascon-Xof MitM + Weak-diffusion structure + SAT 4 [DDLS24]
Ascon-Xof Non-Lin.s.A.m + SAT 4 Our

We extend the preimage attack framework on Keccak to Ascon with the help of SAT tools.
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Linear Structure2

Given a 1.5-round linear structure (after 2-round entire linearization) by manually
designing.

<latexit sha1_base64="nPIx6LJk6EmhiCR6Ry8kzUwOKo4="></latexit>

✓
<latexit sha1_base64="LIOibpJcbzU7Oya1x9sXXs6JUpw="></latexit>⇡ � ⇢1st 

2nd

linear hashconstant

<latexit sha1_base64="sv0gJWr+UsHcU/f12YgKZxDYk5o="></latexit>

��1 � ◆�1

<latexit sha1_base64="W5CIBobunWS//GZcp/+FTxKmqOs="></latexit>◆ � �

<latexit sha1_base64="tZTyM6cmXB4RfAyxPx2eW0HvZwo="></latexit>

A0[x][y]

<latexit sha1_base64="z6ZAQwCX4b4nVusMtg7xG0vVFU4="></latexit>

A1[x][y]

<latexit sha1_base64="k2ZEtdVr+hq+fVOsaFsCSGonig0="></latexit>

B0[x][y]

<latexit sha1_base64="Ma+Uq7SZpErJsVxYEfLK56YTMLo="></latexit>

B1[x][y]

<latexit sha1_base64="M8Vh1zK+w5mmUQj8ZjYfx0YIeg0="></latexit>

C0[x][y]

<latexit sha1_base64="ztFAHxEsTJCkxGYrT05SBtzLQyA="></latexit>

C1[x][y]

384-bit hash

<latexit sha1_base64="9KW2HDfsrxnUtT2Pn3o0JWMhI5w="></latexit>

(d0, d1, . . . , d383)

<latexit sha1_base64="nPIx6LJk6EmhiCR6Ry8kzUwOKo4="></latexit>

✓
<latexit sha1_base64="LIOibpJcbzU7Oya1x9sXXs6JUpw="></latexit>⇡ � ⇢

0

Figure: 1.5-round linear structure with 256 degrees of freedom used in preimage attack on 2-round
Keccak-384

2Jian Guo, Meicheng Liu, and Ling Song. “Linear structures: applications to cryptanalysis of round-reduced
Keccak”. In: ASIACRYPT 2016. Springer. 2016, pp. 249–274
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Main Idea of Linear Structure

Construct a system of m linear equations leaked by the hash value in n free variable bits,
assume n ≥ m, then the system has a non-trivial solution.

For one hash function with h-bit hash value.
f0(x0, x1, · · · , xn−1)⊕ c0 = h0

f1(x0, x1, · · · , xn−1)⊕ c1 = h1

· · ·
fm−1(x0, x1, · · · , xn−1)⊕ cn−1 = hm−1

(3)

− total gain: 2m

− matching probability of one guess: 2m−h

− total complexity of finding a preimage: 2h−m guesses
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Linear Structure with the Allocating Model34

Extend to a longer 2.5-round linear structure via an
allocating model.

1 Find an inner part that satisfies certain conditions
for the initial state of the linear structure, 2d1 .

2 Construct the algebraic systems according to the
linear structure and then solve these systems for
finding a multi-block preimage, 2h−m

Search complexity of finding this restricted inner
part:2d1 = 2128.

n = 64, n ≥ m⇒ m = 64

Random space of linear structure: 2dr = 2256

Final complexity:

max(2d1 × 2h−m−dr , 2h−m)

1 1

0 0 1

0

0 0

1 1

0 0 1

1 0

1 0

1

0 1

0 0 1

1

1

1

1 st

2 nd

3 rd

restricted part 

<latexit sha1_base64="hLLL4l5iPyVpnyw8tADU6CxzmGs="></latexit>

A0

<latexit sha1_base64="q3/fsiEVDaChoMq/m5tEVNXQt4M="></latexit>

A1

<latexit sha1_base64="45/afqDR4LJO3R7bt6AEuiMlRh8="></latexit>

A2

<latexit sha1_base64="nPIx6LJk6EmhiCR6Ry8kzUwOKo4="></latexit>

✓
<latexit sha1_base64="LIOibpJcbzU7Oya1x9sXXs6JUpw="></latexit>⇡ � ⇢ <latexit sha1_base64="W5CIBobunWS//GZcp/+FTxKmqOs="></latexit>◆ � �

<latexit sha1_base64="W5CIBobunWS//GZcp/+FTxKmqOs="></latexit>◆ � �

<latexit sha1_base64="ojQPHBc293xy1dG4iJ4dPYqnGPg="></latexit>

��1 � ◆�1

<latexit sha1_base64="nPIx6LJk6EmhiCR6Ry8kzUwOKo4="></latexit>

✓ <latexit sha1_base64="LIOibpJcbzU7Oya1x9sXXs6JUpw="></latexit>⇡ � ⇢

<latexit sha1_base64="a3gQAQNbrcZuFmmrooA3Ujb79XA="></latexit>

B0

<latexit sha1_base64="jwUqfmT+xBsHdk/ZeK0SRqHw5zU="></latexit>

B1

<latexit sha1_base64="/f4EFhuRmLxUMOT2Dns71gqSBBI="></latexit>

⇡ � ⇢ � ✓

<latexit sha1_base64="iYPIXj4PrYs/xxHkU1KHXMlo8zQ="></latexit>

C2

<latexit sha1_base64="vshq2S8topx9c4+itT6BXPHGL3M="></latexit>

C1

<latexit sha1_base64="qdXy8tzG70Zx1t+vocZRAnlP8fg="></latexit>

C0

<latexit sha1_base64="1N6grm8mbtL4dgdEVtdg8eLbyfs="></latexit>

2d1 = 2128

3Ting Li and Yao Sun. “Preimage attacks on round-reduced Keccak-224/256 via an allocating approach”.
In: EUROCRYPT 2019

4Le He et al. Improved Preimage Attacks on Round-Reduced Keccak-384/512. Cryptology ePrint Archive,
Paper 2022/788. 2022
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Hard to Design a Structure manually

small rate

the linear duffision layer is highly flexible (independently shift each row )

the non-linear layer is more complex than Keccak

Automatic Preimage Attack Framework on Ascon FSE 2024 March 26, 2024 14 / 29



Overview of Framework

1 Optimal Structures Snde ,df Search Stage

2 Validity of Optimal Structures Verification Stage: dr ≥ d1
holds?

− Construct a system of de linear equations in df free variable
bits (df ≥ de), then the system has a non-trivial solution.

3 Final Complexity Computation Stage:

2h−de
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Automatic Optimal Structure Search Model

3-round Structure —> 1-round LC + 1-round LCQ + 1-round LQ   

<latexit sha1_base64="90eFS0rJojHlRe6058DyLh5ZvVQ="></latexit>

A0
x,y

pS�pC����! B0
x,y

pL��! A1
x,y

pS�pC����! B1
x,y

pL��! A2
x,y

pS�pC����! B2
x,y

pL��! A3
x,y

pS�pC����! B3
x,y

p�1
L �� A4

x,y

Figure: 3-round Quartic Structure used in 4-round Preimage Attack

Modeling the bit propagation

− Modeling the Substitution Layer pS
− Modeling the Linear Layer pL

Modeling the matching hash bit

Modeling extra condition

− Modeling the initial state
− Modeling the objective functions
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Modeling the Initial State

0

64

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127

128 129 130 131 132 133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 181 182 183 184 185 186 187 188 189 190 191

192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255

256 257 258 259 260 261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 281 282 283 284 285 286 287 288 289 290 291 292 293 294 295 296 297 298 299 300 301 302 303 304 305 306 307 308 309 310 311 312 313 314 315 316 317 318 319

<latexit sha1_base64="C/QJrYXC6nymaks6MOC6cP4FBME="></latexit>x

<latexit sha1_base64="zbsPl2dpHOP7FivJtLCbrzHtKYk="></latexit>y

linear unknown matched digestconstant
<latexit sha1_base64="H2o2V/8REKZ6Ia73kv9K8JNgOUc="></latexit>

A0[y][x]

Separate all state bits into three types: linear bits (v), constant bits(c), unknown bits(q).

In the initial state A0:

− constant bits are fixed constants, including the padding bit
− linear bits only exist in the outer part

Automatic Preimage Attack Framework on Ascon FSE 2024 March 26, 2024 17 / 29



Diffusion of Linear Bits through the last pS

<latexit sha1_base64="9r8Gxcl0/EyTBp/a1XkzxbcwB5s="></latexit>

p�1
L

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

<latexit sha1_base64="KWnlIA5jMzqupdxi9L+95JtAhjQ="></latexit>pS � pC

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

0

64

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127

128 129 130 131 132 133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 181 182 183 184 185 186 187 188 189 190 191

192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255

256 257 258 259 260 261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 281 282 283 284 285 286 287 288 289 290 291 292 293 294 295 296 297 298 299 300 301 302 303 304 305 306 307 308 309 310 311 312 313 314 315 316 317 318 319

<latexit sha1_base64="N9aaHKHd2/fpucW6mekGJUdA+Us="></latexit>

A3[y][x]

<latexit sha1_base64="EKEWoStz8RRx5xgL7drn7Gq4ORU="></latexit>

B3[0][x]

Figure: The propagation of the last round in 4-round quartic structure

For 5-bit inputs of each sbox (a0, a1, . . . , a4), the output bit b0 is known(recovered from
hash bit by p−1

L )

b0 = a4a1 ⊕ a3 ⊕ a2a1 ⊕ a2 ⊕ a1a0 ⊕ a1 ⊕ a0 (4)
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Generate Guess Linear Equations leaked by the Hash Value

Observation 1

If the algebraic degrees of a3, a2, a0 are at most 1, then the guess linear equation
a3 ⊕ a2 ⊕ a0 = b0 holds with a probability of 3

4 when 5 input bits are uniformly distributed.

b0 = a4a1 ⊕ a3 ⊕ a2a1 ⊕ a2 ⊕ a1a0 ⊕ a1 ⊕ a0

= (a4 ⊕ a2 ⊕ a0 ⊕ 1)a1 ⊕ a3 ⊕ a2 ⊕ a0

Note that the quadratic term (a4 ⊕ a2 ⊕ a0 ⊕ 1)a1 = 0 holds in fact with a probability of 3
4 .

Thus, one linear equation a3 ⊕ a2 ⊕ a0 = b0 can be obtained by excluding the quadratic term,
which can still bring a gain of 3

4/
1
2 ≈ 20.585.
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Modeling the Matching Hash Bit( An−1 → Bn−1[0])

<latexit sha1_base64="9r8Gxcl0/EyTBp/a1XkzxbcwB5s="></latexit>

p�1
L

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

<latexit sha1_base64="KWnlIA5jMzqupdxi9L+95JtAhjQ="></latexit>pS � pC

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

0

64

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127

128 129 130 131 132 133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 181 182 183 184 185 186 187 188 189 190 191

192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255

256 257 258 259 260 261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 281 282 283 284 285 286 287 288 289 290 291 292 293 294 295 296 297 298 299 300 301 302 303 304 305 306 307 308 309 310 311 312 313 314 315 316 317 318 319

<latexit sha1_base64="N9aaHKHd2/fpucW6mekGJUdA+Us="></latexit>

A3[y][x]

<latexit sha1_base64="EKEWoStz8RRx5xgL7drn7Gq4ORU="></latexit>

B3[0][x]

Figure: The propagation of the last round in 4-round quartic structure

For each column (sbox), if A2[0][i ],A2[2][i ],A2[3][i ] (0 ≤ i < 64), are all linear bits or constant
bits, we say there is a 1-bit hash matching, and one guess linear equation is constructed with a
probability of 3

4 .
Additionally, we introduce 64 variables, denoted by Ei , 0 ≤ i < 64 for A2[⋆][i ] to indicate which
column matches successfully, if Ei = 1 means there is a 1-bit hash matching; otherwise, Ei = 0.

Automatic Preimage Attack Framework on Ascon FSE 2024 March 26, 2024 20 / 29



Objective Function

our objective is to maximize the number of guess linear equations de

where df is the number of free linear bits(degrees of freedom).df =
∑

A0
0,x

Maximize : de =
∑

Ex

(5)
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Diffusion of Linear Bits through the first pS(A
0 → B0)

Adding some specific conditions imposed on the inputs of sbox that can significantly
control the diffusion of linear bits.

a0

a1

a2

a3

a4

b0

b1

b2

b3

b4

<latexit sha1_base64="/uQTlZSR96coa4Cn7QeEsTEm1dY="></latexit>pS

a0

a1

a2

a3

a4

b0

b1

b2

b3

b4

<latexit sha1_base64="/uQTlZSR96coa4Cn7QeEsTEm1dY="></latexit>pS

a0

a1

a2

a3

a4

b0

b1

b2

b3

b4

<latexit sha1_base64="/uQTlZSR96coa4Cn7QeEsTEm1dY="></latexit>pS

a0

a1

a2

a3

a4

b0

b1

b2

b3

b4

<latexit sha1_base64="/uQTlZSR96coa4Cn7QeEsTEm1dY="></latexit>pS

<latexit sha1_base64="aJ1CFAQ7/3rSLfTGNY6cChQFwQ8="></latexit>

a1 = 0; a3 + a4 = 0
<latexit sha1_base64="+efhxnqt6fmYAGhWM1hNPU33UIA="></latexit>

a1 = 0; a3 + a4 = 1
<latexit sha1_base64="4HtH9sLJFIrKLi/La3GeyeJIl2U="></latexit>

a1 = 1; a3 + a4 = 1
<latexit sha1_base64="GS0HIE7qnMroaCCfrg9O4eJJ3lc="></latexit>

a1 = 1; a3 + a4 = 0

b2 = a4a3 ⊕ a4 ⊕ a2 ⊕ a1 ⊕ 1 must be a constant bit

Automatic Preimage Attack Framework on Ascon FSE 2024 March 26, 2024 22 / 29



Diffusion of Linear Bits through the second pS(A
1 → B1)

Due to the independent calculation of pL within each row, the third input bit a2 of the
second pS must be a constant bit.

Inputs Outputs Condition Inputs Outputs Condition

ccccc ccccc - vcccc vvccc a1 = 0; a3 + a4 = 1

vcccc cvccv a1 = 0; a3 + a4 = 1 cvccc ccvvc a2 = 0; a3 = 1; a0 + a4 = 1

ccccv cvccv a0 = 1; a1 = 0; a3 = 1 ccccv vvccc a0 = 1; a1 = 1; a3 = 1

vvccc qvvvq - cvccv qvvvq -

Automatic Preimage Attack Framework on Ascon FSE 2024 March 26, 2024 23 / 29



Diffusion of Linear Bits through the third pS(A
2 → B2)

Due to the independent calculation of pL within each row, unknown bits (‘q’) only exist in
the first row and the last row of A2.

Suppose one 5-bit inputs of i-th sbox A2[∗][i ] = (a0, a1, a2, a3, a4), the outputs
B2[∗][i ] = (b0, b1, b2, b3, b4)

b2 = a4a3 ⊕ a4 ⊕ a2 ⊕ a1 ⊕ 1

b0 = a4a1 ⊕ a3 ⊕ a2a1 ⊕ a2 ⊕ a1a0 ⊕ a1 ⊕ a0

if any single unknown bit is among a1, a2, or a3, then one of b3,b2,b0 must be an
unknown bit.

Due to the independent calculation of pL within each row, unknown bits (‘q’) must exist
in the first row, the third row and the last row of A3. (Too Bad! we miss at least 1-bit
hash matching)
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Improved 3-round Preimage Attacks using 5513 Optimal Structures S227,27

Random space:
2dr = 236

dr > d1 holds

Complexity(guesses):

2128−0.585de=2112.205
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<latexit sha1_base64="C/QJrYXC6nymaks6MOC6cP4FBME="></latexit>x

<latexit sha1_base64="zbsPl2dpHOP7FivJtLCbrzHtKYk="></latexit>y

<latexit sha1_base64="KWnlIA5jMzqupdxi9L+95JtAhjQ="></latexit>pS � pC

<latexit sha1_base64="KWnlIA5jMzqupdxi9L+95JtAhjQ="></latexit>pS � pC

<latexit sha1_base64="Lt88pqOOGQM5ymWoacLXDmRt/dY="></latexit>pL

<latexit sha1_base64="Lt88pqOOGQM5ymWoacLXDmRt/dY="></latexit>pL

<latexit sha1_base64="KWnlIA5jMzqupdxi9L+95JtAhjQ="></latexit>pS � pC
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192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255
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linear unknown matched digestconstant
<latexit sha1_base64="H2o2V/8REKZ6Ia73kv9K8JNgOUc="></latexit>

A0[y][x]

<latexit sha1_base64="pOoZ3PWpPNU6bBPdmUsv6/yqWzk="></latexit>

B0[y][x]

<latexit sha1_base64="s04WbPi/ZMpV+cfT/HvEH/BM4zY="></latexit>

A1[y][x]

<latexit sha1_base64="5YPm5OQ3cTay/RwTvsZ6zJBzDZE="></latexit>

B1[y][x]

<latexit sha1_base64="B2sPVgB4GQfGZ09z07LkDQgCMKw="></latexit>

A2[y][x]

<latexit sha1_base64="sm3lfMxwM7y1T0f65WfjWfVrdDI="></latexit>

B2[0][x]

condition list:
1:  A^0[1][2]=0                               
2:  A^0[3][2]+A^0[4][2]=1
3:  A^0[1][3]=0
4:  A^0[3][3]+A^0[4][3]=1
5:  A^0[1][4]=0
6:  A^0[1][5]=0
7:  A^0[3][5]+A^0[4][5]=1
8:  A^0[1][11]=0

9:   A^0[3][11]+A^0[4][11]=1
10: A^0[1][12]=0
11: A^0[3][12]+A^0[4][12]=1
12: A^0[1][14]=0
13: A^0[1][20]=0
14: A^0[3][20]+A^0[4][20]=1
15: A^0[1][21]=0
16: A^0[3][21]+A^0[4][21]=1

17: A^0[1][23]=0
18: A^0[3][23]+A^0[4][23]=1
19: A^0[1][29]=0
20: A^0[3][29]+A^0[4][29]=1
21: A^0[1][30]=0
22: A^0[3][30]+A^0[4][30]=1
23: A^0[1][32]=0
24: A^0[3][32]+A^0[4][32]=1

25: A^0[1][33]=1
26: A^0[1][38]=0
27: A^0[3][38]+A^0[4][38]=1
28: A^0[1][39]=0
29: A^0[3][39]+A^0[4][39]=1
30: A^0[1][40]=0
31: A^0[3][40]+A^0[4][40]=1
32: A^0[1][41]=0

33: A^0[3][41]+A^0[4][41]=1
34: A^0[1][42]=1
35: A^0[1][48]=0
36: A^0[3][48]+A^0[4][48]=1
37: A^0[1][49]=0
38: A^0[3][49]+A^0[4][49]=1
39: A^0[1][50]=0
40: A^0[1][51]=1

41: A^0[1][57]=0
42: A^0[3][57]+A^0[4][57]=1
43: A^0[1][58]=0
44: A^0[3][58]+A^0[4][58]=1
45: A^0[1][59]=0
46: A^0[1][60]=0

conditions determined by the inner part of A^0:
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