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New Types of Finite Field Friendly Designs
Many MPC/FHE/ZK-friendly ciphers are designed with novel operations and
constructions, e.g., LowMC, MiMC, GMiMC, HADES, Ciminion, Rescue...
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Challenges of Cryptanalysis for Newly Symmetric-Key Primitives
Novel design ideas and constructions naturally lead to some potential threats.

• Algebraic attacks:
• Gröbner-basis attack on Jarvis and Friday [ACG+19].
• High-order attack on full-round MiMC [EGL+20].
• Coefficient Grouping breaks Chaghri [LAW+23].
• etc.

• Statistical attacks:
• Truncated differential attack on full-round GMiMC [BCD+20].
• etc.

Cryptanalysis and design of newly symmetric-key ciphers are becoming interesting
but challenging tasks.

• Cryptanalysis needs to be investigated further.

• Design could be aided by more in-depth cryptanalysis.
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Algebraic Cryptanalysis over Finite Field

These novel symmetric-key designs are usually more vulnerable to algebraic
attacks.

How to accurately evaluate algebraic properties of these new ciphers is still
difficult.

There are usually two methods: degree-based and structural-based.
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Links among Different Cryptanalytic Methods over Fn2
Links among different symmetric cryptanalytic methods over Fn2 have been well
studied.

Impossible Differential Cryptanalysis
(𝜀)

Zero-correlation Linear Cryptanalysis
(𝜀!)

Integral Cryptanalysis
(𝜀)

Integral Cryptanalysis
(𝜀!)

𝜀! = 𝑃 $ 𝜀 $ 𝑇

𝜀! = 𝑃 $ 𝜀 $ 𝑇

unconditional

unconditional

For example, links among impossible differential, zero-correlation linear and integral
cryptanalysis over Fn2 [SLR+15].
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Why We Focus on Links over Fp (p > 2)?

• Integral (INT) cryptanalysis over Fp is still difficult to evaluate accurately.

• Impossible differential (IDC) and/or Zero-correlation linear hull (ZC) over Fp
may be easier to construct.

• It will be convienient to derive structural-based integral distinguisher if with
the links among IDC, ZC and INT over Fp.
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Main Obstacle of Generalizing Links to Fp
Definition (Correlation over Fp [BSV07])
Given a function F : Ftp → Fsp, for a linear mask pair (u, v), where u ∈ Ftp and
v ∈ Fsp, then the correlation of linear approximation (u, v) of F is defined as

corF (u, v) = cor(uT · x− vT · F (x)) = 1

pt

∑

x∈Ftp

χu(x)χv(F (x)) =
1

pt

∑

x∈Ftp

e
2πi
p

(uT ·x−vT ·F (x))
.

• Considering the linear correlation over Fn2 , parity-check is extensively used
for its fast calculation.

• However, the correlation over Fp, defined over a complex plane by Baignères
et al. [BSV07], thus more complicated.

• Until the recent design Ciminion [DGGK21], trying to evaluate the security
against this kind of linear attacks over Fp.
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Links of ZC and INT over Fp
n− n0 n0

n1 n− n1

Zero-correlation linear hull

n− n0 n0

n1 n− n1

Integral distinguisher

For the balance property and zero correlation, ZC and INT are the connections
between the links over Fp.
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From ZC to INT over Fp
Theorem (ZC to INT over Fp)
If there exists a subspace A of Ftp and a mask b ∈ Ftp\{0}, such that for any
a ∈ A, cor(aT · x− bT · F (x)) = 0 where x ∈ Ftp. For any λ ∈ Ftp, function
Gλ : A

⊥ 7→ Ftp is defined as Gλ(x) = E(x+ λ). Then for any λ ∈ Ftp, bT ·Gλ(x)
is balanced on the subspace A⊥, that is cor(−bT ·Gλ(x)) = 0.

• For the condition over Fn2
• “input and output linear masks in zero-correlation approximations are
independent”, as claimed in [BLNW12].

• Later, this condition was relaxed in [SLR+15].

• However, it requires a subspace for the input mask when transforming ZC to
INT over Fp.1

1Beyne [Bey21] has already provided new insights into linear cryptanalysis over abelian
groups and generalized the link between zero-correlation and integral attacks, which are
obtained by introducing a geometric approach.
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From INT to ZC over Fp

Theorem (INT to ZC over Fp)
Let E(x) : Ftp → Ftp be a function over Ftp, A be a nontrivial subspace of Ftp and
its orthogonal space A⊥ = {x ∈ Ftp|aT · x = 0, a ∈ A}. For any λ ∈ Ftp, function
Gλ : A

⊥ 7→ Ftp is defined as Gλ(x) = E(x+ λ). Then an integral distinguisher of
E can lead to a zero-correlation linear hull with input masks A and nonzero
output mask b, if and only if it is a balanced integral distinguisher with
bT ·Gλ(x) balanced on the subspace A⊥.

• Similar to that over Fn2 , only INT with balanced property can be converted
into ZC over Fp.
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More Refined Links among IDC, ZC and INT over Fp
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By covering more constructions (FSP , GFSP , EFP , Eerf , Ecrf ) and underlying
structures (E , E⊥, E−1), more refined links between IDC, ZC and INT over Fp
are established.
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Applications to GMiMC with Unbalanced Feistel Networks
x1r x2r xjr · · ·· · · xtr

··
·

··
·

x1r+1 xt−1
r+1xi−1

r+1
xtr+1· · · · · ·

S

The round function of GMiMCerf.

x1r x2r xjr· · · · · · xtr

··
·

··
·

x1r+1 x2r+1xjr+1
xtr+1· · · · · ·

S

The round function of GMiMCcrf.

• Algebraic equation-based method for finding IDC/ZC.

• INT can be directly converted from IDC/ZC.

• Improvements up to 3-round for most cases, arbitrary number of rounds for
special and limited cases.
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Ciphers Type Rounds Remarks Source

GMiMCerf

IDC

2t− 2 α1, β1 6= 0† [AGP+19]

3t− 4 α1, β1 6= 0 and α1 6= β1 [BCD+20]
3t − 3 α1, β1 6= 0 This work
3t − 1 α1 = β1 and t 6≡ 1 mod p This work
Arbitrary α1 = −β1 and t ≡ 1 mod p This work

ZC

3t− 4 Transformed from IDC in [AGP+19]

3t − 3 a1, b1 6= 0†† This work
3t − 1 a1 = b1 This work
Arbitrary t ≡ 1 mod p This work

INT

t + dlog3(t)e
* Higher-order [AGP+19]

2t− 2 + blog3(p− 2)c Algebraic control method (Block cipher) [BCD+20]
3t − 3 This work

3t− 4 + blog3(p− 2)c Algebraic control method (Hash function) [BCD+20]
Arbitrary t ≡ 1 mod p This work

LC
t− 1 [BCD+20]

Arbitrary t ≡ 1 mod p This work

GMiMCcrf

IDC

3t− 4 [AGP+19]
3t − 3 α1, β1 6= 0 This work
3t − 1 α1 = β1 This work
Arbitrary t ≡ 1 mod p This work

ZC
3t − 3 a1, b1 6= 0 This work
3t − 1 a1 = b1 and t 6≡ 1 mod p This work
Arbitrary a1 = −b1 and t ≡ 1 mod p This work

INT
2t + dlog3(t)e

* Higher-order [AGP+19]
3t − 3 This work

DC
t− 1

Arbitrary t ≡ 1 mod p This work
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Improvements of (3t− 1)-round IDC of GMiMCerf

x11 x21 x31 x410 0 0 α1

0

RC1(K1)

S

x12 x22 x32 x420 0 α1 0

0

RC2(K2)

S

x13 x23 x33 x430 α1 0 0

0

x14 x24 x34 x44

RC3(K3)

S

α1 0 0 0

0

x14 x24 x34 x44α1 0 0 0

α2

RC4(K4)

S

x15 x25 x35 x45α2 α2 α2 α1

α3

RC5(K5)

S

x16 x26 x36 x46α2,3 α2,3 α1,3 α2

α4

x17 x27 x37 x47

RC6(K6)

S

α2,3,4 α1,3,4 α2,4 α2,3

Over Fp, with α1 = β1, (3t− 1)-round IDC.

• Forward: t− 1

• Middle: t+ 1

• Backward: t− 1

α2 + α3 + α4 = −β2
α1 + α3 + α4 = β1 − β3

α2 + α4 = −β2 − β3
α2 + α3 = −β2 − β3




⇒ β3 = 0

x17 x27 x37 x47−β2 β1,−3 −β2,3 −β2,3

β3

RC7(K7)

S

x18 x28 x38 x48β1 −β2 −β2 −β2

β2

x19 x29 x39 x49

RC8(K8)

S

0 0 0 β1

x19 x29 x39 x490 0 0 β1

0

RC9(K9)

S

x110 x210 x310 x4100 0 β1 0

0

RC10(K10)

S

x111 x211 x311 x4110 β1 0 0

0

x112 x212 x312 x412

RC11(K11)

S

β1 0 0 0

0

(3t− 1) rounds IDC example of GMiMCerf with number of branch t = 4.
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Special Arbitrary Number of Rounds IDC of GMiMCerf

For GMiMCerf, special arbitrary number of rounds IDC can be constructed

• Input difference (0, · · · , 0, α1) and output difference (β1, 0, · · · , 0)
• α1 = −β1 6= 0

• t ≡ 1 mod p (this condition may be possible for some ZK use cases also
with full-data security)

However, this cannot be adapted to Fn2 , due to the following equation

α1+(t− 1) ·α2+ · · · (t− 1) ·αr1+1 ≡ β1− (t− 1) ·β2− · · · (t− 1) ·βr2+1 mod p,

then combined with α1 = −β1, we have α1 = β1 = 0.
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Conclusion

• Links over Fp could be useful tools for design and cryptanalysis of these
newly MPC/FHE/ZK-friendly ciphers.

• More algebraic properties of symmetric ciphers over Fp are expected to be
investigated.

• Novel non-linear operations, for example, the recent comprehensive analysis
of Quadratic Functions [GOPS22, GGOP23, Gra23].
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